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Abstract Since the 1970s and more rigorously
since the 1990s, many countries have regulated data
protection and privacy laws in order to ensure the
safety and privacy of personal data. First, a com-
parison is made of different acts regarding genetic
information that are in force in the EU, the USA, and
China. In Turkey, changes were adopted only recently
following intense debates. This study aims to explore
the experts’ opinions on the regulations of the health
information systems, data security, privacy, and confi-
dentiality in Turkey, with a particular focus on genetic
data, which is more sensitive than other health data
as it is a permanent identifier that is inherited to next
of kin and shared with other family members. Two
focus groups with 18 experts and stakeholders were
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conducted, discussing topics such as central data col-
lection, legalized data sharing, and the management
of genetic information in health information systems.
The article concludes that the new Turkish personal
data protection law is problematic as the frame of
collectible data is wide-ranging, and the exceptions
are extensive. Specific laws or articles dedicated to
genetic data that also overlook the dimension of dis-
crimination based on genetic differences in Turkey
should be taken into consideration. In broader terms,
it is intended to put up for discussion that in addition
to ethical aspects, economic aspects and legal aspects
of health should be included in the discussion to be
carried out within the framework of socio-political
analyses with culture-specific approaches and cross-
culture boundaries simultaneously.

Keywords Data protection - Data privacy - Genetic
data - Turkish personal data protection law - Focus

group

Background

The first significant step to framing standards for the
protection of individuals was taken with the Univer-
sal Declaration of Human Rights after the Second
World War. It was adopted by the General Assembly
of the United Nations (UN) among the UN member
countries on December 10th, 1948. Even though it
has been translated into 370 different languages and

@ Springer


http://orcid.org/0000-0003-1965-7996
http://orcid.org/0000-0002-2914-2489
http://orcid.org/0000-0001-8857-6001
http://orcid.org/0000-0002-8118-4272
http://crossmark.crossref.org/dialog/?doi=10.1007/s11569-022-00431-0&domain=pdf

298

Nanoethics (2022) 16:297-312

became the most translated document in the world
[1], it was not a legally binding declaration. Five
years later, the European Convention on Human
Rights was entered into force (September 3rd, 1953),
and the Council of Europe member countries ratified
these rights in order to become binding for the mem-
ber states. They, then, adapted their national laws to
give effect to the European Convention on Human
Rights [2]. Unlike them, the Convention for the Pro-
tection of Individuals concerning Automatic Process-
ing of Personal Data (“Convention 108”), which the
Council of Europe adopted in 1981, obliged signatory
countries to apply the principles of processing per-
sonal information. Moreover, this time, the Conven-
tion was also open for signature to countries outside
Europe. Although Turkey became one of the coun-
tries which signed the Convention on the same date
it was released, the first draft of the current Personal
Data Protection (PDP) law was prepared several years
later (2003) [3].

As time progressed and new technologies evolved,
systems and methods for collecting and processing
data varied and became extremely complicated. As a
result, many countries (mainly in Europe) started to
update their legislation and added specific rules about
how privacy should be managed [2]. This growing
diversity in national data protection approaches was
interpreted as an obstacle to the completion of the
internal market by the European Commission [4]. The
commission commented: “If the fundamental rights
of data subjects, particularly their right to privacy,
are not safeguarded at the community level, the cross-
border flow of data might be impeded” [4]. Thus, in
1995, the Data Protection Directive was created by
the European Commission and came into force in
1998 [5]. The Directive regulated that the transfer of
personal information to countries outside the EU can
be permitted only when the country guarantees ade-
quate protection for the information (Directive 95/46/
EC, Article 56) [5]. The Directive regulated privacy
protection, and the transfer to a third country of per-
sonal data shall be provided by the member states to
enforce other countries who conduct business within
Europe [6, 7].

The current EU data protection and privacy regu-
lation, General Data Protection Regulation (GDPR),
was adopted on April 14th, 2016, and replaced with
Directive 95/46/EC on May 25th, 2018. Only 1 week
before the adoption of the GDPR (April 7th, 2016),
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the very first Turkish Personal Data Protection (PDP)
entered into force [8]. The Turkish PDP law was pre-
pared based on Directive 95/46/EC. Howeyver, in the
EU 2018 Turkey report, the EU Commission criti-
cized the Turkish PDP law as “the law is not yet in
line with European standards” [9].

As of 2021, 145 countries, including Turkey,
enacted data privacy laws [10]. Among these, Euro-
pean countries’ regulations of the use of personal data
are perceived as rather “aggressive” [11], whereas
others tend to be more lenient as they give way to
companies and associations regulating themselves,
such as in the USA for instance, although the country
later had to tighten aspects of its regulations [11]. In
this paper, we discuss the Turkish PDP law within the
scope of European and US regulations, a patchwork
of state and national laws. Also, we will briefly men-
tion the Chinese Personal Information Protection Law
(PIPL) as these three regulations provide a suitable
context in which to discuss the situation in Turkey.

The EU’s current regulation GDPR is twofold; on
the one hand, it provides rights and controls to data
subjects, and on the other, it restricts data processors
in order to mitigate risks to the rights and freedoms of
people that may be caused by the processing of per-
sonal data (GDPR Article 4(7)). Health data is con-
sidered a particular category of data and, therefore,
has stricter privacy regulations, so much that pro-
cessing it is prohibited—except if explicit consent to
processing personal data is given and used for medi-
cal purposes (GDPR Article 9(3)). This includes the
health applications and wearables that collect health
data.

GDPR is much more sensitive when it comes to
personal data compared to the USA and China, and
it provides more protection. While it defines spe-
cial categories of personal data, genetic data and
biometric data are singled out along with other data
types, such as racial origin, trade union member-
ship, sex life, etc., in Article 4 (13). Genetic data is
identified as “personal data relating to the inherited
or acquired genetic characteristics of a natural person
which give unique information about the physiology
or the health of that natural person and which result,
in particular, from an analysis of a biological sample
from the natural person in question.” In Recital 34, it
is defined as obtaining genetic characteristics through
chromosomal, DNA, or RNA analysis (or obtain-
ing equivalent information via another element).
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Genetic analysis data may be thought of as personal
data, which is fact in most cases as genetic analysis
includes enough genetic markers even if names and
identifiers are removed. However, anonymized or
aggregated genetic sequences that cannot be linked
to a specific genetic identifier are not considered per-
sonal data.

The USA offers different levels of protection for dif-
ferent classes of data. Each data class has different prop-
erties, such as health data, which has commercial value
besides medical use. Third parties’ access to health
data under emergency conditions could have life-saving
implications as witnessed during the COVID pandemic
[12]. The variety of collected health data has increased
dramatically, including clinical, administrative, genetic,
behavioral, and environmental data. Simultaneously,
the ability to acquire, standardize, and integrate the
increasing amount of big data—and the capacity to ana-
lyze it—is expanding continuously. Applying big data
analytics and Al techniques can help identify ineffec-
tive treatments, increase treatment quality, help develop
new hypotheses and treatments, reduce inefficient use
of resources and medical error, and monitor drug and
device safety [13—15]. Moreover, it also means higher
profits [16-18].

In the USA, health researchers must comply
with the research-related privacy provisions of the
Health Insurance Portability and Accountability Act
(HIPAA), passed in 1996, to have national stand-
ards for safeguarding the confidentiality of medical
records [19]. Protected/Personal Health Informa-
tion (PHI) is defined as “relates to the past, present,
or future physical or mental health or condition of
an individual; the provision of health care to an indi-
vidual; or the past, present, or future payment for the
provision of health care to an individual that is trans-
mitted by electronic media; maintained in electronic
media, or transmitted or maintained in any other form
or medium” [20]. So, PHI includes all information
that could be used to identify an individual. Confi-
dentiality and privacy are essential, especially with
highly sensitive health data.

There are conceptual similarities between HIPAA
and GDPR. However, being compliant with one of
them does not guarantee compliance with the other.
The USA can apply HIPAA rules while process-
ing the data solely in the USA [21]. Nevertheless,
any processing activity on the data of people in the
EU must be carried out according to GDPR [21].

Two of the most significant differences are related
to informed consent forms. Formerly, while GDPR’s
consent requirements are rigorous, HIPAA allows dis-
closing information without patient authorization via
the approval of the institutional review board (IRB)
or a privacy board [21]. Later, GDPR gives more
rights—access, edit and erase—to the data subjects
on their informed consent forms than HIPAA [21].
That is why HIPAA compliance may not be enough
for the GDPR.

Genetic information is particularly important
among other sensitive data, as it is more intimate
than any other personal information [22, 23] due
to its specific features, such as uniqueness, predic-
tive capability, and impact on other family members
[23-25]. Although genome sequencing and genetic
tests brought incredible developments in healthcare,
there are growing privacy, security, and ethical con-
cerns regarding genetic discrimination, discrimina-
tion based on data-driven predictions of potential dis-
eases, and genetic insurance discrimination [26-30].
The USA’s Genetic Information Nondiscrimination
Act (GINA) aims explicitly to eliminate these con-
cerns. Discrimination based on genetic information
in health insurance and employment is prohibited
by this law in the USA [31]. President George W.
Bush signed GINA in 2008, and its primary goal is
to ensure the public benefit, avoid discrimination due
to genetic differences by insurance companies and
protect employees and applicants from discrimination
[31]. On October 26th, 2016, Europe adopted a simi-
lar action, CM/Rec(201,608), regarding “the process-
ing of personal health-related data for insurance pur-
poses, including data resulting from genetic tests,” yet
another measure to safeguard sensitive data, such as
genetic data, to be used by third parties for discrimi-
natory purposes [32]. Even though there are such
legal regulations, for example, in the EU Charter of
Fundamental Rights, Article 21.1, there are particular
areas, such as adoption agencies, fertility services, or
the military, where genetic discrimination is experi-
enced but not covered by the legislation. Hence, the
debate is ongoing [33].

The protective regulations were insufficient as they
were designed from the perspective of personal use;
however, the accessibility to large amounts of data
through two workarounds made the regulations obso-
lete [34]. The first one is utilizing “health-related”
data, such as web searches, fitness trackers, mobile
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health apps, and consumer genetic services, instead
of “healthcare” care data that is protected [35-37].
The second one is data extraction from HIPAA and
other healthcare data regimes, which is possible
since data is not regulated by HIPAA itself or who-
ever holds it, but by insurance-covered entities and
their business associates [38]. These datasets are
called shadow health records: “less-regulated records
about individuals with the same sort of information
as standard health records—sometimes the exact
information—supplemented with data from other
sources” [39]. GINA can be considered a patchwork
to address this workaround [39], but better and more
protective regulations came into effect through the
GDPR and California Consumer Privacy Act (CCPA)
of 2020. Although the GDPR is more comprehen-
sive, the reach of GDPR outside the EU is debat-
able. Their fines are substantial [40]. Examples may
be considered scary, such as 746 million Euros for
Amazon, 226 million Euros for WhatsApp, and 90
million Euros for Google Ireland [41]. CCPA has
even a smaller reach as it only applies to California
residents; nonetheless, it is the most populous state
with an even more significant economic influence
[39]. CCPA dictates access notices and requirements
for larger businesses and data brokers [42]. In short,
even though there is a risk of hurting the innovative
capacity among health and life sciences companies,
they provide a protective capacity that has been miss-
ing [39]. That being said, it has been recommended to
“bring DTC (direct-to-consumer) and PGT (personal
genomic testing) companies under the umbrella of
HIPAA regulations” and make GINA follow a similar
suit [43].

Regarding policy on genetic data, the literature sug-
gests three groups; regions featuring extensive policy-
making activities (the USA, European Union, Canada,
Mexico), regions with moderate policy-making activi-
ties (Australia, Asia, South America), and regions with
minimal policy-making activities (the Middle East
and Africa) [44]. However, this literature needs to be
updated as China, that was not included in the analy-
sis, introduced the Personal Information Protection
Law (PIPL) in 2021 [45]. PIPL is vital because it is the
only law that covers around 20% of the world’s popu-
lation. Moreover, it impacts multinational companies
to the extent that they process the data of individuals
in China. According to PIPL, medical health informa-
tion is considered “sensitive personal information”
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along with other examples such as biometrics, religion,
financial accounts, etc. [46]. Also, according to Arti-
cle 33, illegally obtaining, selling, or supplying third
parties more than 500 pieces of information can result
in up to 3 years of detention [45]. PIPL is “both suffi-
ciently in the mainstream of GDPR-influenced laws and
sufficiently distinctive” [47] and requires more atten-
tion from scholars, for there are areas that need to be
interpreted.

In conclusion, the GDPR is the most comprehen-
sive in many areas. The US system is a patchwork of
state and national laws and regulations; it is difficult
to track; however, GINA, a specific genetic nondis-
crimination act, serves well. The PIPL is relatively
new and does not refer to genetic data specifically,
instead, it has limited oversight (Table 1).

Found to be below acceptable standards by the EU
report, many innovations need to be discussed in the
Turkish new law, and handling genetic data is one of
them. So far, there has not been any regulation dedi-
cated to genetic data in Turkey; however, in the law,
genetic data is listed in the special categories of per-
sonal data for the first time. Genetic data is listed sepa-
rately from health data as well (Article 6, Paragraph 1)
[8]. Therefore, the requirement for different treatment
of genetic data was specified and guaranteed by law.

Hence, the study aims to explore the experts’ opin-
ions on the regulations of the health information sys-
tems, data security, privacy, and confidentiality in
Turkey. This covers the current situation of the health
information systems, data security, privacy, and confi-
dentiality in Turkey, with a particular focus on genetic
data, which is more sensitive than other health data as
it is a permanent identifier that is inherited to the next
of kin and shared with other family members.

Methodology
Focus Group Approach

We conducted two focus group meetings to explore
the experts’ opinions on the regulations of the health
information systems, data security, privacy, and confi-
dentiality in Turkey, with a particular focus on genetic
data. The advantage of using focus groups as a method
for evaluation is that they “provide researchers with
means for collecting data that can be used to con-
struct a descriptive account of the phenomena being
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investigated” [48], fitting our main goal of evaluat-
ing practices on data protection and genetic data in the
Turkish Health Information System. As participants
interact and build on one another’s comments, the
researcher can generate large amounts of data describ-
ing, explaining, comparing, and evaluating a phenome-
non. Moreover, through a facilitator, discussions can be
probed for further details. Therefore, controversial, mul-
tifaceted, and multidisciplinary topics, such as genetic
data privacy, benefit from it greatly. The purpose of the
focus group session is not to arrive at an agreement on
the investigated topics but to identify, understand, and
sympathize with the stakeholder perceptions. Like-
wise, this study provides a discussion platform between
experts and stakeholders to determine how genetic data
is handled in Turkey based on their experiences and
how the new legislation will bring insights into genetic
data handling.

The participants were chosen with the purposive
sampling technique, an expert sampling method.
Experts are chosen to be research subjects [49]. In
both focus group meetings, the participants of the
host institute acted as the moderators. They intro-
duced topics and guided the discussions.

The first focus group meeting lasted more than 2 h
and included seven participants (three females, four
males) and one moderator (female) from academia.
Participants included two lawyers from an NGO over-
seeing the medical sector, a journalist in information
technologies and society, an academic who special-
izes in cryptology and information security, an insur-
ance company representative, a large IT company
director for relations with the Ministry of Health,
and an entrepreneur from a wearable devices com-
pany. The moderator was an academic specializing in
genome sciences and informatics.

In the second focus group lasting 6 h, eleven par-
ticipants (three females, seven males) discussed the
collection of genetic data; discussions covered a
wide range of topics on health information systems,
ranging from electronic health records, comparisons
of differences in the implementation of law in other
countries to genomic data itself. The participants
were representatives of NGOs (Turkish Medical
Association, Bioethics Association, Medical Genetics
Association, Patient Rights Association, and Medical
Informatics Association), a data protection law con-
sultant to a ministry, an industry representative from a
genetic diagnostic center, and medical experts. Eight
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participants were academics specializing in medical
genetics, clinical bioinformatics, or medical ethics.
As these participants are experts in niche areas, thus
easily identifiable, we refrain from providing more
information about them in order to protect their ano-
nymity. The moderator in the second focus group was
the NGO lawyer hosting the meeting.

As the main aim of the meetings was to explore
the experts’ opinions on the regulations of the health
information systems, data security, privacy, and con-
fidentiality in Turkey, we examined important issues
of the regulations of the health information systems
from legal, ethical, and security perspectives, where
implementation of the new personal data protection
(PDP) law in Turkey on genetic data was investigated
in further detail. The major topics addressed in both
focus groups can be as follows:

e The Turkish National Health Information System
(N-HIS) and the implementation of the PDP Law.

e E-Nabiz’s data access model as a mobile appli-
cation serving national-wide electronic health
records.

e Regulations allowing the Ministry of Health to
centralize health data collection through N-HIS
and E-Nabiz.

e Regulations on protecting medical data regarding
security, privacy, and confidentiality of the data.

e Genetic data management by healthcare givers
and governmental institutes and respective PDP
Law coverage of these practices.

This approach and the thematic broadness allowed
us to draw on a rich corpus of data with interrelated
links for this analysis.

Data Analysis

Both discussions were audio-recorded (permissions
obtained verbally for the audio-recording) and tran-
scribed for analysis with the participants’ permission.
In order to protect the participants’ anonymity in the
focus groups, codes were given, and feminine third-
person pronouns were used for all participants.

A preliminary transcriptions analysis was con-
ducted to understand the data and reflect on its mean-
ing. The entire data set was organized, specified,
simplified, and reduced. Then, the related parts were
given separately and re-read, and essential elements
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were defined. Initial codes came together and turned
into potential themes, which were organized. Our
analysis of our focus group data revealed two main
areas of concern: the lack of regulations govern-
ing access to and the handling of medical data and
the management of genetic information in electronic
patient records.

Findings

Insufficient Regulations for Access and Protection of
Medical Data

Central Data Collection in Turkey

In both sessions, none of the participants were against
the collection of health data; on the contrary, they
believed that this collection was necessary, and con-
cerns were related to the centralized storage and the
anonymity of the data. As of the utmost concern,
most interviewees demanded that health data be col-
lected primarily to benefit each patient and society.
However, the social and individual benefits depend on
the “right methods” for storing and sharing data. So,
encryption technologies should be effectively utilized
to provide data privacy, security, and confidentiality
for anonymity.

One participant underlines that the Ministry of
Health already stores health data. So, the primary
considerations are with whom, when, and under
which conditions this data will be shared (“beyond
the storage of the data, with whom and under which
rules”). Although P3 (Private company director for
relations with the Ministry of Health) is aware of the
central organizational structure of the Ministry of
Health, she emphasizes the importance of regulations
on data privacy:

“[W]hen it comes to confidential information
such as patient data, I think that it can provide
much help to find and propose rules and mech-
anisms such as security mechanisms, rules for
sharing and evaluating, etc.”

In other words, as the health data is already stored
in central systems, implementing the data protection
law is much more critical. The expert directly points
out that rules and mechanisms for protecting patients
and thus health data still need to be developed and
implemented. This indicates that the implementation

of the EU directives presented is insufficient. This
will become clearer in the next section, especially
about implementing the PDP law.

The Law Legalized Data Sharing

Many participants have a critical opinion on the legis-
lation and wish it had never come into force, as unau-
thorized data collection “was a crime before the law
came out, but now it is legalized. For the law makes it
easy to capture and collect personal data, not to pro-
tect it; we have hesitations” (P1, NGO Lawyer). The
lawyer P1 (NGO Lawyer) even thinks that the situa-
tion had been better before the PDP law was passed.
Another participant from the second focus group had
a similar view, stating that the PDP law legalized
unauthorized access and gave the government spe-
cial sharing rights (P4, Medical Genetics Academi-
cian). These concerns are related to two significant
challenges of the law: excessive exceptions and data
collection without consent in article 6, paragraph 3.
Article 6, paragraph 1 defines the particular interest
data as follows:

“[R]elating to race, ethnic origin, political
opinions, philosophical beliefs, religion, sect
or other beliefs, appearance and dressing,
membership of an association, foundation or
trade-union, health, sexual life, criminal con-
viction, and security measures, and biometrics
and genetics are special categories of personal
data." Article 6 — (1)

Although article 6(2) emphasizes the requirement
for explicit consent by stating that it "is prohibited to
process special categories of personal data without
obtaining the explicit consent of the data subject" in
paragraph 3, exceptions are listed that allow process-
ing data categorized as special data without explicit
consent [8]:

“Personal data relating to health and sexual life
can only be processed without obtaining the
explicit consent of the data subject for purposes
of protection of public health, operation of pre-
ventive medicine, medical diagnosis, treatment,
and care services, planning and management of
health services and financing by people under
the obligation of secrecy or authorized institu-
tions and organizations.” (Article 6-3)

@ Springer
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According to this paragraph, our participants
pointed out that even data about patients’ sexual
orientation can be processed without the data own-
er’s consent and that exceptions are challenging.
P1(NGO Lawyer) criticizes:

“There are too many exceptions. The bowl is
uncovered, and the umbrella that protects it
is too narrow. Hence the number of data sub-
categories unprotected by the law is more than
the ones being protected.”

P1 (NGO Lawyer) refers to article 6 paragraph 3
PDP, as it relates to circumventions of the legislation
regarding collecting and processing sensitive data of
individuals and institutions without their consent.

Another NGO lawyer, P10, pointed out that the
PDP law gives this right to the Ministry of Health
as well:

“Within the same law, the Ministry of Health
is also assigned the task related to collecting
this data for certain purposes, like protecting
public health, etc.”

According to P10’s (NGO Lawyer) claim, this
part is added to the PDP law to legalize data collec-
tion of the e-Nabiz system since it was suspended
previously by the council’s decision (November
2015). The decision suspended the collection and
processing of the personal health data of the Turk-
ish Ministry of Health in November 2015. The
NGOs sued the Ministry of Health on the circu-
lar of e-Nabiz in February 2015. Approximately,
9 months later, the council of state stopped the exe-
cution; hence, it stopped collecting and processing
personal health data of the Ministry of Health [50].

The passage, which P10 (NGO Lawyer) men-
tioned, is article 47 [8], which is amended by the
PDP law from the decree-law no 663 dated Octo-
ber 11th, 2011, on the organization and duties of the
Ministry of Health.

P5 (Journalist) has similar concerns concerning
the law’s explicit consent as one of the most prob-
lematic parts. She explains this by referring to the
third paragraph of Transitional Provisions, Tempo-
rary Item 1 [8],

“that unless the data owner declared the oppo-
site within one year, it is accepted that consent
is given. It is not realistic for the data owner
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to remember whether she/he gave consent and
when or where she/he gave it.”

Exceptions defined in the law are highly criticized
by the participants, even though the law was prepared
based upon the Directive of the EU with high sensi-
tivity to data confidentiality. However, the translation
of the European Union directive numbered 95/46 is
also a controversial topic. “The way of implementa-
tion” (P6, Data Protection Consultant of a Ministry)
of the law and trust in the Turkish government are
discussed under various titles in the meetings.

Previous Breaches of the Law by the Government

P1 (NGO Lawyer) remarks that the Ministry of
Health does not obey the court decision, citing the
case of e-Nabiz as an example [51] and states that
even though the court stopped the implementation of
the application, it was still active:

“When we look at health and safety, a very criti-
cal issue emerges. It should never be done before
the legal infrastructure is established. After NGOs
won the cases, they [e-Nabiz, SaglikNet2, etc.]
were all stopped by the court but actually contin-
ued. They never stopped completely.”

NGO lawyer P11 emphasizes the importance
of establishing a legal infrastructure; however, the
unlawful acts were not stopped following the law’s
passing. The regulation of the protection of personal
health information (numbered 29,863) was published
by the Ministry of Health [52], and with the circular
numbered 20166 about e-Nabiz [53], the Ministry of
Health started to collect health data again.

Two central problems of the regulation for the pro-
tection of personal health information are the following:
one, data collection limitations since the NGO lawyers
worry that with this regulation, every type of data could
be collected and processed by government agencies.

“There is no criterion of restricting by purpose,
so the new regulation does not say that I want
the following data for the following purposes. It
says that when someone comes to you, you have
to send me all of the data you have obtained
from him.” (P1, NGO Lawyer)

And two, starting the data collection prior to the
establishment of the personal data protection board
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(PDPB), which is regulated in article 47 (4) as the
“Ministry shall take the necessary measures to ensure
the safety of personal health data obtained under this
law. For this purpose, it establishes a security system
that allows controlling for what purpose the regis-
tered information is used by which officer.” P1 (NGO
lawyer)’s statement makes it clear that there was no
establishment:

“[TThe law stated that you can collect data only
if you take the safety precautions prescribed by
the personal data protection board (Article 47-
Paragraph 4). However, the Ministry of Health
would start to collect the data before the per-
sonal data protection board is established.”

As NGO lawyers state, the article mentions the
principles determined by the PDPB. The election of
PDPB members [54] was completed on January 4th,
2017, about two and a half months after the regula-
tion of the protection of personal health information
was published (October 20th, 2016). P6 (Data Protec-
tion Consultant of a Ministry) accepts flaws within
the regulations and indicates that the changes will be
done soon.

Following a 5-month implementation period,
changes to the regulation were made starting from
November 24th, 2017 [55], as P6 (Data Protection Con-
sultant of a Ministry) stated. Many of the contradictory
paragraphs were updated or omitted from the modified
regulation. Article 7 was one of those. Its former ver-
sion allowed “‘authorized institutions and organizations”
to process personal health data. In its second paragraph,
it regulated that “in order for personal health data to be
processed non-anonymously, except for the purposes
listed in the first paragraph, the relevant person must be
informed in detail regarding the reason for the disposal,
the written consent of the person must be taken, and
the consent must be stored.” These contradictory para-
graphs were modified as follows:

MODIFIED ARTICLE 7

1. No explicit consent of the person is sought for
the personal health data to be processed under the
exceptional purposes and conditions set out in the
third paragraph of Article 6 of the Law.

2. To process personal health data within the scope
of these purposes, the person must be informed,
and consent must be taken according to the infor-
mation provided in Article 10 of the Law.

Management of Genetic Information in Health
Information Systems

Regulations and management of genetic data were
the main topics at both group meetings. The discus-
sion in the second meeting was concerned with the
handling of genetic data. Genetic data is considered
special data, as it differs from other data types in
their unique features. Our participants stressed that
the special character of genetic data, as it cannot be
anonymized, is related to the family rather than the
data owner alone and that it has the potential to gen-
erate more data about the owner in the future. These
unique features of genetic data were discussed along
with new legal developments.

The Distinction Between Genetic Data and Health
Data

P6 (Data Protection Consultant of a Ministry) indi-
cates that even though there is no article dedicated
to it, there is no exception made for genetic data
either, so it can be said that genetic data is under
protection by the law:

“In the first paragraph of article 6, apart from
health data, biometric data and genetic data
are counted separately. However, in the third
paragraph, only sexual life and health-related
data are mentioned as being exceptional.
Therefore, it is obvious that genetic data can-
not be processed [without consent] under 6/3.”
(P6, Data Protection Consultant of a Ministry)

Since this is the personal interpretation of P6
(Data Protection Consultant of a Ministry); the final
decision would depend on the PDP Board.

The NGO lawyers agree with this view and add
that according to the PDP law, genetic data cannot
be processed without “any consent” of the subject
(see P1), but “only if it is seen as health data.” This
statement is surprising as genetic data are often
linked to health data and are considered as such. As
genetic and health data are much intertwined, P8
(Representative of a Medical Diagnostics Center)
points out that both types of data are difficult to dis-
tinguish from each other:

“It is important to understand what is called
genetic data. So clinically, I make the FMF
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diagnosis for a child. Does that health data
become genetic data when I find the muta-
tion? When will they be separated? Because
apart from infectious diseases, 85% -90% of
the remaining diseases are genetics-based. The
discussion is so complicated at that point, so
we should define very well what genetic data
is and what is not.”

Of relevance and possibly helpful would be a defi-
nition used by the health care system. Indeed, the
Turkish Social Insurance Institution (SGK) does not
define any differences between genetic and health
data, while they are asking for information from
clinics. A university medical genetics laboratory
academic, P9 (Academician & Member of Medi-
cal Genetics Association), expresses that in practice,
SGK is acting against the law:

“In practice, we are producing the report; we
are sending the bill to the SGK. The SGK tells
us, ‘what did you do to this patient and send me
the 90 pages of the Sanger sequence. Put your
signature on the detailed report below, send
them to me, then I will put them in the patient
file and then I will pay you the money’. When it
comes to this point, then encapsulation or other
technical measures seems very utopian.”

P8 (Representative of a Medical Diagnostics
Center) also reports that three members of the Medi-
cal Genetics Association have been investigated since
the PDP law was published because they refused to
report the whole genetic data with SGK.

Many respondents are aware of the sensitivity of
genetic data and its implications. This is reflected in
the discussion on whether genetic data can be sepa-
rated from health data—and whether this involves
genetic testing or the sequencing of an entire genome.
In addition, genetic test results have two types of con-
sequences: they can either provide a potential or an
exact diagnosis. Specifically, this could be informa-
tion about biological ancestry, disease disposition,
and specific individual capabilities or life circum-
stances. In most cases, test results only offer proba-
bilistic outcomes, and sharing these possibilities with
patients is controversial. It is clear from the state-
ments made by the respondents that these results can
have severe and irreversible consequences if they are
in any insurance company’s hands. The particular
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sensitivity of genetic data also results from the fact
that this type of information remains valid over long
periods, statements could be made about future devel-
opments (predictive potential), and its significance
could often be of considerable consequence for the
life of the person—and the family—concerned.

Anonymization Does Not Work for Genetic Data

In the PDP law, genetic data is only listed under the
special categories of personal data, but no article
is predominantly dedicated to genetic data in law.
However, P7 (Academician), who wrote several aca-
demic publications and research projects on the pri-
vacy and security of genetic data, reminded us that
standard anonymization techniques would not be
enough to protect the privacy of genetic information.

“MIn order to anonymize data, you should
extract the personal identifier from it, but
genetic data is a personal identifier itself.”

P2 (Academician & Medical Informatics Associa-
tion Representative) also addressed the same prob-
lem and added that only pseudonymization tech-
niques could be applied to genetic data. (“genomic
data cannot be anonymized (...). It can only be
pseudonymized”).

P6 (Data Protection Consultant of a Ministry)
expressed thoughts similar to the academics’ and
added that while the law was prepared, they, as the
Ministry of Health, presented their conclusion that
the law must include pseudonymization for genetic
data, as it is “absolutely essential for conducting
clinical studies of scientific preparations or studies on
genetic data because it is not possible to create ano-
nymity.” However, Turkish law does not mention the
pseudonymization technique, although it was newly
added to the GDPR (Recital: 26, 28, 29) [56, 57].

Anonymization by extracting the personal iden-
tifier from genetic data is not possible. Moreover,
the unique properties of genetic data mean that it is
related to more than one person; hence, the privacy
of the data of a patient’s family members should be
considered while regulating the law.

Individual Consent May Not Be Enough

According to the participants, taking consent from
the patients only is not sufficient since genetic data
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has far-reaching consequences for family members,
as they would be affected by the results—Ilasting
as “permanent knowledge.” P4 (Medical Genetics
Academician) justifies the difference in genetic data
by stating that genetic diseases impact the patients’
health conditions and their families. As the trans-
individual meaning of genetic data goes beyond
the “person’s family, relatives, past, even future
generations” (P2, Academician & Medical Infor-
matics Association Representative), it may even
include discriminatory elements. P2 (Academician
& Medical Informatics Association Representative)
explains:

“If you define a person as a patient with a
hereditary incurable disease, if you reveal this
to society, that person and the whole family will
be exposed to it. Discrimination can have very
different effects at every level in society. And
genomic knowledge is permanent knowledge,
... So, if you do something [with the genetic
code], you should take consent from the per-
son’s relatives, as well.”

The interviewees indicated that genetic data has
far-reaching consequences on all actors involved.
These concerns also affect temporal dimensions
and consequences regarding the manifestation of
genetic knowledge. Interestingly, P2 (Academician
& Medical Informatics Association Representative)
speaks of immutable knowledge that, once spread,
persists.

In this context, the absence of knowledge and
the uncertainty in dealing with genetic information
seem crucial as genetic research is still in its emerg-
ing phase. P2 (Academician & Medical Informatics
Association Representative) underlines the diffi-
culty of predicting what can be revealed and linked
to genetic data. In this context, the risk cannot be
estimated, and this includes the lack of knowledge
about genetic data. Therefore, it is crucial to pro-
tect genetic data through laws, yet regulations in
Turkey are, currently, not established for this pur-
pose specifically (P2). P2 (Academician & Medical
Informatics Association Representative) clarifies
the economic importance of genetic data “beyond
health” as a socially stratified good. These are
essential and still controversial aspects of handling
genetics in other countries. However, the fundamen-
tal problem of separating genetic data from health

data was, nevertheless, being discussed in the meet-
ings on the PDP law.

Discussion and Conclusion

There is a correlation between effective legislation
and awareness among practitioners [44]. Studies on
awareness of GDPR [58] and GINA [59] found that
the knowledge on them is stratified among the pop-
ulation, and their potential has not been fulfilled yet.
(PIPL is new, and to our knowledge, there has not
yet been any study on its awareness.) Even though
we have not explicitly conducted a similar study for
Turkey, the focus group discussions have arguably
shown that the situation in Turkey is similar. People
with higher education and incomes are more sensi-
tive to these issues, and the remaining population is
disinterested.

Recently, an increasing number of people have
expressed concern about the privacy of their infor-
mation [60]. Nevertheless, many experts agree that
the problem of public concern about security and
privacy can be overcome through technical and
regulatory changes [61]. Surprisingly, the partici-
pants’ opinions about new legal actions in Turkey
contradict this view. Some participants even find
that the situation has worsened following the intro-
duction of the PDP law. None of the participants
in either meeting oppose data collection; however,
they do not support the current way. They criticize
the absence of legality while also being dissatisfied
with the current law and regulations. There is a link
between effective legislation and awareness among
practitioners [44].

The participants claim that the system in Turkey
aims to carry out a centralized data collection (as in
the case of e-Nabiz), and the PDP law was designed
to support this aim. According to their views, this is
unacceptable since it is detrimental to data privacy,
mainly because of the considerable data leak risks.
Although decentralized health systems cause heavy
expenses and many challenges [62], unauthorized
access and abuse risks are higher when collecting
large-scale data [63]. Besides the breach risks, there
is a lack of trust in the Turkish government regard-
ing the selling of personal health data on purpose.
This is due to the bad reputation of the SGK, as the
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central Turkish health care institution “sold per-
sonal health data to 5 companies (pharmaceutical
industry, foreign companies) for 65,000 TL (about
30,000 USD in 2013)“ [64, p.210]." Breach risks
exist for many projects in some way or another;
however, trust can be improved by regulation
through strong laws, especially for privacy issues.
The Turkish government needs to take constructive
steps to increase the penalties for data abuse, giving
the subjects all rights over their data.

Respondents found some articles of the new law
threatening personal privacy potentially. In doing so,
they referred to the EU as a desirable directive. Even
though the Turkish PDP law was based on EU Direc-
tive number 95/46/EC, it is not an exact translation.
Recently, the EU Commission criticized the PDP law
in their Turkey report, stating that “it is not yet in line
with European standards” [9].

Moreover, Directive 95/46/EC was replaced with
the EU General Data Protection Regulation (GDPR)
on May 25th, 2018. The regulatory policies changed
significantly with the GDPR[65]. Data collection
and processing without consent, especially for sex
life data exceptions, are the most criticized part of
the PDP law. Contrary to the situation in Turkey,
the GDPR strengthens the issue of explicit consent.
Moreover, the sentence “It must be as easy to with-
draw consent as it is to give it” is added to the GDPR
[65]. However, Transitional Provisions Temporary
Item 1 [8] makes giving and withdrawing consent
even more complicated. Updating the law according
to GDPR and simplifying the consent withdrawal
may solve these points. Consent is a significant con-
cern for PIPL [47, 66]. In that sense, the indifference
of the Turkish public to the issue is most troubling.

As previously explained, the regulation of the
protection of personal health information [52] was
revised [55] after a discussion in which the lawyer
(P6) pointed out the regulation’s mistakes and coun-
terproductive aspects with the law. Since the changes
occurred after the meeting, it was impossible to

! For the thematic-legal analysis, see: Diilger MV (2021)
Sgk’nin Kisisel Saglik Verilerini Satig Konusu Haline Getirmis
Olmasma Iliskin Mahkeme Kararinin Kesinlesmesi Uzerine:
Kisisel Saglik Verileri Satilabilir Mi? (Upon Finalization of the
Court’s Decision Regarding the SGK Making Personal Health
Data the Subject of Sale: Can Personal Health Data Be Sold?).
https://doi.org/10.2139/ssrn.3792242
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explore the focus group members’ ideas about these
changes. However, to this date, there have been no
lawsuits contesting these changes.

In general, the discussants complain about the
government not paying the necessary attention to the
legal aspects regarding genetic data. Indeed, contrary
to Directive 95/46/EC [67], genetic data is included
in the list of special categories of data in the PDP
law. However, the participants think this is a crucial
but not solely sufficient step to protecting the privacy
of genetic data. According to them, specific features
of genetic data should be considered prior to tak-
ing any action. For instance, genetic data cannot be
anonymized, so a pseudonymization technique was
proposed in the meetings. Many sources in the lit-
erature support the participants’ opinions that genetic
data is a personal identifier and cannot be anonymized
by extracting the personal identifiers [68, 69].

According to the GDPR, pseudonymized data
remains personal data protected for direct identi-
fication (GDPR, Recital 26) [56]. In other words,
unlike anonymous data, pseudonymized data can
be attributed to a natural person by using additional
information [56]. On the other hand, anonymiza-
tion is an irreversible process that makes the data no
longer identifiable, and the GDPR does not regulate
anonymized data at all, as well as PIPL, but the lat-
ter does not offer details. Instead, the GDPR sug-
gests keeping data in an unidentifiable form while
not being used [70]. In the case of personal data that
cannot be anonymized, the GDPR states users/rul-
ers can act by making an anonymous/pseudoanony-
mous decision based on how fast/cost-effectively
pseudoanymized data can be decrypted. This state-
ment can be addressed as the principle of relative
anonymity, and, nowadays, such decisions are seen
as harmless in order to facilitate data for research
and public service purposes with benefits being
predicted higher than the risks. However, the recall-
ing of previously shared data as soon as technology
begins processing it at a low-cost level may not be
possible in practice at this point and may cause dis-
closures over the data shared. We expect these dis-
closures will have a higher impact on genetic data as
it is information-transferable between generations.

We must further consider the gap in the adapta-
tion of technologies around the world, which cre-
ates a challenge for standardization of the criteria
for relative anonymity.
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Genetic/genomic information stored and shared
electronically should be evaluated based on how
it can be processed globally with today’s most
advanced technology. With the completion of large-
scale population genome projects and the develop-
ment of quantum computing infrastructures, the
cost of “genetic data identification” decreases. As
a result, even today, it would not be the best deci-
sion to call pseudoanonymous genome/genetic data
“relatively anonymous,” assuming that it would be
challenging to decipher it technologically.

Even though our participants suggested using
pseudonymization for genetic data, pseudonymiza-
tion would not be solely sufficient to share genetic
data with second parties. Moreover, pseudonymiza-
tion remains a debatable subject among the authori-
ties since the GDPR’s release due to the uncertainty
of pseudonymized data being truly personal [56].
As we witness in many different scenarios, we have
slow and weak reflexes for implementing new inter-
national legal regulations and practices. Consider-
ing these constraints, instead of ignoring the risks
by accepting genetic/genomic data as relatively
anonymized, accepting it as pseudoanonymous from
the start can help us be aware of the risks, control
the shared persons/institutions, and inform them
about their responsibilities for undesirable events.
Most importantly, we can focus on optimizing the
prevention protocols today rather than delaying the
problems on the horizon.

A family consent option needs to be discussed
further within the scope of the law since disclosing
this information may also have significant effects
on the family members [71, 72]. The family con-
sent issue is, in fact, discussed in the literature.
Minari et al. [73] mentioned the benefits of family
consent besides its technical, financial, and social
challenges. Geneticists thought these challenges
brought too much control over genetic research, so
they opposed the idea [72]. However, many of these
challenges can be overcome using Information and
Communication Technologies [73].

Furthermore, it is not foreseeable that genetic sci-
ence will develop in the future, and preventing genetic
data from being stored in unsafe environments is cru-
cial. We see family consent options as part of ethics
for technologies that converge at the nanoscale.

Turkey’s lack of specific legislation on genetic data
is considered the most significant shortcoming. As the

analysis by Joly et al. [29] showed, genetic discrimina-
tion exists, and people are concerned about it. There-
fore, more detailed and constructive regulations are
needed in this area, especially concerning vulnerable
groups. GINA is one of the good examples proposed
in the group meetings, but it is still criticized since it
protects the privacy of genetic data only in the event
of the patient actually developing symptoms [74]. An
improved particular act to prevent genetic data from
being abused in the insurance sector should be discussed
in Turkey. Joly et al. also reported that identifying the
genome could cause discrimination, especially by insur-
ance companies [29]. The Turkish constitution is based
essentially on the prevention of discrimination. No addi-
tion to the constitution may be needed, but a particular
act might guarantee that misuse will be avoided.

On the administrative and regulatory level, collect-
ing health and genetic information is not a problem
unless it is not centrally collected, managed, pro-
cessed, and accessible- without the data owner’s con-
sent. The new Turkish personal data protection law is
problematic as the frame of collectible data is wide-
ranging, and the exceptions are extensive. The impor-
tance of data owner consent is ignored even for sensi-
tive data. Data about sex life can be collected to such
an extent that almost everything can be included. The
regulation was published after the PDP law received
much negative feedback from the participants. There
is no limitation on the data collection, so all kinds of
data are wanted for collection.

Genetic data has many properties that should be
considered while the laws and regulations are written.
Although the genetic code is unique for every person,
genetic illnesses are related to all family members.
Therefore, when it is shared, it will affect other peo-
ple besides the patient. There is also no possible way
to get it back since genetic codes cannot be changed.
Hence, the actions must be taken much more rigor-
ously before collecting genetic data. Even though
the new PDP law separated genetic data from health
data, it was collected as health data by the govern-
ment agency, SGK. Even the government investigated
the people who tried to apply the law and refused the
request. There should be specific laws or articles ded-
icated to genetic data that also overlook the dimen-
sion of discrimination based on genetic differences in
Turkey.

Problems in the intersection of medicine, ethics,
and law arise from increasingly specific findings in
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medical research and their application to patients.
As specific and individual as applications on the
nanoscale may be, the socio-ethical consequences
for various areas of life (health, work, etc.) of the
individual, their relatives, and even health policy
itself are far-reaching. In addition to ethical aspects,
economic and legal aspects of health should be
included in the discussion to be carried out within the
framework of socio-political analyses with culture-
specific approaches and cross-culture boundaries
simultaneously.
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