
MODELING AND EVALUATION OF CONTINUOUS AUTHENTICATION
WITH KEYSTROKE DYNAMICS

A THESIS SUBMITTED TO
THE GRADUATE SCHOOL OF NATURAL AND APPLIED SCIENCES

OF
MIDDLE EAST TECHNICAL UNIVERSITY

BY

MUSTAFA BIYIK

IN PARTIAL FULFILLMENT OF THE REQUIREMENTS
FOR

THE DEGREE OF MASTER OF SCIENCE
IN

ELECTRICAL AND ELECTRONICS ENGINEERING

JULY 2023





Approval of the thesis:

MODELING AND EVALUATION OF CONTINUOUS AUTHENTICATION
WITH KEYSTROKE DYNAMICS

submitted by MUSTAFA BIYIK in partial fulfillment of the requirements for the de-
gree of Master of Science in Electrical and Electronics Engineering Department,
Middle East Technical University by,

Prof. Dr. Halil Kalıpçılar
Dean, Graduate School of Natural and Applied Sciences

Prof. Dr. İlkay Ulusoy
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ABSTRACT

MODELING AND EVALUATION OF CONTINUOUS AUTHENTICATION
WITH KEYSTROKE DYNAMICS

Bıyık, Mustafa

M.S., Department of Electrical and Electronics Engineering

Supervisor: Assist. Prof. Dr. Serkan Sarıtaş

July 2023, 144 pages

Authentication with single- and multi-factor credentials alone cannot prevent sophis-

ticated identity theft attacks like account takeovers and session hijackings. Compa-

nies and individuals may suffer catastrophic losses and critical infrastructure may be

destroyed as a result of these attacks. Detecting identity theft and session hijacking

attacks with continuous authentication schemes is emerging as a promising technique

for extending traditional identity and access management (IAM) strategies. As a first

step, user authentication and authorization are key components of IAM strategies that

protect data security and privacy. A continuous authentication system verifies the

identity of a user repeatedly or continuously based on behavior patterns unique to

each user rather than simply identifying users through their credentials one time, as is

the case in classical authentication. As a result, due to its hard-to-imitate nature, per-

sonal keystroke dynamics can be used for identity authentication. Also, verification

can be done without affecting input, and authentication is made in the background

without affecting users’ input. Two different methods are used in this thesis. The first

approach is that the behavioral characteristics of the user for keystroke dynamics are

modeled as a Gamma distribution due to the right skewness of keystroke data distri-
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butions. For each user in the system, a reference Gamma model and observed Gamma

models are generated from keystroke dynamics features such as the time between two

key presses. The error distances measured with Jensen-Shannon (JS) distance metric

between the reference models and the observed model are used for user identifica-

tion. M-ary hypothesis testing method is used in the decision stage of user detection.

Also, simulations and different scenarios are done to evaluate the performance of the

proposed model in the thesis. The second approach is based on the conversion of

keystroke data with a constant length into a 2D image. By using this transformation

process, we can train images based on convolutional neural networks (CNNs) while

maintaining all the characteristics of the behavioral signal. Popular CNN architec-

tures which are Resnet-18, DenseNet-121, EffifcientNetB0, ShuffleNet, and a Basic

CNN model created for the research are used. Implementation of Gamma model dis-

tribution is easier. On the other side, CNN provides higher accuracy. In this thesis,

two different authentication methods are evaluated in terms of accuracy and efficiency

on different datasets.

Keywords: continuous authentication, keystroke dynamics, Gamma distribution, hy-

pothesis testing, CNN
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ÖZ

TUŞ VURUŞ DİNAMİKLERİYLE SÜREKLİ DOĞRULAMANIN
MODELLENMESİ VE DEĞERLENDİRİLMESİ

Bıyık, Mustafa

Yüksek Lisans, Elektrik ve Elektronik Mühendisliği Bölümü

Tez Yöneticisi: Dr. Öğr. Üyesi. Serkan Sarıtaş

Temmuz 2023 , 144 sayfa

Tek ve çok faktörlü kimlik doğrulama yöntemleri yalnız başına sofistike kimlik hır-

sızlığı saldırılarınave hesap ele geçirmelere engel olamaz. Bu saldırıların sonucunda

şirketler ve bireyler ciddi kayıplar yaşayabilir, kritik altyapılar zarar görebilir. Sürekli

kimlik doğrulama sistemleriyle kimlik hırsızlığı saldırılarının tespiti, geleneksel kim-

lik yönetimi (IAM) stratejilerinin genişletilmesi için umut verici bir teknik olarak or-

taya çıkmaktadır. Kullanıcı kimliğini doğrulama ve yetkilendirme, veri güvenliğini ve

gizliliğini koruyan IAM stratejilerinin temel bileşenleridir. Sürekli kimlik doğrulama

sistemi, her kullanıcıya özgü benzersiz davranışları değerlendirerek kullanıcının kim-

liğini sürekli olarak doğrular. Ayrıca, klasik kimlik doğrulama yöntemlerinde olduğu

gibi kullanıcılardan sadece bir kez kimlik doğrulaması beklemez. Sonuç olarak, taklit

edilmesi zor doğası nedeniyle kişiye özgü tuş vuruşları kimlik doğrulamada kullanı-

labilir. Buna ek olarak, kimlik doğrulama kullanıcıların girişlerini etkilemeden arka

planda gerçekleştirilir.

Bu tezde tuşa basma sürelerinden yararlanarak iki farklı yöntem kullanılmıştır. İlk

yaklaşım, kullanıcının tuş vuruş dinamikleri için davranışsal özelliklerinin, tuş vuruş
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veri dağılımlarının sağa çarpıklığından dolayı bir Gamma dağılımı olarak modellen-

mesidir. Sistemdeki her kullanıcı için, iki tuşa basma arasında geçen süre gibi tuş

vuruş dinamikleri özelliklerinden referans Gama modeli ve gözlemlenen Gamma mo-

delleri oluşturulur. Referans modeller ile gözlemlenen model arasındaki Js distance

metriği ile ölçülen hata uzaklıkları kullanıcı tanımlamasında kullanılır. Kullanıcı tes-

pitinin karar aşamasında M-ary hipotez testi yöntemi kullanılmaktadır. Ayrıca, tezde

önerilen modelin performansını değerlendirmek için simülasyonlar ve farklı senaryo-

lar uygulanmaktadır. İkinci yaklaşım, sabit bir uzunluğa sahip tuş vuruş verilerinin

2D bir görüntüye dönüştürülmesine dayanmaktadır. Bu dönüşüm sürecini kullanarak,

davranışsal sinyalin tüm özelliklerini korurken evrişimli sinir ağları (CNNs) temel

alınarak görüntüler eğitebiliriz. Araştırma için oluşturulan popüler CNN mimarileri

olan Resnet-18, DenseNet-121, EfficientNetB0, ShuffleNet ve temel bir CNN modeli

kullanılmaktadır. Gamma model dağılımının uygulanması daha kolaydır. Öte yandan,

CNN daha yüksek doğruluk sağlar. Bu tezde iki farklı kimlik doğrulama yöntemi,

farklı veri kümeleri üzerinde doğruluk ve verimlilik açısından değerlendirilmektedir.

Anahtar Kelimeler: sürekli doğrulama, tuş vuruşları, Gama dağılımı, hipotez testi,

CNN
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CHAPTER 1

INTRODUCTION

1.1 Motivation and Problem De�nition

Authentication refers to the procedure of verifying the identity of a user to con�rm

if they are genuinely who they claim to be. Prior to accessing con�dential informa-

tion, users are required to authenticate themselves using speci�c credentials. These

security credentials can be classi�ed into three categories: something the user knows

(knowledge-based credentials), something the user has (token-based credentials), and

something the user is (biometrics-based credentials). The authentication process in-

volves the utilization of these credentials to ensure the user's legitimacy and grant

them appropriate access to private data. The initial factor is easy to put into action,

but its effectiveness in terms of security is limited. The second factor necessitates

the user to carry a physical item, which can be inconvenient and at risk of theft. The

third factor is the most robust one, as it relies on unique physiological and behavioral

characteristics speci�c to each individual. Unlike passwords and tokens, biometrics

are not easily misplaced or stolen [1].

While traditional login credentials, like a correct login ID and password, hold sig-

ni�cance, it is imperative to establish an extra level of authentication based on user

behavior. Each user exhibits a unique pattern and signature when accessing a device,

and the system must be capable of identifying any unauthorized users, even when

the correct login credentials are provided. Extensive research has been conducted

on various types of biometrics [2]. Biometric characteristics are distinct for every

individual and offer several advantages since they cannot be stolen, misplaced, or for-

gotten [3], [4]. Biometrics encompass distinct attributes that are speci�cally linked
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to an individual. These attributes can be stored and utilized to authenticate and verify

individuals. In modern times, biometrics has become widespread and is widely used

in various authentication scenarios. For instance, facial recognition systems are em-

ployed to prevent unauthorized entry, while biometric-based authentication is utilized

for security access to con�dential rooms, servers, web access, enterprise networks,

incorporating encryption, and ful�lling various client and practical needs [5]. Even

though biometrics offer reliable identi�cation and security, variations may exist in

acquired biometric data due to less-than-perfect acquisition conditions. Rather than

providing an exact match, the veri�cation system generates a score that quanti�es the

similarity between an existing pro�le and the samples collected during acquisition.

Consequently, if the similarity score falls below a certain threshold, a user may be

denied access [6].

Biometrics can be divided into two main types: physical and behavioral biometrics.

Physiological biometrics rely on a person's enduring physical attributes that remain

relatively constant over time, like �ngerprints, facial features, the iris or retina, and

the hand or palm. Specialized hardware is required to gather physical biometrics [7].

On the contrary, behavioral biometrics pertain to speci�c behavioral traits exhibited

by an individual, such as their voice, signature, walking style, behavioral patterns,

mouse movements, or how they type on a keyboard [8], [9]. This makes behavioral

biometrics a cost-effective and highly practical approach because obtaining behav-

ioral data is not required high cost. Moreover, behavioral biometrics can be collected

discreetly, without the user's awareness.

Active authentication involves the continuous veri�cation and recognition of a user

by assessing their ongoing interaction with a computer system [10]. This authenti-

cation process takes place in the background, without disrupting or inconveniencing

the user. Users are able to identify themselves to the device and begin working after

identifying themselves. As the authentication processes are strengthened, the system

checks constantly behind the scenes to verify the user's identity and strengthens them

if the evidence is not strong enough. In another de�nition, active authentication in-

volves validating users based on their observable behavior and interactions with the

environment, which can be considered cognitive �ngerprints [11].
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Behavioral biometrics has devoted signi�cant attention to keystroke dynamics [12].

A keystroke dynamics technique is an effective and cost-ef�cient way to authenticate

user behavior while they work on a computer terminal. In typing, individuals perform

distinct keystrokes at distinct times, allowing them to differentiate themselves from

each other. Analyzing the keying patterns of users can provide statistics and mod-

els that describe them uniquely. The reference pro�le is built initially to serve as a

comparison point for future typing samples [13]. To create models, a key press time,

the time interval between two keys, and other time instances between the keys can be

used [14], [15].

Combining a biometric pattern with a password represents one of the most effective

solutions against cyber attacks [16]. Even if an attacker knows or observes the pass-

word, they will be unable to replicate the way the legitimate user enters it [17]. It

is important to note that each user has a unique typing style in�uenced by different

conditions. Training a model to learn the biometric movements of the user is vital in

the development of an ef�cient authentication system.

The objective of this study is to design an authentication system identifying users

quickly with high accuracy. Speci�cally, we use keystroke dynamics to differentiate

individuals. Because of the unique timing of keystrokes that each individual per-

forms during typing, each computer user can be distinguished from another based on

their typing characteristics. Two different methods are implemented in the research,

the �rst approach is the keystroke dynamics features' distributions are modeled as

Gamma distributions. The distributions of keystroke dynamics features are right

skewed and asymmetric. In addition, based on the power-law distribution of human

response times, generalized inverse-Gamma distribution may be used for their de-

scription [18]. Also, the Gamma distribution can be used to model keystroke dynam-

ics feature distributions [19]. Therefore, modeling as a Gamma distribution which is a

statistical approach is utilized for the �rst time in the keystroke dynamics realm to ex-

press users' characteristics in detail. The system generates a reference Gamma model

and observed Gamma models for each user by analyzing keystroke dynamics features

such as the time between key presses. User identi�cation is performed by measuring

the error distances between the reference models and the observed model using the JS

distance metric. In the user veri�cation stage, an M-ary hypothesis testing method is
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employed. The performance of the proposed model is evaluated through simulations

and various scenarios.

The second approach involves converting keystroke data of a �xed length into 2D

image. This transformation allows for training image-based Convolutional Neural

Networks (CNNs) while preserving the behavioral characteristics of the keystroke

data. CNNs from the deep learning area are used to classify 2D images created from

the passwords for the �rst time. It is necessary to develop a robust recognition mech-

anism that can combine the timing information between the keys because most of the

proposed solutions do not utilize the timing information. Therefore, by considering

a deep learning architecture, it is possible to combine the timing information of the

keys to achieve a comprehensive and holistic method. Several popular CNN architec-

tures, including Resnet-18, DenseNet-121, Ef�cientNetB0, Shuf�eNet, and a Basic

CNN model speci�cally designed for this research, are utilized. To be more precise,

the primary achievements of the thesis consist of the elements which are fast iden-

ti�cation with Gamma distribution models and classi�cation of password data with

CNN with high accuracy.

1.2 Literature Review

Continuous authentication refers to the method of verifying the user's identity without

requiring their direct involvement. Unlike conventional authentication, which relies

on user-provided credentials for identi�cation, continuous authentication operates in

the background and collects data related to physical or behavioral characteristics in

order to establish the user's legitimacy [20]. The concept of keystroke dynamics

emerged in 1975, pioneering the utilization of a keyboard as a means to automatically

recognize and distinguish individuals [21]. By capturing various metrics such as the

duration between key presses (down-up or up-down time), it becomes possible to

establish distinct patterns unique to individuals [22]. These measurements can be

collected for individual key events or for a sequence of multiple keys. Analyzing the

latency of key presses and releases across different events becomes more feasible with

the latter approach. Keystroke dynamics models for computer authentication exhibit

impressive precision, achieving high accuracy rates with a minimal false acceptance
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ratio, even when applied to free-text input [23].

In the early 2000s, scientists started investigating the potential of machine learning

algorithms to analyze keystroke dynamics, resulting in notable improvements in au-

thentication precision. Bergadano et al. in [24] introduced the idea of utilizing Hidden

Markov Models (HMMs) to represent the sequential relationships among keystrokes.

Their research showcased the ef�cacy of HMMs in accurately capturing distinct typ-

ing patterns and discerning between different users. Monaco et al. in [25] suggested

a method that is Partially Observable Hidden Markov Model (POHMM). POHMM is

an advanced version of the HMM that incorporates an additional independent Markov

chain to condition the hidden state. This modi�cation is driven by the existence of

discrete metadata, such as event types, which can offer partial insights into the hidden

state but originate from a separate process. This situation is commonly encountered in

keystroke dynamics, where a user's typing behavior depends on the text being typed.

Assuming that a user can be in either an active or passive state of typing, the event

types correspond to keyboard key names. These event types provide partial indica-

tions of the hidden state due to the presence of longer time intervals between words

and sentences compared to the intervals between letters within a word.

To further develop this concept, researchers have broadened the scope by employing

different machine learning techniques to analyze keystroke dynamics. They explored

the application of Support Vector Machines (SVMs) and Arti�cial Neural Networks

(ANNs) to classify data [26]. Their �ndings demonstrated that these algorithms suc-

cessfully dealt with the diverse range of typing patterns and signi�cantly enhanced

the accuracy of keystroke-based authentication. Yu et al. [27], [28] examine the issue

of differentiating genuine users from impostors by treating it as an outlier detection

challenge. They propose employing a one-class SVM to address this problem. The

proposed approach involves creating a hypersphere that encompasses the data points

belonging to legitimate users and excludes any points that deviate from the sphere.

In statistical models, it is common to create a reference pro�le by utilizing a set of

features. This reference pro�le is then used to compare against a test pro�le in order

to determine the similarity score and verify the identity of the user. Leggett et al. [29]

employ timing information from two consecutive keystrokes, referred to as digraphs,
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as one of the features in the process of creating the pro�le. The reference pro�le is

generated by recording the latency values of all possible digraphs and calculating the

mean and standard deviation of these values. The testing process involves validating

the digraphs by plotting a normal curve using the corresponding mean and standard

deviation. Bleha et al. in [30] employ a method where they analyze keystroke tim-

ings to extract distinctive features. They then compare the test pro�le with a reference

pro�le using a predetermined threshold value, determining whether to accept or re-

ject a user. Their approach involves a more intricate classi�cation technique known

as the multivariate Gaussian distribution, which extends the Gaussian distribution to

higher dimensions. In essence, this multivariate function is trained using timing vec-

tors speci�c to each user's name. Subsequently, the legitimate user is identi�ed by

selecting the individual whose density is most likely to have generated the test vector

from the pool of users who successfully passed previous elimination stages. In [31],

Monrose and Rubin conducted a study involving 63 participants, where they evalu-

ated the performance of four distinct classi�ers: Euclidean distance classi�er (83%

accuracy), Gaussian classi�er (86% accuracy), weighted Gaussian classi�er (87% ac-

curacy), and a modi�ed nonlinear Gaussian classi�er (94% accuracy). The reported

accuracy values represent the classi�ers' effectiveness in distinguishing users based

on their keystroke features. It is worth noting that a Gaussian classi�er assumes that

the keystroke features follow a Gaussian distribution. Interestingly, the results of the

study suggest that keystroke patterns or features do not conform to a Gaussian distri-

bution, as indicated by the superior performance of the nonlinear classi�er [32].

In recent times, deep learning methods have become increasingly prominent in var-

ious biometric authentication �elds, including keystroke dynamics. Zhang et al. in

[33] investigated the application of CNNs to extract features and classify data for con-

tinuous authentication purposes. The approach is based on converting behavioral bio-

metrics data (time series) into a 3D image. Their study demonstrated that CNNs were

highly effective in capturing local patterns and spatial relationships within keystroke

dynamics data, resulting in improved accuracy. Lu et al. in [34] suggested an ap-

proach that veri�es users' identities by analyzing their typing patterns while entering

text. The keystroke data of the user is segmented into a keystroke vector sequence

of keystrokes, and subsequently transformed into a sequence of keystroke vectors
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based on the timing characteristics of each keystroke. To authenticate the user's iden-

tity, a hybrid model consisting of a CNN and a recursive neural network is employed.

This model learns from the sequence of individual keystroke vectors to extract unique

keystroke features, which are then utilized for identity veri�cation purposes.

The Long Short-Term Memory (LSTM) architecture is a type of arti�cial Recurrent

Neural Network (RNN) commonly employed in deep learning [35]. Its primary ap-

plication lies in classifying, processing, and making predictions based on time series

data. One key advantage of LSTM networks is their ability to retain the memory of

information that evolves over extended periods. RNN architectures like LSTM and

Bi-directional Long Short-Term Memory (BiLSTM) are typically employed when the

learning problem involves sequential data, similar to template update solutions [36].

Mhenni et al. in [37] designed an LSTM model to detect patterns in a continuous

stream of keystroke dynamics. Additionally, the BiLSTM is explored, which retains

information about future data. By gathering information about variations within the

same group of keystroke dynamics from both past and future data. Mao et al. in [38]

proposed a novel continuous authentication model for keystroke dynamics, leveraging

deep learning techniques. This model incorporates a combination of CNNs, BiLSTM,

and the attention mechanism. In contrast to conventional approaches that solely rely

on keystroke time as the feature vector, the model utilizes both keystroke content and

keystroke time as the feature vector. The process begins with the application of CNN

to handle the feature vectors, followed by inputting the normalized vector into the

BiLSTM network for training purposes.
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1.3 Outline

The thesis is organized as follows. In Chapter 2, �rst, Neyman Pearson binary hy-

pothesis testing is introduced. The Gamma distribution is explained. Then, Neyman

Pearson binary testing is discussed for two Gamma distributions regarding various as-

sumptions. At the end of the chapter, M-ary hypothesis testing approach as a decision

method in the system is stated.

In Chapter 3, the datasets used in the research are analyzed. The data �tting to a

Gamma distribution and testing model and training model creations are clari�ed. The

error measurement techniques between two continuous distributions and the decision

method to authenticate users regarding error values between an observed model and

reference models are elucidated. For each dataset, the test procedure and test results

are explained.

In Chapter 4, the process of converting 1D into 2D images is explained for differ-

ent datasets. The generated 2D images are applied to the CNN models which are

Resnet-18, DenseNet-121, Ef�cientNetB0, Shuf�eNet, and Basic CNN model which

is created for this research. Therefore, the fundamentals of CNN and the mentioned

models are described. For each dataset, the accuracy results and the confusion matrix

for each model are discussed.

In Chapter 5, the �ndings are concluded and discussed. How the approaches can be

enhanced for future works is described.

8



CHAPTER 2

HYPOTHESIS TESTING

During continuous authentication with keystroke dynamics, users' typing pattern is

used to generate models, which are then compared to previously stored models. This

comparison typically occurs without interrupting the user activity. The system distin-

guishes which user is a real user and which are attackers during authentication. The

attackers are not accepted by the system.

2.1 Neyman Pearson Binary Hypothesis Testing

In continuous authentication, a false alarm happens when the system wrongly labels

a legitimate user as an imposter user. On the other hand, detection in continuous au-

thentication refers to the system's ability to accurately identify an unauthorized user.

Detection is critical in preventing unauthorized access and fraudulent activities. The

design and implementation of continuous authentication systems must balance false

alarm and detection rates. The goal is to minimize false alarms while maximizing

detection rates. Therefore, Neyman-Pearson hypothesis testing [39] is used.

Hypothesis testing is a statistical technique utilized to draw conclusions about pop-

ulation data. Its purpose is to evaluate assumptions and assess the probability of a

certain outcome being accurate within a speci�c level of precision. By conducting

hypothesis testing, one can verify the validity of experimental results.

Neyman-Pearson Lemma is a way to determine whether the hypothesis test you are

using has the most signi�cant statistical power. In Neyman-Pearson binary hypothesis

testing, a hypothesis test's power is how likely it is to reject the null hypothesis when
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the alternate hypothesis is true. In order to maximize this power, the null hypothesis

as much as possible should be rejected when the alternate hypothesis is true. Based

on the lemma, the likelihood ratio test is one of the best hypothesis tests.

The opposite of the null hypothesis in continuous authentication is the alternate hy-

pothesis, which posits that the current user is indeed who they claim to be, and their

keystroke dynamics align with their recorded pro�le. On the other hand, the null

hypothesis suggests that the current user is not who they claim to be, and their be-

havior does not match their recorded pro�le, indicating a possible security risk or

unauthorized entry [40], [41].

In statistical terms, the null hypothesis is typically denoted asH 0 and the alternate

hypothesis asH 1. The goal of continuous authentication is to design algorithms that

can accurately differentiate betweenH 0 andH 1, and alert the system administrator

or take appropriate action whenH 1 is detected. f 0(x) and f 1(x) are respectively

corresponding two possible probability distributions on the observation space(� ; G).

H 0 : X � f 0(x) (2.1)

H 1 : X � f 1(x) (2.2)

(2.1) and (2.2) imply that X has distributionf 0 andf 1. The notation "X � f 0(x)"

denotes the condition "X has distributionf 0(x)." A decision rule� for H 0 versusH 1

is any partition of the observation set� into sets� 1 2 G and� 0 = � c
1 such thatH j is

chosen wheny 2 � j for j = 0 or 1 . The set� 1 is known as the rejection region and

� 0 as the acceptance region. The decision rule� as a function on� is given in (2.3).

The value of� for a givenx 2 � is the index of the hypothesis accepted by� [42].

� (x) =

8
><

>:

1 if x 2 � 1

0 if x 2 � c
1

(2.3)
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In statistics, a decision rule is a criterion that is used to determine whether to accept

or reject a hypothesis based on the available evidence. The decision rule speci�es

a threshold, beyond which the null hypothesis is rejected in favor of the alternate

hypothesis [42].

Table 2.1: The decision rule for classical binary hypothesis testing

AcceptH 0 AcceptH 1

H 0 is True Correct Decision Incorrect Decision:Type I Error

H 1 is True Incorrect Decision:Type II Error Correct Decision

In Table 2.1, while hypotheses are being tested, two types of errors can be made.

In testing,H 0 can be falsely accepted, this is called Type I Error or a false alarm.

Moreover,H 1 can be falsely rejected, this is called Type II Error or a miss.

The probability of Type I Error is known as false alarm probability for the decision

rule � . It is denoted asPF A (� ). The probability of a Type II error is called the miss

probability. It is denoted asPM (� ). Also, the detection probability isPD (� ) = 1-

PM (� ).

There is a trade-off between the probabilities of Type I and Type II errors while the test

for H 0 versusH 1 is being designed. There is a bound on the false alarm probability

to minimize the miss probability in the Neyman-Pearson criterion at the following:

max� PD (� ) subject toPF A (� ) � � . In the criterion expression,� is known as the

signi�cance level of the test. Neyman-Pearson aims to �nd the greatest� -level test

for hypotheses [42].

2.1.1 Gamma Distribution

Gamma distributions are continuous probability distributions used to model positive

real number distributions in statistics. Gamma distributions possess a number of use-

ful properties that make them useful for a variety of applications. Because it always

has a positive value and is right-skewed, it is often used to model data with right-

skewed distributions. Gamma distribution is generally de�ned as a continuous prob-
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ability distribution with two parameters which are shape and inverse scale [43].

f (x) =

8
><

>:

1
� � �( � ) x

� � 1e� x=� ; x > 0

0; otherwise
(2.4)

Gamma distribution characteristics, such as its shape, location, and spread, are deter-

mined by� and� parameters as in (2.4). In addition to controlling the skewness of

the distribution, the shape parameter,� , determines the shape of the curve. Increas-

ing � increases the concentration around the mean of the distribution. With the scale

parameter,� , the scale is controlled, and increasing� spreads the events out hori-

zontally. Generally, the� and� parameters are positive real numbers. That means

� > 0, and� > 0. For this study, calculations are made taking this into account.

The gamma function, which is�( � ), extends the factorial function to complex and

real numbers. Speci�cally, ifn 2 f 1; 2; 3; : : :g, then

�( n) = ( n � 1)!

In general, for any positive real number�; �( � ) is de�ned as

�( � ) =
Z 1

0
x � � 1e� x dx (2.5)

The upper incomplete Gamma function [44] is derived from (2.6). C is a real positive

number in the following equations. i.eC > 0.

�( �; C ) =
Z 1

C
x � � 1e� xdx (2.6)

The lower incomplete Gamma function is derived from (2.7).

�( �; C ) =
Z C

0
x � � 1e� xdx (2.7)

The (2.8) is obtained by integration by parts [45].

�( � + 1; C) = � �( �; C ) + C � e� C (2.8)
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Similar to the upper incomplete Gamma function's property, the lower incomplete

Gamma function has the property in (2.9).

�( � + 1; C) = � �( �; C ) � C � e� C (2.9)

The sum of the upper and lower incomplete Gamma functions is�( � ) = �( �; C ) +

�( �; C ).

2.1.2 Neyman-Pearson Binary Testing with Two Gamma Distributions

The hypotheses have a probability distribution function represented as the Gamma

distribution function. The probability distribution functionsf 0(x) as in (2.10) is for

the HypothesisH 0, andf 1(x) as in (2.11) is for the HypothesisH 1.

f 0(x) =

8
><

>:

1
� � 0

0 �( � 0 )
x � 0 � 1e� x=� 0 ; x > 0

0; otherwise
(2.10)

f 1(x) =

8
><

>:

1
� � 1

1 �( � 1 )
x � 1 � 1e� x=� 1 ; x > 0

0; otherwise
(2.11)

The general hypothesis testing problem involves data that is governed by one of two

statistical models. A decision rule is constructed based on these models to classify

the data into one of the two models. In general, the observation space is partitioned

into two regions which can be called� 1 and� 0. � 1 is the region that classi�es data

into hypothesisH 1. Based on that region, the detection probability (PD ) in (2.12) is

the probability that data fromH 1 are in the region, and the false alarm probability

(PF A ) in (2.13) is the probability that data from hypothesisH 0 are in that region are

de�ned. Ideally,PD should be large, andPF A should be small. ThePD can be 1 by

setting the detection region to the entire observation space, but that also makesPF A

1. Instead of that,PD should be as large as possible whilePF A is held to some �xed

value.

PD =
Z

� 1

f 1(x)dx (2.12)
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PF A =
Z

� 1

f 0(x)dx (2.13)

The expression (2.14) represents an optimization problem in which we want to �nd

the maximum value of the objective functionPD , subject to the constraintPF A which

is equal to a constant value� .

maximize PD

subject to PF A = �
(2.14)

To solve this optimization problem, the Lagrange multiplier [46] method can be ap-

plied. To apply this method, the Lagrange multiplier variable denoted by
 is intro-

duced. Also, a new function called the Lagrangian, denoted byL(x; 
 ) is formed,

wherex is the vector of decision variables [47]. The Lagrangian is formed by sub-

tracting the product of the Lagrange multiplier
 and the difference between the left-

hand side of the constraintPF A and the constant value� , from the objective function

PD as in (2.15).

L(x; 
 ) = PD � 
 (PF A � � ) (2.15)

The classi�cation region� 1 is chosen so that it maximizesPD under the constraint

thatPF A is some �xed value� . Lagrange Multipliers method is used as in (2.16). In

the equation,� is subtracted fromPF A . Then, the result is multiplied by a parameter


 . WhenPF A is equal to� , PD is maximized as intended.

max
� 1

[PD � 
 (PF A � � )] ; for 
 � 0 (2.16)

After the terms are grouped according to the common interval, (2.17) is obtained.

max
� 1

� Z

� 1

[f 1(x) � 
f 0(x)] dx + 
�
�

(2.17)

To maximize the objective, only positive terms should be included in the integral as in

(2.18). The classi�cation region should be the places where the density underf 1(x)
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minus
f 0(x) is greater than zero. According to the classi�cation region, the decision

rule can be characterized as stated in the equation.

f 1(x) � 
f 0(x)
H 1

R
H 0

0 (2.18)

In statistics, a likelihood ratio test is used to determine how well two competing sta-

tistical models �t as in (2.19). To determine which model �ts the data signi�cantly

more accurately than another, it is commonly used in hypothesis testing.

f 1(x)
f 0(x)

H 1

R
H 0


 (2.19)

The data is classi�ed asH 1 when the likelihood ratio is greater than the threshold


as in (2.19). On the other hand, the data is classi�ed asH 0 when the likelihood ratio

is lower than the threshold. The threshold value should be selected to achieve the

desiredPF A .

For the following equations,� 1 6= � 0 assumption is taken into consideration.

ln
�

f 1(x)
f 0(x)

�
= ln

�
� � 0

0 � ( � 0) x � 1 � 1e� x=� 1

� � 1
1 � ( � 1) x � 0 � 1e� x=� 0

�

(2.20)

The �rst term of the right-hand side of the equality in (2.21) is constant. Therefore,

the term is subtracted from the threshold parameter
 .

ln
�

f 1(x)
f 0(x)

�
= ln

�
� � 0

0 � ( � 0)
� � 1

1 � ( � 1)

�
+ ln

�
x � 1 � � 0

�
+

�
1
� 0

�
1
� 1

�
x

(2.21)

The coef�cients of (2.22) are divided by the coef�cient ofx. (2.24) is obtained after

the division.

�
1
� 0

�
1
� 1

�
x � (� 0 � � 1) ln( x)

H 1

R
H 0

ln
�

� � 1
1 � ( � 1)

� � 0
0 � ( � 0)

�
+ ln( 
 ) (2.22)
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Signum function as stated in (2.23) is utilized in the following equations.

sgn(x) =

8
>>>><

>>>>:

� 1 for x < 0

0 for x = 0

1 for x > 0

(2.23)

In (2.24), the data is classi�ed asH 1, if the right-hand side of the equation is greater

than the threshold
 . Also, the data is classi�ed asH 0, if the right-hand side of

the equation is lower than the threshold.sgn(� 1 � � 0) is represented asS, and the

coef�cient of ln(x) is denoted asSA to simplify the notations.

Sx � S
� 0� 1 (� 0 � � 1)

(� 1 � � 0)
| {z }

, SA

ln(x)
H 1

R
H 0

S
� 0� 1

(� 1 � � 0)

�
ln

�
� � 1

1 � ( � 1)
� � 0

0 � ( � 0)

�
+ ln( 
 )

�

| {z }
, ~


(2.24)

The left side of (2.24) is represented asg(x) , Sx� SA ln(x), and from this equation,

four different scenarios are analyzed according to� 0, � 1, � 0 and� 1 parameters. Also,

the parameters specify the values ofA andS.

1. Assume that� 1 > � 0, � 1 > � 0. This implies thatA < 0 andS = 1. From

(2.24),g(x) , x � A ln(x) is obtained. The �rst derivative ofg(x) is expressed

asg0(x) = 1 � A
x , and the second derivative ofg(x) is demonstrated asg00(x) =

A
x2 , which shows the concavity ofg(x). The g(x) function is monotonically

increasing sincex > 0 as in Figure 2.1.

9� such that g(� )
| {z}

, � � A ln( � )

= ~
 (2.25)

The intersection point of theg(x) function and constant function is represented

as� as in (2.25). If x values are smaller than� , the x values are classi�ed as

H 0. On the other side, the x values are classi�ed asH 1 as in (2.26).� 0 and� 1

are decision regions forH 0 andH 1 as mentioned earlier.

� 0 : x < �

� 1 : x > �
(2.26)

The two functions are plotted on the same �gure in the following.
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Figure 2.1:g(x) = x � A ln(x) and~
 = C plot for A = � 3 andC = 2

The x values smaller than the intersection point of the~
 andg(x) are classi�ed

asH 0. On the other hand, the higher x values than the intersection point are

classi�ed asH 1 because of monotonic behavior as plotted in Figure 2.1.

2. Assume that� 1 > � 0, � 1 < � 0. This implies thatA > 0 andS = 1. From

(2.24),g(x) , x � A ln(x) is obtained. The �rst derivative ofg(x) is expressed

asg0(x) = 1 � A
x , and the second derivative ofg(x) is demonstrated asg00(x) =

A
x2 , which shows the convexity ofg(x). Sincex > 0, g(x) is a decreasing

function ofx for x < A , and an increasing function ofx for x > A . Minimal

occurs atx = A as in Figure 2.2.

If ~
 < g (A), then all x values are classi�ed asH 1 as in (2.27).

� 0 : ?

� 1 : R
(2.27)

If ~
 > g (A), there are two values� 0 and � 1 such thatg(� 1) = g(� 2) = ~


with 0 < � 1 < � 2 < 1 . The values between� 0 and� 1 are categorized asH 0.

Otherwise, the positive real values are classi�ed asH 1 as in (2.28).

� 0 : (� 1; � 2)

� 1 : (0; � 1) [ (� 2; 1 )
(2.28)

The subsequent �gure displays both functions together on two different plots

having different~
 values.
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(a)g(x) = x � 3 ln(x) andC = � 4 (b) g(x) = x � 3 ln(x) andC = 2

Figure 2.2:g(x) = x � A ln(x) and~
 = C plots with different constants

If ~
 value is smaller than the local minima ofg(x) function, all the x values are

classi�ed asH 1 as in Figure 2.2a. On the other hand, when~
 value is larger

than the local minima ofg(x) function, the x values between the intersection

points of the~
 andg(x) are classi�ed asH 0 as in Figure 2.2b. Also, wheng(x)

is larger than~
 , the x values are classi�ed asH 1. Thus, this analysis enlightens

the relation between the threshold and the regions forH 0 andH 1.

3. Assume that� 1 < � 0, � 1 > � 0. This implies thatA > 0 and S = � 1.

From (2.24),g(x) , � x + A ln(x) is obtained. The �rst derivative ofg(x)

is stated asg0(x) = � 1 + A
x , and the second derivative ofg(x) is represented

asg00(x) = � A
x2 , which shows the concavity ofg(x). Sincex > 0, g(x) is a

increasing function ofx for x < A , and an decreasing function ofx for x > A .

Maximum occurs atx = A as in Figure 2.3.

If ~
 > g (A), then all x values are classi�ed asH 0 as in (2.29).

� 0 : R

� 1 : ?
(2.29)

If ~
 < g (A), there are two values� 0 and � 1 such thatg(� 1) = g(� 2) = ~


with 0 < � 1 < � 2 < 1 . The values between� 0 and� 1 are categorized asH 1.

Otherwise, the positive real values are classi�ed asH 0 as in (2.30).
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� 0 : (0; � 1) [ (� 2; 1 )

� 1 : (� 1; � 2)
(2.30)

The following �gure displays the functions together on two different plots hav-

ing different~
 values.

(a)g(x) = � x + 4 ln( x) andC = 4 (b) g(x) = � x + 4 ln( x) andC = 1

Figure 2.3:g(x) = � x + A ln(x) and~
 = C plots with different constants

When~
 value is higher than the local maxima ofg(x) function, all the x values

are classi�ed asH 0 as in Figure 2.3a. On the contrary, if~
 value is smaller

than the local maxima ofg(x) function, the x values between the intersection

points of the~
 andg(x) are classi�ed asH 1 as in Figure 2.3b. Also, when

g(x) is larger than~
 , the x values are classi�ed asH 1. Therefore, this analysis

enlightens the decision rule.
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4. Assume that� 1 < � 0, � 1 < � 0. This implies thatA < 0 and S = � 1.

From (2.24),g(x) , � x + A ln(x) is obtained. The �rst derivative ofg(x) is

g0(x) = � 1 + A
x , and the second derivative ofg(x) is g00(x) = � A

x2 , which

shows the convexity ofg(x). Theg(x) function is monotonically decreasing

sincex > 0 as in Figure 2.4.

9� such that g(� )
| {z}

, � � + A ln( � )

= ~
 (2.31)

The intersection point is determined as in (2.31). The x values larger than the

intersection point� are classi�ed asH 0. Otherwise, the x values are classi�ed

asH 1 as in (2.32).

� 0 : x > �

� 1 : x < �
(2.32)

The subsequent graph displays both functions together on a single plot.

Figure 2.4:g(x) = � x + A ln(x) and~
 = C plot for A = � 2 andC = 1

As a result, any x value smaller than the intersection point between the~
 and

g(x) is classi�ed as aH 1. Due to monotonic behavior, higher x values than the

intersection point are classi�ed asH 0 as in Figure 2.4.
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5. Assume that� 1 = � 0. This implies thatA = 0. By considering that values,

the (2.24) is simpli�ed as in (2.33), which is the decision rule.g(x) , Sx is

obtained.S is the signum function. The function is totally linear and monotone.

Sx
H 1

R
H 0

~
 (2.33)

In the following according to different values ofS, two different graphs are

plotted.

(a)g(x) = x andC = 4 (b) g(x) = � x andC = � 4

Figure 2.5:g(x) = x andg(x) = � x plots with~
 = C for C = 4 andC = � 4

In Figure 2.5a, whenS = 1 the functions are plotted. The x values smaller than

the intersection point between the~
 andg(x) are classi�ed as aH 0. Due to

monotonically increasing behavior, higher x values than the intersection point

are classi�ed asH 1. On the contrary, Figure 2.5b depicts the plot of the func-

tions if S = � 1. The x values that lie below the intersection point of~
 andg(x)

are categorized as belonging toH 0. Conversely, since there is a monotonically

decreasing trend, x values greater than the intersection point are categorized as

belonging toH 1.
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6. Assume that� 1 = � 0. (2.20) is simpli�ed as in (2.34).

ln
�

f 1(x)
f 0(x)

�
= ln

�
� � 0

0 � ( � 0)
� � 1

1 � ( � 1)

�
+ ln

�
x � 1 � � 0

�

(2.34)

The �rst term of the right-hand side of the equality in (2.34) is constant. There-

fore, the term is subtracted from the threshold parameter
 . (2.35) is obtained

after the subtraction and dividing both sides by� 1 � � 0.

(� 1 � � 0) ln( x)
H 1

R
H 0


 � ln
�

� � 0
0 � ( � 0)

� � 1
1 � ( � 1)

�
=) sgn(� 1 � � 0) ln( x)

H 1

R
H 0

~
 (2.35)

Regarding the probable values ofsgn(� 1 � � 0), two different graphs are plotted

in the following.

(a)g(x) = ln (x) andC = 1 (b) g(x) = � ln (x) andC = 1

Figure 2.6:g(x) = ln(x) andg(x) = � ln(x) plots with~
 = C = 1

In Figure 2.6a, the plot shows the functions whensgn(� 1 � � 0) = 1 . The

x values that are smaller than the intersection point between~
 andg(x) are

classi�ed asH 0 due to the monotonically increasing behavior. On the other

hand, higher x values than the intersection point are classi�ed asH 1. Contrarily,

in Figure 2.6b, the plot represents functions ifsgn(� 1 � � 0) = � 1. The x

values that are below the intersection point of~
 andg(x) are categorized asH 0

because of the monotonically decreasing trend. Conversely, x values greater

than the intersection point are classi�ed as belonging toH 1.
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In the following, for the cases 5 and 6, we will provide Neyman-Pearson decision

rules under further assumptions. However, as will be explained in detail, we provide

only simple likelihood ratio-based decision rules as provided in (2.24) for 1, 2, 3, and

4 in this part.

2.1.2.1 Examination of Assumptions with ROC

ROCs are also called Receiver Operating Characteristic curves because they compare

two operating characteristics with varying criteria [48]. It is a graphical plot that

illustrates the performance of a binary classi�cation model. The ROC curve is created

by plotting the detection probability against the false alarm probability. ROC curves

show the trade-off between false alarm rates and detection rates. ROC curves for a

perfectly discriminating model pass through the top left corner, while diagonal lines

for random or ineffective models will go from the bottom left to the top right.

To quantify the performance of a classi�cation model, the area under the ROC curve

(AUC-ROC) is commonly used. With a higher value, discrimination ability is better.

The range is 0 to 1. AUC-ROC of 0.5 corresponds to a random classi�er, while AUC-

ROC of 1 represents a perfect classi�er.

In the above items 1, 2, 3 and 4, there is no closed form ROC expression. Therefore,

ROC for them is not examined, and thus, the Neyman-Pearson decision rule is not

explicitly obtained. Namely, the decision rule is provided as a simple likelihood ratio

for these cases. However, the above items 5 and 6 have closed form ROC expressions

with further assumptions. In the following, ROC for the items 5 and 6 are investigated

under different assumptions regarding the above relations, and correspondingly, the

Neyman-Pearson decision rules are obtained.

In this part, the items 5 and 6 from Chapter 2.1.2 are examined with ROC. The as-

sumption stated in 5 is analyzed in the following items 1 and 2 according tosgn(� 1-� 0).

Similarly, the assumption studied in 6 is analyzed in the following items 3 and 4 re-

gardingsgn(� 1-� 0).
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1. Assume that� 1 = � 0 and� 1 > � 0. This implies thatA = 0. (2.20) is simpli�ed

as in (2.36).

ln
�

f 1(x)
f 0(x)

�
= ln

�
� � 0

0 � ( � 0) e� x=� 1

� � 1
1 � ( � 1) e� x=� 0

�

(2.36)

ln
�

f 1(x)
f 0(x)

�
= ln

�
� � 0

0 � ( � 0)
� � 1

1 � ( � 1)

�
+

�
1
� 0

�
1
� 1

�
x

(2.37)

The �rst term of the right-hand side of the equality in (2.37) is constant. There-

fore, the term is subtracted from the threshold parameter
 . (2.38) is obtained

after the subtraction.
 1 is the threshold parameter obtained after subtracting

the constant term from
 .
�

1
� 0

�
1
� 1

�
x

H 1

R
H 0


 1 (2.38)

In (2.39), the data is classi�ed asH 1, if the left-hand side of the equation ex-

ceeds the threshold parameter
̂ 1. Also, the data is classi�ed asH 0, if the

left-hand side of the equation does not exceed the threshold.

x
H 1

R
H 0


̂ 1 (2.39)

To simplify the Gamma functions and to observe the effect of different� values

on the ROC curve,� 0 = � 1 = 1 is considered, and�(1) = 1 . In addition,f 0(x)

andf 1(x) are simpli�ed as follows:

f 0(x) =

8
><

>:

1
� 0

e� x=� 0 ; x > 0

0; otherwise
(2.40)

f 1(x) =

8
><

>:

1
� 1

e� x=� 1 ; x > 0

0; otherwise
(2.41)

(2.40) and (2.41) are exponential functions.

PF A =
Z 1


̂ 1

f 0(x)dx = 1 � F0(
̂ 1) = 1 �
�
1 � e� 
̂ 1=� 0

�
= e� 
̂ 1=� 0 (2.42)
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In (2.43),PFA is expressed as� which indicates the strength of the NP-test as a

false alarm rate.̂
 1 is written in terms of� .

PFA = � =) � = e� 
̂ 1=� 0 =) 
̂ 1 = � � 0 ln � (2.43)

The decision rule in (2.39) is rewritten as in (2.44) to state
̂ 1 in terms of�

which is the false alarm rate. According to the false alarm rate, the test having

signi�cant statistical power is generated.

x
H 1

R
H 0

� � 0 ln � (2.44)

Unless the explicit form of the false alarm probability is obtained, the decision

rule may not be expressed as a proper NP-decision rule. Therefore, the decision

rule based on log-likelihood ration test.

Based on (2.42), the false alarm probability can be determined, and the detec-

tion probability can be determined from (2.45).

PD =
Z 1


̂ 1

f 1(x)dx = 1 � F1(
̂ 1) = 1 �
�
1 � e� 
̂ 1=� 1

�
= e� 
̂ 1=� 1 (2.45)

In (2.46), the relation betweenPD andPF A can be expressed as a function.


̂ 1 = � � 0 ln PF A =) PF A = P � 1=� 0
D (2.46)

Figure 2.7: ROC curve of the case with� 1 = 1, � 1 = � 0 and� 1 > � 0
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In the Figure 2.7, according to the� 1 and� 0 values,PF A andPD values can be

observed. If� 1=� 0 = 1, the data points are not classi�ed properly. Increasing

the ratio of� 1=� 0 provides better discrimination quality.

2. Assume that� 1 = � 0 and� 0 > � 1. This implies thatA = 0. (2.20) is simpli�ed

as in (2.47).

ln
�

f 1(x)
f 0(x)

�
= ln

�
� � 0

0 � ( � 0) e� x=� 1

� � 1
1 � ( � 1) e� x=� 0

�
(2.47)

ln
�

f 1(x)
f 0(x)

�
= ln

�
� � 0

0 � ( � 0)
� � 1

1 � ( � 1)

�
+

�
1
� 0

�
1
� 1

�
x (2.48)

The �rst term of the right-hand side of the equality in (2.48) is constant. There-

fore, the term is subtracted from the threshold parameter
 . (2.49) is obtained

after the subtraction.
 2 is the threshold parameter obtained after subtracting

the constant term from
 .
�

1
� 0

�
1
� 1

�
x

H 1

R
H 0


 2 (2.49)

In (2.50), the data is classi�ed asH 0, if the left-hand side of the equation ex-

ceeds the threshold parameter
̂ 2. Also, the data is classi�ed asH 1, if the

left-hand side of the equation does not exceed the threshold.

x
H 0

R
H 1


̂ 2 (2.50)

To simplify the Gamma functions and to observe the effect of different� values

on the ROC curve,� 0 = � 1 = 1 is taken into consideration, and�(1) = 1 . In

addition,f 0(x) andf 1(x) are simpli�ed as in (2.51) and (2.52).

f 0(x) =

8
><

>:

1
� 0

e� x=� 0 ; x > 0

0; otherwise
(2.51)

f 1(x) =

8
><

>:

1
� 1

e� x=� 1 ; x > 0

0; otherwise
(2.52)

(2.51) and (2.52) are exponential functions.
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PF A =
Z 
̂ 2

0
f 0(x)dx = F0(
̂ 2) = 1 � e� 
̂ 2=� 0 (2.53)

In (2.54),PFA is expressed as� which indicates the power of the NP-test as a

false alarm rate.̂
 2 is written in terms of� .

PFA = � =) 1 � � = e� 
̂ 2=� 0 =) 
̂ 2 = � � 0 ln(1 � � ) (2.54)

The decision rule in (2.50) is rewritten as in (2.55) to state
̂ 2 in terms of�

which is the false alarm rate. According to the false alarm rate, the test having

signi�cant statistical power is created.

x
H 0

R
H 1

� � 0 ln(1 � � ) (2.55)

Based on (2.53), the false alarm probability can be determined, and the detec-

tion probability can be determined from (2.56).

PD =
Z 
̂ 2

0
f 1(x)dx = F1(
̂ 2) = 1 � e� 
̂ 2=� 1 (2.56)

In (2.57), the relation betweenPD andPF A can be expressed as a function.


̂ 2 = � � 0 ln(1 � PF A ) =) (1 � PF A ) = (1 � PD )� 1=� 0

(2.57)

27



Figure 2.8: ROC curve of the case with� 1 = 1, � 1 = � 0 and� 0 > � 1

In the Figure 2.8, according to the� 1 and� 0 values,PF A andPD values can be

observed. When� 0=� 1 = 1, the data points are not classi�ed properly. Rising

the ratio of� 0=� 1 ensures better discrimination quality.

Figure 2.9: ROC curve of the case with� 1 = 1, � 1 = � 0, � 0 > � 1 and� 1 > � 0

In Figure 2.9, according to the� 1 and� 0 values,PF A andPD values can be
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observed in the same �gure. Figure 2.7 and Figure 2.8 can be observed in the

same �gure. Even though the plot of� 0=� 1 = 1 is the same as the plot of

� 1=� 0 = 1, the other pairs having the relation� 0=� 1 = � 1=� 0 is not the same

plot. � is the scale parameter as mentioned earlier, and increasing� spreads

the events out horizontally. As� 1=� 0 increases,f 1(x) spreads wider thanf 0(x)

at the nearly same central point due to the same� values. Therefore, the sharp

increase of� 1=� 0 comes from widely spreadingf 1(x).

3. Assume that� 0 > 0, � 1 > � 0 and� 0 = � 1. This implies thatsgn(� 1-� 0) = 1 .

(2.35) is simpli�ed as in (2.58). In the following equation explicit form of~


can be observed.

~
 =

�

 � ln

h
� � 0

0 �( � 0 )
� � 1

1 �( � 1 )

i�

� 1 � � 0

sgn(� 1 � � 0) ln( x)
H 1

R
H 0

~
 =) ln(x)
H 1

R
H 0

~
 =) eln( x)
H 1

R
H 0

e~
 (2.58)

The (2.58) is simpli�ed as in (2.59).e~
 is greater than zero, and it is represented

as
̂ 3.

x
H 1

R
H 0


̂ 3; 
̂ 3 > 0 (2.59)

Data is classi�ed asH 1 if the right-hand side of (2.59) exceeds
̂ 3, as indi-

cated by (2.59). Also, the data is classi�ed asH 0, if the right-hand side of the

equation exceeds the threshold.

To observe the effect of different� values on the ROC curve and to simplify

the Gamma functions,� 0 = � 1 = 1 is regarded. In addition,f 0(x) andf 1(x)

are simpli�ed as in (2.60) and (2.61).

f 0(x) =

8
><

>:

1
�( � 0 ) x

� 0 � 1e� x ; x > 0

0; otherwise
(2.60)

f 1(x) =

8
><

>:

1
�( � 1 ) x

� 1 � 1e� x ; x > 0

0; otherwise
(2.61)

(2.60) and (2.61) are PDFs for the two hypotheses.
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In the following, thePF A andPD values are written in the form of the upper

incomplete Gamma function as mentioned in (2.6).

PF A =
Z 1


̂ 3

f 0(x)dx =
1

�( � 0)

Z 1


̂ 3

x � 0 � 1e� xdx

=
1

�( � 0)
�( � 0; 
̂ 3)

(2.62)

Based on (2.62), the false alarm probability is examined, and the detection

probability is determined from (2.63).

PD =
Z 1


̂ 3

f 1(x)dx =
1

�( � 1)

Z 1


̂ 3

x � 1 � 1e� xdx

=
1

�( � 1)
�( � 1; 
̂ 3)

(2.63)

In (2.64), there is a function that linksPF A andPD .

PF A = PD
�( � 1)�( � 0; 
̂ 3)
�( � 0)�( � 1; 
̂ 3)

(2.64)

The �( � ) is equal to�( �; 0). In (2.64), if 
̂ 3 closes to 0, thenPF A is equal to

PD . This is a random classi�er which is not desired. Also, the case is impossi-

ble due to thê
 3 > 0 condition. Therefore, the relation betweenPF A andPD is

directly related to� 0 and� 1 values.

4. Assume that� 1 > 0, � 0 > � 1 and� 0 = � 1. This impliessgn(� 1-� 0) = � 1.

(2.35) is simpli�ed as in (2.65).

sgn(� 1 � � 0) ln( x)
H 1

R
H 0

~
 =) � ln(x)
H 1

R
H 0

~
 =) e� ln( x)
H 1

R
H 0

e~
 (2.65)

The (2.65) is simpli�ed as in (2.66).e~
 is greater than zero, and it is represented

as
̂ 4.
1
x

H 1

R
H 0


̂ 4; 
̂ 4 > 0 (2.66)

The right-hand side of (2.66) must exceed
̂ 4 in order to be classi�ed asH 1.

Also, the data is categorized asH 0, if its right-hand side surpasses the threshold.

x
H 0

R
H 1

1

̂ 4

; 
̂ 4 > 0 (2.67)
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The (2.66) is written as in (2.67).

To observe the effect of different� values on the ROC curve and to simplify

the Gamma functions,� 0 = � 1 = 1 is taken into consideration. Furthermore,

f 0(x) andf 1(x) are simpli�ed as in (2.68) and (2.69).

f 0(x) =

8
><

>:

1
�( � 0 ) x

� 0 � 1e� x ; x > 0

0; otherwise
(2.68)

f 1(x) =

8
><

>:

1
�( � 1 ) x

� 1 � 1e� x ; x > 0

0; otherwise
(2.69)

(2.68) and (2.69) are Gamma functions for the two hypotheses.

In the following, thePF A andPD values are written in the form of the lower

incomplete Gamma function as mentioned in (2.7).

PF A =
Z 1=
̂ 4

0
f 0(x)dx =

1
�( � 0)

Z 1=
̂ 4

0
x � 0 � 1e� xdx

=
1

�( � 0)
�( � 0; 1=
̂ 4)

(2.70)

Based on (2.70), the false alarm probability is examined, and the detection

probability is determined from (2.71).

PD =
Z 1=
̂ 4

0
f 1(x)dx =

1
�( � 1)

Z 1=
̂ 4

0
x � 1 � 1e� xdx

=
1

�( � 1)
� ( � 1; 1=
̂ 4)

(2.71)

In (2.72), the relation betweenPF A andPD can be observed.

PF A = PD
�( � 1)�( � 0; 1=
̂ 4)
�( � 0)�( � 1; 1=
̂ 4)

(2.72)

There is a relation between the lower incomplete Gamma function and Gamma

function as in�( � ) = �( �; 0) = lim (1=
̂ 4 )!1 �( �; 1=
̂ 4). In (2.72), if 1=
̂ 4

closes to1 , thenPF A is equal toPD . It's a random classi�er, which should be

avoided. Also, the case is impossible because the1=
̂ 4 > 0 implies1=
̂ 4 < 1 .

Therefore, the relation betweenPF A andPD is directly related to� 0 and� 1

values.
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2.2 M-ary Hypothesis Testing

Up to this point, Neyman Pearson binary hypothesis testing is examined when a single

realization is available from two hypotheses. For multi-user cases, there are more than

two hypotheses and hypothesis testing criteria can be obtained in a similar manner.

Therefore, M-ary hypothesis testing is used. Also, the gamma distribution models

generated by testing and training models are provided for M-ary hypothesis testing.

Different from Neyman Pearson testing, while the testing and training models are

created, more than one data point is used.

The M-ary hypothesis test considers M different hypotheses instead of just two (null

and alternative). Each hypothesis represents a speci�c model that the system could

take. In M-ary hypothesis testing, the goal is to determine which of the M possible

hypotheses of nature is the best supported by the available data [49].

M-ary hypothesis testing can be integrated into multi-user continuous authentication

systems using testing to distinguish between genuine users and fraudsters. In such

systems, the authentication process continues and users are constantly monitored as

they use the system.

To use M-ary hypothesis testing for continuous authentication, the system would �rst

need to be trained on data from each of the genuine users. The training data would be

used to construct a behavioral model of each user that would be used during authen-

tication. The test statistic used in the M-ary hypothesis testing would be based on the

differences between the observed behavior and the reference models.

In a system with multiple subjects, the M-ary hypothesis test would be repeated for

each user, with a separate reference model. In the system, each user's behavior is

modeled as a gamma distribution, and the distance between observed behavior and

reference models are indeed the distance between two gamma distribution. The dis-

tances between the observed behavior and the reference models are measured with

the error distance metric, JS distance [50] in this study. The hypothesis that has the

lowest error distance is selected as a genuine user. Other users different from this user

are classi�ed as imposter users.
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For M users, there are M reference models which areR 1, R 2, ...,R M , andO is the

observed model.DJS (R i ; O) is the distance metric that measures the error between

the observed model and reference model i. After the error values between the refer-

ence models and the observed model are measured, the index ofDJS (R i ; O) having

the lowest error value is detected usingargmin operator as in (2.73). Theargmin

operator returns the index i that minimizes the distance metricDJS (R i ; O). In other

words, it returns the value of i that makes the distance between the observed model

O and the reference modelR i as small as possible.

argmin
i

(DJS (R 1; O) ; DJS (R 2; O) ; : : : ; DJS (R i ; O) ; : : : ; DJS (R M ; O)) (2.73)

Similar to reference models, there are M hypotheses which are represented asH 1,H 2,

..., H M . They represent M different possible identities for the users. Once the index

i has been identi�ed, the correspondingH i is decided as an authenticated user. In

the context of continuous authentication, the reference model with the smallest er-

ror distance is used to verify the identity of the user by selecting the corresponding

hypothesis as in Figure 2.10.

Figure 2.10: Components of decision theory problem in the context of a continuous

authentication system
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In this chapter, the binary hypothesis testing and the explanation of M-ary hypothesis

testing are introduced. In Chapter 3.1.5, the decision rule is explained more deeply.

Also, in the following chapter, reference models and observation models generation

are examined.

In this chapter, Neyman Pearson binary hypothesis and gamma distribution are intro-

duced. Then, Neyman Pearson binary testing is discussed for two gamma distribu-

tions regarding various assumptions. M-ary hypothesis testing approach as a decision

method in the system is described. In the following chapter, the datasets used in the

research are analyzed. The process of �tting data to a gamma distribution and the

creation of testing and training models are explained. The techniques for measuring

errors between two continuous distributions and the method used to verify users based

on the error values between an observed model and reference models are described.

The procedure and results of the tests conducted for each dataset are also provided.
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CHAPTER 3

GAMMA DISTRIBUTION IN KEYSTROKE DYNAMICS

3.1 Data Analysis and Fitting

Keystroke dynamics is a biometric authentication method based on the unique char-

acteristics of typing behavior. An individual's keystroke patterns and rhythms while

typing on a keyboard are analyzed to con�rm the user's identity. These patterns are

down-down times and hold times in this study. The time interval between keystrokes

implies down-down time, and the duration of keystrokes implies hold time. In Fig-

ure 3.1,A andB point to keys on a keyboard. The time between pressing the key

A and pressing the keyB is expressed as down-down time. Similarly, the time be-

tween pressing the keyA and releasing the keyA is expressed as hold time. For each

individual user, a unique typing pro�le is generated by analyzing the keystroke time

variations. To verify the identity of the user, the pro�le is compared against a baseline

pro�le stored in the system.

Figure 3.1: Down-down and hold times representation

The keystrokes' hold time and down-down time instances are used to create a unique

model for each individual user. This created model is compared with subsequent
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models which are created from the user keystrokes' hold time and down-down time.

According to the error value, the authentication algorithm rejects or allows the user.

Figure 3.2: The block diagram representation of the authentication process

In Figure 3.2, the block diagram of the authentication process can be observed en-

tirely. The processes for different keystroke features such as hold time and down-

down time are conducted in a parallel way.

In this chapter, the different datasets used in the study are explained and analyzed.

The preprocessing steps of datasets are described. Furthermore, model creation from

the processed data and error measurement methods are clari�ed. The decision method

used in the study is explained.

3.1.1 Datasets Overview and Preprocessing

In this study, �ve different datasets are used. Some of the datasets contain passwords.

Some of them include free or transcribed text. These datasets are explained one by

one in this section. The datasets are cleaned from the outliers. While the data is

removed, the time duration of the feature is taken into consideration. The time value

must be in the interval between 10 msec and 5000 msec. For example, any hold time

instance cannot be greater than 5000 msec and lower than 10 msec.
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3.1.1.1 DSL StrongPasswordData Dataset

There are 51 subjects in the dataset. The same password is typed by the subjects.

Each subject typed the password 400 times over 8 sessions. A minimum of one

day passed between sessions, in order to capture some day-to-day variation in the

subjects' typing. The written password is:tie5Roanl, a strong 10-character password

[26].

Figure 3.3: The scatter plot of DD.i.e before preprocessing

In Figure 3.3, before the outliers are removed from the dataset, the scatter plot of

the raw values can be observed from the plot. The horizontal axis shows the subject

names, and the vertical axis points DD.i.e time instance values.

Table 3.1: The sample from DSL-StrongPasswordData Dataset

subject rep H.t DD.t.i H:i DD.i.e H.e DD.e.�ve H. �ve

s002 1 0.1069 0.1674 0.1169 0.2212 0.1417 1.1885 0.1146

s002 2 0.0694 0.1283 0.0908 0.1357 0.0829 1.197 0.0689

s002 3 0.0731 0.1291 0.0821 0.1542 0.0808 1.0408 0.0892

s002 4 0.1059 0.2495 0.104 0.2038 0.09 1.0556 0.0913

In Table 3.1, the hold time samples which are H.t, H.i, and H.�ve, and the down-
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down time samples which are DD.t.i, DD.i.e, and DD.e.�ve are observed. There are

also up-down time samples in the dataset. However, these time samples are obtained

by subtracting H time samples from DD time samples. To simplify the dataset, just

DD and H time samples are used. The time unit issecond. For each user, all the

hold time instances are combined into a group. The same process is followed for the

down-down time instances. There are 4000 hold time instances and 4000 down-down

time instances for each one after the dataset is grouped.

3.1.1.2 DSL Free vs Transcribed Dataset

In this dataset [51], there is free text, composing text from nothing, time instances,

and transcribed text, copying text from the transcript, time instances. There are twenty

subjects in the dataset. The key hold and down-down time features are recorded in a

text �le. In Table 3.2, down-down time samples are observed from the dataset. More-

over, in Table 3.3, hold time samples are observed from the dataset. From session

indices, whether free-composition or transcription task is performed is extracted. In

each session, the subject either freely composes or transcribes text concerning one of

four pictures. The pictures are denoted by one of four codes: Sea, Runaway, Girl, and

Doll.

Table 3.2: Down-Down time sample from DSL-Free-vs-Transcribed Dataset

subject sessionIndex index key1 key2 time

s019 1 1 Shift Shift.t 0.2330

s019 1 2 Shift.t h 0.3116

s019 1 3 h e 0.1392

Table 3.3: Hold time sample from DSL-Free-vs-Transcribed Dataset

subject sessionIndex index key time

s019 1 1 Shift 0.3442

s019 1 2 Shift.t 0.1514

s019 1 3 h 0.0844
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The time unit issecond. For each user, all the transcribed text hold time instances

are combined into a group. The same process is followed for the transcribed text

down-down time instances. There are 3000 transcribed text hold time instances and

3000 transcribed text down-down time instances for each. Furthermore, the same

procedure is applied to the free text time samples. There are 3000 free text hold time

instances and 3000 free text down-down time instances for each one after the dataset

is grouped.

3.1.1.3 Keystroke100 Dataset

The Keystroke100 benchmark dataset [52], [53] provides insights into pressure-sensitive

keystroke dynamics and typing biometrics. The dataset consists of keystroke patterns

of 100 users typing the passwordtry 4 � mbs. Each participant uses a common pass-

word so that their typing patterns of the same password can be compared. Each par-

ticipant provided ten time samples and ten pressure samples. The pressure samples

are not utilized in this study.

Table 3.4: Down-Down time samples of a user from Keystroke100 Dataset

1 156.00 188.00 266.00 375.00 343.00 219.00 203.00

2 172.00 235.00 312.00 391.00 359.00 203.00 235.00

3 157.00 187.00 266.00 312.00 344.00 188.00 218.00

4 172.00 156.00 140.00 469.00 406.00 172.00 188.00

5 187.00 172.00 344.00 437.00 329.00 203.00 234.00

In Table 3.4, the down-down time instances of a user between the password characters

are observed. The columns of the matrix correspond to the time gap between two

keystrokes, while the rows correspond to a sample. At a millisecond level of accuracy,

keystroke latency samples were collected. All the down-down time instances are

combined into a group. There are 70 down-down time instances for each subject after

the dataset is grouped according to users.
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3.1.1.4 ISOT Web Interactions Dataset

The dataset [54], [55] consists of mouse, keystroke, and site actions performed by 24

users visiting and interacting with a website. However, only keystroke dynamics are

used in this study. Also, each user provides different sizes of data. Therefore, the

threshold value is de�ned while the user number is speci�ed to get rid of users having

insuf�cient data. The threshold value is selected as 1100. That means each user has

1100 down-down and hold time instances. There are 7 users ful�lling the condition.

If the threshold was 500, the number of users ful�lling this condition would be 11.

Table 3.5: The sample from ISOT Web Interactions Dataset

User KeyDownTimeStamp KeyReleaseTimeStampSessionID

user2 1272305985906 1272305986060 ad9094ab

user2 1272305985980 1272305986086 ad9094ab

user2 1272305986021 1272305986154 ad9094ab

user2 1272305986093 1272305986171 ad9094ab

Therefore, the user number is selected as 7 to eliminate the insuf�cient data effect. As

seen in Table 3.5, a keystroke data �le consists of keystroke time stamps, user name,

and session id. KeyDownTimeStamp is the time stamp when a key is pressed. KeyRe-

leaseTimeStamp is the time stamp when a key is released. Hold time instances are

obtained by subtracting the current KeyDownTimeStamp from the current KeyRe-

leaseTimeStamp. Also, down-down time instances are obtained by subtracting the

current KeyDownTimeStamp from the next KeyDownTimeStamp. The time unit is

milliseconds.

3.1.1.5 GREYC Keystroke Dataset

The dataset [56] consists of common phrases and unique passwords. The common

phrases part of the dataset consists of the imposed login text and password. That

means each user typed the same login which is "laboratoire greyc" and the same

password which is "sésame". In the unique passwords part of the dataset, each user
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possesses individual login and password. That means each user typed different login

and password from each other. For example, user1's login text is "giotr", and user5's

login text is "pr-bond". The dataset is stored in �at �les organized per directory. The

directories and their explanation are the following. The directories which are not used

in the study are not listed. Both the common phrases and the unique passwords have

the same text name. However, their directories are different in the dataset folder.

user_id:txt : The id of the user who has typed the text

l_pp:txt: The extracted press-to-press time of the login

l_pr:txt : The extracted press to release time of the login

l_rp:txt : The extracted release to press time of the login

l_rr:txt : The extracted release to release time of the login

p_pp:txt: The extracted press-to-press time of the password

p_pr:txt : The extracted press to release time of the password

p_rp:txt : The extracted release to press time of the password

p_rr:txt : The extracted release to release time of the password

login:txt : The string of the login

password:txt: The string of the password

Table 3.6: User1's login time(msec) instances for the login name:giotr

Instance rr pr rp pp

1 73 95 168 72

2 72 96 168 48

3 95 120 215 96

4 25 119 144 72

5 72

In Table 3.6, there are relations betweenpr, rr , rp andpp features. The �rst relation

is rp1 = pr1 + rr 1, and the second relation isrp1 = pr2 + pp1. Therefore, therr

andpr values are suf�cient to authenticate a user. Therp andpp values are redun-

dant so they are removed from the dataset in this study. There are 124 users in the

dataset. However, some users have insuf�cient data to create a model. For this rea-

son, the user number is reduced to 20. After the user number is updated, the dataset
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is grouped according to release-release(rr ) and press-release(pr) time instances. For

each user, all the common phrase'spr time instances are combined into a group. The

same process is followed for the common phrase'srr time instances. There are 3000

common phrasespr time instances and 3000 common phrasesrr time instances for

each. Furthermore, the same procedure is applied for the unique password time sam-

ples. There are 1400 unique passwordrr time instances and unique password 1400

pr time instances for each one after the dataset is grouped.

Figure 3.4: Release-release and press-release times representation

In Figure 3.4, the release-release time represents unpressed-unpressed time between

two keys. It shows the relation between two keys similar to the down-down time

feature. In addition to that, the press release time represents the keystroke duration

on a key similar to the hold time feature.
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3.1.2 Analysis of The Datasets

There are �ve different datasets are explained in the previous section. In this section,

the datasets are analyzed with statistical methods.

Table 3.7: The summary of the datasets

Datasets User Number RR PR DD H

DSL StrongPasswordData 51 - - 4000 4000

DSL Free vs Transcribed-Free 20 - - 3000 3000

DSL Free vs Transcribed-Transcribed 20 - - 3000 3000

Keystroke100 100 - - 70 -

ISOT Web Interactions 7 - - 1100 1100

GREYC Keystroke - Common Phrase 20 3000 3000 - -

GREYC Keystroke - Unique Password 20 1400 1400 - -

In Table 3.7, the user number in the datasets andRR, PR, DD andH time number

of instances per user can be observed.

3.1.2.1 DSL Strong Password Data Dataset Analysis

Values for two different numeric variables are represented by dots in a scatter plot.

An individual data point is located on the horizontal, and the vertical axis indicates

its value. By using scatter plots, the relationships between variables can be observed.

The variable on the horizontal axis and the variable on the vertical axis are dependent

variables in a scatter plot. If there are any unexpected gaps in the data and if there are

any outlier points, scatter plots can show.
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Figure 3.5: The hold time scatter plot from subject s002 to s021

Each user has a unique typing pattern. To verify the uniqueness of the pattern, scatter

plots are used.

Figure 3.6: The hold time scatter plot from subject s022 to s039

In Figure 3.5 and 3.6 the scatter plots show the data distribution of the H.t, which is

hold time duration of the key "t" from the subject s002 to s039. The horizontal axes

in the �gures show the subject names, and the vertical axes in the �gures state time

in terms of seconds. According to the speci�c subjects in the plots, the time instance

distribution can be observed on the plots. Each H.t instance is a point in the graphs.
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The line of a subject gets darker as the density of the dots increases in the scatter

plots. Each subject has a different distribution. That can be validated by comparing

the location of the lines which are composed of dense dots in the plots.

Figure 3.7: The down-down time scatter plot from subject s002 to s021

Figure 3.8: The down-down time scatter plot from subject s022 to s039

In Figure 3.7 and 3.8, the scatter plots show the data distribution of the DD.e.�ve,

which is the time passed between pressing of the key "e" and the pressing of the key

"5" from the subject s002 to s039. The plots display the distribution of time instances

based on the speci�c subjects. Each point on the graphs represents a DD.e.�ve in-

stance. When the scatter plot has a higher density of dots, the subject's line appears
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darker. There is a distinct distribution variation for each subject, which can be veri�ed

by comparing the positions of the densely populated dots on the plots.

Probability Mass Function (PMF) is a function that gives the probability that a dis-

crete random variable is exactly equal to some value in probability and statistics [57].

PMF is the probability distribution of a discrete random variable and provides the

possible values and their associated probabilities. It is the functionp : R ! [0; 1]

de�ned by pX (x) = P(X = x) whereP is a probability measure.pX (x) can also

be simpli�ed asp(x) [58]. The probabilities associated with all values must be non-

negative and sum up to 1,pX (x) � 0 and
P

x pX (x) = 1 .

Algorithm 1 Normalized Histogram Algorithm

heights; bins  histogram(data; bins = 50)

heights  heights=sum(heights)

binCenters  0:5 � (bins[1 : end] + bins[0 : end� 1])

binWidths  dif f (bins)

bar(binCenters; heights; binWidths)

In PMF, each discrete data point has a probability value. Similar to PMF, a normal-

ized histogram has a probability value for each time interval. In Algorithm 1, the

normalized histogram algorithm can be observed.bins points to the bars in the nor-

malized histogram plots. Firstly,heights implies the number of a speci�c data point

between each time interval. After normalization, they mean the probability values for

bins. ThebinCenters are calculated from the sum of consecutive bins by dividing

them into two. After calculating the width of the bars, normalized histogram graphs

are plotted.
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Figure 3.9: The password down-down time normalized histogram plot of user S002

Figure 3.10: The password hold time normalized histogram plot of user S002

In Figure 3.9 and 3.10, the normalized histogram plots show the data distribution

of all down-down time instances of user S002 and all hold time instances of user

S002. The horizontal axis in the �gures shows the time in seconds. The vertical axis

in the �gures states the normalized histogram probability values. The x-axis values

consist of the value from the minimum time instance to the maximum time instance.

The difference between the maximum and the minimum is divided by �fty. The

time intervals are generated after the division. The speci�c time interval's probability

value can be observed as a rectangular bar in the �gures. The heights of the bars in the

normalized histogram plots are proportional to the probabilities they represent. Both

down-down time and hold time plots have right-skewed distributions in this dataset.
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3.1.2.2 DSL Free vs Transcribed Dataset Analysis

DSL Free vs Transcribed Dataset's free text part consists of 3000 hold and 3000

down-down time instances for each subject. Similarly, the dataset's transcribed text

part consists of 3000 hold and 3000 down-down time instances for each subject.

There are 20 subjects. For each user, normalized histogram plots are generated to

observe the characteristics of the distributions. For example, user S019's normalized

histogram plots can be observed in the following.

Figure 3.11: The free text down-down time normalized histogram plot of user S019

Figure 3.12: The free text hold time normalized histogram plot of user S019

In Figure 3.11 and 3.12, the normalized histogram plots point to the free text data

distribution of all down-down time instances of user S019 and all hold time instances
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of user S019. The horizontal axis in the �gures shows the time in seconds. The verti-

cal axis in the �gures states the normalized histogram probability values. Algorithm

1 is used while calculating normalized histogram values. Both down-down time and

hold time plots have right-skewed distributions in this dataset. Also, the distributions

of all users are not symmetric. Therefore, They should be modeled with asymmetric

function.

Figure 3.13: The transcribed text down-down time normalized histogram plot of user

S019

Figure 3.14: The transcribed text hold time normalized histogram plot of user S019

In Figure 3.13 and 3.14, the normalized histogram plots point to the transcribed text

data distribution of all hold time instances of user S019 and all down-down time

instances of user S019. The horizontal axis in the �gures shows the time in seconds.
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The vertical axis in the �gures states the normalized histogram probability values.

Algorithm 1 is used to calculate normalized histograms. In this dataset, both the

down-down time and hold time plots exhibit distributions that are skewed to the right.

Additionally, the distributions of all users are not symmetrical. As a result, it is

necessary to model these distributions using asymmetric functions.

3.1.2.3 Keystroke100 Dataset Analysis

Keystroke100 Dataset consists of 70 down-down time instances for each user. There

are 100 subjects. For each user, normalized histogram plots are generated. For exam-

ple, user14's normalized histogram plot and user82's normalized histogram plot can

be observed in Figure 3.15.

Figure 3.15: The password down-down time normalized histogram plot of user82

In Figure 3.15, the normalized histogram plot points to the data distribution of all

down-down time instances of user82. Algorithm 1 is used to calculate normalized

histograms. The down-down time plot has right-skewed distribution in this dataset.

Also, the distribution consists of 70 data points. Hence, the continuity of the nor-

malized histogram is not ensured. Also, the lack of data extracting from users causes

low-performance model generation. Since the characteristics of the users are not fully

expressed in this dataset.
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3.1.2.4 ISOT Web Interactions Dataset Analysis

ISOT Web Interactions Dataset consists of 1100 down-down time instances and 1100

hold time instances for each user. There are 7 subjects. Normalized histogram plots

are created for every user in order to observe the traits of the distributions. For exam-

ple, user10's normalized histogram plots can be observed in Figure 3.16 and 3.17.

Figure 3.16: The free text down-down time normalized histogram plot of user10

Figure 3.17: The free text hold time normalized histogram plot of user10

In Figure 3.16 and 3.17, the normalized histogram plots show the data distribution

of all hold time instances of user10 and all down-down time instances of user10.The

time in seconds is represented on the horizontal axis of the �gures, while the normal-

ized histogram values are shown on the vertical axis. The x-axis values range from
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the minimum time instance to the maximum time instance. Algorithm 1 is used to

calculate normalized histograms. There is a right-skewed distribution for both hold

time and down-down time plots in this dataset. Similar to the previously explained

datasets, the distributions of the users should be modeled with an asymmetric function

to increase the �tting score.

3.1.2.5 GREYC Keystroke Dataset Analysis

GREYC Keystroke Dataset's common passphrase part consists of 3000 press-release

and 3000 release-release time instances for each user. Also, the dataset's transcribed

unique password part consists of 1400 press-release and 1400 release-release time

instances for each subject. There are 20 subjects. To observe the characteristics of the

distributions, normalized histogram plots are generated for each one. For example,

user6's normalized histogram plots can be observed in the following.

Figure 3.18: The passphrase press-release time normalized histogram plot of user6

In Figure 3.18 and 3.19, the normalized histogram plots point to the common passphrase

data distribution of all press-release time instances of user6 and all release-release

time instances of user6. In the �gures, the time in seconds is depicted along the hor-

izontal axis, while the normalized histogram values are indicated along the vertical

axis. The x-axis values span from the minimum time instance to the maximum time

instance. Algorithm 1 is used to calculate normalized histograms. Similar to hold

and down-down time features' distributions, press-release and release-release time
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features' distributions show the same asymmetric behavior. In addition, the dataset

exhibits a skew towards the right for both the distribution of release-release time and

press-release time plots.

Figure 3.19: The passphrase release-release time normalized histogram plot of user6

Figure 3.20: The password press-release time normalized histogram plot of user6

In Figure 3.20 and 3.21, the normalized histogram plots point to the unique password

data distribution of all press-release time instances of user6 and all release-release

time instances of user6. The time in seconds is represented on the horizontal axis

in the �gures, while the normalized histogram probability values are indicated on

the vertical axis. The x-axis values span from the minimum to the maximum time

instances. However, the time instances are mostly located on the right side of the

plots. The normalized histogram is calculated using Algorithm 1. The distribution
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of both the release-release time and press-release time plots in this dataset is skewed

toward the right.

Figure 3.21: The password release-release time normalized histogram plot of user6

3.1.3 Data Fitting and Model Creation

The distribution of hold time instances, down-down time instances, press-release time

instances, and release-release time instances are right skewed as seen in the previous

part. That means values in these distributions are clustered around the left tail of

the distribution while the right tail of the distribution is longer. The variables are

always positive and the results are unbalanced. Therefore, it is wise to choose Gamma

distribution models [18], [19] for the distributions.

For a Gamma distribution modelGamma(�; � ) distributed variableX , meanE[X ]

and varianceVar(X ) = E [( X � E[X ])2] are related to parameters�; � as follows:

E[X ] =
�
�

;

Var(x) =
�
� 2

By using the calculated mean value and variance value, the Gamma parameters are

determined as in the following.

� =
E2[X ]
Var(x)

� =
E[X ]

Var(x)
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Using speci�ed� and � parameters, Gamma distribution models are created. To

measure the error between the normalized histogram graph and the Probability Dis-

tribution Function (PDF) graph which is the Gamma distribution model of the subject

for a speci�c feature, MSE is used.

3.1.3.1 Mean Squared Error

Mean Squared Error (MSE) is a popular statistical metric used to evaluate the accu-

racy of a generated model. It is the average of the squared differences between the

modeled and actual values of a variable.

MSE =
1
N

NX

i =1

(f i � yi )
2 (3.1)

In (3.1), MSE equation,N is the total number of observations.yi is the actual value of

the i-th observation.f i is the predicted value of the i-th observation. The MSE value

can range from 0 to positive in�nity. A lower MSE value indicates better predictive

accuracy of the model, as it means that the predicted values are closer to the actual

values. On the other hand, a higher MSE value indicates poorer predictive accuracy

of the model, as it means that the predicted values are farther away from the actual

values.
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Figure 3.22: The down-down time instances' normalized histogram and PDF plots of

s033 in DSL StrongPasswordData

In Figure 3.22, the subject s022's down-down time instances normalized histogram

and PDF can be observed. Also, MSE between PDF and the normalized histogram is

measured using (3.1). The left side of the plot is for the PDF, and the right side of the

plot is for the normalized histogram.

Figure 3.23: The hold time instances' normalized histogram and PDF plots of s033

in DSL StrongPasswordData

In Figure 3.23, the subject s022's hold time instances normalized histogram and PDF
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can be observed similar to Figure 3.22. Also, MSE between PDF and a normalized

histogram is measured using (3.1). In the �gures, lower MSE implies better data

�tting. Better data �tting implies the process of �nding a model or algorithm that

accurately represents or approximates a given set of data points. It is essential to �nd

the model that provides the highest level of accuracy and predictive power based on

the given data. Therefore, the lowest MSE error is desired during data �tting.

3.1.3.2 Test Model and Training Model Creation

The data for a speci�c feature, such as user1's hold times instances, is split into two

to generate test and training models. The elements of shuf�ed data are randomly

selected while the data is splitting. The size of data for a test model and a training

model varies for different datasets. If the size of a dataset is greater, the training

model contains more feature elements.

Figure 3.24: The down-down time instances' �tted train model and test model plots

of s027 in DSL StrongPasswordData

In Figure 3.24, the subject s027's down-down time instances histogram and PDF can

be observed for the training model and the test model. The horizontal axis points to

time in terms of seconds. The vertical axis states PDF values. The histogram shows

the relative distribution of the data to observe the �tting quality of the PDF for the
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models. In the models, the test model has 2000 down-down time instances, and the

training model has also 2000 down-down time instances.

Figure 3.25: The hold time instances' �tted train model and test model plots of s027

in DSL StrongPasswordData

In Figure 3.25, the subject s027's hold time instances histogram and PDF can be

observed for the training model and the test model. In the models, the test model

has 2000 hold time instances, and the training model has also 2000 hold time in-

stances. These are examples to emphasize the resemblance between training and

testing Gamma distribution models.

3.1.4 Error Measurement Techniques

Each subject's keystroke features are modeled as a Gamma distribution which is a

type of continuous distribution. The overall data of the users are divided into two,

one part of the data is used to create a training model for each user. The remaining

part of the data is used to generate test models. In order to measure the error between

the trained model and the test models, two kinds of error metrics are evaluated. They

are KL divergence metric and JS divergence metric. In this part, the metrics and

examples from the Gamma distribution models are explained.
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3.1.4.1 KL Divergence

Kullback-Leibler (KL) divergence [59] metric quanti�es the difference between one

probability distribution and a reference distribution so that how the distributions are

different from each other can be observed. It measures the difference in information

represented by two distributions. KL divergence is a non-symmetric metric. In (3.2),

q(x) andp(x) are two probability distributions. If q(x) is used to approximate p(x),

KL divergence ofq(x) from p(x), showed asDKL (p(x); q(x)), is a measure of the

information lost.

DKL (p(x)kq(x)) =
Z 1

�1
p(x) ln

p(x)
q(x)

dx (3.2)

The KL divergence measures the distance between two distributions. However, it is

not a distance measure. The KL fromp(x) to q(x) is generally different than the KL

from q(x) to p(x). If q(x) = p(x), thenDKL (p(x); q(x)) is equal to 0. Therefore,

KL divergence is asymmetric. Also,DKL (p(x); q(x)) is always greater than or equal

to 0. Due to the asymmetric behavior of the metric, KL divergence is not suitable to

measure the difference between a test model and a training model.

3.1.4.2 JS Divergence

Jensen-Shannon (JS) divergence [59] metric (JS), an information theory-based statis-

tic, measures divergence between pairs of distribution models. The JS divergence

metric uses a mixture probability as a baseline when comparing two distributions as

its main contribution.

JS divergence is the weighted sum of KL divergence as in (3.3). Different from KL

divergence, JS divergence is a symmetric metric that measures the difference in infor-

mation represented by two model distributions. Similar to KL divergence, measuring

the distance between two data distributions shows how different the two distributions

are from each other. If the baseline distributionp(x) and sample distributionq(x)

are swapped, the result is the same for both of them. That meansDJS (q(x)kp(x)) is

equal toDJS (p(x)kq(x)).
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DJS (p(x)kq(x)) = 1
2DKL

�
p(x)kp(x)+ q(x)

2

�
+ 1

2DKL

�
q(x)kp(x)+ q(x)

2

�
(3.3)

The symmetric behavior of JS divergence provides to obtain more robust error values

while the difference between a test model and a training model is being measured.

Therefore, JS divergence error metric is used to measure the difference error between

Gamma distribution models in this study. Moreover,q(x) andp(x) represent Gamma

distributions.

3.1.5 Decision Method

Each subject has a training base model and test models for each feature such as hold

time. As mentioned in Chapter 2.2, a training base model corresponds to a reference

model, and a test model is identical to an observed model during the decision stage.

To authenticate a user, the error between the test model and each training model is

measured separately. The smallest error value is expected between the same subject's

training and test model. Therefore, the error values between a test model and each

training model are ordered from smallest to largest by labeling the error values with

training model names. If there is only one feature such as hold time instances, the

decision algorithm in Chapter 2.2, can be directly used. On the other hand, the order

is different for the different features. For example, a subject's down-down time error

order can be different from the same subject's hold time error order. Therefore, the

decision algorithm is used to authenticate users in a proper way.

Figure 3.26: The block diagram representation of the decision method

In Figure 3.26, the block diagram representation of the continuous authentication
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steps for a feature such as down-down time. Each subject in a system has a speci�c

base training model. Also, they have test models generated randomly in the study.

When a test model is created, the JS divergence between the test model and each base

training model in the system is measured. The measured values which are errors are

sorted from smallest to largest by labeling the error values with the training model

names. After sorting, the �rst �ve subjects having the smallest error values are se-

lected by maintaining the order. The score assignment is applied to the �ve users. If

a user has more than one feature, the process is conducted for each feature. For ex-

ample, if a user has down-down time and hold time, the process is executed for each

one.

3.1.5.1 Score Assignment

Score assignment helps to make a decision if more than one factor is considered and

evaluated. Each of the factors is assigned a speci�c score depending on its impor-

tance. A score is assigned to each of the individual variables. The scores do not have

physical units.

Figure 3.27: The score assignment representation for multiple features

In Figure 3.27, all of the scores such as S-1 and S-6 are prede�ned. The scores are

assigned manually according to the importance level by considering the error values.

The score of the subject with the smallest error must be higher than others. S-1 repre-
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sents the highest score of the feature-1, such as hold time instances, model. USER-A

represents the subject having the smallest error after the errors are measured between

the hold time training models and the hold test model. Similarly, S-6 represents the

highest score of the feature-2, such as down-down time instances, model. USER-D

represents the subject having the smallest error after the errors are measured between

the down-down time training models and the down-down time test model. The score

of a user is calculated according to scores coming from each feature. The subject

is predicted by the system regarding the maximum score found by using the score

assignment algorithm.

The datasets in the study consist of more than seven users. For each of the subjects

in the datasets, at least one test model is generated. The test models are applied to

the system separately. Therefore, to observe the predicted user and the actual user, a

confusion matrix approach is used after a test model is applied to the system.

3.1.5.2 Confusion Matrix

A confusion matrix is an N x N matrix used to evaluate the performance of a clas-

si�cation model, where N represents the number of target classes [60]. A tabular

summary of the number of correct and incorrect predictions can be observed with a

confusion matrix. The performance of a classi�cation model can be measured with

a confusion matrix [60]. The confusion matrix consists of four basic characteristics

de�ning the measurement metrics of the classi�er. They are true positive, true nega-

tive, false positive, and false negative.

1. True Positive (TP): TP represents the number of users who are properly classi-

�ed, meaning the predicted users and the actual users are the same.

2. True Negative (TN): TN represents the number of correctly classi�ed users who

are not actual users.

3. False Positive (FP): FP represents the number of users who are falsely accepted.

FP is also called a Type I error.

4. False Negative (FN): FN represents the number of users who are falsely re-
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jected. FN is also called a Type II error.

The performance metrics of an algorithm are accuracy, precision, recall, and F1-score.

They are calculated on the basis of TP, TN, FP, and FN.

Accuracy of an algorithm is represented as the ratio of correctly classi�ed users(TP+

TN) to the total number of users(TP + TN + FP + FN ) as in (3.4).

Accuracy =
(TP + TN)

(TP + FP + FN + TN)
(3.4)

The precision of an algorithm is represented as the ratio of correctly classi�ed actual

users(TP) to the total users predicted as actual users(TP + FP) as in (3.5).

Precision=
(TP)

(TP + FP)
(3.5)

Recall metric is de�ned as the ratio of correctly classi�ed actual users (TP) divided

by the total number of users who are actual users as in (3.6).

Recall =
(TP)

(TP + FN )
(3.6)

The perception behind recall is how many users have been classi�ed as actual users.

Recall is also called sensitivity.

F1 score is also known as the F Measure. The F1 score states the equilibrium between

the precision and the recall as in (3.7).

F1-Score=
2*precision*recall
precision+recall

(3.7)
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Figure 3.28: The confusion matrix between actual users and predicted users for the

perspective of user1

In Figure 3.28, the confusion matrix is created for an example scenario with 3 users.

According to the decision results, the confusion matrix is generated. Also, consider-

ing the subject number, row numbers and column numbers of the confusion matrix

are updated. The total probability of each row is equal to 1. The metrics which are

TP, TN, FP, and FN can be observed for user1.

3.2 Test Procedure and Test Results

In this section, the datasets mentioned in this chapter are used to create testing and

train models. The decision is generated with the error values between the test model

and the train models. According to the decision, the performance of each dataset is

evaluated and analyzed.

The Gamma distribution models are generated from the datasets. For each subject
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or user in the datasets, the training models are created with varying sample sizes.

Moreover, after discarding training data, the remaining data is used to create different

test models for each user with various sample sizes. The errors between each test

model and the training models are measured. The error values are used to decide the

user ID.

The performance of the authentication with the Gamma distribution models at differ-

ent datasets varies on the basis of the dataset used to create models. For example,

Keystroke100 dataset does not have enough samples to create testing and training

Gamma distribution models well. The best accuracy of the datasets varies between

17.00% and 100.00% as in Table 3.8. In the table, "each" implies down-down time

and hold time instances or release-release time and press-release time instances.

Table 3.8: The best accuracy of the models under the different datasets

Datasets Testing Model Training Model Accuracy(%)

DSL StrongPasswordData 1600 each 2000 each 100.00

DSL Free Text 800 each 2000 each 95.00

DSL Transcribed Text 800 each 2000 each 100.00

Keystroke100 35 DD 35 DD 17.00

ISOT Web Interactions 400 each 500 each 85.72

GREYC Common Phrase 600 each 2000 each 95.00

GREYC Unique Password 400 each 800 each 95.00

The accuracy vs test sizes for different train sizes and the standard deviation vs test

sizes for different train sizes are plotted. Moreover, for some users, a confusion matrix

is generated for each dataset's test results.

The test procedure for the datasets is as follows. A dataset equal to the training

size is randomly selected from an overall dataset. The remaining dataset from this

dataset is used to generate randomly selected test datasets. The training model is

created from the training dataset. Similarly, from each test dataset, a test model is

generated. Each training model is tested with a hundred test models generated from

randomly selected test datasets. In the accuracy plots and the standard deviation plots,
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the accuracy averages of a hundred runs and the standard deviation of the accuracy

values are plotted for each training model. This implies that each training model

is tested with a hundred randomly selected test models. The average of a hundred

accuracy and the standard deviation of accuracy values are plotted in the following

accuracy vs test sizes for different train sizes and standard deviation vs test sizes for

different train sizes �gures.

3.2.1 Testing and Analysis of DSL Strong Password Data Dataset

The dataset has 4000 hold time instances and 4000 down-down time instances for

each subject. Various sizes of testing and training models are generated to observe

how the testing size and train size affect the accuracy and standard deviation.

Figure 3.29: DSL Strong Password Data Dataset's accuracy vs test sizes for different

train sizes

In Figure 3.29, the accuracy values under �ve different train sizes and six different

test sizes are observed. The accuracy value for train size 500 and test size 200 is

obtained as follows. For each subject, 500 samples from the down-down time in-

stances and 500 samples from the hold time instances are randomly selected from the

overall dataset to create the reference training model. The remaining 3500 hold time

instances and 3500 down-down time instances are used to create testing models. For

the case of test size 200, 200 hold time instances are randomly selected from the re-
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maining 3500 hold time instances, and 200 down-down time instances are randomly

selected from the remaining 3500 down-down time instances. Different from training

model generation, while the test models are generated, the selected down-down time

and hold time samples are not removed from the dataset. 100 randomly selected test-

ing models are created to test each training model. The average accuracy of a hundred

instances is plotted. Similar processes are applied to other test sizes and train sizes.

In Figure 3.29, increasing test size increases average accuracy fast up to a certain

point. However, the average accuracy does not change considerably after that point.

For example, in the Figure, train size 1000 plot increases rapidly from test size 200

to test size 400. On the other hand, the increasing speed slows down from test size

400 to test size 600. Also, after test size 800, the average accuracy values are almost

saturated for all train size plots. Similarly, increasing train size increases average

accuracy fast up to a certain point. After that point, the average accuracy remains

relatively unchanged. For example, train size 2000 and train size 2500 have very

close accuracy plots.

Figure 3.30: DSL Strong Password Data Dataset's standard deviation vs test sizes for

different train sizes

In Figure 3.30, the standard deviation values under �ve different train sizes and six

different test sizes are observed. The standard deviation values are the standard devi-

ation of 100 accuracy values for each test size and train size pair.
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In Figure 3.30, increasing test size diminishes the standard deviation. To observe the

effect of test size on the standard deviation, train size 500 can be considered. As the

test size increases, the standard deviation decreases. In the same way, increasing train

size leads to a reduction in standard deviation. From train size 500 to train size 1000,

the positive effect of train size on standard deviation can be traced. Similarly, from

train size 1000 to train size 1500, the train size effect on the standard deviation is ob-

served. However, train size 1500, train size 2000, and train size 2500 are intertwined.

Since the accuracy values of these train sizes are nested.

(a) The confusion matrix of

S032

(b) The confusion matrix of

S037

(c) The relation between S032 and

S037

Figure 3.31: The confusion matrices and the relation between S032 and S037

The confusion matrices from Figure 3.31, the relation between S032 and S037 can

be observed. Subject S032 achieves an accuracy rate of 98.13% while demonstrating

precision and recall scores of 52.30% and 57.00% respectively. In contrast, subject

S037 exhibits an accuracy of 98.69%, accompanied by precision and recall scores

of 60.78% and 93.00% respectively. Notably, 7 test models from subject S037 are

incorrectly classi�ed as S032, while 42 test models from subject S032 are incorrectly

classi�ed as S037, as depicted in Figure 3.31c. This incorrectly classi�ed can be

attributed to the similarities observed between the randomly generated test models of

these subjects.
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Figure 3.32: Probability plots of DSL Strong Password Data Dataset's down-down

times of S032 and S037

The Gamma distribution models created with down-down time instances of S032 and

S037 can be seen in Figure 3.32. How similar the models are to each other can be

noticed by comparing� and� parameters of the Gamma distribution models. The

parameters are too close. Hence, some of S032's test models randomly generated can

be incorrectly classi�ed as S037. Furthermore, some of S037's test models randomly

generated can be incorrectly classi�ed as S032.

Figure 3.33: Probability plots of DSL Strong Password Data Dataset's hold times of

S032 and S037

Figure 3.33 illustrates the Gamma distribution models produced using hold time in-

stances of S032 and S037. The degree of resemblance between these models can be

observed by comparing the� and� parameters of the Gamma distribution models.
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These parameters exhibit remarkable proximity, indicating that certain test models

randomly generated from S032 could be mistakenly categorized as S037. Similarly,

some test models randomly generated from S037 might be erroneously classi�ed as

S032.

3.2.2 Testing and Analysis of DSL Free vs Transcribed Text Dataset

The free text part of the dataset has 3000 hold time instances and 3000 down-down

time instances for each subject. Similarly, the transcribed text part of the dataset

contains 3000 hold time instances and 3000 down-down time instances. To deter-

mine how the size of the testing and training models affects accuracy and standard

deviation, a variety of test and training models are generated.

Figure 3.34: DSL Free Text Dataset's accuracy vs test sizes for different train sizes

In Figure 3.34, the average accuracy values are displayed for three different train sizes

and six different test sizes. Selecting training and testing datasets are the same as the

procedure of DSL Strong Password Data Dataset.

In Figure 3.34, as test size increases, accuracy increases rapidly. Following this,

however, there is no signi�cant change in accuracy. The train size 1500 plot in Figure

shows a rapid increase from 200 to 600 test sizes. In spite of this, the average accuracy

values become saturated after test size 600. Similarly, increasing train size increases

70



average accuracy. Train size 500 has the lowest, and train size 1500 has the highest

accuracy value when the accuracy lines are saturated.

Figure 3.35: DSL Free Text Dataset's standard deviation vs test sizes for different

train sizes

The data presented in Figure 3.35 shows the standard deviation values for various

combinations of train sizes and test sizes. The standard deviation values represent the

deviation of 100 accuracy values for each combination of train and test size.

Figure 3.35 illustrates that increasing the test size results in a reduction of standard

deviation. To examine this relationship further, we can focus on train size 1000. The

standard deviation decreases as the test size increases. Similarly, increasing the train

size also leads to a decrease in standard deviation. Increasing test size and train size

contribute to lower standard deviation because the models become more robust.
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Figure 3.36: DSL Transcribed Text Dataset's accuracy vs test sizes for different train

sizes

Figure 3.36 presents the accuracy values for six different test sizes and three different

train sizes. The selection of training and testing datasets follows the same procedure

as that of the DSL Strong Password Data Dataset.

Figure 3.36 demonstrates that as the test size increases, the accuracy value increases

sharply at �rst, but there is no signi�cant change after a certain point. Speci�cally,

for the train size 500 plot in Figure, the accuracy value increases rapidly between 200

and 400 test sizes, but after that point, the average accuracy values become saturated.

Similarly, increasing the train size also leads to an increase in the average accuracy

value. When the accuracy lines are saturated, train size 500 has the lowest accuracy

value, while train size 1500 has the highest accuracy value. However, when the train

size 1000 line plot is observed, there is not a smooth transition from test size 600

to test size 1200. The inconsistent behavior comes from the random selection of the

train model. Some train datasets can contain more future than other selected train

models independent of train size. The train models containing more features can

provide more consistent accurate results. The inconsistent behavior comes from the

training model because 100 different test models are executed on the same train size to

eliminate the quality difference between the test models due to the random selection.
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Figure 3.37: DSL Transcribed Text Dataset's standard deviation vs test sizes for dif-

ferent train sizes

Figure 3.37 depicts the standard deviation values for different combinations of train

and test sizes. These standard deviation values are obtained from 100 accuracy values

for each train and test size combination.

It is evident from Figure 3.37 that there is a decrease in standard deviation with an

increase in test size. By focusing on train size 1500, we can observe that as the test

size increases, the standard deviation decreases. Similarly, increasing the train size

also results in a decrease in standard deviation. The reason behind this reduction

in standard deviation is that larger test and train sizes contribute to increasing the

models' robustness.
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(a) The confusion matrix of

S027

(b) The confusion matrix of

S040

(c) The relation between S027 and

S040

Figure 3.38: The confusion matrices and the relation between S027 and S040

By examining the confusion matrices presented in Figure 3.38, we can observe the

relationship between S027 and S040. Subject S027 achieves an accuracy rate of

99.45%, but its precision and recall scores are relatively lower at 100.00% and 89.00%

respectively. On the other hand, subject S040 demonstrates an accuracy of 98.80%,

with precision and recall scores of 100.00% and 76.00% respectively.

However, it is noteworthy that there are instances of misclassi�cation between these

subjects. Speci�cally, 24 test models from subject S040 are incorrectly labeled as

S027, while 11 test models from subject S027 are misclassi�ed as S040, as illustrated

in Figure 3.38c. This misclassi�cation can be attributed to the similarities observed

between the randomly generated test models of these subjects.
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Figure 3.39: Probability plots of DSL Transcribed Text Dataset's down-down times

of S027 and S040

The Gamma distribution models generated with down-down time instances of S027

and S040 can be seen in Figure 3.39. Also, the Gamma distribution models created

with hold time instances of S027 and S040 can be seen in Figure 3.40. By comparing

the� and� parameters of these Gamma distribution models, how similar they are to

each other can be observed for hold time instances and down-down time instances.

The close proximity of these parameters suggests that certain randomly generated test

models from S027 could be incorrectly identi�ed as S040. Likewise, some randomly

generated test models from S040 could be mistakenly classi�ed as S027.

Figure 3.40: Probability plots of DSL Transcribed Text Dataset's hold times of S027

and S040
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3.2.3 Testing and Analysis of Keystroke100 Dataset

The dataset consists of 100 users, and each one has 70 down-down time instances.

The size of the dataset is not suf�cient to generate a reference model and different

sizes of test models. Therefore, half of the dataset is allocated to generate a testing

model, and the remaining dataset is used to create a training model for each user.

After the dataset is divided into two, the accuracy is obtained as 17.00%. When the

number of users in the system and the size of the dataset are taken into consideration,

the obtained accuracy value is not bad because the system has a 1.00% probability of

detecting it without the authentication method.

3.2.4 Testing and Analysis of ISOT Web Interactions Dataset

The dataset contains 1100 instances of hold time and 1100 instances of down-down

time for each subject. Different combinations of testing and training sizes are pro-

duced to investigate the impact of these sizes on accuracy and standard deviation.

Figure 3.41: ISOT Web Interactions Dataset's accuracy vs test sizes for different train

sizes

Figure 3.41 presents the accuracy values for three different test sizes and two different

train sizes. The selection of training and testing datasets follows the same procedure

as that of the DSL Strong Password Data Dataset.
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Figure 3.41 states that as the test size increases, the accuracy value increases. Simi-

larly, increasing the train size also leads to an increase in the average accuracy value.

Figure 3.42: ISOT Web Interactions Dataset's standard deviation vs test sizes for

different train sizes

Figure 3.42 illustrates the standard deviation values for various combinations of train

and test sizes, obtained from 100 accuracy values for each combination.

From Figure 3.42, it is clear that increasing the test size leads to a decrease in the

standard deviation value. Likewise, increasing the train size also results in a reduction

of the standard deviation. This reduction in standard deviation can be attributed to the

fact that larger train and test sizes contribute to enhancing the models' resilience.

3.2.5 Testing and Analysis of GREYC Keystroke Dataset

GREYC Keystroke dataset consists of 20 users, there are two kinds of datasets which

are common phrases and unique passwords in the dataset as mentioned earlier. The

common phrase part of the dataset includes 3000 press-release time instances and

3000 release-release time instances for each subject. On the other hand, in the unique

password part of the dataset, there are 1400 press-release time instances and 1400

release-release time instances available in the dataset for each subject. The impact

of testing and training sizes on accuracy and standard deviation is examined using
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models of different sizes.

Figure 3.43: GREYC Password Keystroke Dataset's accuracy vs test sizes for differ-

ent train sizes

Figure 3.43 presents the accuracy values for four different test sizes which are 200,

300, 400, and 500, and four different train sizes which are 400, 500, 600, and 700.

The selection of training and testing datasets follows the same procedure as that of

the DSL Strong Password Data Dataset.

Figure 3.36 demonstrates that as the test size increases. Similarly, increasing the train

size also leads to an increase in the average accuracy value. The consecutive train

sizes and test sizes are too close. Hence, the accuracy lines for different train sizes

are close to each other. Also, train size 600 has inconsistent behavior because of close

test sizes and train sizes.
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Figure 3.44: GREYC Password Keystroke Dataset's standard deviation vs test sizes

for different train sizes

Figure 3.44 illustrates the standard deviation values derived from 100 accuracy values

for various train and test size combinations. The results indicate a trend of decreasing

standard deviation with an increase in test size. Speci�cally, when the train size is

�xed at 400, enlarging the test size leads to a decrease in the standard deviation.

Similarly, increasing the train size also results in a decrease in the standard deviation.

This decrease in standard deviation can be attributed to the improved robustness of

the models due to the larger sizes of the training and testing sets.
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(a) The confusion matrix of

user3

(b) The confusion matrix of

user4

(c) The relation between user3 and

user4

Figure 3.45: The confusion matrices and the relation between user3 and user4

Figure 3.45 illustrates the relationship between user3 and user4 via confusion matri-

ces. The subject user3 achieves an accuracy rate of 98.90%, but it's precision and

recall scores are relatively lower at 90.63% and 87.00% respectively. On the other

hand, the subject user4 demonstrates an accuracy of 99.50%, with precision and re-

call scores of 92.45% and 98.00% respectively. Nevertheless, there are instances in

which these subjects are misclassi�ed. The two test models from subject user3 are

incorrectly identi�ed as user4, while the two test models from subject user4 are in-

correctly identi�ed as user3, as illustrated in Figure 3.45c. This misclassi�cation can

be attributed to the similarities observed between the randomly generated test models

of these subjects. Also, by taking into consideration previous confusion matrices, if a

subject has a unique distribution, the subject is identi�ed more accurately.
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Figure 3.46: Probability plots of GREYC Password Keystroke Dataset's release-

release times of user3 and user4

In Figure 3.46, the Gamma distribution models generated using release-release time

instances of user3 and user4 are presented. Additionally, Figure 3.47 displays the

Gamma distribution models created using press-release time instances of user3 and

user4. By examining the� and� parameters of these Gamma distribution models,

their similarity for both hold time instances and down-down time instances can be

observed. The close proximity of these parameters indicates that certain randomly

generated test models from user3 could be incorrectly classi�ed as user4, and vice

versa. However, the number of misclassi�ed samples is lower than in the previous

confusion matrices because resembles between user3 and user4 are lower.

Figure 3.47: Probability plots of GREYC Password Keystroke Dataset's press-release

times of user3 and user4
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Figure 3.48: GREYC Passphrase Keystroke Dataset's accuracy vs test sizes for dif-

ferent train sizes

The accuracy values for three different train sizes which are 500, 1000, and 1500

and six different test sizes which are 200, 400, 600, 800, 1000, and 1200 are demon-

strated in Figure 3.48. The procedure for selecting the training and testing datasets is

identical to that of the DSL Strong Password Data Dataset.

The line graphs presented in Figure 3.48 illustrate that the accuracy value experiences

a rise with an increase in the test size. Similarly, an increase in the train size results

in a higher average accuracy value.
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Figure 3.49: GREYC Passphrase Keystroke Dataset's standard deviation vs test sizes

for different train sizes

Figure 3.49 monitors the standard deviation values resulting from 100 accuracy val-

ues for each combination of train and test sizes. The line graphs demonstrate that

increasing the test size leads to a decrease in standard deviation. Additionally, if we

examine the case where the train size is 1000, we can see that the standard deviation

reduces as the test size increases. Furthermore, increasing the train size also causes

a decrease in standard deviation. This decline in standard deviation occurs because

larger test and train sizes contribute to improving the models' robustness.

3.2.6 Discussion

This chapter utilizes seven different datasets obtained from �ve distinct sources to

construct training and testing models. The results of each dataset are evaluated. In

order to analyze these datasets, graphs are plotted to depict the accuracy against test

sizes for various training sizes, as well as the standard deviation against test sizes for

different training sizes. During the testing process of a dataset, the training dataset is

chosen randomly from the overall dataset. The remaining data in this dataset is used

to create additional randomly selected test datasets. The training model is built using

the training dataset. Similarly, a test model is generated from each test dataset. Each

training model is then evaluated using one hundred test models that are randomly
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selected from the test datasets. Each training model undergoes testing with a hundred

randomly chosen test models, and the resulting plots show the average accuracy and

the standard deviation of accuracy values.

Different dimensions of testing and training models are created in order to examine

the impact of testing size and training size on accuracy and standard deviation. The

increasing testing size generally improves the accuracy value and contributes to lower

standard deviation when the train size is �xed, if the accuracy line is not saturated.

The training dataset is selected randomly from the overall dataset. Therefore, some

train datasets can contain fewer features due to random selection. These types of

train models can show inconsistent behavior in the accuracy and standard deviation

plots. When the train size is increased, it usually contributes to improved accuracy

and reduced standard deviation, assuming the testing size remains the same and the

accuracy value has not reached a saturation point. The testing datasets are chosen ran-

domly, so some testing datasets may have fewer features due to this random selection

process. Such testing models may exhibit inconsistent patterns in the accuracy and

standard deviation graphs. Therefore, for each training reference model, 100 different

testing models are executed. The average of the accuracy values is used as the �nal

accuracy value for the corresponding training model.

This chapter examines the datasets employed in the research. It delves into the ex-

amination of data that conforms to a Gamma distribution, as well as the explanation

of the creation of testing and training models. The techniques for measuring errors

between two continuous distributions and the decision-making method for authenti-

cating users based on error values between an observed model and reference models

are also clari�ed. The test procedures and results for each dataset are explained in

detail. In the subsequent chapter, the process of converting one-dimensional data into

two-dimensional images is elucidated for various datasets. It covers the fundamental

concepts of convolutional neural networks (CNN) and describes well-known CNN

models. Additionally, the accuracy results and confusion matrix for each model are

discussed for every dataset.
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CHAPTER 4

DEEP LEARNING IN KEYSTROKE DYNAMICS

Keystroke dynamics enable user pro�ling by analyzing the way a user types on a

keyboard. In this chapter, the latest deep learning methods are used for user authen-

tication. The process of generating data from 1D to 2D, the basics of CNN, and the

training and testing of the models are explained.

4.1 Data Generation

Two different datasets which are DSL StrongPasswordData Dataset and GREYC

Keystroke Dataset are used to generate 2D data samples. 1D data is converted to

two-dimensional data for each constant-length text. The time series password data is

transformed into an image. A keystroke dynamics vector of size1 � m is converted

into a matrix of sizen � n such that:m = n � (n � 1)=2.

In DSL StrongPasswordData Dataset, the same password which is:tie5Roanl is

typed by the subjects 400 times. Each password data is formed by the combina-

tion of eleven hold time instances and ten down-down times instances. The vector of

size1� 21is converted into the matrix of size7� 7 as in Figure 4.1. In the Figure, the

chronological order of the time instances is preserved. For example,H:i comes after

DD:t:i . When the time instances are placed randomly in the matrix, the accuracy

decreases during authentication.
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Figure 4.1: The matrix representation of hold time and down-down time instances of

the password:tie5Roanl

DSL StrongPasswordData Dataset consists of 51 subjects, and each subject has four

hundred7� 7matrices. These matrices are converted into images by usingimshow().

The functionimshow() is from matplotlib library in python. Each subject has nearly

four hundred images because some users have outliers. After the outliers are removed,

the number of password instances for a speci�c user can be decreased.

In Table 4.1, if the placement method of time instances changes, how the accuracy

of the CNN models is affected is observed. More detailed information about model

types and the technique during the decision can be found in the following parts. The

table states the importance of the placement method. Due to higher accuracy, the

images are generated with the chronological placement method.

Table 4.1: The comparison for the placements under DSL StrongPasswordData

Model Chronological PlacementRandom Placement

ResNet-18 92.73% 91.06%

Shuf�eNet 92.34% 90.37%

Basic CNN 85.65% 84.42%
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Figure 4.2: The subject s024's generated images from the password:tie5Roanl

In Figure 4.2, the generated images of the subject s024 can be observed randomly.

There are similar patterns between the generated images.

Figure 4.3: The subject s010's, s034's and s047's generated images from the pass-

word :tie5Roanl
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The users have individual typing characteristics related to down-down time instances

and hold time instances. In Figure 4.3, the differences between typing characteristics

of the subjects s010, s034, and s047 can be observed from the generated images.

In GREYC Keystroke Dataset, the passphrases "laboratoire greyc" and "sésame" are

typed by 18 subjects 80 times. The passphrase which is "laboratoire greyc" con-

sists of 17 press-release time instances and 16 release-release times instances. The

passphrase which is "sésame" consists of 6 press-release time instances and 5 release-

release time instances. The passphrase pair consists of 44 time instances. The vector

of size1 � 44 is converted into the matrix of size10 � 10 as in Figure 4.4. These

matrices are converted into images by usingimshow().

Figure 4.4: The matrix representation of press release time and release-release time

instances of "sésame" and "laboratoire greyc"

In Figure 4.4, each time instance is represented by a square pixel. All the pixels create

the image for the passphrase and the password.PR:s implies that press-release time

for the letters. RR:s:a states that release-release time between the letterss anda.
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Figure 4.5: The subject user4's generated images from the passphrases

In Figure 4.5, the generated images of the subject user4 can be observed randomly.

The similarity between the generated images can be observed.
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4.2 Deep Learning

In machine learning, models are built to recognize patterns in data or inputs. However,

complete knowledge of statistical methods, computation, and data not easily available

was required. In the last two decades, powerful machine learning models that perform

accurately can be constructed with statistical modeling and programming. By using

neural networks and optimization, deep learning extracts useful patterns from data.

Nowadays, several libraries like Tensor�ow and PyTorch are utilized to build robust

models in less time than before in deep learning. The massively parallel implemen-

tation of neural network computation and the easy availability of data support the

libraries. GPUs are used as computation hardware to perform parallel neural net-

work processing. Computation tricks and ef�cient initialization methods also help

deep learning. The use of deep learning has been applied to image classi�cation, face

recognition, speech recognition, recommendation systems, and machine translations.

This study uses deep learning to classify images generated from users' keystroke fea-

tures. In this chapter, the required architecture for the generated image classi�cation

and the architecture models are explained.

The generated images are classi�ed with CNN architecture models. Before CNNs,

we observed that the designed feedforward neural network to classify 1-D time series

data had worse performance than CNNs.

The feedforward neural network has one hidden layer. The input layer, hidden layer,

and output layer dimensions are 21, 96, and 51 in order. 21 is the total length of

the password hold time and down-down time instances. Relu is used as the activa-

tion function. Adam optimizer and categorical cross entropy are used in the network.

When the feedforward neural network is trained and tested under DSL StrongPass-

wordData Dataset, the network has 79.37% accuracy. The accuracy value for the

same dataset can be improved with CNN. With CNN not only data sample instances

but also the chronological order of the data samples are taken into consideration.

Also, the relation between the inputs is conserved.
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4.2.1 Convolutional Neural Networks

Most types of data are typically handled pro�ciently by deep learning models. Specif-

ically, when dealing with image data, CNNs in particular are known to surpass the

performance of nearly all other models [61]. CNNs (or ConvNets), are networks for

deep learning that learn directly from data, eliminating the need to manually extract

features from data. CNN is a special version of ANNs. In Appendix A, the expla-

nation of ANNs can be found. CNN is generally used to extract the feature from the

grid-like matrix dataset. A good example is visual datasets such as images or videos

where patterns are prominent. In an image, CNN can capture the temporal and spatial

dependencies. Hundreds or tens of layers can be found on a CNN. Each layer learns

to identify different features of the image. Every training image is processed with

�lters at different resolutions, and their outputs are used as input to the next layer.

As the complexity of the �lter increases, it can start with very simple features, such

as brightness and edges, and can then evolve to more complex features that uniquely

de�ne the object [62], [63].

Figure 4.6: An example CNN illustration [64]

CNNs are composed of multiple layers which are input layer, convolutional layers,

pooling layers, and fully connected layers as in Figure 4.6. Feature extraction is done

by the convolutional layer, downsampling by the pooling layer, and the �nal predic-

tion is made by the fully connected layer. Backpropagation and gradient descent are

used to learn the optimal �lters.

CNNs share their parameters. An image can be illustrated as a cuboid having its
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length, width, and height as in Figure 4.7. Length and width are for the dimensions.

The height parameter is for the images' red, green, and blue channels.

Figure 4.7: Convolution operation illustration from RGB to the convolved matrices

A small patch of an image is selected and the �lter or kernel is applied to it. The

kernel patch is slid across the whole image. As a result, another image with different

widths, heights, and depths is obtained. The obtained image has more channels but

lesser width, length, and height instead of R, G, and B channels. The process is called

convolution operation. If the patch size and the image size are the same, it would be

a regular neural network.

Convolution layers are composed of a set of learnable �lters. In Appendix B, more

detailed information about CNN layers can be found. The �lters calling kernel have

smaller lengths and widths than the input image, and their heights or depths are the

same as the input image. Each �lter is slid across the input image volume step by

step. Each step is called a stride. The dot product between the patch from the input

volume and the kernel weights is computed during the forward pass. 2D output for

each �lter is obtained and they are stacked together. As a result, the output volume

having a depth equal to the number of �lters is obtained. The network learns all the

�lters [65].
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4.3 Deep Learning Architectures

The deep networks which are ResNet-18 [66], DenseNet-121 [67], Ef�cientNetB0

[68], and Shuf�eNet [69] are used in this work. The models are pretrained on a

subset of the ImageNet database. Since continuous authentication is the result of

a classi�cation problem, the models are the most recent successful deep learning

architectures. The networks' inputs take RGB image format. Also, a new CNN

model is created for the classi�cation of the images.

Transfer learning method is used for ResNet-18, DenseNet-121, Ef�cientNetB0, and

Shuf�eNet. The pre-trained models of them are used by modifying the last layer of

the architectures according to the number of users.

Transfer learning is a machine learning technique. After a model is trained on one

task, it is redesigned on a second related task in transfer learning [70] as in Figure

4.8.

Figure 4.8: Transfer learning block diagram representation

The pre-trained model is chosen as the �rst step. The transfer learning process re-

quires a strong alignment between the knowledge of the pre-trained source model

and that of the target domain. Generally, the �nal output layer can have more neurons

than needed because of the base model. In this case, the �nal output layer is removed

and changed accordingly. Freezing the pre-trained model's starting layers is imper-

ative to refrain from making the model learn the basic features. If the initial layers
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are not frozen, the learning that has already occurred is lost. It is not different from

training the model from scratch. The network model is trained with the dataset, and

the classi�cation accuracy is measured.

Learning Rate is an essential hyperparameter. The model weights change between

training steps is determined by it. Generally, the LR value is a �xed value between

zero and one. Nevertheless, selecting LR value is challenging. Even though a large

LR helps the algorithm to converge quickly, it can also lead to the algorithm bouncing

around the minimum without reaching it. Furthermore, an optimizer with a small LR

may take too long to converge, although a smaller LR is usually more effective.

Figure 4.9: PyTorch LR scheduler StepLR plot forgamma = 0:5 andstep size= 5

Learning Rate Scheduleradjusts the learning rate between epochs as the training

progresses. It is a prede�ned framework. To assist the algorithm to converge to an

optimum, an LR scheduler is used. At the beginning of the training, the LR is set

to a higher value to make convergence faster. By reducing the LR during training,

the optimum can be achieved and thus performance can improve. Over the training

process, the LR reduces, also known as decay. StepLR from PyTorch library is used

in the research. The StepLR decreases the learning rate by a multiplicative factor

gamma after the step size which is a prede�ned number of training steps as in Figure

4.9.
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Adaptive Moment Estimation (Adam) optimizer regulates the learning rate during

training to make model convergence more quickly. Adam is less sensitive to the

choice of the initial learning rate. Adam incorporates momentum to assist the model

to prevent getting stuck in local minima. Less memory and computation time than

other optimization algorithms are required.

Cross-Entropy Lossis a popular loss function used in deep learning models. It is

generally used for supervised learning tasks such as classi�cation. Often used in

multi-class classi�cation problems, it works well with softmax function. Increasing

cross-entropy loss can help the model predict more likely outcomes because it is

proportional to the likelihood of the true labels.

4.3.1 ResNet-18

ResNet-18 architecture is based on CNNs. ResNet was designed to solve the problem

of vanishing gradients in deep neural networks. ResNet-18 is a smaller version of

the ResNet architecture. ResNet-18 uses a residual block structure to allow for the

training of much deeper networks. ResNet-18 has 18 layers, as stated in the name.

The layers include convolutional, pooling, and fully connected layers. ResNet-18 is

also used as a feature extractor for transfer learning.

4.3.2 DenseNet-121

DenseNet (Dense Convolutional Network) focuses on making deep learning networks

even deeper while simultaneously improving their training ef�ciency by shortening

layers' connections. It is a CNN with each layer connected to all other layers, so

the �rst layer is connected to the second, third, fourth, and so on, the second layer is

connected to the third, fourth layer and so on to enable maximum information �ow

between the layers. Also, each layer takes inputs from the previous layers and deliv-

ers its own feature maps to the subsequent layers to preserve the feed-forward feature.

Different from Resnets DenseNet does not combine features through addition but it

combines the features by concatenating them. Therefore, the `ith' layer has `i' inputs,

and the layer is composed of its preceding convolutional blocks' feature maps. Its
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own feature maps are delivered to the next `I-i' layers. Therefore, different from tra-

ditional deep learning architectures having just `I' connections, there are `(I(I+1))/2'

connections in the network. Unimportant feature maps are not learned. Hence, fewer

parameters are required.

4.3.3 Ef�cientNetB0

Ef�cientNet is a family of CNN models. The purpose of Ef�cientNet is to improve

the ef�ciency and effectiveness of CNNs. Ef�cientNet-B0 is the �rst and the smallest

model in the Ef�cientNet family. In order to achieve good performance with minimal

computational resources, Ef�cientNet uses a compound scaling method to automati-

cally scale the network's depth, width, and resolution. The compound scaling method

adjusts the three factors together, rather than individually. This allows the model to

balance accuracy and computational ef�ciency well. The ef�ciency of Ef�cientNet-

B0 is also enhanced by a depth-wise convolution and a linear bottleneck structure. To

reduce over�tting, it also uses a dropout layer. A variety of image classi�cation tasks

can be performed with the model, which has been pre-trained using the ImageNet

dataset. Due to its lightweight, its commonly used in mobile and edge devices.

4.3.4 Shuf�eNet

Shuf�eNet CNN architecture is extremely computationally ef�cient. The CNNs hav-

ing the highest accuracy can consume millions of FLOPs (Floating Point Operations)

with the current trend of building larger and deeper CNNs. To measure the perfor-

mance of a network in terms of its computations, FLOPs are the usual metric. On

the other hand, Shuf�eNet's goal is to achieve high accuracy within a very limited

computational budget of about tens to hundreds of FLOPs. To reduce computation

costs while keeping the accuracy the same, channel shuf�e and point-wise group

convolution are utilized in Shuf�eNet. A novel channel shuf�e operation is used in

Shuf�eNet's architecture to facilitate information �ows between feature channels.
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4.3.5 Basic CNN Model

The resolution of the generated images directly affects a neural network model size

due to neural networks' data-driven nature. If the generated images have high reso-

lution and the images consist of detailed features, deeper networks are trained. The

�lters in the �rst layers extract simple shapes. However, as the network is getting

deeper, more complex stuff like “dog tail” is detected.

Figure 4.10: CNN architecture used for the generated image classi�cation

The generated image datasets are not composed of complex features. Therefore, a

shallow model is created for image classi�cation. To classify the users' generated

images, the network is chosen to consist of mainly two convolution layers as in Figure

4.10. Recti�ed linear unit (ReLU) function is selected as the activation function. Zero

padding is applied so that the convolution layer output can have the same dimensions
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as the input. In the architecture, max pooling with a pooling size of 4 is preferred.

In essence, a convolution layer consists of �lters that have trainable coef�cients and

perform convolution operations between the input signal and the trainable �lters. This

method allows the extraction of target-speci�c features in the network using these

�lters. The features of the targets are learned from the training data samples instead

of being extracted by hand.

After two convolution layers, the convolution results are �attened to 288 hidden units.

The fully connected layer is the output layer. According to the user number in the sys-

tem, the number of neurons at the output layer is updated. In DSL StrongPassword-

Data dataset, there are 51 users. Therefore, the output layer consists of 51 neurons

for that. The CNN model is designed with a minimum number of layers by using

keeping accuracy high. The channel number also is minimized.

The CNN architectures described are implemented in Python with PyTorch frame-

work. The hardware used is NVIDIA RTX 3050 ti GPU and Intel I7-12700H CPU.
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4.4 Test Procedure and Test Results

The generated image datasets are used for train, validation, and testing. The DSL

StrongPasswordData consists of 51 subjects, and each subject has 400 generated im-

ages. The GREYC Keystroke dataset is composed of 18 subjects, and each subject

has 80 generated images. 70% of the images are used for training. 20% of the images

are used for validation. 10% of the images are used for testing.

The architectures are used for the two datasets separately, the architectures' perfor-

mance is measured, and confusion matrices are created for the architectures and the

datasets.

4.4.1 Testing and Analysis of DSL Dataset

The models which are ResNet-18, DenseNet-121, Ef�cientNetB0, Shuf�eNet, and

Basic CNN are trained and tested with DSL dataset. When adjusting model weights

during training, cross-entropy loss is used. As an optimizer, Adam is used. Also,

StepLR, an LR scheduler, is used. The initial learning rate is adjusted as 0.001 and

the current learning rate is multiplied with 0.75 parameters for every 5 epochs with

the aid of StepLR. That means that the learning rate is decayed by a factor of 0.75

every 5 epochs. The batch size is set to 4. The last layer of the models is redesigned

according to the subject number which is 51 for classi�cation.

The performance of the classi�ers at different models varies on the basis of the dataset

used to train the networks. The accuracy of the classi�ers varies between 85.65% and

93.02% for a total of 30 epochs as in Table 4.2. The training and validation accu-

racy on the same graph and training and validation loss for each model are plotted.

Moreover, a confusion matrix is generated for each trained model's test results. The

confusion matrices are used to calculate precision values as explained in Chapter

3.1.5.2. In Table 4.2, the precision values are also observed.

99



Table 4.2: The test accuracy and precision values of the models trained with DSL

dataset

Model Accuracy Precision

ResNet-18 92.73% 92.62%

DenseNet-121 92.24% 92.11%

Ef�cientNetB0 93.02% 93.07%

Shuf�eNet 92.34% 92.35%

Basic CNN 85.65% 85.91%

4.4.1.1 ResNet-18 Results and Analysis

The learning curves obtained during the training process are shown in Figure 4.11.

The model appears to have been trained effectively as evidenced by the loss curve,

which shows that the validation loss closely tracks the training loss and decreases

rapidly over time. Additionally, the accuracy plot indicates that there has been no

over�tting. If there had been over�tting, there would have been a substantial dif-

ference between the accuracy of the training data and that of the validation data.

Moreover, the validation loss would have deviated from the training loss rather than

following it.

Figure 4.11: Accuracy and loss plots of ResNet-18 model with DSL dataset
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Figure 4.12: Confusion matrix of ResNet-18 model trained with DSL dataset for the

subject S030

After the training and validation processes, the test dataset is executed on the trained

model. The confusion matrix illustrated in Figure 4.12 reported for all subjects. How-

ever, because of the high number of users, the subject S030's column and row are

highlighted. The accuracy of S030 is 99.80%. The precision of S030 is 97.30%. The

recall of S030 is 92.50%. The achieved test accuracy for this model is 92.73%.

101




	ABSTRACT
	ÖZ
	ACKNOWLEDGMENTS
	TABLE OF CONTENTS
	LIST OF TABLES
	LIST OF FIGURES
	LIST OF ABBREVIATIONS
	Introduction
	 Motivation and Problem Definition 
	Literature Review
	Outline

	Hypothesis Testing
	Neyman Pearson Binary Hypothesis Testing
	Gamma Distribution
	Neyman-Pearson Binary Testing with Two Gamma Distributions
	Examination of Assumptions with ROC


	M-ary Hypothesis Testing

	Gamma Distribution in Keystroke Dynamics
	Data Analysis and Fitting
	Datasets Overview and Preprocessing
	DSL StrongPasswordData Dataset
	DSL Free vs Transcribed Dataset
	Keystroke100 Dataset
	ISOT Web Interactions Dataset
	GREYC Keystroke Dataset

	 Analysis of The Datasets
	DSL Strong Password Data Dataset Analysis
	DSL Free vs Transcribed Dataset Analysis
	Keystroke100 Dataset Analysis
	ISOT Web Interactions Dataset Analysis
	GREYC Keystroke Dataset Analysis

	Data Fitting and Model Creation
	Mean Squared Error
	Test Model and Training Model Creation

	Error Measurement Techniques
	KL Divergence
	JS Divergence

	Decision Method
	Score Assignment
	Confusion Matrix


	Test Procedure and Test Results
	Testing and Analysis of DSL Strong Password Data Dataset
	Testing and Analysis of DSL Free vs Transcribed Text Dataset
	Testing and Analysis of Keystroke100 Dataset
	Testing and Analysis of ISOT Web Interactions Dataset
	Testing and Analysis of GREYC Keystroke Dataset
	Discussion


	Deep Learning in Keystroke Dynamics
	Data Generation
	Deep Learning
	Convolutional Neural Networks

	Deep Learning Architectures
	ResNet-18
	DenseNet-121
	EfficientNetB0
	ShuffleNet
	Basic CNN Model

	Test Procedure and Test Results
	Testing and Analysis of DSL Dataset
	ResNet-18 Results and Analysis
	DenseNet-121 Results and Analysis
	EfficientNetB0 Results and Analysis
	ShuffleNet Results and Analysis
	Basic CNN Results and Analysis

	Testing and Analysis of GREYC Dataset
	ResNet-18 Results and Analysis
	DenseNet-121 Results and Analysis
	EfficientNetB0 Results and Analysis
	ShuffleNet Results and Analysis
	Basic CNN Results and Analysis

	Discussion


	Conclusion
	Conclusion
	Discussion
	Future Work


	REFERENCES
	APPENDICES
	Artificial Neural Networks
	CNN Layers

