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ABSTRACT

VERIFIABLE ACCOUNTABLE SUBGROUP MULTI-SIGNATURES

Agirtag, Ahmet Ramazan
Ph.D., Department of Cryptography
Supervisor : Assoc. Prof. Dr. Oguz Yayla

February 2024, 97| pages

In this thesis, we introduce an accountable subgroup multi-signature (ASM) frame-
work. The framework comprises three novel pairing-based ASM schemes, i.e., VASM,
ASMwSA and ASMwCA, each designed to be secure against chosen-message attacks
and based on the computational co-Diffie-Hellman/i)-co-Diffie-Hellman assumption.
We address an open problem by proposing novel ASM schemes where the subgroup
of signers is unknown before signature generation. Our schemes outperform existing
methods in terms of computational efficiency in signature generation, aggregation,
and verification. Additionally, we propose novel methods for compartment-based
and hierarchical threshold delegation of signing power of the verifiable accountable
subgroup multi-signature scheme. We demonstrate that the scheme can function as
a proxy signature, allowing an authorized user to delegate signing rights to an unau-
thorized user or group. We present four constructions, employing the recursive ap-
plication of VASM, Shamir’s secret sharing scheme, nested secret sharing, and hier-
archical threshold secret sharing, comparing their efficiency and security. Moreover,
we propose a novel lattice-based ASM scheme (VMS,) by combining the group setup
method of VASM with Damgard et al.’s lattice-based MS, multi-signature scheme.
We showcase the equivalence of key generation, signature generation, and verifica-
tion phases with the MS, scheme. Our VMS, scheme achieves accountability through
a joint verifiable secret sharing scheme during group setup, with a cost of slightly
higher than the underlying MS, scheme.
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DOGRULANABILIR HESAP VERILEBILIR ALTGRUP COKLU IMZALARI

Agirtas, Ahmet Ramazan
Doktora, Kriptografi Bolimii
Tez Yoneticisi : Dog. Dr. Oguz Yayla

Subat 2024, [97] sayfa

Bu tezde, hesap verilebilir bir altgrup coklu imza (ASM) cergevesi tanitiyoruz. Cer-
ceve, her biri secilmis mesaj saldirilarina karst giivenli ve hesaplamali co-Diffie-
Hellman/y-co-Diffie-Hellman varsayimina dayanan ii¢ yeni esleme tabanli ASM se-
masini, yani VASM, ASMwSA ve ASMwCA semalarim icermektedir. Imza iiretimi
sirasinda imzaci altgrubunun bilinmedigi yeni ASM semalar1 6nererek bir acik prob-
lemi ele aliyoruz. Semalarimiz, imza tiretimi, birlestirme ve dogrulama asamalarinda
hesaplama verimliligi a¢isindan mevcut yontemleri geride birakmaktadir. Ek olarak,
VASM imza yetkisinin kismi ve hiyerarsik esik delegasyonu i¢in yeni metotlar 6neri-
yoruz. Semanin bir vekil imza olarak islev gorebilecegini, bir yetkili kullanicinin imza
haklarin1 yetkisiz bir kullaniciya veya gruba devretmesine izin verebilecegini gosteri-
yoruz. Ozyinelemeli VASM uygulamasi, Shamir’in sir paylasim semast, i¢ ige sir pay-
lasim1 ve hiyerarsik esik sir paylasimi kullanarak dort yeni yapi sunuyor ve bunlarin
verimlilik ve giivenlik agisindan karsilagtirmasini yapiyoruz. Ayrica, VASM’nin grup
kurulum y6ntemi ile Damgard ve digerlerinin kafes tabanli MS, ¢oklu imza gemasini
birlestirerek yeni bir kafes tabanlt ASM semas1 (VMS,) 6neriyoruz. Anahtar tiretim,
imza iiretim ve dogrulama asamalarinin MS, semasiyla esdeger oldugunu gosteri-
yoruz. Onerdigimiz VMS, semas1, grup kurulumu sirasinda miisterek dogrulanabilir
gizli paylagim semasi kullanarak hesap verilebilirligi altta yatan MS, semasinin biraz
izerinde bir maliyetle gerceklestirmektedir.

iX



Anahtar Kelimeler: coklu imzalar, hesap verilebilir ¢coklu imzalar, esleme tabanli krip-
tografi, kafes tabanl kriptografi



I humbly dedicate this thesis to every member of my beloved nation, to whom I owe
my educational journey.

xi



xii



ACKNOWLEDGMENTS

First and foremost, I would like to thank my supervisor Assoc. Prof. Dr. Oguz
Yayla. Words cannot express my gratitude to him for his guidance, encouragement,
and valuable advice during the development of this thesis.

I could not have undertaken this journey without my thesis monitoring/examination
committee, which generously provided knowledge and constructive criticism.

I sincerely thank all faculty members for the fantastic classes and discussions.

I would be remiss in not mentioning my family, my spouse Gamze, my sons Ahmet
Giray and Mehmet Altay, and my friends. Their belief in me has always kept my
spirits and motivation high.

Xiii



X1V



TABLE OF CONTENTS

XV

ABSTRACT]. . . . . o vii

OZ . . . X

ACKNOWLEDGMENTSI. . . . .. .. o . xiil

TABLE OF CONTENTS| . . . . . . .. o XV

LISTOETABLES| . . . .. .. o X1X

LISTOFFIGURESI . . . . . ..o o o XXi
CHAPTERS

1 INTRODUCTIONI 1

(1.1 Pairing-based Accountable Subgroup Multi-signatures| . . . . 2

(1.2 Compartment-based and Hierarchical Threshold Delegated |

Verifiable Accountable Subgroup Multi-signatures| . . . . . . 3

(1.3 Lattice-based Accountable Subgroup Multi-signature| . . .. 5

2 PRELIMINARIES| . .. ... ... o . 7

[2.1 Preliminaries for pairing-based constructions| . . . . . . . .. 7

2.1.1 Bilinear pairings and computational hard problems| 7

[2.1.2 Digital Signatures, Multi-signatures and Account- |

able Subgroup Multi-signatures| . . . ... .. .. 8



[2.1.3 Generalized forking lemmaf. . . . . . . ... ... 11

[2.1.4 BLS Signature Scheme| . . . . .. ... ... 13
[2.1.5 Boneh-Drijvers-Neven ASM Scheme| . . . . . .. 14
2.2 Preliminaries for compartment-based and hierarchical thresh- |
old delegated verifiable accountable subgroup multi-signatures| 16
[2.2.1 Shamir’s Secret Sharing (SSS) Scheme] . . . . . . 17
[2.2.2 Feldman’s Verifiable Secret Sharing (VSS) Scheme| 18
[2.2.3 Hierarchical Threshold Secret Sharing Scheme] . . 19
[2.2.4 Security of the secret sharing schemes| . . . . . . . 21
[2.3 Preliminary for lattice-based constructions| . . . . . . . . .. 22
[2.3.1 Assumptions and the notation| . . .. ... .. .. 22

RIFIABLE GROUP SETUP|

(3.1 VASM: An ASM scheme with VSS based group setup, . . . . 30

[3.1.1 Security| . . . ... e 33

[3.2 Accountable Subgroup Multi-signature Scenarios with Sub- [

group Authentication| . . . ... ... ... ... ... .. 37

[3.2.1 ASMwSA: Accountable Subgroup Multi-signature |

with Subgroup Authentication| . . . . . ... ... 37

[3.2.1.1 Security| . . ... ..o oL 39

[3.2.2 ASMwCA: Accountable Subgroup Multi-signature [

| with Combiner Authentication| . . . . . ... . .. 43

Xvi



B221  Secunity] . . « v o voee e 45

[3.2.3 Eliminating the combiner{ . . . . . . ... ... .. 45

[3.2.4 Advantages of subgroup-specific membership key|. 46

[3.3 Aggregated versions of ASM schemes| . . . ... ... ... 47
[3.3.1 Partially Aggregated ASM Scheme (AASM)| . . . 47
(3.3.2 Aggregated versions of proposed schemes| . . . . . 48

3.3.2.1 Aggregated VASM Scheme (AVASM)| 48

3.3.2.2 Aggregated versions of ASMwSA / |

ASMwCA Schemes| . . . .. ... .. 50

4.1 Compartment-based and Hierarchical Threshold Delegation |
of VASM Authority| . . . . . ... ... . L 56

4.1.1 Recursive VASM as a proxy signature| . . . . . . . 57

4.1.2 Shamir’s Secret Sharing Scheme Based Delegation| 61

4.1.3 Trusted User Based Delegation|. . . . . . ... .. 63

4.1.4 Hierarchical Threshold Secret Sharing Scheme Based |
Delegation| . . .. ... .............. 66

4.2 Comparison| . . . . . ... ... e e 68
4.2.1 Comparison of the proposed constructions| . . . . . 68

“4.2.2 Comparison of VASM scheme with the existing |

proxy signature schemes| . . . . . .. ... .. .. 69

Xvii



4.2.2.1 VASM signature scheme can serve as [
a proxy signature (n =(=1) . . . . . 71

4.2.2.2 VASM signature scheme can serve as |
| a proxy multi-signature (n > 1 and [
| (=D ... o 71

4.2.2.3 VASM signature scheme can serve as |
| a multi-proxy signature (n = 1 and |
| [I>D .. ... 72

4224 VASM signature scheme can serve as [
| a multi-proxy multi-signature (n > 1 |
| and ! > 1) . ... ... ... ..., 73

[5.1 vMS,: A lattice-based ASM scheme with verifiable group [

SETUP| .« . . . e e 77

[5.2 Security Analysis| . . . ... oo 82

[5.3 Computational Analysis| . . . . . ... ... ... ... ... 83

6 CONCLUSION . . . . . . 87

R RENCES| . . . . . 91
CURRICULUM VITAE . . . ... . o . 97

xXviii



LIST OF TABLES

Table 3.1

Comparison of our pairing-based ASM schemes| . . . . . ... ...

Table 4.1

Comparison of the delegation methods| . . . . . . ... ... .. ..

Table 4.2

Comparison with the existing proxy signature schemes| . . . . . . .

Table 4.3

Comparison with the existing proxy multi-signature schemes| . . . .

Table 4.4

Comparison with the existing multi-proxy signature schemes| . . . .

Table 4.5

Comparison with the existing multi-proxy multi-signature schemes| .

Table 5.1

Parameters for MS, [20] and vVMS, schemes| . . . . . . .. ... ..

Table[5.2

Comparison of the MS, and VMS, schemes| . . . . . .. ... ...

Xix



XX



LIST OF FIGURES

Figure[3. ASM scheme withoutacombiner| . . . . . .. ... ... ..... 46
Figure[4.1 Membership key generation of recursive VASM|. . . . . . . .. .. 58
Figure4.2 Shamir’s Secret Sharing Scheme Based Delegation| . . . . . . . .. 61
Figure4.3 'Trusted User Based Delegation| . . . . .. ... ... ... .... 64
Figure4.4 Hierarchical Threshold Secret Sharing Scheme Based Delegation| . 66

Xxi



xXxii



CHAPTER 1

INTRODUCTION

Digital signature schemes play a crucial role in modern cryptographic protocols for
verifying the authenticity of any message, such as official documents, financial trans-
actions, e-mails, etc. In particular, the increasing popularity of cryptocurrencies
[16 47, 48] in the last decade made the digital signature schemes more signifi-
cant than before. The structures of signature schemes differ according to many rea-
sons, such as use area, system requirements, and users’ needs. A multi-signature
[10, 31, 49, 150, 152, 156] is a kind of digital signature in which a group of signers
signs the same message jointly. In literature, there are some notions related to multi-
signatures for different scenarios, such as group signatures [17, 19], threshold signa-
tures [10, 21}, 28, [29]], aggregate signatures [13], ring signatures (also threshold, link-
able and traceable variants) [54} 15, 140, 27], accountable subgroup multi-signatures
[12} 46], etc. None of them provide sufficient flexibility regarding the number of
signers and accountability of the signers at the same time, except for accountable
subgroup multi-signatures. An accountable subgroup multi-signature (ASM) [12,'46]]
is a multi-signature scheme in which any subgroup S C G jointly sign a message m,
ensuring that each member of S is accountable for the resulting signature. This notion
was firstly defined by Micali et al. in [46] by proposing the first ASM scheme. In a
more recent paper [12], Boneh, Drijvers, and Neven proposed another ASM scheme
which is based on BLS signature [14], and solves the open problem in [46], i.e., con-
structing an ASM scheme in which the subgroup of signers S C G is not determined

before the signature generation.

In this thesis, we contribute to the literature in the following three directions, i.e.,



e we propose three pairing-based ASM schemes (VASM, ASMwSA, and
ASMwCA) and their aggregated versions, i.e., (AvASM, AASMwSA, and
AASMwCA) in [3],

e we extend our work by proposing four compartment-based and hierarchical

threshold delegation methods for VASM scheme in [4] and [3],

e we apply the same idea with lattice assumptions and proposed a lattice-based

(VMS,) ASM scheme in [6].

1.1 Pairing-based Accountable Subgroup Multi-signatures

In literature, the only pairing-based accountable subgroup multi-signature scheme
was proposed in [12]. In this ASM scheme, all potential signers in a group G partic-
ipate in a group setup in which they use another multi-signature scheme, i.e., MSP
scheme [12]], to authenticate each other and to obtain a special key (membership key)
for signing on behalf of the group G. This way, they authorize each other to sign
on behalf of themselves. In this scheme, the verification requires three pairings as
two separate keys, i.e., private key (scalar) and membership key (group element), per
signer are used for signing. To reduce the number of pairings in the verification, we
figure out a method to generate a single scalar membership key by running joint Feld-
man’s Verifiable Secret Sharing (VSS) Scheme in parallel by the potential signers in
G. Another method for reducing the number of pairing is to use a subgroup-specific
membership keys instead of a group-specific ones. We discuss all the methods and

propose our pairing-based ASM schemes in Chapter 3]

In Section[2.1} we give a brief background information, including definitions of bilin-
ear pairings, co-CDH/v-co-CDH problems, digital signatures, multi-signatures and
accountable subgroup multi-signatures, generalized forking lemma, and BLS signa-
ture scheme. In Section [2.1.5] we summarize the ASM scheme given in [12]. Then,
in Section [3.1} we give our VASM scheme and prove its security in the random ora-
cle model (ROM). Moreover, in Section we give our ASMwSA and ASMwCA
schemes which are based on subgroup authentication instead of global authentication.

In the same section we prove their security in the random oracle model using gener-
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alized forking lemma. In Section [3.3] we summarize the partial aggregated ASM
(AASM) scheme given in [12], and discuss the aggregated versions of our proposed
schemes and their security. Finally, in Section[3.4] we compare our new schemes with
ASM and AASM schemes of [12] in terms of the number of operations required in

the phases of the schemes and costs of transmission, broadcasting and storage.

1.2 Compartment-based and Hierarchical Threshold Delegated Verifiable Ac-

countable Subgroup Multi-signatures

Signatory authorities carry out their transactions by assigning a deputy to use this
power of signing authority for periods when they cannot be present at their organi-
zation. While they can appoint a single deputy among their subordinates, there may
also be cases in which they authorize different proxies on different issues. In the
literature, several notions define solutions for delegating signing capability to unau-
thorized users by authorized ones in an organization. Proxy signature, which allows
an unauthorized user (proxy signer) to sign on behalf of an authorized user (original
signer), was first defined by Mambo et al. [44] in 1996. After its first proposal, proxy
signatures have been studied in [1, [11} 33} 34, 35, 143} 51} 162, |67, 169]. Moreover
the proxy multi-signatures [68], the multi-proxy signatures [61], and the multi-proxy
multi-signatures [60]] were proposed according to the number of proxies and original
signers in the constructions. Among these variants, proxy multi-signature is a notion
related to the delegation of signing authority, and it was first proposed by Yi et al.
[68]] in 2000. It is a multi-signature scheme in which a designated proxy signer gen-
erates a signature on a common message on behalf of several original signers. Hwang
and Shi [61] proposed the concept of the multi-proxy signature scheme in which an
original signer can authorize a group of proxy signers as a proxy agent, and a valid
multi-proxy signature can be generated only with the participation of all proxy sign-
ers. Another proxy signature concept is multi-proxy multi-signatures proposed by
Hwang and Chen [60] in 2004. In a multi-proxy multi-signature scheme, only the
cooperation of a group of original signers designates a group of proxy signers. Then,
only the cooperation of all members of the proxy group can generate a valid signa-

ture on behalf of the group of original signers. Several proxy signatures also exist,
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such as threshold, blind, and ring variants [30, 137, |39, [70]. Most of the proposals in
the literature either show that the previous ones were insecure or propose a modified
one because of the lack of a standard security model. The security properties of an
ideal proxy signature are defined in [44]] and extended in [35]. These properties are

as follows:

e Verifiability: A proxy signature should convince any verifier that the original

signer agrees with it.

e Strong unforgeability: Except for the designated proxy signer, no one can create

a valid proxy signature.

e Strong identifiability: From a proxy signature, any verifier should identify the

identity of the proxy signer.
e Strong undeniability: A proxy signature should have non-repudiation property.

e Prevention of misuse: Ensuring that a proxy signing key can be used only proxy

signing process, no other purposes.

Boldyreva et al. [[11] stated that the above security properties were defined informally
and needed to be formalized. For this reason, they first defined a formal security
model for the proxy signature schemes and defined the functionalities a proxy sig-
nature should have. In this thesis, we show that the verifiable accountable subgroup
multi-signature (VASM) scheme [3]] can also be used as a proxy signature scheme.
The VASM scheme also supports one or more proxies and original signers. In addi-
tion, we also show that the signing power of VASM authority can be delegated via

appropriate threshold secret sharing schemes [25, 32, 58,163, 164].

In Section[2.2] we give preliminary information, including definitions of proxy signa-
ture schemes, Shamir’s secret sharing scheme (SSS) [38], Feldman’s verifiable secret
sharing (VSS) protocol [235]], hierarchical threshold secret sharing scheme (HTSS)
[32] 163, 164]], security discussion of threshold secret sharing schemes. In Chapter E],
we give our proposed constructions regarding Compartment-based and Hierarchical
Threshold Delegated Verifiable Accountable Subgroup Multi-signatures. In Section

M.2] we compare our constructions in terms of the number of operations required
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in the phases of our proposed constructions. Then we compare the VASM scheme
with the existing proxy signatures, proxy multi-signatures, multi-proxy signatures

and multi-proxy multi-signatures in terms of their efficiency.

1.3 Lattice-based Accountable Subgroup Multi-signature

The common structure of the existing pairing-based ASM schemes is as follows. As-
sume that G is a group of n users, and S C G is a subgroup of 7 signers among n.
Users in G generate their secret and public key pairs individually. Then they partici-
pate in an interactive one-time group setup phase. After the group setup phase each
user obtains her membership key. Then the users in S sign a common message m
with her secret and/or membership keys. A combiner, who can be one of the sign-
ers or a designated third party, aggregates the individual signatures and outputs the
accountable subgroup multi-signature of the subgroup S. Given the message, the sig-
nature and the information S, any verifier can verify whether the signature is valid or

not.

The main difference among the existing pairing-based ASM schemes is their group
setup phase. In [12], authors utilize another multi signature scheme to generate the
users’ membership keys, and authenticate each other to show that they are authorized
to sign on behalf of the group G. However, in VASM scheme we use verifiable secret
sharing scheme for the same purposes. Users share their secret keys via a joint verifi-

able secret sharing scheme to authorize other users in group G as described in Section

Due to the fact that pairing-based cryptography is susceptible to quantum attacks we
consider to transform our VASM scheme into a quantum-resistant ASM scheme. We

simply ask the following question:

If we apply the same group setup method to another multi-signature, can
we have an accountable subgroup multi-signature with another assump-
tion?

We focus on the multi-signatures based on Dilithium [23]] which is based on module-

LWE and module-SIS problems and is one of the winner signature schemes of the
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NIST’s (National Institute of Standards and Technology) post-quantum cryptography

standardization process.

In Section @ we give the notation, assumptions, definitions of hard problems and
the protocols used in our construction. In Chapter[5] we propose a novel lattice-based
accountable subgroup multi-signature scheme by combining the group setup method
of our VASM scheme given in Section and Damgard et al.’s lattice-based MS,

multi-signature scheme [20].



CHAPTER 2

PRELIMINARIES

In this chapter, we give preliminaries, including definitions, lemmata, and notations,
for the proposed constructions. For the sake of simplicity we split the preliminary

information into three subsections as follows.

o Section[2.I]includes the preliminaries for the constructions in Chapter 3]

e Section 2.2] includes the preliminaries for the constructions in the Chapter

and

e Section[2.3]includes the preliminaries for the constructions in the Chapter [5]

2.1 Preliminaries for pairing-based constructions

In order to provide sufficient background information for readers, we give the defini-
tions of notions that we mainly use throughout Chapter 3] Namely, we give the defi-
nitions of bilinear pairings, computationally hard problems, digital signatures, multi-
signatures and accountable subgroup multi-signatures, generalized forking lemma,

and the definitons of BLS signature scheme and Boneh-Drijvers-Neven ASM Scheme.

2.1.1 Bilinear pairings and computational hard problems

Let Gy, G, be two cyclic additive groups of prime order ¢ and G be cyclic multi-

plicative group with the same order.



Definition 2.1.1. A pairing is amap e : Gy X Gy — G which satisfies the bilinearity

and non-degeneracy properties:

e Bilinearity: e(A%, B?) = e¢(A, B)*? forall o, 8 € Z,, A € G, and B € Go.

e Non-degeneracy: e(A, B) # 1 forall A € Gy and B € Go.

The definitions of underlying hard problems of the schemes in this paper, i.e., com-
putational co-Diffie-Hellman and computational v)-co-Diffie-Hellman problems, are

given below.

Definition 2.1.2 (Computational co-Diffie-Hellman Problem [13]]). For groups G, =

(91) and Gy = (g2) of prime order q, define Advg’l'%;H of an adversary A as

« $ «
Priy =g’ (a,B) < Z2y + A(g}. 97, 95) |,

where the probability is taken over the random choices of A and the random selection
of (v, B). A (7, €)-breaks the co-CDH problem if it runs in time at most T and has

Advi P! > €. co-CDH is (7, €)-hard if no such adversary exists.

Definition 2.1.3 (Computational y)-co-Diffie-Hellman Problem [12]). For groups G, =
(1) and Gy = (gy) of prime order q, let O¥(.) be an oracle that returns g7 € G, on

input g5 € Go. Define Advé;CEQCDH of an adversary A as

e $ Y/«
Priy=g":(a,8) < Z2,y + A” V(g g7, 95)],

where the probability is taken over the random choices of A and the random selection
of (a, B). A (7, €)-breaks the 1p-co-CDH problem if it runs in time at most T and has

AdvgﬁESDH > €. -co-CDH is (T, €)-hard if no such adversary exists.

2.1.2 Digital Signatures, Multi-signatures and Accountable Subgroup Multi-

signatures

Definition 2.1.4 (Digital signature scheme [11]]). A digital signature scheme DS =
(G,K,S,V) is specified by four algorithms which are defined below:

8



o G(1%) takes 1%, where \ is the security parameter as input, and outputs the pub-
lic system parameters par including security parameter, hash functions, cyclic

groups, generators, etc.

e K(par) takes system parameters par as input, and outputs a secret-public key

pair (sk, pk).

e S(par, M, sk) takes system parameters par, message M, and secret key sk as

inputs, and returns a signature o.

e V(par, M, pk, o) takes system parameters par, message M € {0,1}*, public

key pk, a signature o as inputs, and outputs accept or reject.

Definition 2.1.5. A multi-signature scheme consists of four algorithms, i.e., ParGen,

KeyGen, Sign, and Verify. Let G = { P, ..., P,} be a set of n players.

o ParGen(1") takes the security parameter )\ as input, and outputs the public
system parameters par including security parameter, hash functions, cyclic

groups, generators, etc.

o KeyGen(par) takes the system parameters par as input, and outputs secret and

public key pair, i.e., sk and pk.

e Sign(par, sk, m) is an interactive protocol which is run by G, in two steps, as

follows:

— Individual signature generation takes the system parameters par, secret

key sk; and message m as inputs, and outputs the individual signature o;.

— Individual signature aggregation takes a set of individual signatures

{0i}icg as inputs and outputs the multi-signature o.

o Verify(par,{pk;} cg, o, m) takes system parameter par, multi-signature o, mes-
sage m, and public keys of the players in G as inputs, and outputs 1 if it is valid

or 0 otherwise.

For the definition of an accountable subgroup multi-signature scheme, we add an
interactive group setup algorithm GSetup, which is a one-time protocol run by all the

players in the group G. Then we modify the Sign and Verify algorithms as follows.

9



Definition 2.1.6. An accountable subgroup multi-signature scheme is a tuple of five
algorithms, that is ParGen, KeyGen, GSetup, Sign, and Verify. Let G = {P, ..., P,}
be a set of n players, and PK = {pki,...,pk,} is the set of public keys of all the

users in group G.

o ParGen(1") takes the security parameter )\ as input, and outputs the public
system parameters par including security parameter, hash functions, cyclic

groups, generators, etc.

o KeyGen(par) takes the system parameters par as input, and outputs secret and

public key pair, i.e., sk and pk.

e GSetup(par, sk;, PK) is an interactive protocol which is run by all the players
in G. It takes system parameters par, secret keys sk; and set of all public keys
PIC, and outputs a membership key mk;, a set of membership public keys MPK,

and a set of commitments COM.

e Sign(par, mk;, m) is an interactive protocol which is run by any subset S C G,

in two steps, as follows:

— Individual signature generation takes the system parameters par, mem-
bership key mk; and message m as inputs, and outputs the individual

signature ;.

— Individual signature aggregation takes a set of individual signatures
{0 }ies as inputs and outputs the accountable subgroup multi-signature

.

o Verify(par, MPK, COM, S, o, m) takes system parameter par, multi-signature
o, message m, definition of the subset S, the set of membership public keys
MPK, and the commitment set COM as inputs, and outputs 1 if it is valid or 0

otherwise.

Correctness and unforgeability are two properties that every accountable subgroup
multi-signature scheme should meet. Correctness means that for any subgroup of
signers S C G and message m, if the signers P, € S run the Sign(-) protocol with

their membership keys mk;, and follow the protocol honestly, then all of the signers
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in S outputs exactly the same valid accountable subgroup multi-signature o, such that
Verify(par, MPK, COM, S, o, m) = 1. Unforgeability means that it is infeasible for
an adversary to forge a valid multi-signature where at least one honest user follows

the protocol properly. Unforgeability can be described by the following game.

Setup: The challenger randomly picks n values and computes membership public
keys MPK and the commitment set COM, with respect to the indices {1,...,n}.
Finally, it runs the adversary A(par, MPK, COM), where par is the system parame-

ters.

Signature queries: The adversary .4 makes queries on any message m, for any subset

S C{1,...,n} of users, and challenger responds with valid signatures.

Output: The adversary A eventually outputs a subset of indices S, a message m,
and an accountable subgroup multi-signature o. The adversary A wins the game if
Verify(par, MPK, COM, S, o, m) = 1, where the message m has been never queried

as part of a signing query before.

Definition 2.1.7. Let 1T = {ParGen, KeyGen,GSetup, Sign,Verify} be an ac-
countable subgroup multi-signature scheme.

We say that an adversary A is a (t, qu, qs, €)-forger if it runs in time t, makes at most
qu random oracle queries and qgs signing queries, and wins the above game with
probability at least e. We say that the accountable subgroup multi-signature scheme

is (t,qu, qs, €)-secure if no such adversary exists.

2.1.3 Generalized forking lemma

In order to prove the security of Schnorr-based signature schemes, Pointcheval and
Stern firstly defined the forking lemma in [S3]]. Bellare and Neven generalized this
lemma in [9]. In the security proofs of schemes in [12], the authors use the lemma
in [[7], which is a generalization of the forking lemma by Bagherzandi, Cheon, and
Jarecki. We also use the latter generalized forking lemma in the security proofs of

our two constructions.

Let A be an algorithm that interacts with random-oracle and takes inp as input. Let

11



f = (p,h1,..., hy,) be the randomness used in the process of A. Let p be A’s
random tape, h; be the response to A’s i-th hash query, ¢y be the maximal number of
hash queries. Let € be the space of all randomness vectors like f, and f|; be defined
as fl; = (p,h1,...,hi_1) for any i < qy. A(inp, f) is considered as successful
if it returns a pair (J, {out;};cs), where J is a non-empty multi-set of indexes with
|J| = n and {out;},c; is the multi-set of side outputs. Let ¢ be the probability that
A(inp, f) is successful for fresh randomness f & 0 and for an input inp AN (¢!
generated by an input generator IG. On input inp, the generalized forking algorithm
GF 4 proceeds as follows:

.f:(p,hl,...h )ﬁQ

» '"qH

(J,{out;}jes) < A(inp, f)

If J = (), then output “fail”

Let J = {j1,...,jn} such that j; < ... < j,.

Fori: =1ton do

sucec; + 0,

—k’i<—0,

kmaz = 8nqu /€. In(8n/¢)

Repeat until succ; = 1 or k; > Kppan
x ki =k +1
x f & Q) such that = fli
Let /" = (p,ha,... hj—1, B, ... )
(J", {outs}je ) = Alinp, f")
If b # hj, and J” # () and j; € J" then

*

*

*

- out!. + out”
Ji Ji

- suce; +— 1
e If succ; = 1foralli = 1,...,n, then output (J, {out;}cs, {out}};cs)
e Else output “fa:l”
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The GF 4 algorithm is considered to be successful if it does not return “fail".

Lemma 2.1.1 (Generalized Forking Lemma [7]). Let IG be a randomized algorithm
generating inp. Let A be also a randomized algorithm that makes at most qy random-
oracle queries in time T, which succeeds with probability e. If ¢ > 8nqy /¢, then
GF a(inp) runs in time at most T.8n2qy /€ In(8n/€) and succeeds with probability at

least € /8, where the probability is over the choice of inp & 1G and the coins of GF 4.

The forking lemma tells us that if an adversary obtains a successful forgery, it can
obtain another successful forgery on the same message but with different random
oracle query values. We will use this lemma to prove the security of two of our

schemes in the random oracle model.

2.1.4 BLS Signature Scheme

Let e be an efficient, non-degenerate bilinear map, e : G; X Gy — Gy, in groups
(G1, Gy, and G7) and (g1, g2) be generators of the group pair (G, G,), respectively.
Let H : {0,1}* — G, be a function which maps any arbitrary binary string onto the

group G;. BLS signature scheme has three phases, which we give below shortly.

1. Key Generation:

Pick a random secret key sk & Z,, and compute the public key pk <+ gs*.
2. Signature Generation:

Compute the signature o = H (m)®*, where m is the message.

3. Verification:

Accept if and only if e(H (m), pk) = e(0o, g») holds.
The BLS signature was proved to be secure against existential forgery under adaptive
chosen message attacks in the random oracle model in [14].

Definition 2.1.8. We say that an adversary A (t,qs, qu, €)-breaks a signature scheme
if it runs in time at most t, makes at most qg signature queries and at most qg hash

function queries, and the success probability of A is at least €. A signature scheme
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is (t,qs, qu, €)-secure against existential forgery under adaptive chosen-message at-

tacks if no such adversary exists.

Theorem 2.1.1 (Theorem 3.2. [14]). If solving the co-CDH problem in G| x G, is
(t', €')-hard, then the BLS signature scheme is (t, qs, qg, €)-secure against existential

forgery under adaptive chosen-message attacks, for

t =1t —cg,(qu + 2gs), and

e =¢€e(qs + 1).

where cg, is a constant that depends on G, and e is the base of natural logarithm.

Although Theorem [2.1.T|was proved in [14] to be secure in the random oracle model,
it is not safe to use it as a multi-signature scheme directly because of the “rogue-key"
attack [13]]. In order to avoid this attack, there are some standard measures, such as ei-
ther using proof-of-possession (PoP) or ensuring that the messages are distinct. Both
methods have some advantages and disadvantages. Signing distinct messages hinders
users from performing efficient verification [12], and using PoP requires additional
verification operations. It is not fully compatible with the applications in cryptocur-
rencies [45]. In order to eliminate these disadvantages, Boneh, Drijvers and Neven
proposed in [12]] a multi-signature scheme, called MSP, which is a modified version of
the BLS scheme. Moreover, they proposed an accountable subgroup multi-signature

(ASM) scheme, a composition of the BLS and MSP schemes.

2.1.5 Boneh-Drijvers-Neven ASM Scheme

This section follows the notation given in both [12] and the previous sections. Let
PK := {pki,...,pk,} be the set of public keys of the group members of the group
G, and let Hy, Hy : {0,1}* — G, and H; : {0, 1}* — Z, be the hash functions. The

ASM scheme given in [12] can be stated as follows.
1. Key Generation: Each user i € G picks a secret key sk; & Z4, and computes
the corresponding public key pk; < géki, where g5 is a generator of Gs.

2. Group Setup: Each member ¢ € G performs group setup by participating in

I-round interactive protocol forz =1,2,... n.
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Computes aggregated public key apk of the group as apk = [] pki",
i=1
where a; = H,(pk;, PK).

Sends p;; = Ha(apk, j)%** to j-thuser for j = 1,2,... ,nand j # i.

After receiving 1i;;, computes p;; = Ho(apk, )%,

The membership key of user ¢ is mk; = [] i
j=1

3. Signature Generation: A signer ¢ € G computes his/her individual signature on
the message m

si = Ho(apk, m)*™ - mk;, 2.1)
and sends s; to the combiner.

4. Signature Aggregation: After receiving the individual signatures of the signers,
the combiner first forms the set of signers S C G. Then, she computes the

aggregated subgroup multi-signature o = (s, pk), where s = [] s; and pk =

i€S
H pk;.
i€S

5. Verification: Any verifier who is given {par, apk,S, m, o} can verify the sig-

nature o = (s, pk) by checking

e(Ho(apk,m),pk) . e(HHQ(apk,j), apk) = e(s, ga). 2.2)

jES
Theorem 2.1.2 (Theorem 3. [[12]]). ASM scheme is unforgeable under the \)-co-CDH
problem (Definition 2.1.3)) in the random oracle model. More precisely, ASM scheme
is (7,qm,qs, €)-unforgeable in the random oracle model if ¢ > 8qy /e and if -co-
CDH problem is (7 + qu - MaX(Teapys Teag2) + 66— D eapy + 45 (Taayy + Teaps) +
2Tpair + Teaps) - 843/ (1 — (g5 + qw)/q) - €) - In (8qu/((1 — (as + qu)/9)e)), (1 —
(gs +qm)/q) - €/(8qu))-hard, where [ is the maximum number of signers involved in
any group Setup, Teyp, aNnd Tegp, denote the time required to compute exponentiations
in G, and Gy respectively, and Texp’ and Teapi, denote the time required to compute
t-multi-exponentiations in G, and Gy, respectively, and 7,4, denotes the time required

to compute a pairing operation.

ASM scheme of Boneh, Drijvers and Neven was proved to be secure in Theorem

2.1.2]by [12]. This scheme is a composition of a BLS signature and a group-specific
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membership key mk; of the signer i € G. Namely, the first part Hy(apk, m)®*i of
(2.1) is a BLS signature on (apk, m) by |S| signers; on the other hand, the second
part mk; is a MSP signature on (apk, i) by all the members j € G fori =1,2,... n.

The proof of possession (PoP) of the secret keys is also discussed in [[12]. The ASM
scheme with PoP includes each user’s signature on their public keys. The i-th user
first chooses a secret key sk; € Z,, then computes y; = ggk", and constructs the
PoP by m; = Hj(y;)**!, where H3 : {0,1}* — G, fori = 1,2,...,n. Then each
user has a secret key sk; and the public key pair (y;, ;). In order to compute the
aggregated public key (apk) of the group, they first check e(H3(v;:), v;) ~ e(mi, ga)s
then they compute Y = ][ pk; and h = Hy(PK), where Hy : {0,1}" — Zg is
another hash function. Arzlfigthen, the aggregated public key is apk = (Y, h). The

signature generation, aggregation and verification phases are the same as the original

ASM scheme.

It is known that using PoP brings additional costs, such as the growth in public key
size and extra checks in the verification. In the PoP variant of ASM scheme [12]],
each user’s public key consists of two group elements, and each user computes two

extra pairings before computing the aggregated public key apk.

2.2 Preliminaries for compartment-based and hierarchical threshold delegated

verifiable accountable subgroup multi-signatures

This section defines notions we mostly use in Chapter @ In particular, we define
proxy signature schemes, Shamir’s secret sharing scheme, Feldman’s verifiable secret

sharing scheme, and hierarchical threshold secret sharing scheme.

In [L1]], the authors give a detailed definition of a proxy signature and define the first
formal security model for this notion. Below we give the formal definition of proxy

signature scheme according to [[11].

Definition 2.2.1 (Proxy signature scheme [11]). A proxy signature scheme is a tuple
PS = (G,K,8,V,(D,P),PS,PV,ID), where DS = (G,K,S,V) are as defined
in Definition and the other components are defined below:
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e (D,P) is an interactive proxy-designation protocol composed of a pair of al-

gorithms, i.e., D and P. Let i, j be the designator and the proxy, respectively.

— D(pki, ski, j, pk;,w) takes both sides’ public keys, the designator’s secret
key, the proxy’s identity, and the message space w as inputs, and gives no

local outputs.

- P(pk;, sk;, pk;) takes public keys of both sides and the secret key of the

proxy and outputs proxy signing key skp after the interaction with D.

e PS(skp, M) takes proxy signing key skp and the message M as inputs, and

outputs a proxy signature po.

e PV (pk, M, po) takes public key pk, a message M, and a proxy signature po as

inputs, and outputs accept or reject.

e ID(po) takes a proxy signature po and outputs an identity of a signer i or L.

We will compare the properties of our constructions with the functionalities given in
Definition[2.2.1]in Section 4.2.2

2.2.1 Shamir’s Secret Sharing (SSS) Scheme

Shamir’s secret sharing (SSS) scheme [58] is a protocol that is used for sharing a
secret among some predetermined players. Assume that we have n players. Let IF, be

a finite field with prime order ¢. The dealer delivers the shares as follows:

e Chooses a polynomial over F, of degree ¢t — 1 < ¢,
f(x) =™ 4+ . o+ g
with oy, € F, for k = 0,...,t — 1, where « is the secret to be shared.
e Sends f(i) to the i-th player fori = 1,2,..., n.

If at least ¢ or more players perform Lagrange interpolation with their shares, they

can uniquely determine the secret polynomial f(z) and f(0) will yield the secret.
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2.2.2 Feldman’s Verifiable Secret Sharing (VSS) Scheme

Feldman’s verifiable secret sharing (VSS) scheme [23]] is a protocol that is used for
sharing a secret in a verifiable fashion, where Shamir’s secret sharing scheme [38] is
directly used to share and reconstruct the secret. In addition to Shamir’s scheme, the
shares can be checked for consistency in Feldman’s scheme. To this end, the dealer
computes commitments with the coefficients of the secret polynomial so that users

can verify that they receive consistent shares from the dealer.

Assume that we have n players. Let F, be a finite field with prime order ¢ and ¢ be a

primitive element in [F,. The dealer shares a secret as follows:

e Chooses a polynomial over [F, of degree ¢ — 1 < g,
fx) ="+ . ar+ g
with oy, € Fy for k = 0,...,t — 1, where «y is the secret to be shared.
e Computes a set of commitments COM = {C}, : Cy, = g**, k =0,1,...,t—1}.

e Sends f(i) and COM to the i-th player fori = 1,2, ... n.

After receiving a share and the set of commitments, the i-th player checks
t—1
i) ? ik
JdIO=T]cr. (2.3)
k=0

The received share is consistent only if (2.3) is satisfied. The reconstruction of the se-
cret is identical to Shamir’s secret sharing scheme. The users can uniquely determine
the secret polynomial by applying the Lagrange interpolation if and only if threshold

t 1s satisfied.

Definition 2.2.2 (Lagrange Interpolation). Given t points (x;,y;) for distinct z;’s and
1 =1,...,1, the unique polynomial of degree t — 1 which satisfies all the points is the

linear combination of Lagrange basis polynomials, and given by the equation

t—1
P(z) = yili(x), (2.4)
i=1
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where the Lagrange basis polynomial {;(x) is given by the equation

r— T
t)= [ —— (2.5)
o<k<t—1" 1 Tk
iZk

Now we define another notion called the Lagrange coefficient, which we will use in

the signature aggregation and verification phases of our constructions in Section4.1.2]

and

Definition 2.2.3 (Lagrange Coefficient). Given a set of t points (x;,y;) for distinct
xi'sandi =1, ... t, the Lagrange coefficient \; is the evaluation of the the Lagrange

basis polynomial (;(x) at 0, i.e.,

—T
Ni=060)= ] x'_’;. (2.6)
0<k<t—1 """ k
iZk

2.2.3 Hierarchical Threshold Secret Sharing Scheme

Hierarchical threshold secret sharing schemes in[32, 63, 164]] were proposed for shar-
ing secrets in a partitioned structure of users. Assume that we have a set G of n
players, which is composed of m disjoint subsets, G = U G; where G; N G; = () for
1# j. Let0 < ky < ... < k,, be a sequence of 1ntegers The access structure I of

the hierarchical threshold secret sharing scheme in [32] is

Fr={vcg:vn(lJg)l=krVie{1,2,...,m}}

J=1

Like in Shamir’s SSS, the dealer delivers the shares as follows:

e Chooses a random polynomial of degree k,,

km
= E a;x’
i=0
such that o = s.

e Sends a share (z,, f*~1+1(z,)) to the user u € G;, where fi-1+1 is the
(ki—1 + 1)-th derivative of f, kp = —1 and z,, € F, is a part of the share

corresponding to the user .
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The secret reconstruction is performed by Birkhoff interpolation defined below only

if the level-specific thresholds are satisfied.

Definition 2.2.4 (Birkhoff Interpolation). Let the triplet (X, E, C) be as follows:

o X ={xy,...,x} be a given set of points in R, where x1 < x5 < ... < xy,

o E= (e )fori=0,....kand j = 0,...,¢ be a matrix with binary entries,
I(E)=A{(i,j) : e;; =1}, d = |I(E)|, and

o C ={c;:(i,j) € I(E)} be a set of d real values (we assume hereafter that

the right-most column in E is nonzero).

Then, the Birkhoff interpolation problem that corresponds to the triplet (X, E,C) is
the problem of finding a polynomial P(x) € Ry_1[x] that satisfies the d equalities

PY(x;) = cij, (i,5) € I(E). (2.7)

The matrix E is called the interpolation matrix [63)].

We summarize the Birkhoff interpolation method as described in [24]. Let ¢ =
{90,91,---,94—1} be a system of linearly independent, d — 1 times continuously dif-
ferentiable real-valued, functions and I'(F) = {«; : i = 1,...,d} be a vector that
is obtained by lexicographically ordering of entries of /(E). Furthermore, let c;(1)
and «;(2) denote the first and second elements of the pair a; € I'(E). Finally, let
C’" ={d :i=1,...,d} be another vector obtained by lexicographically ordering

entries of C' (according to the indexes of elements in C').

According to the above definition and clarifications, the Birkhoff interpolation prob-

lem is solved by the below equation:

e TG X5 28

where

A(E, X, ¢;) = (0i5)axa (2.9)
0;; = gj(.fil(Q))(a:ai(l)) fori,j =1,...,d,and A(F, X, ¢) can be computed by replac-
ing (7 + 1)-th column of matrix with C’. An explicit example of the application
of Birkhoff interpolation using (2.8)) can be found in [24].
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Although the Birkhoff interpolation problems can be solved by (2.8)), we cannot di-
rectly use this method. In our constructions, we use Birkhoff interpolation for sig-
nature aggregation and verification of the aggregated signature. In order to compute
@, any combiner and verifier need to know the sufficient number of shares. How-
ever, our constructions require only the shareholders to know their shares, and no one
should learn the shares of others. To this end, we use the modified version of (2.8),

which is also given in [24]:

d—1 d—1
det Ai(E, X, 9;))
=y ¢ )(E+9) 22 g,(x) (2.10)
0= L (SO0 e
Now we can define the Birkhoff coefficient, which we will use in the signature aggre-

gation and verification phases of our last construction in Section{.1.4]

Definition 2.2.5. Let the triplet (X, E,C) be in Definition then the Birkhoff
coefficient (3; is the evaluation of the polynomial
d—1

Z+] det A(E,X, ¢])) ‘
=2 (-1 Jet(A(E. X, o)) 1)

=0

<.

at 0, i.e., 5; = P;(0).

2.2.4 Security of the secret sharing schemes

Shamir’s secret sharing (SSS) scheme [58] is known to be information-theoretically
secure, i.e., secure against even computationally unbounded adversaries. The hier-
archical threshold secret sharing scheme (HTSS) [32, 163} 64] is a generalization of
Shamir’s SSS and is also information-theoretically secure. However, suppose an ad-
versary can behave like a shareholder and interact actively with real shareholders. In
that case, he can obtain the secret as described in [65] by Tompa and Woll. The attack
works as follows. Consider an adversary behaving actively. He chooses a random
false share and performs an interaction for reconstruction with ¢ — 1 honest share-
holders. As a result, he will not obtain the secret because there are ¢ — 1 true shares
where there must be at least . However, he obtains a value, let us say s’. Then he

interacts with another group of £ — 1 honest shareholders and gets another value 5. He
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can compute the secret without having a genuine share using the values s’ and $ and
corresponding Lagrange coefficients. To avoid this attack, one should force the share-
holders to behave passively. For example, using Feldman’s verifiable secret sharing
(VSS) scheme [25] would be a solution. Before the reconstruction phase, one checks
whether the shares to be interpolated are consistent with the shared secret. This will
avoid the active adversary attack defined in [65]]. On the other hand, Feldman’s VSS

has its own security risks.

As we stated before, Feldman’s VSS scheme uses SSS, and so it has the same secu-
rity arguments about sharing and reconstruction phases. However, in the committing
phase, it is not information-theoretically secure anymore. The commitment set con-
tains Cy = g°, where ¢ is the generator for the cyclic group, and s is the secret to be
shared. This commitment may leak information about the secret s. The security of
the commitments depends on the Discrete Logarithm Problem (DLP), defined over
cyclic groups. In some cyclic groups, even with a large order, DLP may not be as
hard as it is supposed to be. Therefore the space that we are working in should be
chosen carefully. In this paper, all the schemes that we propose are pairing-based
constructions. In the literature, there are many secure and efficient pairing-friendly

curves that we can choose.

2.3 Preliminary for lattice-based constructions

In this section, we give the notation, assumptions, definitions of hard problems and

the protocols used in our construction that is presented in Chapter [5

2.3.1 Assumptions and the notation

Assume that R = Z[z|/(f(z)) and R, = Z,[x]/(f(x)) where N is a power of two

and f(z) = 2V + 1 is the 2N-th cyclotomic polynomial as in [20, 23]. As common in

lattice-based cryptography, through out this report we use centered reduction mod=q,

i.e., for any a € Z,, @ = a mod*q is defined to be a unique integer in the range
g—1

[— 4=, %] We write the ring elements with lower-case letters and column vector of

elements with bold ones, i.e., v € R and u € RF, respectively. For a set X we write
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2 < X to show that z is sampled from the uniform distribution defined over the set
X.

For any u(r) = wup + w1 + ... + uy_12V "1 € R,, £*° norm is defined to be

||u||oe = max |u;| fori = 0,..., N — 1, and ¢*> norm of u is defined to be ||u||y =
7

\/ug + ...+ u}_,. Similarly foru € R, |jul[, = max ||| 00> and £2 norm of u is

defined to be

[l = v/(lJull2)? + ..+ (Juell2)?.

Let S, € R be the set of small polynomials, i.e., forn € Z, S, = {v € R : ||v]|» <
n}. Let C C R be the challenge space consisting of small polynomials, which will

be used as the image of random oracle Hy : {0,1}* — C, i.e., for k € Z,
C={ceR:|lc|loc =1A||c|l1 =k},

where ||c||; is the ¢! norm and it is equal to the sum of all the coefficients of the
polynomial c. For constructing such a random oracle, a variant of Fisher-Yates shuffle
[26]] is used in Dilithium and Dilithium-G ([23, Algorithm 1]). The randomness,
which is produced by a collision resistant hash function, is given to the random oracle

as input (randomness seed).

We now give the definitions of Module-SIS and Module-LWE problems, which are
assumed to be hard in our designs. We begin with the definition of discrete Gaussian

distribution.
Definition 2.3.1 (Discrete Gaussian Distribution over R™ [20]). For x € R™, let
pos(x) = exp(—rllz —v|[3/5°)

be a Gaussian function of parameters v € R™ and s € R. The discrete Gaussian

distribution Dy centered at v is
Dﬁs(m) = pv,S(x)/pv,S(Rm)v
where p, s(R™) = Y. pus(x).

rER™
Definition 2.3.2 (Module-SIS,, ;, ¢ s Problem [20]). Given a random matrixA € R’;X‘],

nd a vector x € R such that
q
AT -x = 0 and ||x]|» < B.
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Definition 2.3.3 (Module-LWE, ., , Problem [20]). Given a pair (A, t) € R¥*x RF,
decide whether it is selected uniformly at random from R’; Y R’q‘“‘ or it is generated

inaway that t := [A[I] - s for some s & SEx Sk,

2.3.2 Dilithium-G

In 2022, the National Institute of Standards and Technology (NIST) announced the
winner signature schemes for post-quantum cryptography standardization process.
The CRYSTALS-Dilithium signature scheme [23] is one of the winner signature
schemes which is based on module-LWE and module-SIS problems. In the original
paper, authors proposed two variants, Dilithium and Dilithium-G. The main differ-
ence between these variants is the distribution that the variants sample random ele-
ments from and the way of rejection sampling procedure. In the Dilithium scheme,
the sampling procedure is done from a uniform distribution whereas the Dilithium-G
uses a Gaussian one. The Dilithium-G scheme has better parameters in terms of size
and number of repetitions. However, it is noted that it has weaknesses against side

channel attacks [23]].

Below we state a simplified version of Dilithium-G, and then we restate a few lem-

mata for the signature parameters (see Table[5.1)), which were defined in [20].

Algorithm 1 Key Generation
Require: par := {R,, k,(,n,B,s, M}

Ensure: (sk,pk)
1. A (i RZXZ

2 A =[AlT] € RI*“"™® where Iis the k x k identity matrix

S

3: (Sl,SQ> i Sf; X Sﬁ,s = !
52

4 t:=A"s

5: pk=(A,t) and sk = s

@

return (sk, pk)
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Algorithm 2 Signature Generation
Require: sk =s,pk = (A,t), p, par :== {Ry, k., {,n, B, s, M}

Ensure: A signature pair (z, ¢)

$ U1
11 (¥1,¥y) < D x D,y =
Y2
2: W .= A 'y
3: ¢ < Ho(w, i, pk)

4: Z:=cStYy
5: With probability min(1, D**(z) /(M - D%/ (z))):

cs,s

a

return (z, c)

7. Restart otherwise

Algorithm 3 Verification
Require: (z,c), pk = (A, t), u, par := {R,, k,{,n, B, s, M}

Ensure: Accept or Reject

1: if ||z||; < B and ¢ = Ho(Az — ct, j1, pk) then
2: return Accept
3: end if

4: Otherwise, return Reject

Aggregating individual signatures inevitably results in a larger size of multi-signature.
According to Lemma 1 of [20], the upper bound for the size of the sum of n Gaussian
samples is y/n - B, where B is the upper bound for only one sample and we restate it

below.

Lemma 2.3.1. (Sum of Discrete Gaussian Samples [20, Lemma 1] ) Suppose s ex-
ceeds the smoothing parameter by a factor > /2. Let x; fori € [n] be independent
samples from the distribution DZ". Then the distribution of x = ), x; is statistically

m
close to DS Y

According to [42] the upper bound for the size of a single signature is computed by
B = ~qo+/({+ k)N. For ensuring the size of a single signature stays below this
bound with high probability, one should set v > 1.
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Lemma 2.3.2 ([20, Lemma 2] and [42, Lemma 4.4]). For any v > 1,

Pr{||zlla > B = yovmN :z & D] < ymNemNO-)/2

The following lemma given in [42] determines both the standard deviation and the
value M, i.e., the number of repetition of signing attempts until producing a valid
signature. Note that setting & = 11 and ¢ = 12 results in M = 3 which provides

e < 719 j.e., at least 100-bit security.

Lemma 2.3.3 (|20, Lemma 3], and [42, Lemma 4.5]). For V. C R™, let T =
maxyey||v||a. Fix some t such that t = wy/log(mN) and t = o(log(mN)). If

o = o1 for any positive «, then
Pr(M > D}'&)/D}l\(z) :2 & D'a)] 2 1—c

where M = et/oF1/(20%) qnd ¢ = 2¢-1%/2,

The proofs of the above lemmas can be found in [42].

2.3.3 MS, Scheme

In [20], authors proposed 3 novel multi-signature schemes and a trapdoor commit-
ment scheme. One of those multi-signature schemes is 3-round n-out-of-n multi-
signature scheme (DS3) that utilizes Baum et al.’s additively homomorphic commit-
ment scheme [8]]. The second one is a 2-round version of the first one (DS,). The
only difference is that they use a novel additively homomorphic trapdoor commitment
scheme which is indeed a modified version of Baum et al.’s commitment scheme.
Moreover, a 2-round multi-signature scheme called MS, was proposed in the same
paper which is also constructed by the help of the above mentioned trapdoor com-
mitment scheme (TCOM). Below we restate the 2-round MS, scheme proposed by
Damgard et al. in [20].

1. Key Generation: Key generation phase is identical to the Algorithm (1, For
choosing the matrix A € RSX‘] , a trusted third party can do it or users can jointly

compute it interactively.
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2. Signature Generation: Let Hy : {0,1}* — C and H3 : {0,1}* — Sy be
two random oracles, where S, is the commitment key space as defined in [20].
Let the functions Commit and Open belong to the additively homomorphic
trapdoor commitment scheme TCOM which was proposed by Damgard et al.

in [20].

(a) Compute the message-specific commitment key ck <— Hs(p, L), where i
is the message and L = {pky,...,pk,}.
(b) Pick a random y, < D** and compute w; = Ay,, where A = [A[I] €

Rl;x (¢+k)

(c) Compute com; <— Commit.(w;,r;), where r; is a discrete Gaussian vec-
tor sampled from the Gaussian distribution D(S,.) defined in the trapdoor
commitment scheme in [20].

(d) Send com; to the other users.

(e) Upon receiving com; for i # j, compute com := Zg com;

j€
(f) Compute ¢; «+ Ho(t;, com, u, L) ]

(g) Compute his individual signature z; = ¢;s; +Yy;

(h) Run the rejection sampling on input (¢;s;, Z;), i.e., with probability

min(1, D{(z) /(M - DL (2:)))

send individual signature (z;,7;) to all other users, otherwise send out
RESTART and go to (b).
(1) After receiving RESTART from some user go to (b). Otherwise, aggregate
the individual signatures (z;, ;) for j # ¢ as follows:
i. Compute ¢; < Hy(t;, com, p1, L) for all j # 4, and compute w; :=
Az; — cjt;.
ii. Check ||z;||» < B and Open,;(com;,rj, w;) = 1.
iii. If the check fails for some j send out ABORT.
iv. Computez = > z;andr := > 7,

Jjeg Jj€G
() If the protocol does not ABORT the multi-signature is (com, z, ).

3. Signature Verification: Given {(com,z,r), u, L = {pki,--- ,pk,}} one can

verify the multi-signature as follows:
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(a) Compute ¢; := Hy(t;, com, u, L) for j € G, and reconstruct w := Az —

Z Cjtj.

jeg

(b) Accept if ||z||z < B, and Open,,(com,r,w) = 1, where B,, = \/nB.

Throughout the next section, in order to avoid confusion we follow the same notation

of [20] and the parameters in Table[5.1]

28



CHAPTER 3

PAIRING-BASED ACCOUNTABLE SUBGROUP
MULTI-SIGNATURES WITH VERIFIABLE GROUP SETUP

In this chapter, we focus on pairing-based accountable subgroup multi-signatures
(ASM). We propose three novel accountable subgroup multi-signature schemes based
on pairings. We prove that our proposed schemes are secure against existential forgery
under chosen-message attacks, under co-CDH/¢)-co-CDH assumption in the random
oracle model. The first one is the VASM (verifiable ASM) scheme which is a modified
BLS signature. We give a method of generating a membership key via VSS protocol
[25]], which transforms the BLS signature scheme into an ASM scheme. The proposed
VASM scheme, which also solves the open problem in [46], requires fewer multipli-
cations and bilinear pairings than the ASM schemes proposed in [12]. The second
one is ASMwWSA (ASM with Subgroup Authentication), in which the subgroup of the
signers is known before the protocol starts. So the members participating in authen-
tication are decided by the subgroup itself. The third one is ASMwWCA (ASM with
Combiner Authentication) which also provides a solution to the open problem in [46],
in which we construct a scheme such that the subgroup of signers S is not predeter-
mined. The ASMwSA and ASMwCA schemes also require fewer multiplications and
bilinear pairings than the ASM scheme in [12]. Moreover, we give a method of con-
secutive and cumulative signing that eliminates the designated combiner in case the
subgroup of signers S is known before the signature generation. Further, we discuss
the aggregated versions of VASM, ASMwSA and ASMwCA schemes for N distinct
accountable subgroup multi-signatures. The aggregated versions of our schemes, i.e.,
AvASM, AASMwSA and AASMwCA, output aggregated signatures with the size of

a single group element and require /V + 1 pairings for aggregated signature verifica-
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tion, in comparison with the partial aggregated AASM scheme proposed in [12] with
the signature size of NV 4 1 group elements and verification with 2N + 1 pairings.

One can also find the details in [3]].

3.1 VASM: An ASM scheme with VSS based group setup

We give the steps of the VASM scheme below.

1. Key Generation: Each user ¢ € G picks a secret key sk; & Z4, and computes

the public key pk; < ggki, where g5 is a generator of G.

2. Group Setup: Each user © € G proceeds as follows:

e Chooses a polynomial f;(z) = oz ' + ...+ oz + o € Z,[x),
where oz(()i) = sk; and a,(f) ’s are all nonzero and distinct, fork = 1,... ., n—
1.

e Computes the set of commitments COM; := {C,gi) = gy 3 k=0,...,n—
1}.

e Sends (f;(j),COM,) to j-thuserin G, for j =1,...,n.

o After receiving (f;(7), COM;),

— computes the membership key mk; = > f;(i).

j€G
— computes COM := {C} = [] C,gj)|k: =0,...,n—1}.
Jj€EG
e Checks:
(@) Co = ] pk;

i€g
ks ? n—1 i
(b) g = H Ck
k=0
e If either (a) or (b) fails, then she aborts. Else, she makes COM and set of
membership public keys mpk;’s public. Define MPK = {mpk; };cg. Note

that these public keys can also be computed by the verifier, i.e. mpk; =
n—1

g =TICF
k=0

3. Signature Generation: A signer i € G computes his/her individual signature

s; = Hy(m)™* on the message m and sends s; to the combiner.
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4. Signature Aggregation: After receiving the individual signatures of the sign-
ers, the combiner first forms the set of signers S C G. Then, she computes the

aggregated subgroup multi-signature o = [] s;.
€S

5. Verification: Anyone, who is given {par, MPK, COM, S, m, ¢}, can verify the

signature o by checking

?
e(Ho(m),Hmpki) =e(0,g2). 3.1)
€S

Note that a simple proof of concept implementation can be found in [2]. Correctness

of the VASM scheme follows from the following equation array.

e(Ho(m), H mpk;) = e(Ho(m), Hgénk)

= €S
= e(Ho(m),g5° )

= e(Ho(m)'=> . go)

— o[ Holm)™, g2)

€S

= e(H S, 92)

ieS
= 6(07 92)

Remark 3.1.1. Unlike the threshold multi-signatures [10, 21, 28, 129], ASM schemes
[12] 46)] provide accountability. Further, in ASM schemes, any subgroup S C G can
sign a message on behalf of the whole group G, whereas in threshold schemes, only
subgroups with a sufficient cardinality can sign. Moreover, one can easily transform

an ASM scheme into a threshold scheme by setting the threshold as |S| [46]].

Remark 3.1.2. Since the membership key mk; of each group member consists of
the shares f;(i) of the secret key of all group members for i,j = 1,2,...,n, the
signature o authenticates the subgroup S C G and shows that each member of S is
authenticated by the other members of G. Hence, the signature is created by S on

behalf of the whole group G.

Remark 3.1.3. Notice that C - 1 pki can be satisfied only if the users know their
i€g
secret keys. Therefore the consistency checks (a) and (b) in the group setup phase
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provide proof of possession for each user and force all users to be honest. Hence, in

the VASM scheme, no user can set a special rogue key.

Remark 3.1.4. The subgroups G, and Go are interchangeable. This means one can
choose to have membership public keys belong to G| and the signature belong to G,
or vice versa. For sure, the choice depends on the system that we want to utilize the
VASM scheme. In this thesis, we assumed that the signature belongs to G, and the

membership public keys belong to G for having relatively smaller signatures.

Remark 3.1.5. We consider the case that the membership public keys, i.e., mpk; for
i=1,2,...,n, are published. We could also write the verification equation (3.1)) as

k

n—1 Z i )
e(Ho(m), H C,° ) = e(0, g2).
k=0

However, in this case, the verifier would incur the cost of n exponentiations in Gy (or

G according to the choice, see the previous remark).

Remark 3.1.6. If the members in the group G change, the group setup phase must be
reset with new random polynomials f; for 1 € G. Otherwise, any n corrupted users
can obtain any user’s secret key since the secret polynomials are of degree n — 1 (see
Section[2.2.2). In order to avoid this vulnerability, the polynomials f; in the group
setup phase of the VASM scheme can be set to degree v > n — 1. In this way, at most
r —n + 1 newcomers can be registered to the group G without resetting the group
setup. On the other hand, this costs extra computational complexity at the group setup

phase.

Remark 3.1.7. The membership key mk; in the VASM scheme is used to sign the
message m instead of the secret key sk; by each member i € G so that one can easily
check the accountability of the signer at the verification step. For example, consider
the case that Bob has two distinct identities, i.e., his individual identity “Bob", and
his corporate identity “CFO of Company X". Assume that skg and mkg are Bob’s
secret and the membership keys, respectively. In this case, Bob uses skp for spending
his own money, besides, he signs by mkpg for spending on behalf of Company X. As
this example shows, user i uses his secret key sk; to sign messages and to participate
in any multi-signatures; on the other hand, he participates in the VASM scheme with

his membership key mk;.
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3.1.1 Security

We follow the security reduction of the BLS signature scheme given in [[14] with a
few modifications to prove the security of the proposed scheme in Section [3.1] First,
we give Theorem which states the security reduction of our proposed VASM

scheme.

Theorem 3.1.1. If the 1)-co-CDH problem (Definition in Gy x Gy is (', €)-
hard, then VASM scheme is (t,qy, s, €)-secure (see Definition against exis-
tential forgery under adaptive chosen message attacks in the random oracle model

for all t and € satisfying
t <t' —tewp, (qu+ (n+1)gs)and e > e(qgs + 1) - €,

where tey,, is the time required by an exponentiation in G, and n is the maximum

number of potential signers involved in a VASM signature.

Proof. Let F be a forger that (¢, gy, qs, €)-breaks the VASM signature scheme. We
construct an algorithm .4 which (¢, ¢’)-breaks the 1)-co-CDH problem (see Definition
2.1.3). Let G; and G, be two groups and g1, g2 be their generators, respectively as
in Definition Algorithm A is given a triplet (g5, A = g5, B = gf ), and access
to the oracle O¥(.) which takes g5 € G as input and outputs g7 € G;. We assume

without loss of generality that the set of indices of our target group is {1,2,...,n}.

Setup. Algorithm A proceeds as follows.

e It chooses n random r; & Zgtforj=1,2,...,n.

e It computes corresponding n membership public keys mpk; = A - gy’ for j =

1,...,n.

e Algorithm A computes the commitment set COM = {Cy, ..., C,,_; } with re-

spect to the membership public keys using the system of equations below.

11 ... 1] o] [mpk
1 2 ... 2!t C mpks
1 n ... n”fl_ | Cn1] | mpk,




Because the above leftmost matrix is an n X n Vandermonde matrix and its
entries are the powers of the indices of the membership public keys, i.e., they
are distinct; hence it is invertible. Since the rightmost matrix is known, A
can compute the matrix in the middle, i.e., the commitment set COM =
{Cy,C1,...,Ch_1}. (Note that we operate in additive groups, but we use a
multiplicative notation as common in the literature. Therefore, matrix opera-

tion above gives the desired result for the VASM commitment set.)

e It gives the set of membership public keys MPK = {mpk;, ..., mpk,} and the
commitment set COM to the forger F.

Hash query. Algorithm A maintains a list £ of tuples (m;,w;,b;, c;) for the i-th
query, where m;, w;, b;, ¢; are defined below. The list £ is initially empty, and when

F queries the oracle H, for a value m € {0, 1}*, A responds as follows.

1. If the query m; has already been made before, .A looks up to the list £, finds
the tuple (m;, w;, b;, ¢;), and responds with H(m;) = w; € G;.

2. Otherwise, A generates a random c; & {0, 1} with probability Pr[c; = 0] =
1/(gs+1). Then, A picks a random b; < Z,, and computes w; < B'~%(gq)".

3. It adds the tuple (m;, w;, b;, ¢;) to the list L.

Signature query. A responds to F’s i-th signature query (m;, S;), where m; is the

message to be signed and S, is the set of indices of the subgroup of signers, as follows:

1. It runs the above hash query algorithm to get the tuple (m;, w;, b;, ¢;). If ¢; = 0,

then it aborts.

2. Otherwise, it defines o; = Hg oj, where o; = (A)%(g2)"" € Gy, and
J€S5;
j € S;. Note that o; = w‘f i and therefore o; is a valid VASM signature on

34



message m; by the subgroup S;. Because
EZS a+r;
e(0i,g2) = e(w; , 92)
ZS a+r;
= 6<wi7 gée ' )
e(w, [[A-65")
JES;

= e(H(m,), [ [ mpk;)

JES;

as in the verification equation of the VASM scheme.

3. Algorithm A sends o; to forger F.

Output. Forger F outputs a tuple (o, ms, Sy), where o is a valid signature on a

message m by a subgroup Sy.

1. If the signature query has already been made on message m before, then A

aborts.

2. If there is no tuple in the list £ containing m, A runs the hash query algorithm

for my.
3. Achecks if o is a valid signature on m by the signers in Sy, i.e.,

e(H(my), | [ mpk;) = e(oy, 92).

JES;

4. If it is not valid, A aborts.
5. Otherwise, A finds the tuple (my, w, b, ¢) in the list L.

e If c = 1, then A aborts.

e Otherwise, we have ¢ = 0 and H(m;) = w = B.1)(g2)". This means that

z a+r; b_z o+r;
op = BI€Sy . w(g2) JESy

e Algorithm A computes B“ as follows.

[Spl~t
o _ ar
B = < DY > ij>
BIESt .Q/}(A)b|8f| .¢(92)J€5f

It is easy to check that the value on the right-hand side is indeed equivalent

to B® = ¢o%:
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IS¢~
a _ gf
B = ( DI Py ij>
Bi€Ss .¢(A)b\8f\ .¢(92)J€$f

> atr; b > otr; |Sy|
BJESf . w<g2) ]ESf

JjES ] o] JES ¢
91 g g !

B > T by

aB|Sy| i€3; balS;| €8y Spl~1
_ (% " g g

i35 balSy|  iES;
91 91 91

_ (g?ﬂ\sf‘)‘sf\_l

Above, we gave the construction of Algorithm A. Now we give the success proba-
bility and the running time of it. The probability of .4 aborts in the signature query
phase is equivalent to the probability that ¢; = 0. From the hash query algorithm we
know that Pr{c; = 0] = 1/(gs + 1). Therefore the probability that .A does not abort
after the i-th query will be (1 — 1/(¢gs + 1))". Since F makes gs queries, the proba-
bility that A does not abort after the gg-th query is at least (1 — 1/(gs +1))% > 1/e.
Moreover, by Definition[2.1.7] the probability that F outputs a valid forgery is at least
e. After a valid forgery, A aborts if ¢; = 1, which has probability 1 — 1/(gs + 1).
Therefore, given a valid forgery, the probability that A does not abort is 1/(gs + 1).
Hence, the overall success probability of Algorithm A is 1/e-€-1/(gs + 1), that is
e/(e(qgs + 1) > €, as desired.

Moreover, A’s running time is nearly identical to /s running time. In addition to F’s
running time, 4’s running time includes the time required to respond to (¢y + ¢s)
hash queries and ¢g signature queries. Each requires exponentiation in G;, which
takes ¢..p, running time. Note that each hash query requires a single exponentiation
while each signature query requires at most n exponentiations. Therefore the overall

running time of the algorithm A is ¢ + ey, ((gr + (n + 1)gs)) < t' as desired.
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3.2 Accountable Subgroup Multi-signature Scenarios with Subgroup Authen-

tication

In this section, we propose two more ASM schemes whose group setups are different
from the VASM scheme. We slightly modify the group setup method of Boneh et
al’s ASM scheme. In the first one, we use components of a membership key to
create a subgroup-specific membership key. In the second one, the users keep a single

component secret and send other components to the combiner.

In some cases, a signer ¢ € S wants to know other signers S C G in advance. In
the ASM scheme in Section [2.1.5] any subgroup S C G of signers are authorized to
sign any message on behalf of the whole group. Consider that two subgroups make
two opposite decisions. Since either of the subgroups signs on behalf of the entire
group G, this causes a conflict. In order to avoid such a case, the legal entities could

presume a unique authorized signer (CEO, CFO, etc.) in S.

In this section, we consider to replace sk; with a;sk; and mk; with smk; in Equation
(2.1) for an identifier a; and a subgroup-specific membership key smk; of the signer
© € § C G. Then, we can combine two pairings on the left-hand side of Equation

(2.2). In the following, we describe two scenarios.

3.2.1 ASMwSA: Accountable Subgroup Multi-signature with Subgroup Au-

thentication

In ASMwSA, we consider the case that the subgroup S is known before the protocol
starts. We discard the interactive protocol in the group setup phase and make sim-
ple modifications to the ASM scheme given in Section The ASMwSA is as

follows:

1. Key Generation: Identical to the Key Generation in Section[2.1.5]
2. Group Setup: Each group member ¢ € G computes
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e Aggregated public key apk = [] pk;", where a; = H,(pk;, PK).
ieg

e Components of the membership keys wu;; = Ha(apk,j)** for

7 =1,...,n, and stores them.

3. Signature Generation: A signer ¢ € G computes his/her subgroup-specific

membership key smk; = [] p; and individual signature s; = Hy(apk, m)®"-

jes
smk; on the message m and sends s; to the combiner.

4. Signature Aggregation: After receiving the individual signatures, the com-

biner computes the aggregated subgroup multi-signature o = [] s; and spk =

=
a;
11 pki".
=

5. Verification: Anyone who is given {par, apk, spk,S, m, o} can verify the sig-

nature o by checking

e (Ho(apk, m) - [[ Ha(apk, j), spk) < e(0,9a).

JES
Note that the correctness property follows from the below equation array.

e(o, g2) = e(H (Ho(apk,m)® . smkzi),gQ)

€S

> aisk; ng aiski
= €(H0(apkam)ies : (HH2<apk7j)) 792)

jes
Z a;isk;
=e <Ho(apk, m) - [ Halapk, j), 65 )
jes
_ e(Ho<apk, m) - T Holapk. ). spk)
jes
Remark 3.2.1. In the group setup phase of ASMWSA, the signers only compute [i;;
and store them, but they do not send those (i;; to anyone. In ASMWSA, the i-th signer
multiplies her signature s; = Ho(apk, m)®** with smk; = [ wij, instead of mk; as
jes
in Section[2.1.5] which also results in a legitimate aggregated signature. We note that

this eliminates 1 round of transmission cost.

Remark 3.2.2. In the signature generation phase, Hy(apk, m) may be replaced by

Ho(spk, m) because the subgroup S is known in advance.
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Remark 3.2.3. We note that the user © € G may compute her individual signature as

a;sk;
S = (H()(apkvm) : HHQ(apk,j))

j€S
instead of computing and storing (;;’s in the group setup phase. Although this reduces
the storage costs of the signers, computational cost increases by the extra computa-

tions of the hash H, at the signature generation of each message.

3.2.1.1 Security

We follow the security reduction of the MSP signature scheme given in [12]] with
a few modifications to prove the security of the proposed scheme in Section [3.2.1]
Below, we give Theorem which states the security reduction of our proposed
ASMWwWSA scheme.

Theorem 3.2.1. ASMwSA is unforgeable (as defined in Definition [2.1.7) under the
co-CDH problem (Definition in the random oracle model. More precisely,
ASMwSA is (t, qu, qs, €)-unforgeable in the random oracle model if ¢ > 8qy /€ and
if co-CDH problem is

(t+teapy +qm teapz + s tewps + (U tmuty + 2t pair)) -8q%/e-In (8q /€), €/(8qw))-hard,

where n. = |G| is the number of potential signers and | = |S| is the signers involved
in an ASMwSA signature, t..,, and t..,, denote the time required to compute ex-
ponentiations in Gy and Gy respectively, t,,,i and .., denote the time required to
compute i-multi-exponentiations in G, and Gy respectively, and t,,,;, denotes the

multiplication in G;.

Proof. Suppose we have a (t, gy, qs, €)-forger F against ASMwWSA scheme. An al-
gorithm A, given (A = g%, By = g7, By = i) where a, & Z,, and a randomness
f=A{p,h1,...,hy} asinput, proceeds as follows.

e A picks a random index k & {1,...,qm}-

o Asets pk; = Bo».

e A runs the forger F on input pk; with random tape p.
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o A receives PK from F such that pk; € PK.
e A maintains three lists, i.e., Ly, £1 and Lo, which are initially empty.

e Aresponds F’s j-th H;-queries on (pk;, PK) for j = 1,..., gy as follows:

If this is the first query on (pk;, PK) with pk; € PK and j # 7, A chooses
a random value w; & Zq and sets Hy(pk;, PK) = w;. If j = 1, it sets
H,(pki, PK) = h;. Aresponds to F with Hy(pk;, PK).

If this query is done before, then A responds to F with earlier values.

For other types of queries, A responds with a random value in Z,.

Add the response to the list £;.

e We assume that F makes no repeated Hs-queries. A responds F’s Hs queries

of the form (apk, j) for j = 1,...,n as follows:

r?
— A responds with ¢g,” , where T]@) is randomly selected from Z,,

— Add ((apk, 7), Ha(apk, 7),7\?) to the list L,.

J

e We assume that F makes no repeated Hj-queries. A responds F’s j-th Hy-

query of the form (apk, m;) for j = 1,..., gy as follows:

r(®
— If j # k then responds with g, , where r](p) is randomly selected from

Z,.
&)
— If j = k, then responds with Ay = A/(g," ), where n@) € Z, is the

randomly selected value for the :-th user’s Hs query.

— Add ((apk,m;), Ho(apk, m;), r(0)> to the list L.

J

e For signing queries of  on a message m; and a subset S; C G for 1 < j < ¢g,

A proceeds as follows:

If i ¢ S;, then A aborts.

A looks up the list Lo. If Hy(apk, m;) = Ao, then it aborts.

If Hy(apk, z) ¢ L, for any z € S, then it aborts.

> 22
. . T(()) u€eS “ hi:
Otherwise A responds with o; = (B’ -B; ~ )"
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Actually, the resulting signature o; is a valid signature and can be verified by

the public keys of the signers in S;. Because

5
7’(.0) u ; .
6(%92) _ e((Blf '3165] )hl,gz)

e((HO(apk,mj) . H Hg(apk,z))hiﬁ,gz)

2€S;

= e(Ho(apk,m;) - H Hy(apk, z), pk}")

ZGS]'

as in the verification equation of the ASMwSA scheme.

e Eventually F outputs a triplet (o, m s, Sy) where o is an ASMwSA signature

on the message m s for the subgroup S;.
e Alooks up into list £, for my,

- If Hy(apk,my) # Ay, then A aborts.

— Otherwise, o is a valid signature on m for the subgroup S with proba-

bility € such that

e(Ho(apk,my) - H Hy(apk, j), spky) = e(oy, ga). (3.2)

JES f
The algorithm’s running time .A is equivalent to the running time of the forger F plus
some extra computations that .4 makes.
e Computing apk: The running time of computing the aggregated public key apk
i8 teqpn, Where n is the number of potential signers in the group .
e Hash queries:

— For Hy and H», the running time is at most ¢.2.

— Therefore, overall running time of the hash queries including H, and H»

will be at most gy - tepp2.
e Signing queries:

— Computing the signature takes ¢..,,. Therefore overall running time of

the signature queries i8 gg * tegp, -
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e For verification of the output of F takes [ - t,,,,,;, and 2t

e Therefore, overall running time of the algorithm A is ¢ + Leapy + i+ tegp2 +

qgs - texp1 + (l : Zfmull + Qtpair)-

The probability that A does not abort is equivalent to the probability that A correctly
guesses the hash index of the valid forgery of F, which is 1/qy. Since the forger F’s

success probability is €, the success probability of the algorithm A is €/qy.

Now we construct an algorithm 3 which solves co-CDH problem in (G4, Gz) on input
a co-CDH instance (A, By, By) € Gy x Gy X Gy and a forger F. The algorithm B
actually runs generalized forking algorithm G.F 4 on input (A, By, Bs) and algorithm

A as described above. B proceeds as follows

o If GF 4 outputs fail, then B aborts.
o If GF 4 outputs ({js}, {out}, {out'}), then

- B parses out as (o0,PK,spk,ai,...,a,) and out’ as
(o', PK', spk',ay, ... al,).

— Note that out and out’ were obtained from two executions of A with ran-
domness f and f’ such that f|;, = f’|;, for some integer j; < gg. In
other words, these executions are identical to the j;-th H;-query of the

type that has not been queried before.

— This means that the arguments of this query are identical, i.e., PXC = P,
andn =n/'.

— From the construction of GF 4, we know that a; = h;,, a} = h;f, and by

Jf°
the forking lemma (see Lemma |2.1.1) we have a; # a!.
— We know that spk = [] pk® and spk’ = [] k%
jJES jES
— Since the algorithm A assigned H; (pk;, PK) < a; for all j # i, we have
a; = a, and therefore spk/spk’ = pkfi_a;.

— Notice that A’s output (see (3.2)) satisfies both

e(Ho(apk,my) - [ [ Halapk, pk;), spkys) = e(oy, g2)

jES‘f
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and

e(Ho(apk,my) - || Halapk,pk;), spk;) = e(o%, g2).

jESf
— Then we have

e(A, BS"™") = (a7}, g5).

- Hence, (oy/ O'})l/ (@:=ai) i5 the solution to the co-CDH instance (A =

9%, B1 = glﬁ , By = 95 ) which is given to algorithm B as input.

Lemma says that if ¢ > 8¢qp /e, then Algorithm B runs in time at most (¢ +
teapy + Qr  tegpp + Q5 - tewpy + (U tiuty + 2tpair)) - 847 /€ - In (8¢m /€), and succeeds
with probability at most €/ (8¢ ). O

3.2.2 ASMwCA: Accountable Subgroup Multi-signature with Combiner Au-

thentication

In ASMwCA, each user i € G sends the membership key components, i.e., ;; for
J # 1, to the combiner so that the signers perform fewer computations, and the main

workload passes to the combiner. The ASMwCA is as follows:

1. Key Generation: Identical to Key Generation in Section [2.1.5]

2. Group Setup: Each group member ¢ € G computes:

a;
7 0

e The aggregated public key apk of G as apk = [] pk;", where a; =

1€G
o u;; = Hy(apk,i)%** and stores it.
e 1;; = Hy(apk,j)¥% for j = 1,...,n and j # 4, and sends them to the

combiner.

3. Signature Generation: A signer ¢ € G computes individual signature s; =

Hy(apk, m)‘“Ski (4i; on the message m and sends s; to the combiner.

4. Signature Aggregation: After receiving the individual signatures of the signers,

the combiner first forms S C G. Then, she computes the aggregated subgroup
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multi-signature 0 = [[ s;. [ [] py; for j # 4, and aggregated public key spk
€S ieSjes
of the subgroup S as spk = [] pk;".
i€S
5. Verification: Anyone who is given {par, apk, spk,S,m,o} can verify signa-

ture o by checking

e (Ho(apk:, m) - || Ha(apk, ), spk;) < e(0,9o).

jes

Since ASMwCA is a modified version of ASMwSA, its correctness property follows
from the correctness of the ASMwSA schemes as shown in Section

Remark 3.2.4. The subgroup S € G of the signers is determined by the combiner

from the set of received individual signatures. Hence, no signer knows her co-signers.

Remark 3.2.5. In the signature generation phase, Hy(apk, m) may be replaced by
Hy(spk,m) so that the signer could set the subgroup S in advance. This also elim-
inates the combiner’s corruption at the signature aggregation phase. Namely, the
combiner can not discard the signature s; of any user i € S from 0. However, in
this case, computing spk brings additional cost, i.e., | multi-exponentiations for each

signer.

Remark 3.2.6. Each user i € G sends ji;; to the combiner for 1,5 = 1,2,...,n
and j # i. Unlike to scenarios in Sections[2.1.5|and[3.2.1} each signer i € G does

not compute the membership key, but uses only |i;; for the signature generation. The
other components, |i;; fori,j = 1,2,...,n and j # 1, are taken into account by the
combiner as she forms the subgroup S C G. Therefore, each user’s computational
cost is reduced, but the workload of the combiner is increased by the number of

signers.

Remark 3.2.7. We note that the user © € G may compute her individual signature as

a;sk;
S; = (Ho(apk:, m)HQ(apk:, 2))

instead of computing and storing |i;; in the group setup phase. However, this costs

extra computation of the hash H, at the signature generation of each message.
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3.2.2.1 Security

Here, without loss of generality, we assume that the combiner is the algorithm A.
Then the security reduction of the following theorem will be identical to the security

reduction of Theorem

Theorem 3.2.2. ASMwCA is unforgeable (as defined in Definition [2.1.7) under the
co-CDH problem (Definition [2.1.2)) in the random oracle model. More precisely,
ASMwSA is (t, qu, qs, €)-unforgeable in the random oracle model if ¢ > 8qy /€ and
if co-CDH problem is

(t+texp3 +qH 'tea:pf +qs - teapy + (I tmuty +2t pair)) '8%25(/6'111 (8qm/€), €/(8qm))-hard,

where n = |G| is the number of potential signers and | = |S| is the signers in-
volved in a ASMwCA signature, t.,,, and t.,,, denote the time required to compute

exponentiations in Gy and G respectively, t,,,; and teapi denote the time required

P1
to compute i-multi-exponentiations in G, and G, respectively, and t,,,,;, denotes the

multiplication in G;.

Proof. As we state above, the only elements to be kept secret are the membership key
components and the secret keys. Since the algorithm A acts as an honest signer, we
may assume -without loss of generality- that Algorithm A also acts as the designated

combiner. Hence, the proof follows from the security proof of Theorem [3.2.1] [

3.2.3 Eliminating the combiner

Consider the case that the subgroup S := {k; : i = 1,2,...,1} is determined before
the signature protocol starts. In order to eliminate the designated combiner, the signer

ki fori =1,2,... [ proceeds as follows:

e Computes the i-th aggregated signature sy, = sy, , - (Ho(spk, m)™:**:-smky,, ),
where si,_, is the (i — 1)-th aggregated signature computed by the signer k;_; €

S and Sko = 1@1.
o Computes the i-th aggregated public key spky, = spky,_, -pkafi, where spky,
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is the (i — 1)-th aggregated public key computed by the signer k;_; € S and
spki, = lg,-

e Sends (s, spky,) to the signer k; for i < [.

e Finally the last signer k; outputs the pair sy, spky,. Then, the aggregated sig-
nature and the public key pair for § will be o := s, and spk := spky,. This

process is shown in Figure[3.1]

81 o
Ho(spk, m)k1 kK smkp, Ho(spk,m)akfk’% - smkp, Hy(spk, m)”’“lskkl - smky,
ak Ay Ak
Pkkll Py, Py,
o =le, L sk L - L
X X X

Figure 3.1: ASM scheme without a combiner

In ASMwSA and ASMwCA, each signer sends her individual signature to the com-
biner. On the other hand, in this scenario, each signer sends the signature to another
signer. Hence, this reduces the cost of network traffic and makes the channel traffic
intermittent. However, in this case, each user sends two group elements instead of

one, that is, the transmission size is doubled.

3.2.4 Advantages of subgroup-specific membership key

1. Group-specific membership keys in Boneh-Drijvers-Neven ASM scheme given
in Section [2.1.5] are generated by one round of interactive protocol, in which
all members participate. But in case of using subgroup-specific ones given in
Sections [3.2.1]and [3.2.2] no interactive protocol is needed.

2. Even if one user registers/unregisters to/from the group, the apk and the mem-
bership key mk need to be recomputed. This means a new interactive proto-
col to be held by all the group members again, which is a big deal for large
|G|. Consider the case of using the subgroup-specific membership key smk in-
stead of group-specific one, i.e., mk;. If we use Hy(pk;) instead of Hy(apk, j)
for computing the components of membership keys, registering/unregistering a

member to/from the group G does not require a new group setup.
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3. Usersin S C G do multiplications to get smk; but all group members in G need
to do multiplications to get mk. If | S| is very small with respect to |G|, then the
computation of smk is easier. Similarly, spk can be calculated by less number

of multi-exponentiation than apk.

3.3 Aggregated versions of ASM schemes

In this section, we extend the ASM scheme to a partial aggregated version of ASM,
1.e., AASM scheme. Remember that the ASM signature scheme described in Sec-
tion outputs a signature ¢ = (s,pk). Consider N many ASM signatures
(apky, S1,my,01), ..., (apkn, Sy, my,on). The AASM scheme outputs the partial
aggregated signature ¥ = (pky, ..., pky, s), where s is the aggregation of s1, ..., Sy.

In Section [3.3.1] we describe the AASM scheme that is given in [12].

3.3.1 Partially Aggregated ASM Scheme (AASM)

The aggregation of several ASM signatures is discussed in [12]], in which they ag-
gregate only the second component of the signature. The first components are used
in the verification phase. On the other hand, it is noted that the ASM scheme cannot
be partially aggregated directly because of the irrelevancy between membership keys
and messages [[12]]. In addition to the phases of the ASM scheme, two more phases
are defined in [12]]. The signature aggregation and aggregated signature verification

phases are as follows. Let Hj : {0, 1}* — Z, be another hash function.

e Signature Aggregation: Given (par, {(apk;, Si, ms, 7)™, }).

— Parse o; as (s;, pk;).
— Compute b; < H5((apki78iamz‘>pki)a{(apkjygjamjapkj)éyzl}) for i =
1,...,N.

N

— Compute s « [] sb and output X < (pky, ..., pkn, s).

i=1

e Aggregate Signature Verification: Given (par, {(apk;, S;,m;)¥.,}, 2).
— Parse X as (pky, ..., pkn, S).
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— For 1 = 1,...,N, compute

b < H5((kai, Si, mi, pki), {(apkj, Sj, mhpkj)év:l})

— Accept if and only if

H( (Ho(apki,mi), pki*) - e( [ | Halapki, 5), apk; )) = ¢(s,2).

JES;

(3.3)
Since the AASM scheme cannot be fully aggregated, the size of the resulting partial

aggregated signature grows linearly by the number of ASM signatures. Besides, the

verification (3.3)) of the AASM scheme requires (2N + 1) pairings.

3.3.2 Aggregated versions of proposed schemes

Our schemes defined in Sections [3.1} [3.2.1] and [3.2.2] can also be further turned into

aggregated schemes. Unlike the partial aggregation in the AASM scheme, our pro-

posed schemes can be fully aggregated, resulting in a single signature size.

3.3.2.1 Aggregated VASM Scheme (AvASM)

The VASM scheme described in Section can be extended to aggregated version
AVASM as in Section Let H; be the hash function defined in the previous

section.

e Signature Aggregation: Given (par, {(MPK;,S;,m;,0;,)¥,}). Output ¥ <+

N
H g;.
i=1

o Aggregate Signature Verification: Given (par, {(MPK;, S;, m;)Y 1}, %).

e Accept if and only if

H€<Ho m;), H mpk; ) =e(X, go). (3.4)



Correctness of the AVASM scheme follows from the following equation array.

H€<H0(mi>7 H mpl@-) = H€<H0(mi>7 gglkj)
€S

i=1 JES; i=1

> mk;j
= He(H() mz Jes >
- He(Ho Jes mkj792>

(o)
(1)

=e(X, g0)

Next, we reduce the security of the AVASM scheme to the security of the VASM

scheme.

Theorem 3.3.1. If the VASM scheme is unforgeable in the random oracle model,
then the AVASM scheme is also unforgeable in the random oracle model. More
precisely, AVASM is (t,qu, qs, €)-secure against existential forgery under adaptive

chosen message attacks in the random oracle model, for all t and € satisfying
t <t —tewp, (g + (0 +1)qs) + qs - tegyy and € > e(gs +1) - €

where t..,, is the time required by an exponentiation in G and n is the maximum

number of potential signers involved in a single VASM signature.

Proof. Consider the forger F in the security proof of Theorem We construct
an algorithm A as in the security proof of Theorem except that F now returns
an aggregated VASM signature instead of a single VASM signature, i.e., an AVASM
signature ¥, a set {MPK;, S;,m;}_,, and the set {MPK*, S*, m*}.

Assume that (m*, w*, b*, ¢*) is in the list £ such that ¢* = 0 and w* = B - ¢(gs)".

This gives us

)?, H mpk;) H€<H0 m;), H mpk; ) e(X, g2). (3.5)

JES* JES;
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— 2 (rj+bs)

N €S,

Then, A computes 0 < ¥ - [] < 11 w(mpkj)) ’ , and this signature o
=1 JES;

satisfies

e(H(m"), [ | mpk;) = (o, 92), (3.6)

jes*

which is a single VASM signature on message m* by the subgroup S*.

Note that the success probability is the same as the forger in the security proof of
the VASM scheme. On the other hand, Algorithm A computes extra ¢,,,~ multi-

exponentiations for extracting o from .. 0

3.3.2.2 Aggregated versions of ASMwSA / ASMwCA Schemes

The ASMwSA and ASMwCA schemes described in Section [3.2 can be extended to
aggregated versions AASMwSA and AASMwCA as in Section In addition to
the phases of the described schemes in Section [3.2] signature aggregation and aggre-

gate signature verification phases are given below:

e Signature Aggregation: Given (par, {(apk;, spk;, S;, m;, 0;)Y., }), compute 3 +
N

H g;.
=1

o Aggregate Signature Verification: Given (par, { (apk;, spk;, S;, m;)~,}, X), ac-
cept if and only if

N
H e(Ho(apki, m;). H Hs(apk;, 3), spki) =e(X, go). (3.7)

i=1 JES;
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Note that the correctness property follows from the below equation array.

e(X,g2) =€ (H Uuﬂz)

i=1

N
=e (H S; + smk;, g2>
i=1
N
= € (Si - smbk;, 92)
i=1
Z ajskj . jGZc:S'i ajSkj
Ho(apk;, m; )= |\ T Hz(apki, 5) ' 92

JES;

L

@
Il
—

I
.FZ

@
I
—

.Z.ajsk:j
Ho(apk;, m;) - (H HQ(apk;i,j)> 79;681 >

JES;

L

@
Il
—

Ho(apki,mi)- H Hz(apki,j), Spk‘i)

JES;

As we did in the security proof of AVASM scheme above, we next reduce the secu-
rity of AASMwSA and AASMwCA schemes to the security of ASMwSA/ASMwCA

schemes.

Theorem 3.3.2. AASMwSA and AASMwCA are unforgeable (as defined in Defi-
nition under the 1-co-CDH problem (Definition in the random oracle
model. More precisely, AASMWSA and AASMwCA are (t, qu, qs, €)-unforgeable in
the random oracle model if ¢ > 8qy /€ and if 1)-co-CDH problem is

(t + qH - ’/’/lax(teacpé1 ) temp%) +n- qs - (tea:pg + tea:p1) + 2tpair+
Hegpy) - 8¢% /e -In (8qu/€), €/(8qm))-hard,

where n is the number of potential signers involved in a AASMwWSA and ASMwCA
signatures, tey,, and te,, denote the time required to compute exponentiations in G,
and Gy respectively, and t.,,; and t.,; denote the time required to compute i-multi-

exponentiations in G, and G respectively.

Proof. Consider the security proof of Theorem [3.2.1] We construct the same algo-
rithm A4, but this time it’s forger F gives an aggregate multi-signature, i.e., an ag-

gregate multi-signature Y, a set of tuples {(apk;, spk;, Si, m;, 0;)~., }, a set of public

51



keys PIC, a subgroup S* and a message m*. We know that apk™ and spk* can be
generated from PK and S§*.

Assume that the algorithm .4 guesses the k-th query Hy(apk*, m*) correctly. Then
the following equality holds

N
6(140; spk*) : He(Ho(apki, mz) H H2<apki7j)7 Spk?i) = 6<2792)' (3.8)

i=1 JES;
A looks up the tables £y and L,:
rl®

o Ly, for the pairs (apk;, m;), such that Hy(apk;, m;) = g,° .

e

e L, for the pairs (apk;,i;), such that Hy(apk;,i;) = g,’

N - 3 0+
Then A computes o <— X - [[ O(spk;) 7€ ', and this signature satisfies
i=1

e(Hoy(apk™, m*) - H Hy(apk™, j*), spk™) = e(0, g2).
jes*
Notice that we have A, for a single ASMWSA/ASMwCA forgery. Therefore, the
rest will be the same as in the security proof of Theorem The running time of
Algorithm A will increase because of the extraction of the o, which costs extra ¢,,,v

running time. On the other hand, the success probability stays the same. [

3.4 Comparison

In Table we compare ASM, ASM-PoP, and the proposed schemes in this paper.
Our comparison contains the number of operations required in each phase of those
schemes. For example, consider a comparison of group setup phases of the schemes
ASM and VASM. It can be seen in Table that the ASM scheme costs of n Hs
hashes (onto G,), n exponentiations and (n — 1) multiplications in G; in the group
setup phase. On the other hand, the VASM scheme has 2n exponentiations and (n? +

n — 2) multiplications G, in the group setup.

It can also be seen from Table that the VASM scheme requires fewer operations
than ASM and ASM-PoP in the verification phase. On the other hand, since the set of
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membership public keys MPK and the set of commitments COM are published, the

broadcasted data size in VASM is linear in the number of users in G.

The ASMwSA scheme provides efficient group setup, signature aggregation and ver-
ification phases; however, its signature generation requires more multiplications in

G, and extra storage for (n — 1) G; elements.

The ASMwCA scheme has efficient group setup and verification phases, but it re-
quires more computations in the signature aggregation phase. On the other hand, it

requires extra storage for (n? —n — 1) G, elements.

Consider NV distinct accountable subgroup multi-signatures. The ASM scheme pro-
posed by Boneh et al. supports a partial aggregation. Therefore the AASM scheme
outputs an aggregated signature consists of N many G, elements and one G; element.
On the other hand, the AVASM outputs an aggregated signature with only one G el-
ement. In terms of verification efficiency, we only compare the number of pairings
required in verification equations (since the pairing operations dominate the cost of
verification). All the proposed schemes, i.e., AVASM, AASMwSA, and AASMwCA,
require NV + 1 pairings for verification whereas the AASM requires 2N + 1.
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Table 3.1: Comparison of our pairing-based ASM schemes

Storage

For mk:
1Gq Elt.

For mk:
1 G1 Elt.

1 integer (O (X)-bit)

For mk:
n Gy Elt.

Phases ASM [12] ASM with PoP [12] VvASM ASMwSA ASMwCA
For pk:
1 Expg,
Key Generation 1 Expg, For proof: 1 Expg, 1 Expg, 1Expg,
1 Hash (H3)
1 Exp@2
For proof:
n Hash (H7) n Hash (H3) n Hash (H1) n Hash (H1)
. 2n pairings
Key Aggregation n Expg,, n Bxpg,, n Expg,
(n — 1) Mulg For apk: (n — 1) Mul (n — 1) Mulg
V2 1 Hash (H 4) G2 Go
(n — 1) Mulg,,
Hash (H. Hash (H 2n Expg
n Hash (H2) n Hash (H2) . FAPGa n Hash (Ho) n Hash (Ha)
Group Setup n Exp@1 n Expg1 (n® +n—2)
n Expg n Expg
(n — 1) Mulg, (n — 1) Mulg, Mulg,, 1 1
1 Hash (H 1 Hash (H 1 Hash (H 1 Hash (H
_ _ ash (Ho) ash (Ho) | Hash (Ho) ash (Ho) ash (Ho)
Signature Generation 1 ExpG1 1 Exp@1 | Ex 1 Exp@1 1 Exp@1
| Mulg | Mulg, PGy I Mulg| | Mulg
) ) (I = 1) Mulg, (= 1) Mulg, 5
Signature Aggregation (= 1) Mulg, (L= 1) Mulg, (I = 1) Mulg, (I = 1) Mulg, (1% — 1) Mulg,
For proof:
n Hash (H3)
F k()
orapk . n Expg For apk/spk(a): For apk/spk(a>:
n Hash (H1) 2
n Expre 2n pairings n Hash (H7) n Hash (Hq)
( pqﬁ Ml For apk(©): 1 Expg,, n Expg,,
n — ulg e ——
B L2 1 Hash (Hy4) 1 Hash (Hq) (n — 1) Mulg (n — 1) Mulg
P For verification: . L2 . U2
Verification | Hash (Ho) (n — 1) Mulg,, (I = 1) Mulg,, For verification: For verification:
! Hash ( HU) For verification: 2 Pairings 1 Hash H 1 Hash (Ho)
a - H M?ulﬂ 1 Hash (H¢) I Hash (Hs) [ Hash (Hs)
G1 1 Hash (Ho) I Mulg I Mulg
1 Mulg, oL oL
°T (I — 1) Mulg, 2 Pairings 2 Pairings
3 Pairings
1 Mulg,,
3 Pairings
For group setup: For group setup: For group setup:
(n — 1) Gy Elt. (n — 1) Gy Elt. ) ) —
L . . For signature: For signature: (n — 1) Gy Elt
Transmission For signature: For signature: —_— —_— .
1 Gy Elt. 1 Gy Elt. For signature:
1 Gy Elt. 1 G Elt. T
1Gs Elt. 1 Gy Elt. e
For pk:
1 Go Elt.
For pk: For mpk:
Broadcasti For pk: 1 G2 Elt. 1 G2 Elt. For pk: For pk:
roadcasting
e 1 Go Elt. For Proof: For COM;: 1Go Elt. 1Go Elt.
1Gq Elt. n Go Elt.
For COM():
n Go Elt.
For sk:
For sk: For sk: For sk: 1 integer (O (X )-bit)
1 integer (O (X)-bit) 1 integer (O (X)-bit) For mk: 1 integer (O (X)-bit) For mk:

1Gq Elt.
Combiner:
(n? — n) Gy Elt.

“® As apk contains the components of spk, no extra cost is needed for computing spk.

-® Since all the users compute the same commitment set COM, it is enough to be broadcast by only one

user.

© apk is computed by the verifier. But to avoid the extra cost, it would be given to the combiner.

“Expg; Exponentiation in group G; for ¢ € {1, 2}.

“Mulg, Multiplication in group G; for i € {1,2,T}.

fori € {1,2}.

"Hy,H,,H3,Hy, Hs

"M Security parameter.

" G; Elt.

Hash functions are as in the schemes.
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CHAPTER 4

COMPARTMENT-BASED AND HIERARCHICAL
THRESHOLD DELEGATED VERIFIABLE ACCOUNTABLE
SUBGROUP MULTI-SIGNATURES

Individuals possessing signatory authority carry out their transactions by appointing
a proxy to wield their signing power in situations where their physical presence at
the organization is impeded. Nevertheless, the process of designating a proxy may
encounter challenges depending on the organizational structure. Consider an orga-
nization with a complex topology consisting of many compartments; each has many
sub-compartments and multi-level hierarchical structures. In this case, the issue of

who will deputize for whom would emerge as a challenging problem.

In this chapter, we propose four constructions using the VASM scheme and several
threshold secret sharing schemes to present alternative solutions to the problem of
delegation of signing authority problem. We propose that one can have the func-
tionalities of a proxy signature scheme via accountable subgroup multi-signature
schemes [3} [12, 146], in particular via the VASM scheme (see Section , or a com-
bination of the VASM scheme with some proper threshold secret sharing schemes
[25 132) 158, 163, 164]. Assume a scenario that there exists an organization with lots
of compartments, and each has an authorized signer and many unauthorized users,
just like managers and their subordinates in a hierarchical organizational structure.
The authorized signers have signing rights on behalf of their compartments (also on
behalf of the entire organization). They want to assign proxies among unauthorized
users in their compartments. To solve this assignment problem, firstly, we apply the

VASM scheme recursively. The authorized signer (original signer) and the unautho-
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rized users (proxy signer candidates) jointly participate in a VASM group setup. At
the end of this setup phase, each unauthorized user has a compartment membership
key which can be used to sign on behalf of the authorized user and the entire organi-
zation. Then we combine the methods from threshold signatures [[10, 21} 28, 29]] and
VASM scheme to construct solutions for the delegation that supports one or more orig-
inal/proxy signers and provides accountability at the same time. As a second method,
we consider that the authorized users share their membership key via Shamir’s se-
cret sharing (SSS) scheme [58] with unauthorized users in their compartment. Then
unauthorized users can sign with the sum of their shares and secret keys. Thirdly,
we assume a trusted user exists in each compartment and apply Shamir’s SSS in a
nested fashion. The authorized users first share their membership key via a 2-out-of-
2 Shamir’s SSS, give one of the shares to the trusted user in their compartment, and
then recursively apply another SSS to the second share. At the end of this nested SSS
protocol, each unauthorized user has a compartment membership key to sign a proxy
signature on behalf of the authorized signer. Finally, we consider a hierarchical struc-
ture and think the trusted user(s) are in the first level of the compartment. In this case,
the authorized signers share their membership keys via a hierarchical threshold secret
sharing (HTSS) scheme [32, 63| 164]. Each unauthorized user can sign on behalf of
the authorized signers in an accountable way. After describing the constructions, we
see that they all have the main functionalities of a proxy signature according to [11].

One can also find the details in [4]].

4.1 Compartment-based and Hierarchical Threshold Delegation of VASM Au-
thority

In general, the delegation of signing capability can be achieved by giving a power
of attorney. For example, consider an organization with a sophisticated and compli-
cated nature whose structure expands in vertical and horizontal directions. In such a
case, signing authorities may need to assign multiple proxies simultaneously. In this
section, we propose four constructions. In the first one, we apply the VASM scheme
recursively. In the second construction, we use Shamir’s secret sharing scheme (SSS)

[58] directly among the users of each compartment. In the third one, we assume the
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existence of at least one trusted user in each compartment, and we share the VASM
authority by a secret sharing scheme in a nested fashion. In the last one, we use the
hierarchical threshold secret sharing scheme [32] [63] to delegate the VASM signing
authority of an authorized users to the unauthorized users in the same compartment,
which is partitioned hierarchically.
m

Consider a group of users G = | J U; which is a union of distinct compartments Uf; for
1 =1,...,m. Without loss of gEierality, we assume that only one authorized user (or
original signer) exists in each compartment I/;, that is AU;. Assume that each autho-
rized user AU; € U; participates in a VASM group setup, obtains her membership key
mk;, and wants to delegate his VASM signing authority to some unauthorized users
(or proxy signers) in her compartment, i.e., u;; € U; for j = 1,... k;, where k; € Z
is the number of proxy candidates (unauthorized users) in the i-th compartment. In
the remaining part, we use the notation above. Let the functions e and H be as in
Section 3.1l

4.1.1 Recursive VASM as a proxy signature

The output of a VASM group setup is a membership key and a membership public
key for each participant, which are used for signing and verification, respectively.
Consider an authorized user AU; € U; has her membership key mk; that she cal-
culated with the other authorized users AU; € U, for j = 1,...,m, in a group
setup as described in Section Moreover, they also publish a set of member-
ship public keys MPK, and a global commitment set COM at the end of that group
setup. Assume that AU; wants to delegate the signing power of her membership
key to a certain number of unauthorized users in her compartment. Let /; be the
union of the indices of AU, and the set of unauthorized users in ¢-th compartments
that AU; wants to designate as proxies. To that end, the authorized user AU; and
the unauthorized users u;; € I; jointly participate in another VASM group setup,
which we call as compartment setup. Each unauthorized participant u;; € I; joins
the compartment setup protocol with his secret key sk;; for j = 1,..., k;. However,
the authorized user AU; participates in the compartment setup with her membership

key mk;. At the end of this compartment setup, each unauthorized user u;; € I;
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obtains a compartment membership key cmk;; for j = 1,..., k;, along with com-
partment public key set CPK := {cpk; : j = 1,...,k;}, a proxy commitment set
PCS := {PC; : j = 1,...,k;} that contains the commitments of the VSS protocol
they participate in, see Figure 4.1l Here the compartment membership keys can be
seen as proxy signing keys, and the compartment public keys in CPK can be seen as

the proxy verification keys. Below we give the steps of this construction.

Compartment U;

/ unauthorized users \
Uiy

(skin, Phi)
(sky, pl1) T amkiy = Y £(02)

- - ------ (S i)
(o Pl -Ge@---1-

(ski, pky)

cmkyy = Zf,(il)

mk; = Z g-(D) cmk, = Zﬁ(ik‘)

e \ (skigeys PRixe) j
Membership Public Keys :
MPK Compartment Public Keys
CPK

Figure 4.1: Membership key generation of recursive VASM

1. Key Generation:

e The authorized user AU; has her membership key mk;, membership pub-
lic key mpk;, and corresponding commitment set COM by performing a

group setup with other authorized users.
e Each unauthorized user u;; € I; has their secret and public key pairs

skij, pki; as described in Section 3.1}

2. Compartment Setup: Both AU; and w;; € I; proceed as follows, see also

Figure @.1}

e Choose a polynomial f;(z) = a,(g’;)_la:ki_l +.o a0l e Zg|x),
where oz(()j ) = sk;; (or mk; for AU;) and ag )°s are all nonzero and distinct,

forw=1,...,k —1.
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; ()
Compute the set of commitments PCS; := {(pPcy = ggﬁ lw=0,...,k—

o
1}.
e Send (f;(z),PCS;)to z-thuserin [;, for z = 1,... k.
e After receiving (f.(j), PCS,),
- computes the membership key cmk;; = ZI f-(4), and
zEel;
— computes PCS; := {PC,, = [[ PCP|w=0,... k}.
e Checks: -
(a) PCy - mpk; - H pki; (mpk; € MPK is the membership public key
of the authorizejs ﬁser AUY)
® 5™ L 1T (PC)”
e If either (a) orw (_l;)) fails, then they abort. Else, define CPK; = {cpk;; =

cmk

G5 }jeu;» and make CPK; and PCS; public.

3. Signature Generation: A designated proxy signer (among the unauthorized
users) u;; € I; computes his individual signature s;; = H(M )ka’ij on the

message M and sends s;; to the designated combiner.

4. Signature Aggregation: After receiving the individual signatures of the proxy
signers, the designated combiner first forms the subgroup of proxy signers S; C

I;. Then, she computes the aggregated subgroup multi-signature o; = [] s;;.
JES;

5. Verification: Anyone, who is given {par, CPK;, S;, M, 0;}, can verify the sig-
nature o; by checking

e(H(M), H cpki;) < e(ai, g2). 4.1)

JES;
Verification satisfies correctness as given below:

e(0i, g2) = B(H Sij> 92)

JES;
> cmbk;
e(H(M)=5 ., gs)

> cmkij
JES;
= e(H(M), gy )

e(H(M), [T epkiy).

JES;
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Security. Note that this is indeed a VASM signature scheme. The only difference
from the known VASM is the secret that is shared in the compartment setup phase.
The authorized user AU; shares his membership key mk; from the previous group
setup with the other authorized users of the other compartments (see Figure while
the unauthorized users share their secret keys. Hence, the security of the construction

follows from the security of the VASM scheme.

For the compartment setup phase, we should clarify the purpose of consistency checks.
There are two consistency checks in the compartment setup. The first check is per-
formed to ensure that the participants know their shared secret. Since the first proxy
commitment PC’éj ) = gy éj), and a(()j ) = skj(or mk;), the aggregation of the first com-
mitments PCy = mpk;- [ pki; is nothing but the aggregation of the public keys pk;;
of the corresponding sha]rzg secret keys sk;;(and mpk; for mk;). The second check is
a standard consistency check for the VSS used in group setup, i.e., to guarantee that
the received shares are consistent with the shared secrets. On the other hand, thresh-
old solutions require a trusted combiner and honest majority assumption because any
sufficient number (threshold) of malicious users can forge a valid signature. However,
using the VASM scheme, each signer is responsible only for his signature. Even if all
the unauthorized users (proxy) come together, they cannot forge the membership key

of the authorized user.

Remark 4.1.1. Any authorized user can assign a proxy via a VASM signature scheme.
If she wants to delegate her own or organizational signing power, she participates in

the compartment setup with her secret or membership key, respectively.

Remark 4.1.2. One can also consider sharing the membership key mk; of the autho-
rized user AU; via a verifiable secret sharing scheme instead of an interactive com-
partment setup. However, in this case, one should be aware of the need for honest

majority assumption.

In the following, we propose three more constructions in which we consider the au-
thorized user AU; to share her membership key mk; with different threshold SSS

solutions with a trusted user and/or honest majority assumption.
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4.1.2 Shamir’s Secret Sharing Scheme Based Delegation

In this construction of the delegation, each authorized user AU; € U, delegates her

signing authority by sharing her membership key mk; to a subset of unauthorized

users u;; € U; via (t;, k;)-Shamir’s SSS for j = 1,..., k;, where ¢; is the threshold

and k; is the number of users in compartment I/; as shown in Figure [4.2]

Y P e N
t,-1
Compartment U, fix) = Z axt / Uqp e \\
i=0
l (sky1, pk11) (K12, Pk12) (Skk,) Pkax,) |
sk, pk =
(sky, pky) where ag = mk; | emkiu=fAaa cmkya= fi(Uy2) emye,= £ (tar,) I
mk, I I
- | |
Compartment U, £ = Z @l I Uyq m 5 & m I
= | ko phar) (skaz, Plz2) Clapiml )
SK2, P -
o wheredo =mkz || omyy= itz Cmky= fltz) emleyy,= £ (tak,)
mk, I
I .
I |
tm—1 I I
m i
Gl =0 [ (SFemz, Plema) G Pl |
(Skum, Pkon) where ay = mkp, \kam1=ﬁn(um1) CMKyy2= fin(Uin2) CMkrrlk,,l=f7n(u11Lk,")/
mky, \ o/
>6oo o i

Figure 4.2: Shamir’s Secret Sharing Scheme Based Delegation

Then, the unauthorized users u;; € Gfori=1,2,...,mand j = 1,2,... k; sign as

follows.

1. Key Generation: Each user u;; € G picks uniformly at random a secret key

skij & Z,, and computes the public key pk;; < gzk” , where g, is a generator

of GQ.

2. Compartment Setup: Each AU; shares her membership key mk; via a (t;, k;)-

Shamir’s SSS to a subset of unauthorized users u;; € U; as shown in Figure

4.2l At the end of this secret sharing procedure, each user u;; € U; obtains a

compartment membership key cmk;; = f;(u;;).

3. Signature Generation: Each user u;; € U; computes his individual signature

on the message M as s;; = H(M)**iTemkii and sends it to the combiner.

4. Signature Aggregation: After receiving the individual signatures from the
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users, the combiner

(a) forms the subgroup of signers S := {S,...,S,}, where S; is the sub-

group of signers from compartment /;, fori =1,...,m.

(b) computes o0 = H I s” , where \;; is the appropriate Lagrange coeffi-
i=1j€S;
cient as described in Definition
5. Verification: If |S;| > t; fori = 1,...,m, any verifier given (par, MPK, P,

S, M, o) can verify the signature by checking the below equation

( Hmpk: Hpkf) = e(0, go).

JES;

The verification equation satisfies correctness as given below:

092 HH 1]792

i=1je§;

i z )\ijski]'+/\¢jcmk‘ij
= e(H(M)T )

; z;g z]Skij+)\ijcmkij
= e(H(M), g, )

m
Z > Aijemki; o 30 30 Nijskij

i=1j€S; i=1j€S;

= e(H(M), g, 95 )

Hmpk H pk:

JjES;

Security. In this scenario, each user u;; signs a common message M with the sum
of his secret and compartment membership keys, i.e., sk;; + cmk;;. The resulting
individual signature of user w;; is s;; = H(M)**sTemkii which can be seen as a
BLS signature [14] on message M with the key sk;; + cmk;;. Since sk;; is sampled
randomly and the cmk;; is computed via an information-theoretically secure SSS
scheme, the signing key sk;; + cmk;; will also be random-looking. Assume that the
membership key cmk;; is somehow obtained by an adversary. Even in this case, if the
secret key sk;; is secure, the individual signature s;; of the user u;; cannot be forged.
On the other hand, if a sufficient number of unauthorized users are corrupted, then
they can reconstruct the membership key mk; of the authorized user AU;. Therefore,

we assume for this scenario that the number of corrupted users is less than threshold ¢.
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Assigning a trusted user is a solution to this problem. In the following constructions,
unauthorized users cannot obtain the membership key of the authorized user AU;

without compromising with the trusted user(s).

4.1.3 Trusted User Based Delegation

In this construction, each authorized user AU; € U; delegates her signing authority by
sharing her membership key mk; to a certain number of unauthorized users u;; € U;,
including at least one trusted user. For simplicity, we assume that exactly one trusted
user exists in each compartment. Note that one can also consider a group of trusted
users. The authorized user AU; € U; uses Shamir’s SSS in a nested way as described
in Figure Without loss of generality, we assume that u;; € U; is the trusted user

in the i-th compartment.

The authorized user AU; € U; chooses two polynomials and distributes the shares as

follows:
1. Chooses f;1(z) = a;x + mk; for a random secret a; € Z,.

2. Sends f;1(1) to the trusted user u;;.

3. Chooses fi2(z) = ag)_2xti*2 + ...+ agi)xl + fi1(2), where ag) € Z, for
k=1,... 1t —2

4. Sends fi2(u;;) to the user u;; for j =2, ..., k;.

With the first polynomial evaluation, the authorized user AU; shares her membership
key mk; via (2,2)-Shamir’s SSS and sends one of the shares to the trusted user. For
the second share, she applies one more (¢; — 1, k; — 1)-Shamir’s SSS, where ¢; is the

threshold, and k; is the number of users in compartment I4;.

The unauthorized users u;; € G fori = 1,2,...,mand j = 1,2,...,k; sign as

follows.

1. Key Generation: Each user u;; € G picks uniformly at random a secret key
sk & Z, and computes her public key pk;; <+ ggk” , where g- 1s a generator

of GQ.
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2. Compartment Setup: Each authorized user AU; shares her membership key
mk; via Shamir’s SSS (first (2,2)-Shamir’s SSS, then (t; — 1,k; — 1)-
Shamir’s SSS) as shown in Figure #.3] At the end of this nested secret sharing

Figure 4.3: Trusted User Based Delegation

procedure, each user in U; obtains a compartment membership key cmk;;.

3. Signature Generation: Each user u;; € U; computes his individual signature

on the message M as s;; = H(M)**itemkii and sends it to the combiner.

4. Signature Aggregation: After receiving the individual signatures from the

users, the combiner

(a) forms the subgroup of signers S := {Sy, ...

,Sm}, where S; is the sub-

group of signers from the compartment If;, for: =1,...,m.

(b) computes 0 = [] s

priate Lagrange coefficients as described in Definition [2.2.3] for the first

and the second secret sharing scheme, respectively.

5. Verification: If the thresholds are satisfied and the trusted users participate

in the signing, then any verifier given (par, MPK, PXC, S, M, o) can verify the

=1

Vil
il

( H S)\ij)%?’ where Vil Vi2 and )\ZJ are the appro-

ij
JES:
J#1

signature by checking the below equation

( H pkj;m)"/m ; 6(0', g2>
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The verification equation satisfies correctness as given below:
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Security. Security of this construction similarly follows from the security discussion
of the previous construction. In this scenario, like in the previous one, each user u;;
signs a message M with the sum of his secret and membership keys, i.e., sk;; +cmk;;.
The resulting individual signature is s;; = H (M )itk which can also be seen as
a BLS signature [14] on the message M under the key sk;; + cmk;;. Because sk;; is
sampled uniformly at random, and cmk;; is computed via the SSS scheme, the signing
key sk;; + cmk;; will be uniformly random. Moreover, computing membership keys
are done in a nested way. Namely, the membership key mk; of the authorized user
AU; is partitioned into two parts. The first one is given to the trusted unauthorized
user, and the other one is shared again among the other untrusted unauthorized users.
Assume for a moment that the untrusted unauthorized users are corrupted, and they
gather their membership keys cmk;;. Even in this case, since the trusted user has the
other half, corrupted users cannot forge the membership key mk; of the authorized

user AU;.
We can assign a group of trusted users instead of a single one, and instead of using
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SSS recursively, we can use a hierarchical threshold secret sharing scheme for the

same purpose.

4.1.4 Hierarchical Threshold Secret Sharing Scheme Based Delegation

Consider an organization with m compartments G = Lnj U; and each compartment
U; has a hierarchical structure with r levels as shownzfrll Figure 4.4 Assume that
each authorized user AU; € U; delegates her signing capability to the unauthorized
users via the hierarchical threshold secret sharing (HTSS) scheme proposed in

as defined in Section 2.2.3]

Choose a polynomial

£ =3 axi (ag=mk,) AU,: (sk;, pk;)

mk;

Level 1
ki-s+1) (1
ek = £ (i)

=12 wlyp | 1 ik 1
i uly (skc,:r,flku) i, (sk}z,plk}z) 55 U (ke P,
i i1

cmki, cmk

Level 2

emiey = flketD) ("x?)
= on ooon - 0200

Level r
K +D) (o7
amkiy = 7 ()

: ! i
= oo

Figure 4.4: Hierarchical Threshold Secret Sharing Scheme Based Delegation

The unauthorized users u;; € G fori = 1,2,...,mand j = 1,2,...,k; sign as

follows.

1. Key Generation: Each user u;; € G picks uniformly at random a secret key
sk & Z4, and computes her public key pk;; < ggk” , where ¢, is a generator

of Gg.

2. Compartment Setup: Each AU; shares her membership key mk; via a HTSS
scheme [32] as described in Figure #.4] She sends compartment membership

keys cmk;; = flRimtl)

; (u;;) to each user u;; € U;, for j = 1,..., k;, and where

[ =1,...,ris the level of the user u;; belongs to.
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3. Signature Generation: Each user u,;; computes his individual signature on the

message M as s;; = H(M)**itemFii and sends it to the combiner.

4. Signature aggregation: After receiving the individual signatures from the

users, the combiner

(a) forms the subgroup of signers S := {S,...,S,,}, where S; is the sub-

group of signers from the compartment {4;, fori = 1,...,m.
(b) computes o = H I SZ”, where j;; is the appropriate Birkhoff coeffi-
i=1j€S8;

cients as described in Definition [2.2.5]

5. Verification: If the level-specific thresholds are satisfied, then any verifier
given (par, MPK, PIC,S, M, o) can verify the signature by checking the be-
low equation

( Hmpk: Hp/{:’3”>—eagg)

JjEeS;

The verification equation satisfies correctness as given below:

6(07 92) - €(H H Sfjijvg?)
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Security. Like in the previous ones, each user u;; signs a common message M with a
combination of his secret and compartment membership keys, i.e., sk;; +cmk;;. Then
the signature s;; = H(M )Skij“m’% can be also seen as a BLS signature [14] on the
message M with the key sk;; + cmk;;. Because sk;; is picked uniformly at random
and the cmk;; is computed in an HTSS scheme, the signing key sk;; + cmk;; will
also be random. Moreover, the authorized user AU; chooses a secret polynomial such

that the constant term is her membership key mk; and shares it among unauthorized
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users (subordinates) according to their levels. The unauthorized users in the first level
get their shares like in Shamir’s SSS. Other users in the following levels get their
shares from the polynomials’ evaluations, which are some certain order derivatives
of the first level polynomial. Since an order d > 0 derivative kills the constant term,
the users in the lower levels cannot obtain the m#k; without cooperating with the first
level (i.e., trusted) users. Therefore, while distributing the shares, the authorized user

AU; assumes that her trusted subordinates are in the first level.

Remark 4.1.3. In the original VASM scheme, the messages are signed by using only
the membership keys. However, in our constructions, we assume that messages are
signed using the sum of secret keys and compartment membership keys. In this way,
we discard the natural anonymity of threshold secret sharing schemes; and ensure

accountability.

Remark 4.1.4. Notice that the methods we give above, except Section provide
conditional security. If enough shareholders are corrupted, they can easily forge the
membership key of the authorized user in their compartment. Since it is an account-
able subgroup multi-signature, they can sign on behalf of the entire organization.

Therefore one should be aware of the need for a trusted user/combiner in each con-

struction except the one in Section

4.2 Comparison

4.2.1 Comparison of the proposed constructions

We compare our proposed constructions with each other and give the number of op-
erations in each phase of the proposed schemes in Table The number of main
operations, such that group operations and bilinear pairings are the same for Shamir’s
SSS-based, Trusted user-based, and HTSS-based constructions. The main difference
between these three constructions emerges in computing Lagrange and Birkhoff co-
efficients. For Shamir’s SSS-based and trusted user-based delegation, Lagrange coef-
ficients should be computed in the signature aggregation and in the verification phase
by the designated combiner and the verifier, respectively. For HTSS-based delega-

tion, Birkhoff coefficients should also be computed for the same phases. One needs
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to perform simple integer addition and multiplication to compute the Lagrange co-
efficients, whereas additional matrix operations should be conducted to compute the
Birkhoff coefficients. Finally, since they all use threshold schemes, they all are se-
cure when an adversary can corrupt up to ¢ signers, where ¢ is the threshold of the

construction.

The number of operations required by the recursive VASM construction is less than
the others. Only the compartment setup phase requires more operation than the others
constructions. Since it is a one-time setup, it can be omitted. Moreover, the recursive
VASM construction has a more robust assumption regarding the number of users an
adversary can corrupt. Since the group setup is performed via an interactive (n, n)-
VSS scheme, only one honest participant (possibly the authorized user or original

signer) suffices to ensure the system’s security.

Table 4.1: Comparison of the delegation methods

Phases Recursive VASM Shamir’s SSS based Trusted user based HTSS based
(Section (Sec‘ion (Section (Section
Key Generation 1 Expg2 1 ExpG2 1 Expg;,2 1 Expg;2
Compartment Setup :: i ifzkE,xTﬁ) _9 MulGZ (t;, k;)-SSS Ei’ 27)781?81% — 1)-sSs HTSS with m levels
R § R 1 Hash 1 Hash 1 Hash 1 Hash
Signature Generation ) Expc, 1 Expg, 1 Expg, 1 Expg,
1 Exp@1 l Expg;,1 l Expg;l
Signature Aggregation k; —1 MulG1 -1 MUIC] -1 Mulg, -1 Mulg,
1 Lagrange Coef. I + 1 Lagrange Coef. 1 Birkhoff Coef.
1 Hash 1 Hash 1 Hash
1 Hash m + lExpG2 m + lExp@2 m + lExpG2
Verification ki —1 Mul¢;2 m+1—1 Mul;[;,2 m+1—1 Mul(;,2 m+1—1 MulG2
2 pairings 2 pairings 2 pairings 2 pairings
! Lagrange Coef. ! 4+ 1 Lagrange Coef. 1 Birkhoff Coef.

Expg, : Exponentiation in group G, i € {1, 2}

Mulg, : Multiplication in group G;, ¢ € {1, 2}

k; : Number of signers in U4;, i.e., i-th compartment

m : Number of compartments in the organization G

1 : Number of all signers in the organization G, i.e.,l = m - k;

4.2.2 Comparison of VASM scheme with the existing proxy signature schemes

In literature, many proxy signature schemes and variants of this notion have similar
but not the same definitions. There are mainly three parties in all kinds of proxy sig-
natures, i.e., the original signer, the proxy signer, and the verifier. Here is the high
level description of existing proxy signatures. An original signer (or a set of original
signers) generates and signs a warrant that contains detailed information about the
delegation, such as proxy IDs, validity time, etc. Then the original signer sends this

warrant signature to the proxy signer (or a set of proxy signers). The proxy signer
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signs on behalf of the original signer using this warrant signature and the correspond-
ing public keys of the two sides. However, the verifier’s job is the same as in standard
signature schemes, with the difference that the warrant signature needs to be verified

along with the signature on a message.

Boldyreva et al. formally defined the proxy signatures in [11] for the first time, and
defined what functionalities a proxy signature scheme should provide to the users. We
compare the functionalities of the formal definition of proxy signature that is given in

Section with our constructions.

1. Proxy-designation protocol (D, P) functionality: In the recursive VASM
construction, instead of the protocols D and P, we use a compartment setup
in which all the original signers and the proxy signers jointly participate in an
interactive Feldman’s VSS. In the end, proxy signers get their compartment
membership keys cmk;; as an analog of proxy signing keys skp. In the other
constructions, we use secret sharing schemes in the compartment setup phases,
and the outputs of these phases are the compartment membership keys used for

proxy signing.

2. Signing and verification functionalities: Analogy between signing and veri-

fication functionalities are straightforward.

3. Identification functionality: All of our constructions have accountability prop-
erties because of the underlying signature scheme, i.e., VASM. The verifiers

should know the identities of the proxy signers to verify the proxy signature

properly.

Although the VASM scheme is an accountable subgroup multi-signature scheme, it
provides the functionalities of a proxy signature with a flexible number of original
and proxy signers. It can serve as several types of proxy signatures according to
the number of original and proxy signers (n and [, respectively) as described in the

following subsections.
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4.2.2.1 VvASM signature scheme can serve as a proxy signature (n = = 1)

To that end the original signer and the proxy signer generate their secret and public
keys, participate in a group setup and obtain their membership keys. Then the proxy
signer-using his membership key- can sign any message on behalf of the original
signer in an accountable way. We compare VASM scheme with existing proxy sig-
natures in Table 4.2l We choose the best -up to our knowledge- pairing-based proxy
signature schemes for comparison. It can be seen from the table that the proxy key
generation (group setup) of VASM scheme requires less operations than the existing
ones which require at least one or more pairings and a number of elliptic curve addi-
tions, scalar multiplications and hash computations. In signature generation and the
verification phases, VASM requires less operations than most of the schemes but not
all. In terms of the signature size, VASM is better than all other schemes. The size of
a VASM signature is just one group element whereas all others have more than one.
Note that the actual efficiency depends on the system parameters (e.g., elliptic curve
groups, hash functions, etc.) that are used to instantiate the schemes. Moreover, we
also add the Schnorr-based scheme proposed by Boldyreva et al. [[11] to the table.
Although it is not a pairing-based one we add it in our table to make the readers able

to compare the number of operations.

4.2.2.2 VvASM signature scheme can serve as a proxy multi-signature (n > 1
and [ =1)

n original signers and the proxy signer jointly participate in the group setup of VASM
scheme. This way, each original signer authorizes the proxy signer to sign on behalf
of himself. We give an efficiency comparison of VASM and the existing pairing-based
proxy multi-signature schemes in Table It can be easily seen that VASM scheme
is much more efficient than the existing pairing-based proxy multi-signature schemes
in terms of all comparison parameters. VASM does not require pairing operations for
proxy key generation phases, whereas the others require many pairings. VASM has
also better computational efficiency than the others in terms of signature generation
and verification phases. The signature size of VASM is only one group element, while

others result in more.
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Table 4.2: Comparison with the existing proxy signature schemes

Proxy key generation Signature . . Signature
Schemes — - - . Verification .
Original signer | Proxy signer | generation size
2 Exp, 3 Ezp,
Boldyreva . | 1 E 1FE
et 3317(*;’ [1 ” 1 prp 3 HZ’I 3 prp 1 HZq 3|Z:D| + |Zq| + |Mw|
. %a 1 Mul, %a 3 Mul,
2P
1 1
) P 1P 2 Fxpg I
Leeetal. [36] | 1 Expc LH L 1 Expe |G| + |G|
1 Hg © Za 1 Hy,
1 Ezpe., K
2
2P 1P P
1E 1E 1E 2 Bape
X X X
Shim [39] pe pe pe 1 Mulg G| + | M|
1 Hg 1 Mulg 1 Mulg 31
G
2 H 1 H
¢ ¢ 1 Mulg,
4P
5P
3 Expg 1 Expg 2 Expg
Zhang ; 2 Mulg
o 0| 2Muls 2 Mulg 1 Mulg s 1 3|G| + [Mu]
: 2 He 4 He 2 He X MG l
2 Mule, wer
4P
3P
2 Fxpe 1 E 2 Fxpg 2 FExpg
rpG
1 Mul 1 Mul 3 Mul
Seo et al. [57) ue 2 Mulg we e 1G] + | M|
1 Hg H 1 Hg 4 Hg
1 Hy, . M‘G l 1 Hy, 2 Hy,
Ui 2 Mulg,,
2P
1 Expg
Vi & . 1FE 2 1E
erma & g6l vpe P vps 1 Mulg G| + | M|
Singh 1 Hg 1 Hg 1 Hy,
1 Hg
1 Hy,
2P
4 F . 1 H
vASM [3] 7PG2 1 1 Mule, |G|
4 Mulq;,z 1 E:L‘p([;,l
1 Hg,

Note that since the group operations determine the efficiency numbers we ignore the integer operations.
(*) Notice that all the schemes except [11]] are pairing-based schemes.

‘P: Bilinear pairing operation.

Expa: Exponentiation in group A, where A € {G,G1, G2, Gr}.

Mul 4: Multiplication in group A, where A € {G, G1,G2,Gr}.

H 4: Hash onto the set A, where A € {G, G1,Zq}.

| M| : Size of the warrant in bits.

|A] : Size of the elements of the set A, where A € {G, G1}

4.2.2.3 VASM signature scheme can serve as a multi-proxy signature (n = 1

and [ > 1)

If an original signer participates in a group setup procedure with [ proxy signers, he

authorizes the proxy signers by sharing his own secret key in the group setup (for
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Table 4.3: Comparison with the existing proxy multi-signature schemes

Schemes — P'ruxy key generation - Signature generation Verification Slgn.ature
Original signer Proxy signer size
3
17;7; 1P 3P
3 Expg " quli;, 2 Expg n Mulg
Li & Chen [38] n Mulg 1H 1 Mulg 2 Hz, 2|G| + |Zg| + [ My
1 Hy, Equ 1 Hz, 2 Exzpgp,
n
PG 1 Expg 2 Mulg
n MUZGT T T
4an P 6P
3 Expg 3 Expg
2n — 1) Mul 2n — 1) Mul
Du&Wen 22 | (n+1) Mulg | 277 DMule |00 (2n = 1) Mulg | 5604 |0y
9 H 2n Hg 9 He 4 Hg
G 2n Mulg,, G 4 Mulg,,
2P
2n Expg 1 Hg
VASM (3] 2 =1 — 1) Mul G
SM | (n? 4 n ~ 2) Mulg, | Bape, gnHG ) Mulg, | |G|
1

Note that since the group operations determine the efficiency numbers we ignore the integer operations.
‘P: Bilinear pairing operation.

Exp 4: Exponentiation in group A, where A € {G, G1,G2,Gr}.

Mwul 4: Multiplication in group A, where A € {G, Gy, G, G }.

H 4: Hash onto the set A, where A € {G, G1,%Zq}.

n : Number of original signers.

| My, | : Size of the warrant in bits.

| A| : Size of the elements of the set A, where A € {G, G1}

details see Section [3.1). In Table we compare the VASM scheme with existing
pairing-based multi-proxy signature schemes. In general, VASM scheme requires
less number of operations that are hard to compute (e.g. bilinear pairings). But the
other schemes may have better computational efficiency as the number of proxies
increase. For example, for a very large [, the cost of proxy key generation (group
setup) of VASM requires more time than a few pairings which are required by the
other schemes in the same phase. But for other comparison parameters, i.e. signature
generation, aggregation, verification and signature size, VASM has better efficiency

numbers than the other existing pairing-based multi-proxy signature schemes.

4.2.2.4 VvASM signature scheme can serve as a multi-proxy multi-signature
(n>1land! > 1)

To this end, n original signers and [ proxy signers jointly perform a group setup.
As a result of this group setup, each proxy signer has a membership key, which can
be used as a proxy key. Any number of proxy signers can sign on behalf of the
original signers using these membership keys. We compare the VASM scheme with
the existing pairing-based multi-proxy multi-signature schemes in Table vASM

scheme has slightly better efficiency numbers than the other schemes.
Remark 4.2.1. Note that VASM scheme provides only a general delegation of signing
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Table 4.4: Comparison with the existing multi-proxy signature schemes

o Proxy key generation Signature Aggregation Verification Signature
Original signer Proxy signer generation &8 size
3P 3LP 3P
2 Expg l Expg
3 Expg 3 Mulg 3 Ezpg (1 = 1) Mulg (3l — 1) Mulg
Li & Chen [38] 1 Mulg 1 Hy, i I Mulg L Hy, (1 +1) He z 3|G| + | My
1 Hy, ~q 1 Hy I Exp
! 1 Eepey ! 1 ]\lulGT 2 Hzg
1 Mulgy, G 1 Bxpe,p,
5P 5P
3P (1 —1) Mulg 3 Expg
2 Expg 1 Expg 2 Expg 2 He I Mule
Cao & Cao [18] | 1 Mulg 1 Mulg I Mulg 1 H; 5 Hg ¢ 3|G| 4 | My |
1 Hg 2 Hg 1 Hg "
1Hy 1 Bzpgp, 1 Hg,
q 3 Mulg,, 3 Mulg,,
B 2P :: 7ED$ 3P 3P
Liu et al. [41] Q\wa(\[yM . [ My | Mulg ‘(’Q‘MPG‘ 1) Mul (41 — 2) Mulg | 2|My| Mulg 3|G| + | My |
w ulg w G P
2 M M 2) M
ulGp, 3 Mulg,, 3 Mulg,, (14 2) Mulg,.
2P
. 2l Expg 1 Hg
VASM 3 "2 ¥l I — 1) Mulg I —1) Mulg G
[ 02 4120 Ml | Babe (1= 1) Mulg, | (1=1)Mulg, | [G1]
2 1 1 Hg,

Note that since the group operations determine the efficiency numbers we ignore the integer operations.

‘P: Bilinear pairing operation.

Exp 4: Exponentiation in group A, where A € {G,G1,G2,Gr}.
Mwul 4 : Multiplication in group A, where A € {G, Gy, Ga, G }.
H 4 : Hash onto the set A, where A € {G,G1,Zg}.

! : Number of proxy signers
| My, | : Size of the warrant in bits.

| A| : Size of the elements of the set A, where A € {G, G1}

rights. Since there is no warrant-like information the delegation is valid until it is

canceled (by invalidating the commitment set COM.).

Remark 4.2.2. One important property of VASM is that it has aggregation property.

For N distinct VASM signatures, one can aggregate all signatures into one which

is a single G, element. In this case, verification of the aggregated VASM signature

requires N + 1 pairing operations instead of 3N + 1. Further information about

aggregation of VASM signatures can be found in [3].
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Table 4.5: Comparison with the existing multi-proxy multi-signature schemes

i)
H 1 9 e
q1 m (2 — (1+w) + (1 +w) -
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Todag g Todug | "2 1 Lodzgy (1+ u) "ZH 1 "2 1 Wt
[l + 91y e "ZH 1 O | "ZH 1 P (1+w) | Py (1) | B
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Note that since the group operations determine the efficiency numbers we ignore the integer operations.

P: Bilinear pairing operation.

Exp 4: Exponentiation in group A, where A € {G,G1,G2,Gr}.
Mul 4: Multiplication in group A, where A € {G, G1,G2,Gr}.

H 4: Hash onto the set A, where A € {G,G1,Zq}.

n : Number of original signers.

[ : Number of proxy signers

|Muw|

: Size of the warrant in bits. | A| : Size of the elements of the set A, where A € {G,G1}
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CHAPTER 5

A LATTICE-BASED ACCOUNTABLE SUBGROUP
MULTI-SIGNATURE SCHEME

In this chapter, we propose a novel lattice-based accountable subgroup multi-signature
scheme. We use Damgard et al.’s lattice-based MS, multi-signature scheme [20]
which is based on the Dilithium scheme. We follow the same group setup method
in Section [3.1] for the group setup phase in our construction. Each user in the group
G share her secret key via a VSS, and upon receiving other shares from other users,
each user computes her membership keys by simply summing up the shares she re-
ceived. However, summing the shares entails a problem in the size of the membership
keys since the size (infinity norm, see Section [2.3.T)) of the signing keys are crucial
in the underlying MS, scheme. To tackle this issue, we allow users in G to sample a
normalizer vector from a special distribution to ensure that the resulting membership
keys are of the desired size. We should also note that adding accountability is not a
cost-free operation, it comes with a cost of one-time one-round group setup phase.

One can also find the details in [6]].

5.1 vMS,: A lattice-based ASM scheme with verifiable group setup

In the VASM scheme (see section [3.1), it is considered to sign a message with a spe-
cial signing key, i.e., membership key (mk). Each user in the group G participate
in a 1-round interactive group setup protocol in which each user shares his own se-
cret key (sk) via a verifiable secret sharing scheme. Upon receiving the shares from

other users, each user sums those shares up and computes his membership key (mk).
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Therefore, each membership key is composed of the secret keys of all users in the
group G. So, this construction provides accountability to any signer who signs with
a membership key. Below we apply the above mentioned group setup method to the

MS, scheme [20].

1. Key Generation Phase: Let G be a group of n potential signers and let S C G
be the subgroup of 7 signers among n. Let H; : {0,1}* — {0,1}" be another
random oracle in addition to Hy and Hs. (Note that the length [/; should be long
enough for the random oracle to be secure [20].) Although the matrix A can be
determined by a trusted party, here we assume that it is computed interactively.
Given public parameters par := {R,, k,(,n, B,s, M} i-th user proceeds as

follows:
() A; & RV
(b) Computes g; := H;(A;, ) and sends g; to the j-th user.
(c) Upon receiving g; for j # 7 sends A, to j-th user.
(d) Upon receiving A, for j # i
i. If g; # Hy(A;, j) for some j then send out ABORT.

ii. Otherwise set A := > A, and A = [A[]] € R*“Y where I is
j=1
k x k identity matrix.

. 3$
(e) Picks random secrets (S;,,S;,) < Sf; X S,’?, S; 1=
8i2

(f) Compute t; := A - s;

(g) s; is the secret key and (A, t;) is the public key pair of 4-th user.

2. Group Setup Phase: Each user i € G proceeds as follows:
(a) Choose a polynomial f;(z) = al? L .—i—ocgi)x—i—a((f)

and agi), e ,aff)_l

where o) =s;

are all nonzero and chosen randomly from S} **.

(b) Compute the set of commitments CS; := {CS) =A-al) u= 0,...,n—
1}.

(c) Sends (fi(j),CS;) to the j-th user in G, for j = 1,...,n, along with a

signature to; on t; using the secret key s;. Note that signature o; is used
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for proof of possession of the secret key s; that is being shared in the group

setup phase. (See the Remark [5.1.2)
(d) After receiving (f;(¢), CS,) and the proof of possession signature ;:

e Compute the raw membership key rmk; = ) f;(¢). Notice that
Jj€g
||rmk; ||~ would be larger than 7). Therefore it has to be normalized.
But before that the following consistency check is done.

e Compute CS := {C, = >, CY : 4 =0,...,n — 1}, and check:
Jj€G

_ n—1
- A - rmk; = > Cyuit,
u=0
- Gy < ot
1€G
— Verify the proof of possession signature ; using t;.
If one of the above checks fail, then ABORT.
e Otherwise, in order to normalize the raw membership key, i.e.,
DRI S Y IO P I
b9 N 0P 4 b

rmk; = _ ,

PR N1 bR g pltR)

construct a vector A; € R{*, that is

&0 SO eVt §Wa 46l
A 5@ | | N+ 0+ o
5k Sy N g g

where 6" is sampled uniformly random from the interval [q — b —
n,q—bq(f)—|—7]],f0ru:O,...,N—1andv: 1...,0+F.

e Then compute the membership key mk; = rmk; + A; and make the
set of membership public keys, i.e., MPK = {T; = A - mk;};cg,

public.
Notice that if the normalization is not performed then the coefficients of
the membership keys will be in the interval [— %, qg—l], but after the nor-

malization process they will be small enough, i.e., in the interval [—1, 7]

as desired for a signing key.
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3. Signature Generation: Let Hy and H3 be the random oracles as in Section

Given a message p € {0, 1}*, i-th user signs as follows:

(a) Computes the commitment key ck <— Hs(u, L), where L = {pky, ..., pk,}.

(b) Picks arandomy, & D" and computes w; = Ay,

(c) Computes com; <— Gommit.,(w;, r;), where r; is a discrete Gaussian vec-
tor sampled from the Gaussian distribution D(.S,) defined in the trapdoor
commitment scheme in [20].

(d) Sends com; to the the j-th user in S, for j # i.

(e) Upon receiving com; from other users in S, computes com := Zs com

j€
(f) Computes ¢; < Hy(t;, com, u, L) ]

(g) Computes his individual signature z; = ¢;mk; +y;

(h) Runs the rejection sampling on input (¢;mk;, z;), i.e., with probability

min(1, D?k(li)/(M - DAk (zi)))

c;mk;,s
sends out (z;, ;), otherwise sends out RESTART and goes to (b).

(1) If he receives RESTART from some user, then goes to (b). Otherwise,
upon receiving (z;,r;) for j € S computes the aggregated signature as

follows:

i. Computes c; < Ho(t;, com, p1, L) for all j € S, and computes
Wj = AZ]' — CjTj

ii. Checks ||z;||2 < B and Open,, (com;,r;,w;) = 1.
iii. If the check fails for some j € S, he sends out ABORT.
iv. Otherwise, he computesz = ) z; andr := ) 7,
JES JES
(G) If the protocol does not ABORT, then the accountable subgroup multi-

signature is (com, z,1).

4. Verification: Given {(com,z,7),u,S, L = {pk1...,pky},
MPK = {T,,...,T,}} one can verify the VMS,, signature as follows:

(a) Compute ¢; := Hy(t;, com, u, L) for j € S, and reconstruct w := Az —

Z CjTj.

jES
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(b) Accept if ||z|]|s < B, and Open,,(com,r,w) = 1, where B, = /7 - B
(see Lemma[2.3.1)).

Remark 5.1.1. Since the underlying multi-signature scheme [20] has interactive
signing phase, in our construction we assume that the subgroup S is known to all
signers before the protocol starts. In other words, each signer in S knows his co-

signers.

Remark 5.1.2. The checks in the group setup phase is performed to verify whether
the users shared their secret keys honestly. The first one checks whether the shares
are consistent with the shared secrets. The second and the third ones ensures that the
users shared their secret keys honestly. Notice that if we do not enforce the users to
send a proof of possession signature on their public keys, a malicious user may share
an arbitrary value v; with ||7;||e > 1 such that t; = A -~y;, which satisfies the second

check without knowing the s ;.

Remark 5.1.3. Notice that each HozZ(j)Hoo <nfori=0,....n—landj=1,... ,n
Therefore neither || f;(i)||oo nor |[rmk;||oc = || > f;(i)||co is under control (i.e., their
infinity norms may be larger than 7). In ordejifgto have a membership key with (>
norm at most 1, we normalize the rmk; with a user-specific normalizer vector, i.e., /\;
which has entries whose coefficients are chosen from a coefficient-specific interval
[q—b&v) —n,q—b&v) +7n), foru=0,....N—1landv = 1,... .0 + k. Then the
membership key is mk; = rmk; + A; and ||mk;||~, < 1 as desired.

Remark 5.1.4. Note that one may publish the set of public normalizer vectors, i.e.,

NS = {N; = AA;} and the commitment set CS := {C,, = >, CY) : u =0,...,n—1}

Jj€G
to make the membership public keys publicly verifiable. In this case, the verifier can
_ n—1
also compute w = Az — Y c;. | > Cuj* + N; |. However, in this case the we
jES u=0

incur additional operations in the verification equation. Moreover this modification

requires 2nk ring elements, i.e., for CS and NS, to be public.

Remark 5.1.5. Assume that B is the upper bound for the size of the individual sig-

natures according to Lemma From Lemma([2.3.1} the upper bound of our
VMS, signature is B, < /T - B, where 7 = |S|.

Remark 5.1.6. In our proposed VMS, scheme, we have a 2-round interaction in

signing phase. In addition to that we have also a one-time I-round interaction in
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the group setup phase. In the key generation phase we assume that the matrix A is
computed interactively. Therefore we also assume 2 more rounds of interactions for
once. Note that, in case of a trusted third party, our key generation phase becomes

non-interactive.

Remark 5.1.7. Before ending technical remarks, we would like to point out that our
group setup method which we use in VMS, could be applied to any future multi-

signature scheme based on Fiat Shamir with Aborts paradigm.

5.2 Security Analysis

We simply change the signing key of MS; scheme [20] by adding a group setup phase
which includes a secure joint verifiable secret sharing scheme. Namely a VMS, signa-
ture is nothing but a MS, signature with 7 signers, which is signed by the membership
keys (mk;) instead of secret keys (s;). Therefore security of our VMS, scheme simply

follows from the security of the MS, scheme.

Lemma 5.2.1. The group setup phase is secure.

Proof. The security of the group setup phase follows from the security of VSS scheme

whose security depends on Module LWE and Module SIS problems. [l

Lemma 5.2.2. If the MS; scheme is secure, then the VMS, scheme is secure.

Proof. Notice that key generation phase is the same as MS; scheme. In the group
setup phase, each user shares his secret key via a VSS protocol. The output of the
group setup phase is the membership keys which are of the same size and from the
same distribution as of secret keys. Signature generation, signature aggregation and

verification phases are the same as in MS,. [

Next, we modify the security theorem of the MS; scheme according to VMS, scheme,

and state it below.

Theorem 5.2.1 (Theorem 3 [20]). Suppose the trapdoor commitment scheme TCOM

is secure, additively homomorphic and has uniform keys. For any probabilistic
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polynomial-time adversary A that initiates Qg signature generation protocols by
querying OS2 and makes Q), queries to the random oracle Hy, Hs, the protocol
VMS, is MS-UF-CMA secure under Module-SIS, 1, ¢+1,5 and Module-LWE . ;,, as-
sumptions, where [} = ZW. Concretely, using other parameters specified in
Table[5.1] the advantage of A is bounded as follows.

2e /2
Adv%},gégF-CMA(A) S €- (Qh + Qs -+ 1) : (Qh —+ Qs)Etd + Qs : T

(Qn+ Qs+ 1)

+ Advntodute—LWE, 5, C]

+ \/(Qh + Qs+ 1) - (€vina + AdUModule—SISq,k,Hl,ﬂ))

Table 5.1: Parameters for MS, [20] and vVMS, schemes

Parameter Description
n Number of users in group G
T Number of signers in subgroup S C G
N the degree of f(X) which is a power of 2
fF(xX)=x% 41 The 2 N-th cyclotomic polynomial
q Prime modulus
R = Z[z]/(f(X)) Cyclotomic ring
Rq = Zq[=]/(£(X)) Ring
k The height of the public matrix A
4 The width of the public matrix A
o Parameter defining the tail-bound of Lemma|2.3.2|
B = ~yo\/N(+ k) The maximum £2 norm of the individual signatures z; € REFE forj =0,...,n
B, = /nB The maximum £2 norm of combined signature z € RITE
K The maximum £1 norm of challenge vector ¢
C={c€ R:llc|lloc =1A]|lc||1 =r} Challenge space where |C'| = (1,\!)2"C
Sy ={x € R:||z|lcc <71} Set of small secrets
T = kn\/N( + k) Chosen such that Lemma 4 of holds
[eY Parameter defining o and M
o=s/ V2r = aT Standard deviation of the Gaussian distribution
t = w(y/log(mN)) At = o(log(mN)) Parameter defining M such that Lemma|243.3 Iholds
M = et/at1 /(2a%) The expected number of restarts until a single party can proceed
My =M™ The expected number of restarts until all n parties proceed simultaneously
5 Output bit length of random oracles Hy
TCOM Additively homomorphic trapdoor commitment scheme proposed in [20].
(Commit,Open) “Commiting" and “Opening" algorithms of TCOM

5.3 Computational Analysis

Since our underlying hard problems are Module-SIS and Module-LWE, our compu-
tations are done in the base ring R, = Z,[z]/(z" + 1), i.e., polynomial addition and

multiplication modulo z" + 1. In Table we give the number of computations
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required in each phase of our proposed VMS, scheme in comparison with the MS,.
In the last column of the comparison table we state the cost of accountability under
the assumption of 7 = n, i.e., all of the users in the group G participate in the vVMS,
signature. In other words, if the same number of signers participate in VMS, and MS,
schemes at the same time, the VMS, scheme requires more operations than MS, as a

cost of accountability.

More precisely, in comparison with MS, scheme,

Matrix generation and key generation phases of our VMS, scheme are identical

to the MS, scheme,
e VMS, scheme has an additional one time group setup phase.

e In VMS, scheme, the broadcasted data size also grows with extra nk ring ele-

ments.

e Since each user has an additional membership key (with same size) in VMS,

scheme, the need of storage doubles.
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Table 5.2: Comparison of the MS, and VMS, schemes

(R4 Elements)

Phases MS< Scheme VMS5 Scheme #£ extra operations in VMS2 (for 7 = n)
Uniform Sampling: Uniform Sampling:
Matrix ke Rq-E‘lt. ke Rq—E‘lt.
Generation Computation: Computation: none
n Hashes (Hg) n Hashes (Hg)
ke(n — 1) Add. ke(n — 1) Add.
Uniform Sampling: Uniform Sampling:
Key k + £ Rg-Elt. k + £ Rg-Elt.
. Computation: Computation: none
Generation _— /e
k(k + €) Mult. k(k + ¢) Mult.
k(k + € — 1) Add. k(k 4+ € — 1) Add.
Multiplication: Multiplication:
(n+ 1) (k% + k&) +n? (n + 1)(kZ + k&) + n?
Addition: Addition:
(n+1)(k2 + ke — k) (n+1)(k%2 + ke — k)
Group Setup None +n202k +£) —1 +n2(2k+£) — 1
Uniform Sampling (f (x)): Uniform Sampling (f (x)):
(n —1)(k + £) Rq-Elt. (n —1)(k 4+ £) Rq-Elt.
Uniform Sampling (A;): Uniform Sampling (A;):
N (k + ¢) integers N (k + ¢) integers
1 Hash (H3) 1 Hash (H3)
1 Commit 1 Commit
(n — 1) Open (r — 1) Open
Signature n Hashes (Hg) 7 Hashes (Hg)
Generation Sampling (k + £) Ry-Elt. Sampling (k + £) R4-Elt. none
Sampling (£ + 2w) Rg-Elt*). | Sampling (£ + 2w) Ry-Elt(*).
n(k? + k€ + k) + £ Mult. 7(k? + k€ 4+ 2k) + £ Mult.
n(k? + k€ + k + £) Add. (k% + kL + k + £) Add.
n Hashes Hg 7 Hashes Hg
Verification k(k + ¢ + n) Mult. k(k + € + 7) Mult. none
k(k 4+ ¢+ n — 2) Add. k(k+ £+ 7 —2) Add.
1 Open 1 Open
. ke + k42 k(n+2£)+2(k+¢)
Transmission . .
(Ry Elements) 1 (integer) 1 (integer) k(n+1)+¢
a £ 4 2w + 2 for TCOM(*) £ 4 2w + 2 for TCOM(*)
Broadcasting
(Ry Elements) k(£+k+1) k(n+k+£+4+1) nk
Storage (k +0) 2k + £) (k +0)

[c] (*) Notice that r € R$+2w and com € Rg. (see TCOM definition in [20])

Add. - Addition
Mult. - Multiplication
Elt. - Element
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CHAPTER 6

CONCLUSION

In this thesis, we have proposed a novel BLS-based ASM scheme (VASM) that is
more efficient than the ones in [12] in terms of signature generation, signature aggre-
gation, and verification. On the other hand, our VASM scheme requires a one-time
group setup with more multiplications. We have proposed two more accountable sub-
group multi-signature schemes with subgroup authentication (ASMwSA) and com-
biner authentication (ASMwCA), which are also more efficient, but they have storage
and transmission disadvantages in comparison with the ones in [12]. Moreover, we
have compared the aggregated versions of our proposed schemes with the aggregated
version of Boneh et al.’s ASM scheme [[12]. We see that aggregated versions of our
schemes, i.e., AVASM, AASMwSA, and AASMwCA, are more efficient regarding
aggregated signature size and verification time. According to the requirements of the
system involving an ASM scheme, our schemes could be good alternatives, especially

when faster verification is desired.

Furthermore, we have proposed four constructions of compartment-based and hier-
archical threshold delegation of VASM signing authority for different organizational
scenarios. We have showed that applying the VASM scheme recursively and com-
bining the functionalities of threshold secret sharing schemes with the VASM scheme
can solve an organizational problem of delegating the signing power of authorized
users to single/multiple proxies in an accountable fashion. We have presented the
comparison of our constructions with the existing proxy signatures in the literature
in terms of their properties and functionalities. Our constructions provide us with all

the functionalities of the proxy signatures that are defined in [11]. We have also com-
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pared our constructions with each other according to the number of computations
required and the security assumptions. Shamir’s SSS-based and trusted user-based
delegations require nearly the same number of computations, whereas HTSS-based
delegation requires more operations than the others because of the determinant oper-
ations performed in signature aggregation and verification phases. On the other hand,
all three constructions are insecure in case of an adversary that can corrupt ¢ + 1
signers, where ¢ is the threshold of the secret sharing schemes used in the construc-
tions. However, our proposed recursive VASM construction provides a much more
efficient solution for delegating the VASM signing authority. Moreover, it is more
secure than the other constructions based on the threshold secret sharing schemes.
Existence of at least one honest participant during the one-time compartment setup
is enough to ensure the security of recursive VASM construction. Since the autho-
rized signer (original signer/designator/delegator) also participates in the compart-
ment setup, even though all the unauthorized users are corrupted, they cannot recon-
struct the membership key of the authorized user. In contrast, our constructions using
threshold secret sharing schemes require at least one trusted unauthorized user. We
have also compared the VASM scheme with the existing pairing-based proxy signa-
ture variants, i.e., proxy signatures, proxy multi-signatures, multi-proxy signatures,
multi-proxy multi-signatures, in terms of efficiency. VASM scheme can be used as a
flexible and practical proxy signature scheme because of its simple structure. On the
other hand it provides a general delegation, i.e., it doesn’t have a warrant that gives
detailed information about the delegation, such as validity time, delegation context,

etc.

Finally, we have proposed a novel lattice-based ASM scheme, i.e., VMS,, which is
based on the two-round MS, multi-signature scheme proposed in [20]. By adding the
group setup method of our pairing-based VASM scheme to MS, scheme, we ensure
all the users give authorization to others in group G to sign on behalf of the group G.
We achieve the accountability with the cost of one-time one-round interactive group

setup and increased broadcast data size.

Regarding future works, we believe that the following directions may be achieved:

e Having a pairing-based ASM scheme with a single verification key -representing
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the group G- instead of individual membership public keys or subgroup public
keys,

e Examining the feasibility of using some polynomial commitment schemes with
batch verification property to commit to the secret polynomials in the group

setup phases,

e Adding accountability by the methods given in this thesis to known multi-

signature schemes depending on other post-quantum problems.
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