CAPITAL EROSION THROUGH EMPLOYEE DISHONESTY : WHAT
CAN ACCOUNTING DO TO PREVENT IT?

Erkut Goktan*

The objective of this article is to emphasize an often neglected
form of capital erosion and waste in private and public enterprises:
misappropriation of funds by employees through fraud and embez-
zlement. A corollary objective is to demonstrate that employee dis-
honesty can effectively be reduced by an efficient accounting
system equipped with internal control features.

The discussion of the present topic will intentionally be held in
general terms and no specific reference will be made to Turkey. The
reason for this preference is that employee dishonesty is a univer-
sally-admitted social disorder. Preventive measures to be set out in
this study will therefore be equally applicable to Turkish situations.
This, however, should not imply that a study aimed at exploring the
magnitude of the problem in Turkey would be a useless exercise; it
certainly would add invaluably to the present state of knowledge.

Importance of the Subject :

Employee dishonesty is endemic to the business system. In all
countries at all times dishonesty has been a feature of society.
«While computerized fraud appears in bold-face type in the head-
lines, plain old garden-variety fraud stil probably accounts for
most of the $1.5 billion that American businesses are estimated to
lose every year through fraud and embezzlement. One recent survey
found that 72 percent of the annual toll is carried out through mani-
pulations of cash disbursements, 15 percent through inventory, and
13 percent through cash receipts and other operations. It is a prob-
lem for all businessmen whether or not his operations are compute-
rized, and regardles of whether his operations are large or small.»
(Holmes and Overmyer, 1975: 118, 119).

The admittance of the existence of employee dishonesty, how-
ever, does not mean that no action should be taken to correct it.
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Counter measures to prevent dishonesty (or hold it at controllable
levels) are necessary for at least four good reasons: (1) Manage-
ment has a responsibility to owners and creditors for safeguarding
assets from any hazard, including frauds; (2) Management has a
more recently recognized responsibility for helping its employees
keep themselves honest; (3) Fraud and embezzlement result in the
diversion of capital from its intended purpose (e.g. investment,) there-
fore constitute an erosion of capital;® (4) The loss of economic
capital caused by employee dishonesty represents, to some extent,
the erosion of moral capital, and a measure of the decay of business
community.

Terminology :

Before we embark upon a detailed description of the proper
accounting controls against employee dishonesty, we should first
set our terminology straight.

From the standpoint of an auditor, all forms of employee dis-
honesty involving accounting mismanagement can be placed under
the general caption of «accounting errors.» All accounting errors
are either (1) intentional, or (2) unintentional. Either an intentional
or an unintentional error may result in (1) errors of principle, (2)
errors of omission, or (3) errors of commission.

Embezzlement involves converting to a person’s own use and
benefit property that has been entrusted to his care. On the other
hand freud involves trickery or d=ceit, and is the frequent hand-
maiden of embezzlement, since the embezzler usually seeks some
means of concealing his misappropriation. Fraud may also be prac-
ticed in an effort to conceal otherwise honest errors, or to create
an appearance of good performance when such is not the case as
for instance by inflating the reported profits of a branch or omitting
certain expenses incurred within a department. (Stettler, 1961: 54.)

The difference between fraud and negligence is that the error
committed by the fraudster is deliberate. Accidental errors will be
scattered randomly through the accounting population but fraud-

(1) Contrary to this line of thinking, however, there seem to be some who believe
that occasionally, particularly with regard to governments with rather corrupt
public agencies, dishonesty may tend to divert investment into high-risk,
high-return opportunities that government administrators are reluctant to
assume.
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ulent errors are likely to be placed where they are least likely to
be found.

Larceny is a crime in which personal property of another person
is taken away. In larceny, there must be trespass, not necessarily
into the owner’s property but of that particular part of the owner’s
property stolen. The trespass must be without consent or authority.
Criminal intent is necessary; the accidental misplacing of an asset
by an employee, for instance, does not constitute larceny. The pro-
perty must be removed from its normal or regular abode. In larceny,
the property must have an owner; but the offending persons need
not necessarily recognize this fact.

Reasons for Fraud :

The analysis of the underlying reasons for fraud fall within the
province of the psychiatrist, but the determination of methods used
constitutes one of the problems of the accounting auditor.

«All too frequently the embezzler is a ‘trusted’ employee of many
years of service who had a good record prior to employment and
has been circumspect in his behavior away from the business. In
such cases a severe personal financial crisis, such as a major
illness, is often revealed to be the cause that ‘triggered’ the defal-
cation, and in many instances there is a sincere intent to pay the
money back when things improve — evidenced by a careful record of
the amounts stolen. Another source of danger is the disgruntled
employee who knows that his employer’s business is prospering and
feels that he has not been fairly compensated for his part in his
employer’'s successes. Such an employee commonly convinces
himself that he is not stealing, but merely taking what rightfully
belongs to him anyway.» (Stettler,1961: 55, 56.) Many times, too,
there may be outside indications that shoula not be ignored. The
three «B’s» (booze, babes, and bookies) are frequent in the lives of
embezzlers, and one wag has observed that the two major factors
leading to embezzlement are slow horses and fast women! (Stettler,
1961: 55).

Forms of Fraud :

In order to control fraud, one must be familiar with the forms
it takes and the methods used by the perpetrator. As reflected in
thefts of assets, the most commonly encountered forms of fraud
are as follows: (1) Thefts of assets other than cash; (2) Thefts of
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cash by failure to account for cash receipts; (3) Thefts of cash by
the execution of frauduient disbursements.

Ordinarily, noncash items are stolen over a long period of time
and can escape detection if the inventory control system is inade-
quate and if the individual thefts are small. This type of operation
may be discouraged if parcels carried by employees are checked in
and out of the premises. Periodic physical inventory should be taken
by personnel other than the regular custodians of the inventory.
Another form of merhandise theft arises through the initiation of false
sales orders, accompanied by the shipment of goods to fictitious
customers and the subsequent pickup of the merchandise at the
quarters of a confederate.

Thefts of small tools and supplies are also quite common; cent-
ralized control and proper issuance procedure can be effective
deterrents.

Thefts of cash by failure to account for cash receipts could be
executed in a variety of ways:* (1) Cash sales receipts may be stolen
by not recording the sales on the cash register or entering them on
the sales invoice; (2) Cash from sales or collections of accounts
receivable can be stolen by entering the correct amount of cash,
followed by underfooting the total cash debits and either the sales
or accounts receivable credit column in the cash receipts record, so
that the cash ledger account balance agrees with the reconciled
bank statement balance; (3) Cash can be stolen by overstating sales
discounts allowed customers; (4) Another way of stealing cash is
through debiting some account other than cash when money is
received from a customer; (5) Sometimes good accounts may be
written off as uncollectible, and cash is not recorded when the cus-
tomer remits; (6) The perpetrator can steal cash by first setting up
a fictitious customer acount in the records and charging the account
for sales to a legitimate customer. Collection from the legitimate
customer will never be recorded because he has no account receiv-
able on the records. Later, the fictitious account is closed to Bad
Debts; (7) Similarly, a customer on the records can be undercharged,
and when the customer pays the full amount, the difference
between the amount charged and the amount received from the
customer can be pocketed; (8) Another popular method is called
«lapping» which involves the witholding of current cash receipts

(1) This is by no means an all-inclusive list.
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without recording; at the time of subsequent cash receipt, the entry
for the first receipt is made and the latter receipt is not recorded.

As examples for the stealing of cash by the execution of
fraudulent disbursements, we could mention the following common
methods: (1) Forging checks, cashing them, and destroying them
when they are returned by the bank; (2) Raising the amounts of paid
checks returned by the bank; (3) Changing the date on a paid
disbursements voucher and presenting it again for payment; (4)
Drawing up false vouchers for imaginary expenses and purchases,
making false entries in the books of original entry, and preparing
checks for the false payments; (5) Omitting merchandise purchase
returns and allowances, thus overstating the net purchases. Cash
equal to the amount of the return is taken away; or two checks are
presented for approval at different times, one for the correct net
purchase and the other for the return. The latter will bear forged
endorsements; (6) Payroll manipulation through (a) padding the
earnings of employees, b) overfooting the payroll records, (c)
padding the payroil with fictitious employees, (d) leaving ex-emplo-
yees on the payroll, (e) keeping unclaimed wages, (f) failing to re-
cord deductions from employees’ wages.

Clever criminals constantly are at work devising new schemes
to defraud employers and others. The independent auditor must
therefore be on guard at all times in order to frustrate criminal
practices. No accounting system has yet been invented which cannot
be manipulated by someone, either working alone or in collusion
with another person. Both the auditor and the employer are more
interested in preventing fraud than in detecting it after it has
occurred; for prevention of any crime is much better than loss and
subsequent prosecution and punishment of the criminal. In every
business, then, there should be in operation a system of financial
internal control which is efficient in safeguarding assets and in its
sound business procedure (Holmes and Overmyer, 1975: 122-126).
Such a system should be «fail-safe» and «tamper-proof.» The system
should be fail-safe in the sense that it should fulfill its functions one
hundred percent and without any miss. It should be tamper-proof in

the sense that there must be buiit-in mechanisms in the system
which would emit warning signals to the managers if and when the
system is tampered with. Tampering (or, Interference) does not have
to be the result of malicious and deliberate action. The system should
be sensitive to even the lightest type of inadvertent errors.
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Internal Control :

The Committee on Auditing Procedure of The American Institute
of Certified Public Accountants® gives this definition of internal
control: «Internal control comprises the plan of organization and
all of the coordinate methods and measures adopted within a busi-
ness to safeguard its assets, check the accuracy and reliability of
its accounting data, promote operating efficiency, and encourage
adherence to prescribed managerial policies» (AlA, 1949: 6). The
characteristics of a satisfactory system of internal control are listed
in the same bulletin as follows :

1. A plan of organization which provides appropriate segrega-
tion of functional responsibilities;

2. A system of authorization and record procedures adequate
to provide reasonable accounting control over assets, liabilities,
revenues and expenses;

3. Sound practices to be followed in performance of duties
and functions of each of the organizational departments;

4. A degree of quality of personnel commensurate with respon-
sibilities. (AlA, 1949: 6.)

Contrary to common belief, the ordinary examination undertaken
by an independent, outside auditor, to express an opinion on finan-
cial statements is not primarily designed for the purpose of disclo-
sing fraud and cannot be relied upon to do so. The cost involved and
time consumed in the detailed checking of more than a fraction of a
company’s transactions would be prohibitive. Even the auditor
could not state definitely that all fraud has been detected since
unrecorded transactions, forgeries, and collusion may not be dis-
covered. The most effective and economical means for providing
the necessary protection against fraud is a good system of internal
control.

While internal controls may not prevent all fraud, they are a
definite deterrent and can greatly reduce fraud; thus (1) more
individuals would have to be involved in any collusion, (2) the periods
before detection would be shortened, and (3) the amount of any
losses would be limited. Let us repeat: in installing a system of
internal control, emphasis is on the prevention rather than the

detection of fraud.

(1) Formerly, The American Institute of Accountants (AIA).
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Essential Features of Internal Control :

In order to be effective, an internal control system should be
equipped with certain features. Fot better arrangement and under-
standing, they are grouped below according to their relation to (1)
individuals, (2) accounting methods, (3) internal audit, and (4) other.

1. Individuals ;

a) No One Person Should Be in Complete Charge of a Trans-
action. It is far more likely that errors will be discovered
and reported if the transaction is separated between two
individuals.

b) Responsibilities Should Be Fixed. Authority should be so
delegated that there is no question as to who is respon-
sible for favorable or unfavorable performance.

¢) Individuals Should Be Carefully Selected and Trained.

d) Jobs Should Be Rotated, Where Practicable. In addition
to the increased chance of discovering irregularities, the
practice keeps employees alert and brings a new view-
point to the various jobs.

e) Vacations Should be Compulsory. Individuals in positions
of trust should be required to take annual vacations.

f) Individuals Should Be Bonded. Bonding is a psychological
deterrent to a tempted employee and a protection for the
company.

2. Accounting Methods :

a) Accounting Should Be Separated from Physical Opera-
tions. An individual should not have control of the records
and also control the related physical operations.

b) Performance Reports Should Be Prepared. Reports
showing the current status of the company and perform-
ance of employees should be prepared and distributed
to appropriate levels of supervision.

c) Controlling Accounts Should Be Used. Automatic checks
through controlling accounts and subsidiary records
should be used as far as practicable.

d) Proofs of Accuracy Should Be Fully Utilized. Routine
proofs of accuracy should be built-in, wherever possible.
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e) Instructions Should Be in Writing. Operating instructions
and manuals of procedure promote uniformity and prevent
misunderstanding.

3. Internal Audit :

a) The Adequacy of Internal Control Should Be Reviewed.
The internal auditor should review the type and complete-
ness of the internal checks in effect.

b) Periodic Review Should Be Made of Internal Control in
Actual Operation. A periodic review of internal control is
required to prevent development of short-cuts or lack of
observance of established controls.

4, Other :

a) Publicity Should Be Utilized. Maximum publicity features
should be developed. When the employee is aware that
his work will be reviewed by another person a further
safeguard is present.

b) Mechanical Equipment Should Be Used When Practica-
ble. When mechanical equipment is used, generally the
segregation of duties is promoted and internal control
strengthened.

c) The Cost of the Control Must Be Realistic. The cost of
providing the internal check must always be weighed
against the amount of risk involved. (Cashin and Owens,
1963: 66, 67.)

Internal Control and Independent Accountant :

Internal control is also important to the independent public
accountant. The Securities and Exchange Commission (SEC) of the
United States has issued the well-known «Regulation S-X» which
reads in part: «In determining the scope of the audit necessary,
appropriate consideration shall be given to the adequacy of the
system of internal check and control. Due weight may be given to
an internal system of audit regularly maintained by means of
auditors employed on the registrant’s own staff. The accountant
shall review the accounting procedures followed by the person or

(1) This might include deliberate «planting» of errors to check the system's
efficiency in uncovering them.
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persons whose statements are certified and by appropriate measures

shall satisfy himself that such accounting procedures are in fact
being followed.» (SEC, 1934: 16.)

It is only natural that the results of the auditor’s evaluation of
internal control influence the nature of the auditing precedures to
be employed and the required extent of such procedures. This is
clearly stated in the ‘Codification of Certified Public Accountants’,
wherein the Standard of Field Work No. 2 states, «There is to be a
proper study and evaluation of the existing internal control as a
basis for reliance thereon and for the determination of the resultant
extent of the tests to which auditing procedures are to be restrict-
ed.) (AIA, 1949: 8).

Auditors are in agreement that no single factor is of more im-
portance in the determination of the extent of the audit work to be
done in a given situation than the internal controls actually in effect.
The audit program depends directly on the effectiveness of the inter-
nal controls in operation in the client company. The development of
auditing from a routine figure-checking operation to a professional
type of review based upon tests and samples is largely traceable to
the recognition by auditors of the effectiveness of satisfactory
systems of internal control within the companies to be audited. In
planning their programs, auditors have learned to take full advantage
of existing internal control, including any work done by internal
auditing departments. Furthermore, they are expected to suggest
improvements in internal control systems so that even greater bene-
fits may be derived (Wixon, 1965: 28.12).

Fraud In Computerized Accounting Systems:

The auditing profession in general has hitherto concentrated
its efforts on the discovery of irregularities within the traditional
accounting systems based on manual or semi-manual procedures.
With the advent of computers in the accounting world, however, the
job of an auditor who is in a position to audit a computerized
accounting system is much more challenging. It would be quite
naive to think that all possibilities for fraud could be eliminated
by the integration of information system through the use of electro-
nic data processing devices such as computers. Contrary to this
line of thinking, some auditors have in fact even worried that the
extreme centralization of accounting activities might reduce the
effectiveness of internal control,
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«One of the advantages of a computer is that it consolidates
information channels. This means that files which have previously
been duplicated by several departments are now consolidated into
a single file by the EDP department may take over employee records
previously kept independently by the wages, personnel and produc-
tion departments.

Now, division of responsibility is one of traditional cornerstones
of auditing, and so it is not surprising to find that the earliest artic-
les on EDP audits expressed a certain alarm at the prospect of this
division of responsibility being broken down. It would appear, super-
ficially, that the console operator, the programmer and even the
maintenance engineer have free access to all of the one location
and so are, in theory at least, able to perpetrate a fraud without
resorting to collusion.

This view was popular in the early days of auditing EDP
systems, but now that we have more experience behind us we can
see that this consolidation and centralization of filing does not in
fact raise too much of a problem. In practice, experts substitute
division of responsibility within the EDP department itself for division
of responsibility within the company.» (McRae, 1976: 99, 100.) When
making this assertion, it is assumed that the departments being
serviced are not allowed direct access to the computer.

In spite of the above-mentioned theoretical remarks, computer
frauds have occurred in the past. However, empirical evidence does
not strongly suggest that the introduction of a computer increases
the probability of fraud.

The Lawrence Livermore Laboratory at the University of Calif-
ornia has been engaged for some time in a study of unauthorized
acts against computers. As af March 1973, 129 reported cases had
been investigated, of these 43 were concerned with financial fraud
and theft. This does not appear to be a large humber over a three-
year period and even if only around 15 percent of discovered crimes
are actually reported, it does not suggest that computer fraud is a
common crime. An analysis of the 129 cases is snown in Table I, and
a further analysis of financial cases are set out in Table Il (Notting-

ham, 1974: 34.)
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Table 1. Analysis of Computer Eitrors and Computer Fraud
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1964 1 3 4
1965
1966 1 1
1967 1 1
1968 1 1 4 6
1969 3 4 1 8
1970 7 5 6 5 23
1971 6 15 19 6 46
1972 5 14 9 8 36
1973 2 1 1 4
24 41 43 21 | 129
Table Il. Analysis of Cases of Financial Fraud
Number Percentage
TYPE OF VICTIM :
Companies 9 35
Banks 8 31
Stock-Brokers 3 11.5
Government Departments 3 11.5
Insurance Companies 1 4
Anonymous 2 7
26 100.0 %
TYPE OF PERPETRATOR :
EDP Employees 15 58
Other Employees 8 31
Non-employee 1 4
Unknown/Anonymous 2 7
26 100.0 %
TYPE OF FRAUD :
Improper Input 8 31
System Penetration 12 46
Program Manipulation 6 23
26 100.0 %







