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CHAPTER 1

1. INTRODUCTION

Smartcards are portable devices that can communicate wirelessly and contain microchips capable
of transferring, processing or storing data. These cards use radio-frequency identification systems
also known as RFID. A regular RFID system is a combination of transponder, receiver and
transmitter. In this project at hand, we solely focus on high frequency (HF) 13.56 MHz smartcard

technology.

High frequency cards are mostly used in the access control systems, modern payment systems,
bank cards etc. Like in most communities, smartcards play a crucial role in our university’s
campus life. Personalized ID cards are used for access control and payment process. These cards
act as a personalized key, granting students, staff and faculty members access to specific areas
such as dormitories, classrooms, libraries, and laboratories based on their role and permissions. In
addition to access control, these ID cards can be used in the payment process in an isolated campus
environment. Students use their smartcards to pay for food at student cafeterias, books at libraries,
home appliances in dormitories and several campus life activities. With a quick proximity tap, a
simple transaction can be processed instantly. This reduces waiting times, dependence on cash and
doing access control and payment at the same time. Due to the critical applications and services
provided by smartcards, security of smartcard systems is cardinally important. In our university,
smartcards are used in the access control of main campus entrance, dormitories, library,
departmental buildings, study halls, meeting rooms and even personal offices in some buildings.
Due to these use cases, smartcards should be secure to avoid possible unauthorized entries and

dishonest payments.

Specifications for contactless proximity cards are standardized in 1SO 14443-A [1]. This standard
specifies details about physical characteristics, radio frequency power, signal interface,

initialization and collision, and transmission protocol.



MIFARE, one of the most used contactless smartcards on the market, is a family of smartcards
produced by NXP Semiconductors and furnished by proprietary solutions that are compatible with
ISO/IEC 14443 Type-A standard. MIFARE Classic is compatible with the first three parts of the
ISO 14443 Type-A standard, but it employs its own communication layer. It utilized a proprietary

security protocol for authentication and encryption.

Contactless communication in MIFARE Classic products is secured via symmetric stream cipher
called CRYPTOL. NXP Semiconductors kept CRYPTOL cipher as a trademark secret until 2008.
MIFARE Classic cards are reverse engineered in 2008 by Nohl et. al. [2]. After the reverse
engineering, both stream cipher and communication protocol are exposed to public, and many
vulnerabilities and attacks were provided by researchers. For the convenience, we can group
attacks in the literature as intrinsic and non-intrinsic. Intrinsic attacks cannot be mitigated by

breaking backwards compatibility.

The first intrinsic vulnerability is CRYPTOL stream cipher itself, which lies in the core of the
intrinsic attacks. The first practical attack against CRYPTOL is the key stream recovery proposed
by Garcia et al. [3]. The second intrinsic vulnerability is parity bits that are used in the
communication process are applied on plaintext but sent as encrypted. These parity bits are
encrypted with reused keystream bits. This already breaks the confidentiality of communication
[4]. The third intrinsic vulnerability is that, in an encrypted re-authentication process, challenge
nonce ny is encrypted with the new key [2]. In the following sections, we describe practical attacks

in detail that have emerged from these vulnerabilities.

Moreover, there are many non-intrinsic vulnerabilities which are patched in the next generation
of MIFARE cards. These vulnerabilities include weak pseudo random generator (PRNG), which
leads to recovery of the stream ciphers internal state generated by the linear feedback shift register
(LFSR). In addition, in the old MIFARE cards, PRNG is based on the clock cycle which repeats
itself every 0.6 seconds. Finally, 4-bit authentication codes in the communication process are sent
encrypted. Details about attacks that have emerged from these vulnerabilities are given in the

following sections.

In this project at hand, we demonstrate MIFARE Classic cards that are used in Middle East

Technical University (METU) can be hacked and copied. We also present tools that we used in



the hacking process, analyze some old cards and point out security flaws in the smartcard system

in our university.






CHAPTER 2

2. MIFARE CLASSIC SMARTCARDS

METU uses MIFARE Classic 1K cards for smartcard systems. These cards use CRYPTOL stream
cipher with 48-bit secret key. MIFARE Classic 1K cards have 1 kilobyte memory. This memory
is structured in 16 sectors in which every sector has a 4-block memory and each block has a 16-
byte memory. Every sector trailer has 2 different keys namely key A and key B, with
corresponding access bits for defining access conditions. Most of the time, the very first sector of
the cards, so-called manufacturer block, is written by manufacturer and contains 4- or 7- byte
unique identifier (UID). Other memory blocks can be used to store information for application
specific purposes. Keys A and B can be set per sector for the corresponding sector for fine-tuned

access control. Data structure is visualized in Table 1.
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Figure 1: CRYPTO1 Stream Cipher Structure

MIFARE Classic 1K cards use CRYPTO1 stream cipher with 48-bit secret key. CRYPTOL is a
linear feedback shift register (LFSR) based stream cipher which consists of 48-bit LFSR and filter
functions. General structure of the cipher can be seen in Figure 1. 48-bit secret key is too short for
today’s standards. It can be easily brute-forced in a relatively short time. This can be prevented
thanks to the delay which is introduced in the communication protocol. However, this still makes
the cipher vulnerable to pre-computed rainbow tables attacks. Also, offline brute-force attacks are

efficiently implemented in literature [5].



Because of the proprietary transmission protocol and security by obscurity approach, there are
also design flaws in the authentication process. Practical card-only attacks due to these design

flaws are listed below.

2.1 Darkside Attack

The Darkside attack [6] exploits two vital design flaws. Namely, the leakage of not acknowledged
codes (NACKS) and initial nonce repeating itself. In the authentication process seen in Figure 2,
card sends its UID (u) and challenge nonce ny. Then the internal state of the stream cipher is
initialized and the reader replied with answer {ag} and challenge response nonce {ng}. Curly
brackets indicate encrypted data during the transmission process. Tag responses with {ar} and
authentication is completed. During this authentication process, when card receives {nz} and {az},
it checks if parity bits are correct. If answer {ag} is wrong, but the 8 encrypted parity bits are
correct, the reader sends encrypted 4-bit NACKSs. So, with probability of 1/256, the card replies
with 4-bit NACKS and leak 4-bit of keystream. Combining this with repeating nonce, an attacker
can break a key even if there is no known key already. This attack can be mitigated by

strengthening PRNG and removing NACK codes.

u

v

nr

v

{ngHag}
{ar}

Figure 2: Initialization of MIFARE Classic
Authentication Protocol

A

[
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2.2 Nested Authentication Attack

The Nested Authentication Attack is discovered by [4]. This attack requires an already known key
to be executed. In an authenticated card, when reauthentication process is initiated, card sends

{n;}, instead of ny. With a predictable nonce generated by weak PRNG, an attacker can recover



32-bit of the 48-bit key stream wirelessly. This attack can be mitigated by strengthening the
PRNG, without breaking the backwards compatibility.

Table 1: MIFARE Classic 1K Data Structure

Sector |Block 0|12 |3 |4 |5|6 |7 |8]9| 101112131415

0 0 Manufacturer Block

1 Data

2 Data

3 Key A Access Bits Key B Sector Trailer
1 4 Data

5 Data

6 Data

7 Key A Access Bits Key B Sector Trailer
2 8 Data

9 Data

10 Data

11 Key A Access Bits Key B Sector Trailer
3 12 Data

13 Data

14 Data

15 Key A Access Bits Key B Sector Trailer
4 16 Data

17 Data

18 Data

19 Key A Access Bits Key B Sector Trailer
14 56 Data

57 Data

58 Data

59 Key A Access Bits Key B Sector Trailer
15 60 Data

61 Data

62 Data

63 Key A Access Bits Key B Sector Trailer

2.3 Hard Nested Attack

The Hard Nested Attack is proposed by [7] is so far the most sophisticated attack in literature.
This attack is solely based on parity bits and is a ciphertext-only attack. Hence, this attack cannot

be mitigated without breaking backwards compatibility. Hard Nested Attack is a nested attack,



which requires a known key to be executed. This attack can be applied to hardened versions of
MIFARE Classic cards such as EV1. If a card is MIFARE Classic, it is susceptible to this attack.

2.4 Fudan Backdoor Keys

Fudan cards are produced for low-cost alternatives that are compatible with MIFARE protocol.
Fudan variant cards are common in the smartcards systems, since they offer cheaper option to the
MIFARE cards. Philippe Teuwen [8] found that Fudan based cards has its own verification method
with the Fudan Android application for determining if the card is genuine or not. This application
uses a different sector and block (namely blocks 128-135, which should not be available in the
original card). Through nested attacks and static nonce generation, they discover there is a back
door key in the entire production line for every sector. These keys are listed in Table 2.

Table 2: Universal Backdoor keys in Fudan based cards.

A396EFA4E24F

A31667A8CEC1

518B3354E760

In the following section we summarize the enumeration and exploitation of the smartcard system
at METU. We showcase the tools that are used in the enumeration process and briefly mention the

access control and payment process in METU.



CHAPTER 3

3. METU SMARTCARDS

As we mentioned in the previous chapters, MIFARE Classic 1K smartcards are used in the Middle
East Technical University. To analyze the security of METU smartcards, Proxmark3 is used.
Proxmark3 is a multi-purpose, open-source hardware tool for RFID research, development and
security analysis. It can be programmed to automate read, write, emulate, fuzz and eavesdrop

communication.

1l

=

10

Figure 3: Proxmark3 Hardware with Low
Frequency and High Frequency Antenna

Sample Proxmark3 hardware can be seen in Figure 3. It can be bought for approximately ~100
USD from the internet. Since it is an open-source hardware, one can build their own hardware or
buy it from third-party vendors for a much cheaper price. The software and the hardware behind
Proxmark3 are maintained by a community full of RFID security enthusiasts [9]. Most updated
and well-furnished software for Proxmart3 is maintained by Iceman [10]. This software helps
analysts to analyze a wide range of cards with different protocols by mimicking the

communication protocol. Analysts use Proxmark3 to identify security flaws and exploits in the



RFID systems. Proxmark3 Client software is a command line interface application. Simple

terminal screenshot is provided in Figure 4.

[=] Session lo

[+] loaded '/home/ber
[+] Using UART port / y
[+] Communicating with PM3 over USB-CDC

8888888b. 888b d888 .d8888b.

888 Y88b 8888b d88g88 dsspP Y88b

888 888 88888b.d88888 .d8sp

888 d88P 888Y88888P888 8888"

8888888P" 888 Y888P 888 "Y8b.

888 888 Y8P 888 888 888

888 888 " 888 Y88b d88P

888 888 888 "Ygsssp" [ &1]

[ Fuel open source revolution! ]
Patreon - https://www.patreon.com/iceman1001/

[ Proxmark3 RFID instrument ]

MGV v nses AT91SAM7S512 Rev A
Memory.... 512 KB ( 71% used )
Client.... Iceman/master/vd4.19552-88-g9cdef9ceb 2024-12-11 21:35:09
Bootrom... Iceman/master/vid.19552-88-g9cdef9ceb-suspect 2024-12-11 21:35:07
OS:sasis Iceman/master/v4.19552-88-g9cdef9ceb-suspect 2024-12-11 21:35:12
Target M3 GENERIC

[usb] pm3 ——>

Figure 4: Proxmark3 Terminal User Interface

As mentioned before, the software comes with several built-in tools. Since our university uses
MIFARE cards, we mostly focus on that part of the software. Tools for MIFARE Classic cards
can be seen by entering the “ hf mf~ command, which stands for high frequency MIFARE. As
can be seen from the Figure 9, the attacks mentioned before are already available in the client
software. For the sake of completeness, we investigate multiple ID cards that have been granted
from METU with different validity dates and from different manufacturers. These cards are listed
in Table 3. Even though we analyze ~30 id cards that are owned by different people, for the sake
of keeping their identities anonymous, only the cards owned by the author are presented in this
report.

We start our investigation by getting general information about the 1D cards. In order to point out
our motivation, we start with ID card number 1, most recent one. Proxmark3 Client immediately
identifies the backdoor present in card number 1, with command ~hf mf info . The Figure

5 shows the general information about the card.

10



Table 3: List of Identification Cards

Card Number ] Photo Format Date Vulnerabilities
O —rr
ke re Fudan Backdoor Key
1 e 02/10/2023 Default Key
j;g“"" Hard Nested
(it s
OGRENCI/STUDENT I
2 - 03/12/2021 | Hard Nested
{( [kl g
PERSONEL/PERSONNEL
B e Hard Nested
3 ‘ 23/06/2021 Default Keys
§
Nested
27
4 72/03/2020 Predictable Key
Hard Nested
5 ?2?/??/2017 Default Key
Predictable Key

] pm3 —-=> hf mf info

—-- IS014443-a Information ———————-————————————
UID: 6D 54 @7 6@

ATQA: 00 o4

SAK: 88 [2]

-—- Keys Information

loaded 2 user keys

loaded 61 hardcoded keys
Backdoor key..... A396EFA4E2UF
Block @....

——— Fingerprint
Fudan FM11RFe8s

-—— Magic Tag Information
<n/a>

=== PRNG Information

Prng....... weak
Static enc nonce... yes
1 pn3 ——> |

6D51407605E0804000337213D1F1AAG90 | .7!=....

Figure 5: Proxmark3 Client Output for Card Number 1 with

identified Fudan backdoor key

11




Before going into the details of the attack, it is worth mentioning the enumeration process of the
overall attack. We started investigation of the authentication procedure by only copying the UID
of the card. This can be done by copying the UID of the original card to a changeable UID (CUID)
card. These cards are referred as Magic Gen2 cards and can be obtained from Chinese vendors

from internet for ~2 USD. Sample CUID card can be seen from Figure 6.

Figure 6: Blank Card with Changeable UID. Purple
Sticker is an Indicator.

These CUID cards are specifically produced to clone MIFARE cards. These cards mostly have
backdoor keys with advanced properties, i.e. changeable UID. These cards respond differently to
authentication protocol, highlighting its properties. The terminal output of “hf mf info°

command for the ghost CUID card is given in Figure 7.

[usb] pm3 —> hf mf info

[=] -—- Is01dd43-a Information ————————————————————o
[+] UID: 6A 13 B9 30

[+] ATQA: o0 Bu

[+] sAK: 88 [2]

[=] —— Keys Information

[+] loaded 2 user keys

[+] loaded 61 hardcoded keys

[+] Sector © key A... FFFFFFFFFFFF

[+] Sector © key B... FFFFFFFFFFFF

[+] Sector 1 key A... FFFFFFFFFFFF

[+] Block ©.... 6A13B930F0080UB062636U6566676869 | bedefghi

[=] —-- Fingerprint
[+] Fudan based card

[=] —- Magic Tag Information

[+] Magic capabilities... Gen 2 / CUID

[=] — PRNG Information
[+]1 Prng....... weak
[usb] pm3 —>

Figure 7: Proxmark3 output for the Magic Gen2 ghost card

12



As can be seen from Figure 7, cards have “magic capabilities’, which means, its 4-byte or 7-byte
UID value is changeable and capable of mimicking the MIFARE communication protocol without
problems. With the same UID ghost card, we discovered that access control in the campus only
depends on the UID value of the card. The same UID ghost card can open every door in the campus
area like the original card. At this point, it is worth mentioning, UID value is not a secret value, in
fact, in the MIFARE communication protocol, UID value must be sent in plaintext. One can read
the UID value simply tapping the card back to an NFC activated phone as can be seen in Figure
8.

UID copied to clipboard

mcT

(ACC38309)

App Version: 4.2.3

<

Figure 8: Simple Android application that can automatically copy UID of the card in the proximity of the phone

This is a vital security issue. Since one can carry a bag with a relatively large antenna and copy
all the UIDs just walking by other people. As a result, we were able to copy UID and enter all the
privileged areas. This also leads to an impersonation of the person who paired to the original UID.
We continued copying the whole original card to a ghost card. As mentioned before, Proxmark3

Client software has pre-built-in attacks in the software. These attacks can be seen in the Figure 9.

13



[usb) pa3 —=> hf mf

This help
List MIFARE history

d Info
d Info Static Encrypted Nonces
tack

for hardened MIFARE Classic cards
against static nonce MIFARE Classic cards

xploit weak key generators

tool for MIFARE Classic

IS014443-4 AES authen'
Decode and print MIFARE Clas:
Dusp MIFARE Classic tag to binary file

r
c binary file to t
c EV1 load modulation strength

s
Display contenf
Wipe card

ip rd to z
Write MIFARE C

Simulate MIFARE card

Fill enulator memory with help of keys from emulator

wipe card to default UID/Sectors/Keys

Figure 9: Terminal Output of Proxmark3 Client on MIFARE Classic Commands

With this information at hand, we were able to break and clone the whole card. We can dump the
whole card with command "script run fmllrf@8s_recovery.py which exploits the

Fudan Backdoor vulnerability. The dumped information on the card can be seen in Figure 10.

We continued with copying the whole original card to a ghost card. We were able to pay with the
ghost card. We enumerate further if we able to change the balance in the card. For that, we dump
the card before paying with the card for lunch at the student cafeteria and compare the information
in the dumps before and after. This comparison can be seen in the Figure 11.

14
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sec | blk | data | ascii
0 | ©@ | 6D 54 @7 60 5E 08 04 60 03 37 21 3D 1F 1A A@ 90 | mT. ' "....7!=
| 1| 00 00 00 00 0O OO GO 0O OO OO GO 0O OO 00 00 00 | .........c......
| 2 | 00 00 0 GO 0O 0P GO 0O OO 0O OO GO OO 00 00 00 | ................
| 3| 70 14 FB 3F 89 CE 78 77 88 FF D4 D@ 7A 11 C6 2A | p..7?..xw Z..*
1 | 4 | o0 00 0 GO 0O 0P GO 0O OO 0O OO GO @O 00 00 00 | ................
| 5| 00 00 00 GO OO OO OO 0O OO 6O PO OO OO GO 6O 00 | ................
| 6 | 60 OO PO GO 0O 0P GO 0O OO 0O OO GO OO 00 00 00 | ................
| 7 | F1 D2 E1 C2 B1 A2 @A 55 AF FF A1 B2 C1 E2 D1 F2 | ....... U........
2 | 8 | 00 PO O GO 0O 0P GO 0O OO 0O OO GO @O 00 00 00 | ................
| 9 | 00 00 PO GO PO OO OO 0O OO GO OO 00 OO GO 6O 00 | ................
| 10 | 0 00 OO OO GO OO PO 0O OO GO GO 00 OO @O 6O 00 | ................
| 11 | 59 CB 7A 75 2B C9 78 77 88 FF 8F 37 EA 86 DD 16 | Y.zu+.xw 7
3| 12 | @@ 29 2C 83 01 00 GO 00 A0 GO GO 0O PO 0O GO 00 | gococcocococoe
| 13 | 00 00 00 GO 0O OO OO 0O OO GO OO OO 00 GO 6O 00 | ................
| 14 | 0 00 0O OO GO OO PO 0O OO GO GO @0 OO @O 6O 00 | ................
| 15 | €9 5F D3 2E 72 8A 3A 57 8C FF BO® 58 E2 D3 20 5B | ._..r.:W X [
4| 16 | BC C4 01 ®0 43 3B FE FF BC C4 01 00 10 EF 10 EF | (€8ccccocoooc
| 17 | 00 00 00 GO 0O OO OO 0O OO GO OO OO OO GO 6O 00 | ................
| 18 | 0 00 0O OO GO OO PO 0O OO GO GO 00 OO @O 6O 00 | ................
| 19 | 8B AE 47 BA 54 58 08 77 8F FF A5 20 49 D@ E8 D3 | G.TX.w I
5| 20 | 30 30 31 91 00 OO G0 ES 07 19 6C 01 00 00 GO 00 | OO1.............
| 21 | 00 00 0O GO 0O OO OO 0O OO GO OO OO 0O GO 6O 00 | ................
| 22 | 0 00 00 OO GO OO PO 0O OO GO GO 0O OO @O 6O 00 | ................
| 23 | 76 6B F5 71 3D 5F FF 07 80 69 5F 3D 71 F5 6B 76 | vk.q=_...i_=q.kv
6 | 24 | 42 45 52 UB 41 59 GO 0O OO GO GO 0O OO 0O GO 00 | BERKAY..........
| 25 | 41 4B 43 4F 52 45 UE 00 0O GO0 00 OO 00 0O GO 00 | AKCOREN.........
| 26 | 55 4E 56 41 UE 20 59 UF UB 00 00 00 00 @O GO 00 | UNVAN YOK.......
| 27 | 76 6B F5 71 3D 5F FF 07 80 69 5F 3D 71 F5 6B 76 | vk.q=_...i_=q.kv
7| 28 | 00 00 GO PO OO OO GO 0O OO GO GO GO OO @0 GO 00 | ................
| 29 | 00 00 00 GO 0O OO OO 0O OO GO OO OO OO GO 6O 00 | ................
| 30 | 00 0O OO OO GO OO PO 0O OO GO GO @0 OO @O 6O 00 | ................
| 31 | 9F 63 ED 5C 9A 6B 78 77 88 FF 8B 23 7C A2 41 DD | .c.\.kxw #|.A
8| 32 | 0P 00 GO PO OO OO GO 0O OO GO GO GO OO @0 GO 00 | ................
| 33 | 00 00 00 GO 0O OO OO 0O OO GO OO OO OO GO 6O 00 | ................
| 34 | 90 00 OO OO GO OO PO 0O OO GO GO 0O OO @O 6O 00 | ................
| 35 | 9F 63 ED 5C 9A 6B 78 77 88 FF 8B 23 7C A2 41 DD | .c.\.kxw #|.A
9| 36| 0P GG GO PO OO OO GG 0O OO GO GO GO OO @0 GO 00 | ................
| 37 | 00 00 00 GO 0O OO OO 0O OO GO OO OO OO GO 6O 00 | ................
| 38 | 00 00 00 OO GO OO PO 0O OO GO GO 00 OO @O 6O 00 | ................
| 39 | 9F 63 ED 5C 9A 6B 78 77 88 FF 8B 23 7C A2 41 DD | .c.\.kxw #|.A
10 | 40 | 0 OGP GO GO OO OO OO GO OO PO GO @O OO 0O 00 OO0 | ................
| 41 | 00 00 0O GO 0O OO OO 0O OO GO OO OO 0O GO 6O 00 | ................
| 42 | 0 00 OO OO GO OO PO 0O OO OO GO 00 OO @O 6O 00 | ................
| 43 | 00 00 00 GO GO OO 78 77 88 FF 8B 23 7C A2 41 DD | ...... XW #|.A
11 | 44 | 0 0P GG GO 0O OO OO GO OO PO GO @O OO 0O 00 OO0 | ................
| 45 | 00 00 0O GO 0O OO OO 0O OO GO OO OO 00 6O 6O 00 | ................
| 46 | 0 OO OO OO GO OO PO 0O OO GO GO 00 OO @O 6O 00 | ................
| 47 | 9F 63 ED 5C 9A 6B 78 77 88 FF 8B 23 7C A2 41 DD | .c.\.kxw #|.A
12 | 48 | 0 0P OO GO 0O OO OO GO OO PO GO @O OO 0O 00 OO0 | ................
| 49 | 00 00 0O GO 0O OO OO 0O OO GO OO OO 0O OO 6O 00 | ................
| 50 | 0 00 OO OO GO OO PO 0O OO GO GO 00 OO @O 6O 00 | ................
| 51 | 9F 63 ED 5C 9A 6B 78 77 88 FF 8B 23 7C A2 41 DD | .c.\.kxw #|.A
13 | 52 | 00 0P G0 0O 0O OO OO GO OO PO GO OO OO 0O 00 OO0 | ................
| 53 | 00 00 0O GO 0O OO OO 0O OO GO OO OO 0O 6O 6O 00 | ................
| 54 | 0 00 OO OO GO OO PO 0O OO GO GO 00 OO @O 60 00 | ................
| 55 | 9F 63 ED 5C 9A 6B 78 77 88 FF 8B 23 7C A2 41 DD | .c.\.kxw #|.A
14 | 56 | 00 0P GO GO 0O OO OO GO OO PO GO @O OO 0O 00 OO0 | ................
| 57 | 00 00 00 GO 0O OO OO 0O OO GO OO OO 00 GO 6O 00 | ................
| 58 | 0 00 OO OO GO OO PO 0O OO OO GO 00 OO @O 6O 00 | ................
| 59 | 9F 63 ED 5C 9A 6B 78 77 88 FF 8B 23 7C A2 41 DD | .c.\.kxw #|.A
15| 60 | 00 0P GO 0O 0O OO OO GO OO PO GO @O OO 0O 080 OO0 | ................
| 61 | 00 00 0O GO 0O OO OO 0O OO GO OO OO 00 GO 6O 00 | ................
| 62 | 0 00 00 OO GO OO PO 0O OO OO 0O @0 OO @0 00 00 | ......... ...
| 63 | 9F 63 ED 5C 9A 6B 78 77 88 FF 8B 23 7C A2 41 DD | .c.\.kxw #|.A

Figure 10: Dump of the card number 1
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# | ../../proxmark-dumps/backup-keys/hf-mf-6D548760-dump-084.bin ../ .. /proxmark-dumps/backup-keys/hf-mf-6D5408768-dump-088.bin

6D 54 B7 60 S5E 68 64 88 83 37 21 3D 1F 1A A8 98 mT. *....T!=....
69 90 B9 60 P9 @8 B0 98 OO 9O BO B0 ©8 GO B B8
69 90 B0 00 60 OO B0 06 0O 0O OO B0 00 OO 00 @8 .........
7014F83F39CETSTTSBFFDND@T.ﬂllCGZQD'7xw Z.uk
69 00 B0 00 69 @O 00 6P 0O 00 OO 00 60 00 80 @8 ...............
69 00 B0 00 60 GO 0G0 06 00 00 OO 00 00 OO 00 @8 .....
69 60 6O 00 60 OO 60 06 0O 00 OO 00 00 OO 00 @0 .....

888 | 6D 54 87 60 SE B8 64 68 63 37 21 3D 1F 1A A@ 98 mT. sotilBoscc
918 | 6P 99 8P 96 BO BE B8 B0 OO BB B8 EI@EU@BUEIGG............‘..
6206 | 60 00 OO 60 0O BO 0O GO OO OO OO 0O B0 6O 0O 6O
036 | 70 14 FB 3F 89 CE 78 77 88 FF D4 D@ 7A 11 C6 2A p '7 % | P A
648 | 6P 00 00 €0 GO OO OO B0 GO 0O 6O 6O B0 60 0O 60
656 | 60 00 00 €0 0O BO 0O GO 6O 0O OO 0O GO 6O 0O 60
066 | 60 00 00 00 G0 BO 00 G0 OO OO 0O 0O GO 6O OO 60
a7e F1 D2 E1 C2 B1 A2 BA 55 AF FF A1 B2 C1 E2 D1 F2 F1 D2 E1 C2 B1 A2 BA 55 AF FF A1 B2 C1 E2 D1 F2 .....
080 | 69 9O B 00 0O 6P 0O B0 OB DO 6O 08 B0 68 PO 68 69 00 B9 00 99 @8 0O 9P 0O 90 OO 00 60 OO 80 68 .....
096 | 60 00 00 00 60 OO 00 0O 6D 00 0O 00 6O 60 00 00 ............ ... 60 00 6O 00 60 6O 00 06 00 00 OO 00 00 60 00 @0 ..........
0AG | 66 00 60 00 6O 6O 00 6O 6O 0O 0O 00 6O 60 60 B0 ................ 60 60 A6 60 60 6O 60 A6 0O 60 OO 60 60 6O 60 @0 ..........

@BO | 59 CB 7A 75 2B C9 78 77 88 FF BF 37 EA 86 DD 16 Y.zu+.xw...7.... 59 CB TA 75 2B C9 78 77 B8 FF BF 237 EA B6 DD 16 Y.zu+.xw..
0Ce | @0 29 2C 83 01 60 00 60 00 00 00 00 60 00 00 00 .),............n 00 29 2C 83 01 60 60 @0 00 00 OO 00 60 B8 00 @0 .),.............
D6 | 66 66 68 60 0O GO 66 6D OO OO 6O 60 B0 66 6O B0 ................ 66 60 66 60 66 6O 60 66 OO 6O OO 60 60 00 60 B0 ................
OE0 | 66 60 68 00 GO GO 60 60 60 O 60 A0 6O 60 08 80 ... co00c0oa0e EIEJQ[] 80 80 88 EIE) [: 1] BBBB BE) BGQB ae 88 Bﬁ, oo co
eFe g g4 24 g g g B . A 34 - s
160 || o4 29 66 @0 FB D& FF FF 64 29 00 06 10 EF 18 EF|.J.......)...... [|uC 1D 86 60 B3 E2 FF FF 4C 1D 00 06 10 EF 10 EFfL....... L ac
118 ]
120 BC-I ee ee BBGB BG 0o 8o BBUB BG ee 8o BB UBQG ............... ee eo BB 00 o0 @8 8o BB EDBG (L] GEBB =[] BG 2 coceanooca
130 | 8B AE u7 BA 54 58 08 77 8F 20 49 DO EB D3 ..G.TX.w... I... 8B AE U7 BA 54 58 08 77 &F AS 20 49 DO ES D3 ..G.TX.w..
l4e 38 30 31 01 00 B0 60 EB 0791 80 @8 o0 o8 eel. ssesssss 30 30 31 @1 o0 @8 60 EB 07|65 BE|Ol 60 B 00 €0 601.............
150 | 60 00 86 06 PO 6O 00 B 60 OO0 BO B0 B0 60 08 B89 ... . ceses 60 80 80 60 90 @9 80 68 0O VY DY 00 O 0O 80 B0 o

=] 160 | 60 00 0G 0O OO OO 00 B0 60 0D 60 0O 6O @0 0B B0 ........... 60 90 B0 00 90 0P 80 0O 0D 00 0D 90 €9 00 80 B0 ................
178 | 76 6B FS 71 3D 5F FF 87 80 69 5F 3D 71 F5 6B 76 vk.q=_...i_=q kv 76 6B F5 71 3D 5F FF @7 80 69 5F 3D 71 F5 6B 76 vk.q=_ L:q.lw

188 | 42 45 52 UB Ul 59 @@ B8 60 00 B0 B0 B0 68 00 V8 BERKAY.
199 | 41 4B 43 4F 52 45 U4E 00 GO 00 OO @0 80 €8 0P 89 AH’CDREN nonooe 4l 4B 43 UF 52 45 UE @0 00 09 DO 00 09 OO 00 08 AWCOREN...
1A8 55 HE 56 41 HE 28 59 4F 4B 00 80 80 00 00 00 00 UNVAN \’OH: 55 UE 56 41 4E 20 59 UF 4B 60 00 00 09 00 00 B0 UNVAN YOH.

42 45 52 UB Ul 59 80 68 0O 00 0P 00 £0 00 60 60 BERKA\"

Figure 11: Comparison of the same card before and after lunch payment

As can be seen from the Figure 11, only the values in the data blocks 16 and 20 have changed.
With further enumeration, we point out that, data block 16 contains the money balance in
100*TRY in little-endian hexadecimal format. The first 4-byte is the balance value and second 4-
byte value, and third 4-byte value is its binary complement and the same value respectively. The
purpose of the data in block 20 is currently unknown. Further enumeration is needed but we
suspect that it is related to information about whether if student is paid for today’s meal or not,
since students are not allowed to eat multiple times at the student cafeteria. We changed the
balance in the card and were able to pay for lunch with ghost card. We successfully cloned the
card and manipulated the balance written in the card.

We further enumerate the system and find out how kiosk machines at student cafeteria interact
with ID cards. The backend system does not permit users to load balance higher than 800 ~TRY.
If we manipulate the balance value in ID cards higher than ~2000 TRY, it does not authenticate
in the payment turnstile. However, if we kept the balance lower than ~2000 TRY, we were able
to pay. Strangely, if the balance on the ID card is higher than the balance in the backend database,
the software behind the payment process overwrites the value in the database with the balance

value in the ID card.
We manipulated the balance field with various ghost cards and original cards. For the sake of

completeness, we include some pictures of the cards in this report. One can see a ghost card with

more than a million TRY in balance in Figure 12.
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Figure 12: Ghost card with a balance more than million TRY
As we mention before, one cannot authenticate with this ghost card with more than ~2000 TRY

in balance. However, we can create a ghost key fob with eligible amount of balance and able to

pay with it. This can be seen in Figure 13.
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Figure 13: Picture of the verified payment with a ghost key fob
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We found another critical issue when we enumerate the number 3 ID card. The general information
about the card that is identified by the Proxmark3 Client is given in Figure 14. Note that, this card
has no Fudan backdoor key. ID card number 3 is an academic personal ID card with different

privileges and from a different vendor. This card also has the exact same keys.

[usb] pm3 ——> hf mf info

——— 1S014443-a Information
UID: AC C3 83 @9

ATQA: 00 o4

SAK: 08 [2]

-—— HKeys Information
loaded 2 user keys
loaded 61 hardcoded keys

-—— Fingerprint
<n/a>

-—— Magic Tag Information
<n/a>

—-—— PRNG Information
Static nonce.........
Static nonce.........

01200145
yes

Figure 14: General information about the ID card number 3

Also, the cards we found around the campus have the same keys. Therefore, ALL the ID cards
in our university share the exact same secret keys. This is a vital security flaw. The keys we found

during this assessment are given in Figure 14.

F1D2E1C2B1A2
A1B2C1E2D1F2
766BF5713DEF
5F3D71F56B76

Default Key
Default Key

7014FB3F89CE
D4D07A11C62A
59CB7AT52BCY9
8F37EA86DD16
CO5FD32E728A
BO58E2D3205B
SBAE47BA5458
A52049DOE8D3
9F63ED5CIA6B
8B237CA241DD

FAFBFCFFFEFD
416E4B615261
5C8FFS990DA2
DO1AFEEB890A
75CCB59C9BED
4B791BEA7BCC
4CA20B875FFE
44EE310D4D4E

Default Key
AnKaRa

Figure 15: Secret keys obtained from the METU ID cards. Left column is used only in the new cards. Middle column
is used in both old and new ID cards. Right column is only used in the old card. Default keys are indicated. One of the
keys has also a meaning AnKaRa in ASCII format, which makes it a predictable key.
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Another important finding was, if we change another value block in the card, which is used in the
authentication process, such as name, surname or title, the kiosk machines overwrite the correct
values to the card, by ONLY checking the UID. In other words, if we change the UID value of the
ghost card and insert it into the kiosk machine, the kiosk machine overwrites the value blocks in
the ghost card with the values of the original card with corresponding UID. Hence, we can

impersonate that person by simply knowing their cards UID.
There are differences in the value blocks that are non-zero, when we compare first and third ID

cards. Further enumeration is needed to identify the meaning of them. However, we suspect that
they are related to title and registered departments.

19



20



CHAPTER 4

4. CONCLUSION

Smartcard systems play a crucial role in everyday life. Due to the critical services provided by
them, security of smartcard systems is important. In this project at hand, we analyze the security
of the smartcard system at Middle East Technical University. We conduct practical attacks in the
literature and able to clone any ID card in the campus area. We also found critical design flaws in
the access control and payment processes. The most critical security flaw is all ID cards in the
campus area share the same secret keys. We show that, a dedicated attacker can easily craft a ghost
card with infinite amount of balance for dishonest payment and can impersonate anyone around

the campus area with a minimal effort.

MIFARE Classic cards are notoriously known for their security flaws. It is strongly advised that;

companies or individuals should migrate to more secure options if they are using MIFARE Classic.

I would like to express my sincere gratitude to Mikail Yilmaz, a fellow RFID security researcher,
for his invaluable support and insightful discussions on smartcards and MIFARE Classic card
exploits. His curiosity and passion for smartcard security research greatly contributed to the

project at hand. I wish him all the best in his career.
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