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Zero Trust Architecture in Enterprise Networks with Socio-
Technical Perspective

Abstract

In enterprise organizations, network architecture is a key component. While
traditional network architecture based on perimeters, it sees trusted inside of the castle and
make it vulnerable to insider threats. Zero Trust Architecture (ZTA) is created for this need.
It bases the principle of “never trust, always verify,” mitigates the vulnerabilities with strict
identity verification, continuous monitoring, least privilege access, multi factor

authentication.

This study approaches enterprise network architecture as socio-technical system,
focusing on both social and technical dimensions. Social dimensions as human behavior,
organizational policies and culture; and technical dimensions as firewalls, VPN solutions.
It is not possible to implement Zero Trust approaches in a technical way, since it is a

complex socio-technical system.

In a real world Zero Trust implementation tested in this study to see whether
experimental results also prove the zero trust dimensions effective or not. Results show
that ZTA significantly reduces the attack surface and improves an enterprise network’s
security. The study concludes that combining technical solutions with social solutions, it

makes more effective and sustainable cyber secure environment.
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1) Introduction

1.1. Background

In the modern cybersecurity landscape, enterprise network architecture plays a
critical role in protecting organizational assets and ensuring the confidentiality, integrity,
and availability of data. Traditionally, enterprise networks have followed a perimeter-based
security model, where trust is granted based on network location—typically assuming that
internal users and devices are trustworthy once they are inside the network firewall. This
approach, often referred to as the “castle-and-moat” model, was suitable for earlier network
environments with well-defined boundaries. However, it has become increasingly
inadequate in the face of sophisticated threats, hybrid workforces, cloud computing, and
mobile device proliferation (Kindervag, 2010); ((CISA), 2021).

One of the most significant vulnerabilities of the traditional model is its
susceptibility to insider threats and lateral movement. Once an attacker breaches the
perimeter—via phishing, stolen credentials, or insider collusion—they often face little
resistance navigating internal systems. This weakness has been exploited in several major
cyberattacks. For example, the Target breach (2013) occurred when attackers infiltrated
the network using credentials from a third-party vendor and moved laterally to access
payment systems, compromising over 40 million credit card records. In the Equifax breach
(2017), attackers exploited a web application vulnerability and navigated undetected within
the network for months, exfiltrating sensitive data of over 147 million individuals. More
recently, the SolarWinds attack (2020) involved a supply chain compromise that enabled
attackers to move laterally within numerous government and private sector networks,
evading detection through trusted network channels. (Representatives, 2014) ((GAO),
2018) (FireEye, 2020)

Zero Trust Architecture (ZTA) has emerged as a robust alternative designed to
address these gaps. Introduced by John Kindervag in 2010, Zero Trust is based on the
principle of “never trust, always verify.” Instead of relying on network location to

determine trust, ZTA enforces strict identity verification, continuous monitoring, micro-



segmentation, and least-privilege access to limit exposure and reduce the attack surface

(Rose, 2020). Every access request is treated as potentially hostile, regardless of its origin.

While ZTA provides a technically superior security framework, successful
implementation depends on more than deploying the right tools. Enterprise networks are
socio-technical systems, composed of both technical components—such as hardware,
protocols, and security policies—and social elements like human users, organizational
culture, governance structures, and decision-making practices (Baxter, 2011). These
elements are deeply interconnected, and misalignment between them can lead to

implementation failures or user resistance.

This study focuses on Zero Trust Architecture and the comparison with traditional
network architecture. The main goal is to evaluate the success or failure of zero trust
approach. The study will not focus on only technical dimensions, it will also investigate
from socio-technical perspective such as organizational policies, user behaviors, internal

workflows and how these components reduce the attack surface.

A Zero Trust Architecture implemented environment is investigated in this study.
ZTA implementation dimensions are tested and the results simulated how ZTA performs
real-world attack scenarios compared to traditional models. This test results also prove

Zero Trust is not a “nice-to-have”, it should be a “must” for enterprise organizations.
1.2. Aims and Objectives

This study aims to explore the implementation of Zero Trust Architecture (ZTA)
within the framework of enterprise networks enhance their security posture or not. The

central goal is to understand how effective ZTA can be strengthening enterprise networks.
To fulfill this goal, the study sets out to:

o Design and carry out a controlled experiment within a simulated ZTA implemented
enterprise environment. Generate measurable evidence of ZTA’s impact on
minimizing security risks, particularly in terms of preventing unauthorized access

and limiting internal movement by attackers.



« Investigate the socio-technical effects of ZTA by assessing how factors such as user
behavior, internal policies, and organizational structure shape the implementation

process and influence its overall effectiveness.

By focusing on these objectives, the study shows both technical and social insights
into Zero Trust adoption in enterprises. The findings are intended to help organizations
understand not only the technical benefits of ZTA, but also how aligning it with internal

practices and culture can lead to more sustainable cybersecurity strategies.
1.3. Research Question

To reach out the aims and objectives to this study, here is the main research

question:
¢ Does the enterprise zero trust approach provides more secure environment?

To achieve an answer to this question, socio-technical factors needed to be
investigated, some qualitative test will be driven and tangible results should be seen.

Zero Trust concept first introduced by Kindervag, J. in 2010. Ten years later,
National Institute of Standards and Technology published the Zero Trust Architecture
document. More zero trust approach and comparisons with traditional one are given in
references section. Ryckert, A. studies zero trust implementation in home network and
gives experimental results in his thesis. His study will be converted as a company network

and analyzed from a similar perspective in this study. (Ryckert, 2025)
1.4. Outline
The study’s structure is:

Part 2: Theoretical Information — This part explains the key definitions of this
study in a detailed way. Traditional network architecture, zero tust model and socio-technic

systems are explained and network systems are investigated in STS perspective.

Part 3: Zero Tust Implemetation — This part defines the key components of zero
trust model that an enterprise organization need to implement. A sample implementation

model is explained with all dimensions.



Part 4: Testing — This part includes test scenarios for zero trust implementation

dimensions. Test scenarios contains testing queries and their results.

Part 5: Conclusion — This part discusses the results of tests, gives the summary of
the study and proves zero trust implemetations reduce the attack surface in enterprise

networks.



2) Theoretical Information

2.1. Traditional Network Architecture

Traditional network architecture has long served as the foundational model for
enterprise information systems, structured around the principle of perimeter-based security.
Often referred to as the “castle-and-moat” approach, this architecture is predicated on the
assumption that everything within the corporate network perimeter is inherently
trustworthy, while external entities are considered potentially malicious (Kindervag, 2010).
This implicit trust model enables devices, users, and applications within the network to
communicate relatively freely once inside the perimeter, with minimal internal restrictions

or scrutiny.

The design typically relies on a combination of network segmentation, firewalls,
access control lists (ACLs), demilitarized zones (DMZs), and Virtual Private Networks
(VPNSs) to enforce access and traffic filtering. Firewalls act as gatekeepers at network
boundaries, inspecting and controlling traffic based on predefined rules, while VPNs allow
remote users to tunnel securely into the internal network as if they were physically on site
(Shin, 2020).

Historically, the idea behind traditional enterprise networks, there are clear and
rigid boundaries between internal and external resources. It sees totally trusted internal
resources, hovewer it does not consider there may insider threats. The rise of cloud
computing, Software-as-a-Service (SaaS), mobile and remote works caused more

vulnerable the traditional network architecture (Rose, 2020).

The most vulerable side of traditional architecture is insider threats. Once an
attacker breaches the perimeter, they can move freely accross internal systems and exploit.
This breach does not have to be as bad intentions. Social engineering such as phishing
mails may also cause and results with undesired data leakages. There are lots of examples
in the history by these kind of attacks. One example is the Target data breach (2013)
occured when attackers used stolen credentials from a third-party vendor to access internal
network and accessed payment card data from point-of-sale systems. Similarly, in the

Euifax breach (2017), attackers gained access through an unpatched web application



vulnerability and compromised sensitive data over 150 million individuals
(Representatives, 2014) ((GAO), 2018) (FireEye, 2020).

Therefore, the traditional model offers static access controls and insufficient
security assessments. These assessments are not adopted to real-time threats or cahnging
user behaviors. The lack of monitoring and continuous authentication mechanisms causes

vulnerable enterprise networks.
2.2. Zero Trust Architecture

Zero Trust Architecture (ZTA) is a popular security framework that redefines trust
any entity within the network boundary. The core assumption is no user, device, application
should be trusted by default. It principles every access request must be explicitly
authenticated, authorized and continuously validated using dynamic information (Rose,
2020).

Zero Trust Architecture is first introduced in 2010 by John Kindervag. He argued
the castle-and-moat architecture is no longer effective in the face of modern cyber threats,
especially for insider attacks or lateral movement after an initial breach. His central thesis

introduced implicit trust within dynamic factors on identity, context and behavioral risks.

Following Kindervag’s proposal, Zero Trust gained more interest in both academic
and industry circles. It was later formalized and published through guidance from National
Institute of Standards and Technology (NIST), whose Special Publication 800-207 (2020)
outlines a comprehensive model for Zero Trust implementation. This framework
emphasizes moving away from static, perimeter-based controls toward identity-centric and
policy-driven architectures that enforce security uniformly across all access requests and

resources.

From a network design perspective, ZTA requires a shift from traditional
segmentation models to fine-grained, adaptive access control mechanisms. In a Zero Trust
network, access to resources is not determined by network location such as IP subnets or
VLAN:S. It is determined by who the user is, what security posture of the device is. This

requires a set of interconnected components working together:



o Policy Decision Points (PDPs) assess access requests regarding their identity

attributes, access context, device state, and organizational policies.

« Policy Enforcement Points (PEPs) enforce the access decisions dictated by PDPs,

whether allowing or denying traffic accordingly.

o Identity and Access Management (IAM) platforms authenticate and authorize
users, manage credentials, and determine what actions is permitted fort he users to

perform.

o Continuous telemetry and monitoring collect data in real time to inform adaptive

security decisions and detect anomalies.

Zero Trust is particularly well-suited to contemporary enterprise environments,
where hybrid workforces, mobile access, and cloud computing have rendered traditional
perimeter defenses insufficient. By anchoring access decisions in verified identity and
context rather than static network location, ZTA offers a scalable, adaptable, and security-

resilient model for managing access in modern digital ecosystems.
2.3. Socio-Technical Systems

A socio-technical system (STS) refers to a complex organizational system that
comprises both technical elements (e.g., infrastructure, software, hardware, and processes)
and social components (e.g., people, organizational structures, roles, culture, and
communication). The STS perspective is grounded in the understanding that the success
and sustainability of such systems depend not only on technological performance but also

on the way humans interact with those technologies within an organizational context.

The core premise of socio-technical systems theory is that technical and social
subsystems are interdependent and must be jointly optimized to ensure system
effectiveness, adaptability, and resilience (Baxter, 2011). A change in one dimension—
such as implementing a new security tool—inevitably affects and is affected by the other,
such as user behavior, organizational policies, or workflows. Therefore, technical solutions
alone are often insufficient without considering the human and organizational factors that

shape how those solutions are used and maintained.



In the context of enterprise network security, and particularly Zero Trust
Architecture (ZTA), the STS approach is especially relevant. While ZTA introduces
advanced technical controls such as identity-based access, continuous authentication, and
policy enforcement, its effectiveness heavily relies on social dimensions—including
employee awareness, administrative enforcement, change management, and policy
compliance. For example, a Zero Trust system that enforces strict access rules may fail if

users consistently seek workarounds due to poor usability or lack of training.

An STS can typically be analyzed through the following 6 interdependent
components (Baxter, 2011): technology, people, goals and metrics, processes and

procedures, culture, infrastructure.

When applied to enterprise network architecture, especially in the context of
evolving from traditional models to Zero Trust Architecture (ZTA), the STS framework

provides valuable insights into the system’s overall design and performance.
1. Technology

The software, platforms, protocols, and tools used to manage, protect, and optimize
the network system. Technology in STS goes beyond infrastructure; it includes the logic,

automation, and decision-making systems that enable secure, efficient network operations.

% Firewall platforms, VPN gateways, and Zero Trust Network Access (ZTNA)
solutions.

% Identity and Access Management (IAM) systems, including single sign-on
(SSO), MFA, and attribute-based access controls.

+ Endpoint Detection and Response (EDR) and Network Detection and Response
(NDR) tools.

%+ SIEM platforms like Splunk or Microsoft Sentinel for log correlation and threat
detection.

% Network protocols and standards, including TCP/IP, DNS, HTTP/S, and
emerging models like SDP (Software-Defined Perimeter).

% Automation and orchestration tools used for policy enforcement, device

provisioning, and vulnerability scanning.



2. People

All individuals and roles involved in the interaction, use, operation, and oversight

of the network system. The human element includes not just technical staff but all users

who interact with the network—each bringing varying levels of knowledge, responsibility,

and risk. People can be both a strength and a vulnerability in network security.

R/
L X4

X/
°e

End-users who access systems via the enterprise network—impacted by
authentication policies (e.g., MFA) and often targeted in phishing attacks.
System administrators responsible for configuring devices, managing access
controls, and applying security patches.

Security analysts monitoring real-time alerts from SIEM tools and responding
to incidents.

Executives and policy makers who define security budgets, risk tolerance, and
governance structures.

Third-party contractors or vendors accessing enterprise services, necessitating

external access controls and audits.

3. Goals/Metrics

The objectives that guide the design and operation of the network system, along

with the key performance indicators (KPIs) and metrics used to evaluate its success.

Defining clear goals and using measurable indicators ensures that network operations and

security initiatives are aligned with business priorities and compliance needs.

7
L X4

X/
L X4

X/
°

X/
°

Security goals such as reducing attack surface, achieving Zero Trust
compliance, or minimizing mean time to detect/respond.

Performance metrics like network uptime (e.g., 99.99%), latency thresholds, or
bandwidth utilization.

User satisfaction targets for access availability and system usability.

Audit and compliance objectives, such as adhering to NIST, ISO 27001, or
GDPR requirements.

Operational KPIs such as the number of blocked intrusion attempts, successful

MFA logins, or frequency of policy violations.



4. Processes/Procedures

The formal and informal workflows, policies, and operational guidelines that

govern how the network system is used and maintained. Processes ensure that systems are

managed consistently and securely, while procedures provide step-by-step instructions for

carrying out tasks such as patching, onboarding, or responding to incidents.

X/
L X4

X/
L X4

X/
L X4

User onboarding/offboarding workflows, integrated with |AM to ensure proper
provisioning and de-provisioning of access rights.

Incident response plans triggered by anomaly detection or alerts from IDS/IPS
systems.

Change management processes for making updates to firewall rules, network
configurations, or security policies.

Vulnerability management procedures, including routine scanning, risk
assessment, and patch deployment.

Access review and audit cycles required for compliance and trust model

maintenance.

5. Culture

The shared beliefs, norms, and values that influence behavior, decision-making, and

the adoption of technology within the organization. Organizational culture shapes how

seriously security is taken, how technology is adopted, and how well people comply with

processes. A strong security culture supports resilience; a weak one can nullify technical

investments.

X/
L X4
X/

L X4

X/
°

Security-first mindset where employees are encouraged to report suspicious
activity and adhere to cybersecurity policies.

Resistance to change during network restructuring or when implementing
stricter access controls (e.g., ZTA requiring frequent re-authentication).
Executive support for funding and promoting secure network practices.
Awareness training programs that reduce risky behavior (e.g., phishing

susceptibility).
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¢+ Cultural norms about transparency, accountability, and compliance with

internal or regulatory standards.
6. Infrastucture

The physical and virtual components that serve as the backbone of network
connectivity and computing resources. Infrastructure includes all hardware and
foundational systems that support data transmission, storage, and processing. It directly

impacts performance, availability, and security.

% Network devices such as switches, routers, load balancers, and firewalls that
direct and secure data flows.

¢ Physical data centers, server racks, and structured cabling.

% Cloud infrastructure (laaS) from providers like AWS, Azure, or Google Cloud,
which may host virtual networks, databases, and applications.

¢ Redundant links, backup systems, and failover mechanisms that ensure
continuity in case of outages or attacks.

« Wireless access points and edge computing nodes

To sum up, considering enterprise networks as just technical systems is not enough
to be successful. It is only one part of a system. To be more effective and sustainable, social
dimensions such as human workflows, organizational governance and cultural factors also
need to be considered. Applying STS framework encourages a holistic approach to network
security and helps organizations bridge the gap between technical capability and real-world

usability.

11



3) Zero Trust Implementation

3.1. General Principles

The Zero Trust model is based on some foundational principles that should follow

for implementation:

X/
L X4

X/
L X4

X/
°e

All data sources and computing services are considered resources and every single
resource must be protected.

All communication is needed to be secure regardless of network location.
Trust is not derived from being inside a network perimeter. Encryption is
mandatory for all communications.

Access to individual resources is granted on a per-session basis.
Authorization must be continually reevaluated for each access request rather than
granted broadly.

Access is determined by dynamic policy, including identity, device posture, and
context.

Policies should adapt based on real-time data such as user location, device security
status, and behavioral patterns.

The enterprise monitors and evaluates the security posture of all owned and
associated assets.
Devices and applications must be regularly assessed and updated to remain
trustworthy.

All resource access is authenticated and authorized dynamically and strictly
enforced.

Zero Trust requires ongoing validation of users and devices, potentially revoking
access mid-session if risk increases.

The enterprise collects as much information as possible about the current state of
assets, network, and communications.
Continuous logging and telemetry are essential to improve decision-making and

detect anomalies. (Rose, 2020)

12



Implementing Zero Trust in an enterprise context requires the integration of several
technological components and organizational processes. The following sections

describe a structured implementation model derived from NIST SP 800-207.
3.1.1. Core Architectural Components

3.1.1.1.  Policy Engine (PE)
The policy engine is the central authority responsible for access
decisions. It evaluates access requests using contextual data such as
identity attributes, device posture, threat intelligence, and risk levels.
3.1.1.2.  Policy Administrator (PA)
The policy administrator executes decisions made by the PE by
configuring Policy Enforcement Points (PEPs) and managing session
initiation, token issuance, and session termination.
3.1.1.3.  Policy Enforcement Points (PEPS)
PEPs enforce access policies by mediating all traffic to enterprise
resources. These may be implemented in various forms, such as host-

based agents, reverse proxies, or network firewalls.
3.1.2. Supporting Systems and Services
Identity, Credential, and Access Management (ICAM)

An effective ICAM system manages the lifecycle of digital identities, supports
multi-factor authentication (MFA), and enforces both role-based (RBAC) and
attribute-based access controls (ABAC). Federation with external identity

providers may be required in multi-tenant or collaborative environments.
Asset Management

Asset management solutions provide visibility into all enterprise-owned and
associated devices, tracking ownership, configuration, patch status, and

compliance levels. Device posture is a key input to access decisions.

Continuous Diagnostics and Mitigation (CDM)

13



3.1.3.

CDM tools deliver real-time insights into the health and behavior of users,
endpoints, and network services. They enable the detection of anomalies,

policy violations, and changes in device trustworthiness.
Security Information and Event Management (SIEM)

SIEM systems collect, aggregate, and analyze log data across the enterprise
environment. They enhance visibility into access attempts and behavior

trends, supporting threat detection and forensic investigations.
Threat Intelligence Integration

Threat intelligence feeds inform the policy engine about active threats,
malicious indicators, and ongoing campaigns. Integration ensures that

access decisions are made with awareness of current risks.
Network and Infrastructure Design
Micro-Segmentation

Networks are divided into granular segments based on logical or functional
boundaries. Each segment is governed by specific access policies to

minimize lateral movement and enforce least privilege principles.
Software-Defined Perimeters (SDP)

SDP solutions create encrypted, one-to-one connections between
authenticated clients and protected resources. They obscure assets from

unauthorized users and prevent network discovery by adversaries.
Separation of Control and Data Planes

ZTA requires a logical separation between control traffic (used for
configuration and access decisions) and data traffic (used for application and

user workflows). This design improves both security and reliability.

14



3.1.4. Access Policy Formulation

Policies within ZTA are dynamic, risk-adaptive, and context-aware. They

are enforced based on:

¢+ User identity and role

¢+ Device posture and ownership

X/
L %4

Geolocation and time of access

>

+ Behavioral analytics and historical access patterns

L)

Access is granted only to the extent necessary for task completion, in
alignment with the principle of least privilege.

3.1.5. Logging and Telemetry

Comprehensive logging and telemetry are foundational to Zero Trust.

Organizations must:

L)

% Log every access request and associated decision

% Monitor session behavior and user activity

L)

+ Analyze data for anomalies and policy violations
¢+ Use insights to improve future access decisions and refine security

posture
3.2. Real Zero Trust Implementation in a Sample Enterprise Network
One of the big company’s zero trust approach has 4 following dimensions:
1) Ringfencing

Ringfencing dimension involves documenting the intended IT architecture including
network relationships between components inside the “fence” and from or to outside, as

well as assessing the filtering rules in the chosen ring-fencing solution.

As part of this approach, open ports of networks and systems are assessed and aligned with
the intended architecture and planned data links. Physical Security, including data center

access, and service availability are also defined and checked.

15



The protection goals of ring-fencing are to prevent unauthorized access at network and
communication protocol levels as well as phsically, and to ensure availability of services.
For Zero Trust implementation specifically, the company requires access policies control
human user access to IT systems or applications, ensuring that only registered,
authenticated and compliant devices can access applications. It is recommended to protect
applications to protect applications using Zero Trust access policies via the company’s
centrally provided Zero Trust enabled Identity Providders (IdPs), Zero Trust enabled API
gateways, Zero Trust enabled micro-gateways or Zero Trust enabled connectivity services.

For IT/OT workloads hosted within a zero trust enabled network zone, the company
implements a ring-fencing or micro-segmentation approach. This is a part of risk-based
strategy where IT/OT assets are seperated by restricted connectivity on the network layer,

especially for assets with high criticality or those that pose a high risk to connected systems.
2) Dedicated Channel

Dedicated application channels can be established through VPN solutions that connect the
company’s corporate network to Cloud environments. Network peering connections
between network zones in the public Cloud and network zones on the company’s premises
should only be established via VPN solutions. Access to corporate network via VPN must

be limited to defined IP addresses.
3) ldentity Provider

The company prioritizes the use of Zero Trust enabled Identity Providers (I1dPs) as a key
dimension of their Zero Trust approach. According to their Security standards, human user
Identity Providers and service user ldentity Providers (used for service-to-serviec

communication accross IT system boundaries) must be Zero Trust enabled.

This approach enforces combined user and device authentication as well as application-
specific Zero Trust access policies, which help mitigate risks from internet-facing
endpoints and absence of Network Access Control. The compony implements Zero Trust
access policies to control human user access to IT systems or applications. These policies

ensure that only registered, authenticated and compliant devices can access applications.

16



4) Policy Enforcement on PDP

The Policy Decision Point (PDP) is responsible for dynamically evaluating access requests
based on a combination of identity attributes, device posture, environmental context, and
threat intelligence. The PDP enforces policy by determining whether access should be
granted, denied, or restricted, and communicates these decisions with the Policy
Administrator. Policy Administrator configures the Policy Enforcement Point (PEP)
accordingly. This approach enables fine-grained and per-session access control that aligns
with the Zero Trust principles. Furthermore, enforcement through the PDP should be
supported by integrating external systems such as ldentity, Credential, and Access
Management (ICAM), Continuous Diagnostics and Mitigation (CDM), and Security
Information and Event Management (SIEM). For example, access from a higher-criticality
Asset (such as a privileged administrative server) to a lower-criticality user-level asset
should be explicitly denied by Zero Trust policies to prevent unnecessary exposure or
lateral movement. As a result, the PDP serves as a central enforcement mechanism in Zero
Trust implementations. It enables organizations to tailor access decisions to evolving risk

conditions and provides overall security posture in dynamic enterprise environments.

A user’s connection schema with all dimension enforcements is below:
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Figure 1: Zero Trust Implementation Dimensions Schema
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When a user wants to connect a project asset in a network segment (Dimension 1), it first
comes Policy Decision and Enforcement points (Dimension 4). It checks existing policies
and checks whether requirements in the policy are applied or not. Then the connection
builts via VPN server, so that dedicated application channel applied (Dimension 2). User’s
access rights are controlled via identity provider tool and gives access if the user is
authorized for regarding segment (Dimension 3). Finally user can connect to the related

asset if all dimensions are provided.
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4) Implementation Testing

There are 4 main dimensions of zero trust implementations in the company. In this
section, 2 of them will be tested to prove whether these implementations are successful or
not. Dimension 1: Ringfencing and Dimension 3: Identity Provider components will be

tested since these tests are tangible.

Ringfencing dimension is about micro-segmentation of all projects. Each Project belongs
their own micro-segment. The purpose of this dimension is to restrict lateral movements
between the segments, so that each Project members are allowed to access only their own
Projects. This is about need-to-know principle, and least privilege concept by definition. It
aims to reduce attack surface. The test scenario will be defined below, the main logic is to
test whether a Project member who connected a Project segment, can also connect another

segment from the existing one.

Identity Provider dimension is about registering authorized Project members into a
software and defining thir authorization rules. Only allowed members have the permission
to reach the related micro-segment, this dimension verifies whether a user is registered to
tool and have access or not. Again, this dimension relies on the need-to-know and least
privilege principles. By this dimension, only needed and allowed people have access right
to regarding Project network segments. The test scenario will be defined below detailly,
the main concept is testing whether a registered user have access or not and whether an

unregistered user have access or not to a micro-segment.
4.1. Lateral Movement Simulation

The objective is to evaluate whether lateral movement is possible between network
segments in an enterprise environment that has implemented micro-segmentation based on

Zero Trust Architecture.
Test goals:

¢+ To determine whether an attacker with access to one microsegment can traverse to

other segments.
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% To validate enforcement of microsegmentation and access control policies.
% To identify any misconfigurations or unintended trust relationships between

segments.
Test Steps:

1) Confirm the test user has access to one micro-segment (e.g. Segment A)

% |2 ad

Ls¢/ pocadmin(

PING

20 packets transmitte

Result:
Lateral movement attempt is not successful. Then zero trust dimension is successful.
4.2. Unauthorized User Access Attempt

The objective is to verify that a user is not registered or authorized in the Identity
Provider (IdP) cannot access resources within a microsegment protected by Zero Trust

policies.
Test goals:

s To assess whether identity-based access policies correctly prevent access by
unregistered users.
« To validate integration between micro-segmentation and identity provider

enforcement.
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¢+ To ensure that unauthorized access attempts are properly blocked.
Test steps:

1. Choose one micro-segment (e.g. Segment C) and check the segment’s authorized
user list from ldentity Provider tool.

2. Try one of the authorized user whether s/he has access to the micro-segment
(Segment C) or not.

A 4]2.ad

L¢/ pocadming

3. Try one unauthorized user whether s/he has access to the micro-segment (Segment
C) or not.

C:\Users\z >ssh pocadmin(@.

Connection closed by port 22

Result:

Unauthorized user’s access attempt to the related network segment is not successful. Then

zero trust dimension is successful.
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5) Conclusion

This study has demonstrated that implementing Zero Trust Architecture in
enterprise networks provides a comprehensive, adaptive and effective security framework
for addressing the evolving threat landscape. Through the systematic deployment of key
Zero Trust components, (including Identity Access Management (IAM), multi-factor
authentication (MFA), device posture assessments, least privilege access, policy decision
points (PDPs) and policy enforcement points (PEPs), network segmentation) organizations

can transition from traditional models to more secure, identity and context driven model.

To evaluate the practical effectiveness of these implementations, two focused test scenarios
are designed and performed. The first test simulated an attempt to perform lateral
movement within a micro-segmented network, imitating an internal attacker with access to
one segment attempting to reach other segments. The second scenario assesed whether an
unauthorized or unregistered user, not present in the organization’s Identity Provider tool
(IdP), could access resources within a restricted segment. In both cases, Zero Trust controls
showed the results as we expected: access was denied, unauthorized activities are refused.
No policy violations or failures occured. These outcomes confirm that ZTA enforces strong
access control boundaries based on identity and behavior rather than network location. It
significantly reducing attack surfaces and limiting the potantial impact of compromised

accounts or insider threats.

Moreover, the study reinforces the importance of adopting a socio-technical systems
perspective in Zero Trust implementation. The successful enforcement of policies across
network segments was not only the result of just technical configuration. Also the
alignment between technological systems and social component brought the success of
ZTA. Therefore, Zero Trust Architecture is not only a security framework, it is a complex
and holistic organizational transformation that depends on collaboration for both technical

and social domains.

As a result of increasing complexity of enterprise environments (by hybrid infrastructures,

remote access, cloud services, and rising cyber threats), traditional security models based
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on implicit trust are no longer sufficient. The results of this research prove that Zero Trust
is not only effective but necessary for becoming an enterprise network more secure. When

properly implemented and tested, ZTA provides a proactive, measurable, and scalable
approach to mitigating risk.
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