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1.  Introduction  

The evolution of Information and Communication Technologies (ICT) has 

profoundly impacted our daily lives, resulting in an exponential increase in the number of 

devices and people connecting to the internet. This circumstance led public and private 

institutions to initiate digital transformation programs to migrate their services online. As 

a natural consequence of this transformation, immense amounts of data have been produced 

at an increasing pace, so that, as stated in Freilich et al.’s book, the amount of data produced 

within the last two days equals the data that had been produced from the emergence of 

mankind to the year 2003. Therefore, this phenomenon necessitates harnessing database 

management systems to organize the high volume of data, and it requires ensuring the 

security of these systems and their data (Freilich et al., 2023). 

Today, data is considered as important as oil was in the 18th century. Organizations 

or states that utilize data effectively gain a competitive advantage against one another. For 

this reason, protecting data both in transmission and at rest has been a top priority for 

organizations. Another important issue is data privacy, which can be protected through 

regulations governing the management of Personally Identifiable Information (PII), such 

as the General Data Protection Regulation (GDPR) (Oakley, 2022). 

Several DBMSs, such as Oracle, IBM’s DB2, MySQL, or PostgreSQL, have been 

used for academic or industry-level requirements. SQL Server is a relational database 

management system (RDBMS) developed by Microsoft Corporation. It can be used for 

both academic and organizational purposes. According to an article published on ISHIR, a 

reputable India-based tech company, Microsoft SQL Server is the 7th most popular 

Database Management System (DBMS) globally (Saxena, 2025). 

Microsoft SQL Server is a user-friendly database management system (DBMS). 

Almost every management routine can be carried out through its robust user interface, SQL 

Server Management Studio (SSMS), without requiring the development of any Transact-

SQL (T-SQL) scripts. In addition, SQL Server includes several built-in functions to support 

management activities and contribute to the organization's security posture, which is why 

it is widely used (Farber, 2018). 
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Microsoft SQL Server has a series of redundancy mechanisms to increase the 

availability of the database service. For instance, AlwaysOn High Availability mechanisms 

or built-in backup functions that enable point-in-time recovery. 

Built-in security mechanisms of Microsoft SQL Server allow database 

administrators or security professionals to reduce the attack surface of their SQL Server 

instances. Otherwise, various malicious groups can use these attack surfaces, such as 

advanced persistent threats (APTs), industry spies, disgruntled, or former employees. To 

apply countermeasures against these malicious groups, a security risk elicitation of the 

DBMSs needs to be carried out first, and then the risks need to be assessed and prioritized 

via a threat modeling process (Carter, 2018). 

This survey study examines the process of installing and configuring an SQL Server 

instance, taking into account key security and data privacy frameworks. In other words, it 

is intended to serve as a comprehensive guide that provides necessary practices for utilizing 

built-in security mechanisms and harmonizing them with associated security frameworks 

and privacy regulations.  

 

 

 

 

 

 

 

 

 



3 

 

2.  Risk Assessment and Prioritization  

Risk assessment involves eliciting potential hazards that may disrupt an 

organization’s ability to operate effectively. It helps uncover inherent business risks and 

guides the implementation of measures, processes, and controls to minimize their impact 

on operations (Gillis, 2023). 

Risk prioritization is a crucial process that facilitates decision-making process for 

effective remediation. It is carried out systematically regarding the threat actor, the actor’s 

goal, and the likely impact of the attack on the system. A threat model needs to be used or 

prepared to carry out an effective assessment process (Falconieri et al., 2021). 

 

2.1. Threat Modeling 

Threat modeling is foreseeing any potential undesirable event or situation that could 

adversely affect an organization's assets. It aids security professionals in identifying and 

remediating security vulnerabilities before a cyber-attack occurs. In addition, threat 

modeling encompasses eliciting probable threat actors and incident scenarios (Shostack, 

2014). 

Cybersecurity attacks are increasingly prevalent and sophisticated, and without 

enabling proper security mechanisms, almost every ICT asset is likely to be vulnerable to 

compromise. Due to this circumstance, threat modeling is regarded as a crucial approach 

for application development and system evaluation (Carter, 2018). 

Threat modeling is a process for identifying, classifying, and prioritizing potential 

threats to mitigate them. It consists of six steps: identifying assets, creating an architecture 

overview, building a security profile, identifying the threats, documenting the threats, and 

rating and prioritizing the threats.  

Identifying assets is the initial phase of threat modelling. From a database 

administrator (DBA) perspective, it involves classifying and evaluating SQL Server 

instances based on their disruption tolerance and the sensitivity of data maintained within 

them. During the second phase, architecture overview, a logical topology of database 
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instances and applications, as well as other components connected to these instances, is 

drawn. Preparing this kind of topology enables architects and security experts to 

comprehend the so-called “big picture.” During the third phase, the security profile phase, 

Trust boundaries are established; in other words, entry points for the DBMS are identified.  

The identifying threats phase is carried out through penetration testing, and the threats are 

rated (Carter, 2018). 

On the other hand, some notable threat modeling methodologies exist, such as 

Microsoft’s STRIDE and DREAD methodologies.  

 

2.1.1. STRIDE Threat Modeling 

Microsoft Corporation developed the STRIDE Methodology for its products in 

1999, but it subsequently abandoned the model. Although STRIDE is often referred to as 

threat modeling, it is a threat analysis and classification method. Therefore, threats 

identified through penetration testing can be categorized accordingly. STRIDE is an 

abbreviation for Spoofing, Tampering, Repudiation, Information disclosure, Denial of 

service (DoS), and Elevation of privileges (Tarandach & Coles, 2020). 

In the STRIDE methodology, under the Spoofing title, identity theft issues, rogue 

processes, or systems are scrutinized. Under the tampering title, arbitrary or intentional 

data manipulation is probed. However, when viewed from a database security perspective, 

this title can be summarized as a probe of data at rest. Under the 'Repudiation' title, it is 

scrutinized whether a malicious user is attempting to conceal its activities. Under the 

'Information Disclosure' title, it is scrutinized whether more data is fetched than the user is 

authorized to access. In other words, it tries to determine whether trust boundaries are 

violated. The Denial-of-Service title examines whether a malicious user sends numerous 

requests to overwhelm the system. Lastly, the elevation of privileges refers to whether a 

malicious user gains more permission than they are expected to have, thereby 

compromising the system (Carter, 2018). 

To implement STRIDE, each system component is evaluated to ensure it complies 

with the six STRIDE principles. To do this, a question set corresponding to each STRIDE 
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title is prepared, such as whether there are any mechanisms to prevent impersonation 

attacks for Spoofing, whether there is any possibility for attackers to alter any configuration 

file or data either at rest or in transit for Tampering, and whether there are any mechanisms 

preventing repudiation For Information disclosure, are security mechanisms required to 

prevent data leakage, such as encryption  For denial of service, can the database engine 

respond to high transaction rates, and for elevation of privileges  As it can be found in 

Table 1 as follows, a simple STRIDE classification is given (Subramanian, 2024). 

 

Table 1 Example STRIDE Classification (Carter, 2018) 

Risk Category Example 
SQL Injection S,T,I Attacker types ' OR 1=1 --In password field of the website 

to spoof the first user identity stored in the users table. 
DoS D,T,S Attacker uses robots to simultaneously flood the database 

with resource-intensive requests. 
Stealing (sa) 

account credentials 
E An attacker suspects that (sa) account has not been disabled 

or renamed. Therefore, an attack is launched against 

password of (sa) account 
DBA performs 

malicious actions 
R A privileged user performs a malicious action and the attack 

cannot be proven, due to a lack of auditing 
SQL Server remote 

code execution 

vulnerability 

S,T An attacker runs a malicious query to exploit a vulnerability 

in SQL Server, where the use of uninitialized memory in 

some virtual functions is permitted 
 

2.2.Threat Rating Process 

After threats have been defined and classified, they need to be rated and prioritized. 

Threat rating is a process that compares the likelihood of an incident occurring with its 

likely damage to the victim system. In the simplest form, threat rating can be carried out 

heuristically by rating threats as low, medium, or high. However, this method is not 

comprehensive enough to encompass all details. A method called DREAD can be used to 

cover all the details (Carter, 2018). 
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2.2.1. DREAD Methodology 

DREAD is a risk ranking methodology that stands for Damage Potential, 

Reproducibility, Exploitability, Affected users, and Discoverability. DREAD methodology 

is generally used with STRIDE methodology (EC Council, 2022). 

In DREAD, damage refers to the likelihood of damage in the event of an unwanted 

scenario. Each threat is assessed with a rating from 1 to 10, where 1 indicates minimal 

damage and 10 indicates catastrophic damage. 

Reproducibility scores the degree to which an attacker can produce cyberattacks 

ceaselessly. As in the Damage phase, its score ranges from 1 to 10, where 1 indicates that 

reproducing attacks is impossible and 10 implies that it is pretty easy to reproduce them. 

Exploitability measures how easily an attacker can exploit a given vulnerability. As 

in previous phases, a score of 1 implies that exploitation is extremely difficult, whereas a 

score of 10 implies that exploitation is quite simple.  

Affected users refer to the percentage of users who are impacted by the threat when 

it occurs. Like others, this title is rated on a scale of 1 to 10. However, to calculate this 

proportion, the percentage of users affected by the incident is calculated, then divided by 

10, and the result is rounded to the nearest whole number. 

Discoverability refers to how easily vulnerable parts of a system can be identified. 

Its score can be ranked between 1 and 10, where 10 is the easiest one. All elicited scores 

are summed up at the end of scoring, and the ultimate score is obtained (Carter, 2018). 

In the implementation of DREAD, each threat is rated first, and then all scores are 

summed up and divided by the number of threats. If the result of division is not equal to a 

digit, it is rounded to the nearest one (EC Council, 2022). 
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Table 2 Example DREAD table (Carter, 2018) 

Risk 
Category 
(STRIDE) D R E A D 

Threat 
Ranking 

SQL Injection S,T,I 10 10 9 10 10 10 
DoS R 10 10 10 10 10 10 
Stealing sa account credentials E 6 10 8 10 10 9 
DBA performs malicious action R 10 1 1 10 10 5 
SQL Server Remote Code 
Execution Vulnerability S,T 8 5 5 6 1 5 

 

Table 2 suggests that while risks of SQL Injection and DoS need to be addressed 

immediately, the SQL Server Remote Code Execution Vulnerability does not necessitate 

an immediate solution. 

 

2.3.Employing Countermeasures 

Once the threat modeling and ranking process is completed, a mitigation strategy 

must be designed and implemented for the defined threats. The strategy should prioritize 

the highest-ranking threats. When a plan is prepared, security professionals and DBAs 

benefit from a series of cybersecurity frameworks, various built-in functions, and the 

development of ad-hoc SQL queries (Carter, 2018). 
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3.  Security Frameworks, Standards, and Regulations  

Numerous factors can compromise a system. Eliciting all likely threats and 

developing an action plan to mitigate their risk can be overwhelming. Therefore, it would 

be the optimum solution for a DBA or a security professional to apply related frameworks 

and standards such as NIST’s 800-53 Framework and GDPR. 

 

3.1. NIST SP 800-53 Rev. 5 

NIST’s SP 800-53 Rev. 5 is a special publication issued by the US National Institute 

of Standards and Technology. This standard is designed to serve as a baseline for U.S. 

federal institutions to assess security and privacy controls that facilitate risk management.  

NIST 800-53 provides standardized and structured controls to ensure organizations 

protect their IT assets and establish a robust security posture by detecting security risks, 

implementing effective mitigation mechanisms, enabling continuous monitoring, and 

ultimately fostering a cybersecurity culture (Arad, 2024). 

NIST’s SP 800-53 Rev.5 consists of twenty control families. These families 

comprise 1,187 controls to ensure the security of information systems and their data. SP 

800-53 can be tailored to meet the specific requirements of any organization. To comply 

with the standard, it is not obligated to apply all families and their controls thoroughly. 

Instead, organizations may select and apply them as they wish.  

NIST 800-53 categorizes its controls into control families based on their 

similarities. NIST 800-53 Rev5, the latest version of the standard, contains 20 unique 

control families. These families: Access Control (AC), Awareness and Training (AT), 

Audit and Accountability (AU),  Assessment, Authorization, and Monitoring (CA), 

Configuration Management (CM), Contingency Planning (CP), Identification and 

Authentication (IA), Incident Response (IR), Maintenance (MA), Media Protection (MP), 

Physical and Environmental Protection (PE), Planning (PL), Program Management (PM), 

Personnel Security (PS), Risk Assessment (RA), System and Services Acquisition (SA), 

System and Communications Protection (SC), System and Information Integrity (SI), 
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Supply Chain Risk Management (SR), Personally Identifiable Information (PII) Processing 

and Transparency (PT) (Joint Task Force Initiative, 2020). 

Access Control (AC): The Access Control (AC) family focuses solely on 

authorized systems and users intended to access operational IT assets. This control family 

is related to establishing access rules for organizational IT assets. For instance, carrying 

out the authentication process or determining the allowed actions that a legitimate user can 

perform. 

Key categories of the AC control family are authentication, authorization, access 

control mechanisms, and data access control. Authentication is validating users and 

systems attempting to reach organizational IT assets. From a DBA perspective, it implies 

passwords or Windows authentication. Access Control Mechanisms are technical tools and 

methods. Data access control is controlling access attempts to critical data assets of the 

organization. 

Implementation of this control family starts with a risk evaluation. In the risk 

evaluation phase, data assets are classified according to their criticality level. Then, access 

policies are developed. In this phase, access types are determined. Then, role engineering 

is carried out in this phase, where the user applies the access policy determined according 

to the principle of least privilege. Then, in line with the access policies, a system 

configuration is created, and security awareness training is given to the employee. 

There exists a series of notable controls that can be harnessed to ensure database 

security, such as: AC-2 Account Management and AC-6 Least Privilege (Dijk, 2025). 

 Awareness and Training (AT): This control family implies that adequate 

cybersecurity can be ensured by not only technical controls but also considering human 

factors. Because the weakest link in cybersecurity is human, controls in this family focus 

on preparing written policies, procedures, and instructions, as well as complying with a 

series of frameworks, such as GDPR (Pitts, 2025). 

Audit and Accountability (A U): AU Family controls are fundamental to building 

an effective and robust cybersecurity posture.  Controls within this family focus on 

detecting security events and generating necessary actions to respond to these events. 
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Namely, this family encompasses recording all traceable events and activities. To 

implement this, all log records are collected for analysis (Pournader, 2024). 

Assessment, Authorization, and Monitoring (CA): Controls within this family 

aim to detect vulnerabilities and remediate them quickly. Thus, systems can operate as 

expected. CA family controls have three key functionalities. The first one is assessment. In 

the assessment activity, the effectiveness of chosen controls is evaluated. The second one 

is Authorization, which controls the users and systems when they attempt to access 

organizational assets. At the same time, it is a part of the AC family. For authorization, 

Role-Based Access Control (RBAC) or any other model can be used. The last one is 

monitoring. In monitoring, suspected activities and anomalies are detected through log 

analysis or network analysis (Pitts, 2025). 

Configuration Management (CM): Controls in this family focus on creating 

baseline configurations, regularly monitoring systems for unauthorized alterations, and 

ensuring that changes made do not adversely affect the system. Briefly, CM family controls 

include a baseline creation, which means creating base configurations for all software and 

systems. Also includes Change tracking, which means binding system configuration 

alterations to permission. And includes providing integrity, which means ensuring 

accuracy and integration of configurations (Pournader, 2024). 

Contingency Planning (CP): This control family encompasses controls designed 

to enhance organizational cyber resilience. This family’s controls are proactive, aiming to 

prepare for destructive events such as capacity increases. Thus, system disruptions are tried 

to be minimized. 

In this control family, a draft contingency plan is prepared. This plan includes a 

series of strategies to mitigate the detrimental effects of destructive attacks. Then, 

contingency plans are regularly controlled and updated to ensure their efficiency. Lastly, a 

mechanism is provided to ensure recovery after destructive events. This includes the 

implementation of backup-restore scenarios, etc. 
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Identification and Authentication  (IA ): This control family encompasses the 

definition and validation of users and systems intended to access organizational assets. This 

control family is complementary to the AC control family. 

The IA family has a series of functionalities, such as identity provision, which 

means uniquely and separately defining users and systems that will access organizational 

assets. In other words, it defines identifiers such as usernames, IDs, etc., to identify these 

users or systems. The other one is to verify identity, which involves validating that the 

submitted identity belongs to the associated user or system. Another function is to manage 

identities, which involves maintaining a record of various identifiers throughout the 

organization. Moreover, lastly, controlling access means limiting access to the 

organizational resources. This function overlaps with the AC control family (Pitts, 2025). 

Incident Response (IR): This control family is designed to minimize the effects of 

security violations. In this family, controls are to detect violations and respond to them, 

then enable a recovery process after the incident (Montauban, 2025). 

Maintenance (MA ): This control family is crucial for providing the integrity and 

security of information systems and data. This family divides maintenance into two parts, 

called preventive maintenance and corrective maintenance. Preventive maintenance 

focuses on identifying system errors and preventing security vulnerabilities. Corrective 

maintenance focuses on resolving system errors and addressing security vulnerabilities  

(Pitts, 2025). 

Media Protection (MP): Controls within the MP family focus on security issues 

related to storage (data at rest), transmission (data in transit), or destruction of data within 

an information system. Whether the data is stored on disk or in the cloud, these controls 

are crucial for maintaining the confidentiality of the data. 

There exists a series of crucial controls belonging to this family. These are 

Storage Security: Protecting the data store of an information system from 

unauthorized access or theft. To implement this control, proper authorization and 

encryption mechanisms can be used. 
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Transportation Security: It is protecting of data which is transmitted between data 

centers. This control mandates professionals to implement encryption and continuous 

monitoring. 

Access Control: It mandates to regulate access policy against to data silos where 

sensitive data reside. To fulfill this control, user or system rights on databases can be 

described in line with least privilege principle (Pitts, 2025). 

Physical and Environmental Protection (PE):  Controls within this family focus 

on physical security of IT systems rather than security of the data. Controls in this family 

mandates a multi-layered security approach against to environmental and physical threats. 

Planning (PL):  These controls include planning of feasible, measurable, and 

explicit security measures against to threats (Montauban, 2025). 

Program Management (PM): This family’s controls are designed for 

organizations to establish a governance framework for managing their information security 

and privacy programs and associated trainings. 

Personnel Security (PS): Since, human is the weakest chain in cyber security. It 

must be ensured that the personnel who access to the information systems are benign. For 

this reason, this control family focus on the employee’s background and mandates them to 

get cyber-security awareness training (Pournader, 2024). 

Risk Assessment (RA): RA family includes controls which aim to evaluate risks 

posed to the organizational assets and generate proactive responds to these risks. Thus, this 

family controls contribute to organization to build a robust security posture (Technology 

Transformation Services, 2025). 

. 

System and Services Acquisition (SA): This control family encompass various 

measures to embed a software system from starting use of it to end of life to avoid security 

breach (Montauban, 2025). 

System and Information Integrity (SI) : SI family controls focus on protecting 

information systems and personal data inside them from unauthorized modification or 
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destruction. Controls in this family ensure system integrity through strong security 

measures, effective format management, and ongoing updates. 

Some functions pertaining to this control family are provision of system integration 

which mandates to implement security hardening, implementing failover mechanisms and 

set a backup mechanism. 

Supply Chain Risk Management (SR): This family controls are related with 

security risks of IT product producers and retailers and various precautions against to these 

risks (StandardFusion, 2024). 

Personally Identifiable Information Processing and Transparency (PT): This 

control family intends to ensure privacy of personally identifiable information and other 

sensitive information. This control mandates to definition of PII and sensitive data which 

means creating a data classification document. Protection of PII and sensitive data which 

means ensuring security of data through securing access to them and using Data Loss 

Prevention (DLP) solutions. Also, this controls work with privacy regulations such as 

GDPR and impose to comply them through encouraging to be transparent against to data 

subjects (Granata et al., 2024). 

 

3.2.General Data Protection Regulations (GDPR) 

It will be an inadequate approach to attempt securing data asset without applying 

external frameworks. At this point, numerous countries legislated privacy regulations 

which are valid either in nation-wide or internationally. One of them is GDPR. 

General Data Protection Regulation (GDPR), which was legislated in 2016 and 

came into force in 25 May 2018, is intended to protect EU citizen data subjects from misuse 

of their personal data, which they submit to organizations or companies serving either 

within or outside the EU zone (Oakley, 2022). 

In technical context, application of GDPR to an organization depends on three 

factor: 

- Pseudonymization 
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- Right to Access 

- Right to Erase 

Pseudonymization is to keep the data in a way that it cannot be matched with the 

data subject without using any additional data. To fulfill this factor: First, within database 

personally identifiable information (PII) and sensitive information columns are 

determined, then these columns can be encrypted through either built-in mechanisms or 

third-party solutions. 

Right to Access is to inform a data subject about what data pertaining to him or her 

is stored across the data flat of an organization. To fetch the data, T-SQL commands are 

used. 

Right to Erase is to delete the personal data of a data subject across the data files of 

an organization upon his or her request. Implementation of this factor is carried out through 

T-SQL commands (West et al., 2023).  
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4.  An Overview of SQL Serverõs Security Architecture 

Microsoft SQL Server DBMS has a series of complex security modules that 

encompass or overlap with each other. These modules comprise SQL Server’s security 

architecture. Thanks to this architecture, DBAs and security professionals can more 

efficiently and manageably carry out mitigation processes against potential risks and 

threats (Carter, 2023). 

 

4.1. SQL Serverôs Security Hierarchy for Database Roles 

SQL Server’s security hierarchy commences from the Windows domain level and 

goes down to the level of objects within a SQL Server instance, such as a table within a 

database. SQL Server’s account hierarchy stems from concepts of principals, securables, 

and permissions.  

Principals are individuals, groups, or processes authorized to request SQL Server 

resources. They are designated as securables, and there are three types of permissions that 

a principal can use: grant, deny, and revoke.  

Securables are database objects that a principal can request to access, such as 

databases, database tables, or table columns, as shown in Figure 1 (Anderson, 2024).  

 

Figure 1. An Overview of SQL Server’s Roles (Garg, 2020) 
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On the other hand, as Figure 2 shows, a hierarchical structure exists between users 

and groups. This hierarchy goes from domain to server, server to instance, and instance to 

database. In other words, a domain user or group can be mapped to a server or instance 

user or group. This structure facilitates account management of databases and contributes 

to the organization's security posture. 

 

Figure 2. Hierarchical Structure of Security Principals (Carter, 2023) 

 

As a security best practice, all users must be authenticated at the instance level 

unless the database is contained. There are two types of logins at the instance level: 

Windows authentication and mixed-mode authentication. At Windows authentication, an 

Active Directory (AD) or a local Windows user is created and mapped to a SQL Server 

Login (Carter, 2018). 

Whether an SQL Server instance accepts logins in Windows authentication mode 

or mixed-mode authentication is determined during the installation phase of SQL Server.  
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Windows authentication mode implies that only Windows or AD users can connect to the 

database. In contrast, mixed-mode authentication implies that custom SQL Server logins 

can be created and authorized within the database instance. 

In addition, SQL Server has a series of built-in permissions that can be granted to 

logins, groups, or users at the instance or server levels (Sawkins, 2024). 

 

Server Level Roles 

At the server level, privileged users can be granted a set of fixed permissions to 

fulfill management tasks. It needs to be underlined that Roles encapsulated in # were 

introduced after the SQL Server version of 2022. 

 These roles are as follows: 

sysadmin: This role is the most privileged one and gives administrator rights at 

associated instances. One who has this role can perform any action within the database. 

bulkadmin: This role gives the right to run BULK INSERT statements to its 

holder. It works with the insert permission given at the database level. 

dbcreator: This role gives the right to create databases for its holder within the 

instance. 

diskadmin: This role gives its holder to manage backup devices. 

processadmin: This role owner can stop instances by using T-SQL or SSMS.  

public:  It is a default role that all newly created logins are assigned to. It is only 

used for internal operations such as TempDB authentication. 

securityadmin: This role owner can manage logins at the instance level 

serveradmin: This role combines the roles of processadmin and diskadmin. 

setupadmin: This role owner can create linked servers between database servers. 
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##MS_DatabaseConnector##: The role owners can connect to any database 

within the instance. 

##MS_DatabaseManager##: This role owner can create and drop databases 

within the instance, and in case a database is created via this role, the database owner will 

be the creator 

##MS_PerformanceDefinitionReader##: This role owner can view all 

performance-related catalog views within the instance and security-related ones at the 

database level. 

##MS_SecurityDefinitionReader##: This role owner can view all security level 

catalogs at the instance level and all performance-related catalogs at the database level. 

##MS_DefinitionReader##: This role owner can see the object definitions, view 

metadata, and generate scripts. 

##MS_LoginManager##: This role owner can create and drop logins within an 

instance 

##MS_ServerPerformanceStateReader##: This role owner can view 

performance-related DMVs and DMFs at the instance level as well as view “database 

performance view” at any database they can. 

##MS_ServerSecurityStateReader##: This role owner can view security-related 

DMVs and DMFs at the instance level and the “database security view” at any database 

they can. 

##MS_ServerStateReader##: The role owners can read all DVMs and DMFs at 

the instance level, at which databases they are authorized to access. 

##MS_ServerStateManager##: Members can read all DMVs and DMFs at the 

instance level, at which databases they are authorized to access, along with ALTER 

SERVER STATE permission (Microsoft Corporation’s Official Web Site, 2025) . 
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Database Level Roles 

For a given database instance, database-level security consists of managing users 

and roles. Built-in database roles are as follows: 

db_accessadmin: Owners of this role can add or remove users from the database 

db_backupoperator: This role can take backups of the database they are granted. 

db_datareader: The role owner can only execute SELECT statements. 

db_datawriter:  Members of this role can only execute DML statements. 

db_denydatareader: This role owners are denied for executing SELECT 

statements on every table in a database 

db_denydatawriter: This role owners are denied every table in for executing DML 

queries for every table in a database 

db_ddladmin: This role owners can execute CREATE, ALTER and DROP queries 

db_owner: This role owners can perform any action within a database 

db_securityadmin: This role owner can grant any role within a database to any 

user except db_owner. (Microsoft Corporation’s Official Web Site, 2025) 

In addition to instance and database-level permissions, object-level authorization 

can be implemented via the GRANT T-SQL statement. On the other hand, when a security 

need exists to isolate SQL Server login from other databases and instances, contained users 

can be created. The user connecting to the DBMS can be a Windows user or a SQL Server 

login (Carter, 2018). 

 

4.2. Auditing in SQL Server 

In its lexical meaning, auditing is officially probing and verifying an organization's 

financial processes and activities. However, Auditing today has found several other 

application areas, such as SQL Server security. In SQL Server security, auditing is one of 

the key factors in providing accountability. Additionally, it can be used for troubleshooting 
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activities. On the other hand, database auditing is a law-required process, and various 

security frameworks and privacy regulations mandate it to be enabled.  

SQL Server auditing enables a built-in tool via SSMS or T-SQL scripts and 

develops necessary strategies to record changes on an SQL Server database machine. 

Several types of auditing exist within an SQL Server instance, such as server-level auditing, 

which tracks server-wide operations’ information, such as SQL agent jobs’ information, 

linked server creations, or database creations. Database-level audits track various database-

related activities, such as DDL or DML activities or login permissions (Bush, 2022). 

SQL Server audits are run by enabling two or three components: audit specification, 

server specification, or database audit specification. 

In the audit specification, the location of audit records is determined. Either you 

enable server specification or database audit specification, it is mandatory to create an audit 

specification beforehand. Audit specification is the place where the location of logs that 

will be written and how long they are stored are determined, as well as what action SQL 

Server will take if logging fails, such as continuing or shutting down the server. In the 

server specification, all server activities are recorded. In addition to this, all databases are 

tracked with default settings. However, enabling database audit specification is required to 

scrutinize specific databases with more details or for a specific issue. 

Some audit categories within Microsoft SQL Server can be customized for auditing 

processes. These categories are called action groups. By selecting these action groups, you 

can track activities encompassed by related actions (Duran, 2019). 

 

Server Audit Action Groups 

According to Microsoft’s official website, 46 action groups can be tracked at the 

server level using SQL Server Audit. These groups can be chosen while enabling server 

audit specification. A few of them are given below, 

AUDIT_CHANGE_GROUP:  This group is used to track events of creating, 

dropping or altering an audit 
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BACKUP_RESTORE_GROUP: This group tracks backup events and “restore 

command” executions. 

FAILED_LOGIN_GROUP:  This group is used to track failed login attempts. 

DATABASE_PRINCIPAL_IMPERSONATION_GROUP:  This group is used 

to track events of impersonation of users 

LOGIN_CHANGE_PASSWORD_GROUP: This group is used to track 

password changes of logins  

 

Database Audit Action Groups 

According to Microsoft’s official website, there are 26 action groups that can be 

tracked at the database level using SQL Server Audit. Also, DDL and DML auditing 

activities can be carried out within database audit action groups. A few of them are as 

follows: 

 

DATABASE_PERMISSION_CHANGE_GROUP:  This group is used to keep 

track of permission changes within a database 

DATABASE_CHANGE_GROUP: The group is used to track database state 

changes such as alter, drop, create, etc. (Microsoft Corporation’s Official Web Site, 2025) 

Also, in the database audit action groups, DML commands can be logged via groups 

that can be seen in Figure 3 as follows: 
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Figure 3. DML Database Audit Action Groups (Microsoft Corporation’s Official Web Site, 2025) 

 

4.3. Encryption in SQL Server 

Data breaches are one of an organization's most crucial issues. To overcome this 

adversity, Encryption is the first solution that comes to mind. To ensure data security, 

encryption must be applied to data residing in the database, database backups on a disk or 

file share, and data in transmission (Sarmiento, 2025). 

From SQL Server 2005 to the current version, SQL Server has several built-in 

encryption mechanisms. One of these mechanisms is Transparent Data Encryption (TDE), 

which is used for data saved to disk, namely data at rest. Via TDE, data can be accessed 

and secured from the file system. The data can be database files and database backups. In 

addition to this, TDE encrypts TempDB as well. However, TDE does not provide any 

mechanism to protect data from being stolen via SQL queries (Ward, 2019). 

Backup Encryption is another mechanism provided by SQL Server to protect 

database backups. Although TDE is capable of encrypting backups, backup encryption is 

much more efficient in scenarios where only backup encryption is needed, since encryption 

is a CPU-exhaustive process (Jayaram, 2017). 

Always Encrypted is another mechanism provided within SQL Server that is used 

for column encryption. “Always Encrypted” works with client drivers; in other words, the 

encryption and decryption process of data inserted or selected is carried out within the 
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client driver. And that is why encrypted data cannot be used within database engines. 

Because of this reason, SQL Server’s versions after 2016 include a mechanism called 

“secure enclaves” along with “always encrypted”, which is used for encrypting data on the 

server side instead of the client driver. Therefore, encrypted data can carry DML activities 

(Govoni, 2023). 

TLS is also used to encrypt data in transmission. The TLS mechanism is like SSL 

certificates used in web servers. Its sole purpose is to encrypt traffic between the client and 

the database engine (Baseren, 2024). 

 

4.3.1. Hierarchical Encryption Mechanism of SQL Server 

SQL Server protects databases by using several keys and certificates. The main 

purpose here is to protect at the maximum level while facilitating database management. 

Keys within SQL Server consist of the three components: 

1- Encryption Key:  It is a secret key comprised of long and random characters to 

encrypt data 

2- Other Cryptographic Elements to Protect Encryption Key: These elements 

can be other keys or certificates used to encrypt encryption keys. 

3- Encrypted Value of Encryption Key: SQL Server rarely uses the plain text 

value of the encryption key; it usually uses the encrypted value generated from 

other previously mentioned cryptographic elements.  

As Figure 4 shows, SQL Server encryption has three main built-in components: 

SQL Server Instance Service Master Key, Database Master Key, and Database Encryption 

Key. The SQL Server Instance Master Key is generated during the installation phase of 

SQL Server on a machine and protects the Database Master Key. A Windows API called 

Windows Data Protection API encrypts the Server Instance Master Key. 

The Database Master Key (DMK) is stored on the SQL Server instance’s master 

system database in an encrypted way with AES-256. It encrypts the private key of a self-



24 

 

signed certificate, which is used to backup the DMK and import it to another instance when 

necessary. Only one DMK can be generated in an SQL Server instance. 

 

Figure 4. Encryption Hierarchy of SQL Server (Sheldon, 2016) 

 

The Database Encryption key (DEK) is at the bottom of the hierarchy. It is stored 

within the database, intended to be encrypted. DEK is a symmetric key used for encrypting 

and decrypting databases. Although 3DES and AES variations were supported as ciphers 

until SQL Server 2016, for newer versions, only AES-128, 192, and 256 are available 

(McGiffen, 2022). 
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5.  Redundancy Mechanisms in SQL Server  

Redundancy is an important factor in providing availability in an organizational 

environment. SQL Server has a series of redundancy mechanisms, such as a high 

availability solution called AlwaysOn and database backup that can be used for point-in-

time recovery. 

 

5.1. AlwaysOn High Availability  

Eliminating the single point of failure is crucial to providing a more reliable and 

robust database service. From SQL Server 2012 to current versions, a built-in technology 

called AlwaysOn High Availability is provided. It is built onto the Windows Failover 

Cluster mechanism, which provides redundancy in an organizational IT environment of up 

to 64 servers. Just like in Windows Failover Cluster in AlwaysOn, a group of SQL Server 

database machines exists, and one of them is called the primary replica. 

 The primary replica " inserts” requests directed to it. Other replicas work in read-

only mode and can only respond to select statements. All data in the primary replica is 

written synchronously or asynchronously to other replicas. In case an error occurs on a 

primary replica, one of the other replicas takes ownership of the cluster and becomes 

primary (Erdinç, 2022). 

 

5.2. Backups and Point in Time Recovery 

Backing up is one of the fundamental tasks of a DBA. There are three types of 

backups. These are full backup, transaction log backup, and differential backup. Full 

backup is a snapshot of the database, which means this type of backup includes all database 

data inserted until the backup process is completed. Differential backup is a kind of backup 

that contains data between the last full backup and the time differential backup is taken. 

Transaction log backup is also a short-term backup that is taken after a full backup and 

includes data between the last full backup and itself. Nevertheless, the main difference 
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between differential backup and transaction log backup is that transaction log backup can 

be used for point-in-time recovery purposes. 

Point-in-time recovery restores a database at any time the DBA determines between 

the full backup and the last transaction log backup. In point-in-time recovery, the full 

backup is first restored, and then all transaction log backups are restored (Asanka, 2016). 
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6.  A Case Study: Implementing a security - hardened SQL 

Server Instance  

This section contains a case study of three virtual servers on the Oracle VirtualBox 

platform. One of the servers is a primary domain controller, CNTPDC01, and the others 

are database servers, which are CNTSQL01 and CNTSQL02. All servers have 4GB of 

memory and 2 CPU Cores. Moreover, whereas, the one which has primary domain 

controller (PDC) role has only 200 GB C disk, the database servers have 200GB C disk 

and 200 GB D (Data) disk, 100 GB L (Log) disk, 100 GB T (TempDB) disk, 200 GB Y 

(Yedek) disk. Furthermore, all servers run on Windows Server 2022 operating system, and 

database servers run Microsoft SQL Server 2022. 

 A mockup domain called metu.edu.tr is generated in the primary domain controller. 

Both database servers are joined to it.  

In the preparation phase, it is also important to determine and prioritize risks to 

mitigate them sequentially. To do this, the STRIDE and DREAD models are used. In 

STRIDE modeling, briefly likely threats are elicited. 

 

Table 3 STRIDE Classification for the Case Study 

Risk Category Example 
Leakage of PII or 

Senstive Data 
S,T,I Attacker may steal data via stolen credentials or via stealing 

database backups 
DoS or Distruption 

of Service 
D,T,S Attacker may target availability of the system through 

volumetric attacks or any other mean. 
Stealing authorized 

account credentials 
E An attacker suspects that (sa) account has not been disabled 

or renamed. Therefore, an attack is launched against 

password of (sa) account 
DBA performs 

malicious actions 
R A privileged user performs a malicious action and the attack 

cannot be proven, due to a lack of auditing 
SQL Server remote 

code execution 

vulnerability 

S,T An attacker may run malicious codes through exploiting 

vulnerabilities currently resides within either in operating 

system or in database software 
 

Through using STRIDE modeling, likely threats are rated and prioritized so that 

suitable control families and controls can be chosen from NIST’s 800-53 framework. 
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Table 4 DREAD table for the Case Study 

Risk 

Category 

(STRIDE) D R E A D 

Threat 

Ranking 

Leakage of PII or Senstive 

Data S,T,I 10 10 9 10 10 10 

DoS or Distruption of 

Service R 10 10 10 10 10 10 

Stealing authorized account 

credentials E 6 10 8 10 10 9 

DBA performs malicious 

action R 10 10 1 10 5 7 

SQL Server Remote Code 

Execution Vulnerability S,T 10 10 10 6 1 8 

 

As suggested by DREAD modeling, the primary threat to the database ecosystem 

under study is the leakage of sensitive or personal data. Then, threats to the system's 

availability come second. Then theft of authorized accounts (from basic read/write 

permissions to sysadmin accounts). Then the compromising of the database server comes, 

and lately, the insider threat comes.  

To mitigate these threats, Audit and Accountability (AU), Configuration 

Management (CM), Contingency Planning (CP), Personally Identifiable Information (PII) 

Processing and Transparency (PT), and Awareness and Training (AT) control families are 

regarded as mandatory to be chosen. 

For the AU control family, AU-2: Event Logging, which refers to server-level 

auditing, such as successful or failed logon attempts or the execution of backup-restore 

commands. Moreover, AU-14: Session Audit for database-level auditing to audit any data 

alteration or change in database settings. For the CP control family, CP-7 Alternate 

Processing Site mandates implementing high availability solutions, CP-9: System Backup 

mandates backing up databases regularly, and CP-10: System Recovery and Reconstitution 

mandates enabling point-in-time recovery. PT control family is essential to comply with 

GDPR. Its PT-4: Consent and PT-5: Privacy Notice controls mandate to obtain permission 

from data subjects and notify them about their rights. The AT control family aims to inform 
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database administrators to be mindful of their actions, lest they inadvertently become 

insiders. So, AT-2: Literacy Training and Awareness is chosen to equip database 

administrators with basic cybersecurity knowledge. 

 

6.1.  AlwaysOn High Availability and Backup Plan Implementation 

High-availability solutions are indispensable parts of corporate database 

management systems. As their name suggests, they provide the CIA triad’s availability 

clause. That is why implementing high-availability solutions is a best practice and a 

generally accepted practice. 

A failover cluster and quorum are first set up after database servers are joined to the 

metu.edu.tr domain. As previously mentioned, the failover cluster serves as the basis for 

AlwaysOn High Availability. 

To install the Failover Cluster, the Server Manager dashboard is opened and As it 

can be seen in Figure 5, the “Add Roles and Features” section is clicked. Until the Features 

section is reached, Next button is clicked. In the Features section, Multipath IO and 

Failover Cluster Manager are selected. And Next and install buttons are clicked. 
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Figure 5. Failover Cluster Installation 

 

After installation, we open Failover Cluster Manager from the Start menu and create 

a new Failover cluster including both database servers. To do this, simply the both servers 

are selected and added from domain as indicated in Figure 6. 
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Figure 6. Failover Cluster Creation 

 

As shown in Figure 7, the Failover Cluster is named FLVCLS01. Additionally, a 

DNS record and a computer object for the failover cluster are created. Computer objects 

are created in the same organizational unit in Active Directory (AD) where the database 

servers currently reside. Implementing a failover cluster is the first step in ensuring the 

availability of our database ecosystem. In the event of an interruption at a database server, 

this mechanism enables the other server to take over the lead and maintain the database 

service without interruption. 
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Figure 7. Failover Cluster Naming 

 

Once the Failover Cluster is set up, database instances are installed using the 

Microsoft SQL Server installation media. As shown in Figure 8, in this phase, only the 

database engine must be installed on the server for a basic installation. This circumstance 

applies to SQL Server versions higher than 2019. For versions prior to 2019, client 

connectivity features must also be selected. In our case, to summarize, Database Engine 

Services are sufficient, and other features are optional. 
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Figure 8. Instance Feature Selection 

 

After the Feature Selection phase, the Database instance name is determined, as 

shown in Figure 9. In this phase, either a name can be given or it can be left blank, which 

means it is determined as “Default Instance.” Naming an SQL Server instance is 

accomplished by enabling the Named Instance section. Our database instances are named 

METU, as shown in Figure 9. For a named instance, the instance name should be specified 

within the connection properties when establishing a connection to the server.   
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Figure 9. Instance Naming 

 

It is a security best practice to run SQL Server and SQL Agent services via an 

Active Directory account. Figure 10 illustrates how to modify the local user of SQL 

services to an Active Directory (AD) user. This step is also mandatory for the AlwaysOn 

setup. This gives the advantage of logging SQL Server and SQL Agent actions within PDC. 

The crucial point in this implementation is that the user’s password must be set to “never 

expire.” Otherwise, SQL Server can be unavailable if the user is locked. 
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Figure 10. Instance Service Accounts Configuration 

 

On the other hand, as shown in Figure 11, the database instance must be installed 

in mixed mode, allowing it to accept connections from both Windows authenticated users 

and SQL Logins. To complete this setting, we also need to determine a service account (sa) 

password. 

Figure 11 shows that local Windows users or Active Directory users can be 

specified. Adding AD users can be done via the Add button. 

Additionally, as NIST 800-53 recommends, it is crucial to disable the (sa) account 

after the installation process is complete. 
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Figure 11. Mixed Mode Authentication Setting 

 

Since we have a separate disk structure for data, log, and TempDB, necessary 

configurations must be made as a best practice to contribute to availability, which is 

suggested in NIST 800-53’s Contingency Planning (CP) control family’s CP-10: System 

Recovery and Reconstitution control. These settings can be made via the Database Engine 

Configuration section, as shown in Figure 12. 

Distributing database files is vital for ensuring availability. In production systems, 

log files and TempDB files may grow and fill the entire storage. If they had been stored on 

the C disk along with Windows system files, they may have filled the C disk, and other 

system components may have been hindered from running. 
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Figure 12. Disk Configuration of SQL Server 

 

After installing the database instance, AlwaysOn is set. In the AlwaysOn setting, 

we need to create a file share witness (quorum), a shared folder on a server that can be 

accessed from both database servers. The service account must be authorized on this shared 

folder, which was used during instance setup for SQL Server Services. Both servers, the 

failover cluster object in AD, and the service account need to have complete control over 

it. Quorum setting is performed via the Failover Cluster Manager.  

In an AlwaysOn installation, we must first enable the AlwaysOn Availability Group 

via the SQL Server Service, as shown in Figure 13. Repeatedly, it is important to run both 

servers’ services with the same AD account (in our case, it is METU\Administrator) 
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Figure 13. Enabling AlwaysOn HA on SQL Server’s Service 

 

To carry out this action, we open SQL Server Configuration Manager from the 

Windows Start menu. Then, just as in Figure 13, from the service properties menu, we can 

enable AlwaysOn by selecting the “Enable Always On Availability Groups” checkbox. 

After enabling it, an availability group and an availability group listener will be 

created. In the creation process, the Availability group will be installed on the TestMETU 

database. In other words, it will be the first database that is added to the AlwaysOn 
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Figure 14. Running New Availability Group Wizard 

 

In our case, the availability group is named METUAG, and the availability group 

listener is named METUAGL. To create these, we need to complete the wizard process 

without encountering any errors. After completion, both AG and AGL will be created, as 

shown in Figure 14.  

The Availability Group Listener (AGL) is a load balancer that sends transactions to 

only the primary server. In the event of a failover situation (primary server change), it 

automatically sends transactions to the new primary server. 
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Figure 15. AlwaysOn with a Listener Called METUAGL 

 

Another important issue in ensuring availability is implementing a backup strategy 

that allows for point-in-time recovery. This kind of backup plan requires full and log 

backups, whereas differential backups are optional. It is required by NIST SP 800-53’s 

Contingency Plan control family, specifically CP-9: System Backup control. 

A maintenance plan, a built-in SQL server mechanism, or user-developed scripts 

can be used to implement a backup strategy. For this study, a Maintenance plan will be 

preferred. 

A maintenance plan can be created through SSMS by initiating the Maintenance 

Plan Wizard, as shown in Figure 16. 
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Figure 16. Maintenance Plan Wizard 

 

A proper name is assigned to a backup task through the Maintenance Plan Wizard, 

and its schedule is determined, as shown in Figure 17. 

 

  

Figure 17. Maintenance Plan Schedule 
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 Then, the maintenance task is selected as seen in Figure 18. Initially, a full database 

backup is taken as the basis. Afterwards, another maintenance plan is implemented for 

transaction log backup. However, the main difference between full backups and transaction 

log backups is the frequency. In other words, whereas a full backup is taken once a week, 

a transaction log backup is taken hourly. 

 

Figure 18. Maintenance Plan Task Selection 

 

6.2. Enabling SQL Server Auditing 

SQL Server Audit is a crucial mechanism for providing non-repudiation. Auditing 

a database is implied at many NIST SP 800-53 control families, such as Audit and 

Accountability (AU) family or Assessment, Authorization, and Monitoring (CA) control 

family. Auditing in SQL Server can be done in two phases. One approach is to initiate 
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auditing at the server-wide level, and the other is to initiate auditing at the database level. 

To enable auditing, we first need to define an audit. To do this, we can define an audit from 

the left pane of SSMS by right-clicking on the Audit section under the Security tab and 

clicking on New Audit. As shown in Figure 19, we first assign a name to the audit definition 

and then determine where to save the audit records, such as Application Log, Security Log, 

or a file. 

 

 

Figure 19. Instance Audit Definition 

 

After defining the audit, the audit specifications at the server and database levels 

need to be defined. Similarly, to create these definitions, one can make a server-wide 

definition by right-clicking on the Server Audit Specification section below and clicking 

on the "New Server Audit Specification" option, as shown in Figure 20 below. 
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As previously stated, “server auditing” monitors some basic actions, such as 

successful or failed logins.  

 

Figure 20. Server Level Audit Definition 

 

When server-level audit specifications are determined, the necessary audit action 

types must be selected. As shown in Figure 21, the failed login group, the successful login 

group, and the backup restore group are selected. This means that both successful and 

unsuccessful login attempts, as well as backup restore operations, are intended to be 

audited.   
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Figure 21. Server Level Audit Action Types 

 

After server-level audit specifications are determined, database-level audit 

specifications are specified. At this level, specifications can be made for databases, 

schemas, or any database objects, such as tables. As indicated in Figure 22, database 

specifications for this study are made for tables against which to insert, delete, update, 

select, and execute transactions coming from any principal. 
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Figure 22. Database Level Auditing 

 

As Figure 23 shows, audit records can be reviewed from SQL Server’s special tool, 

Log File Viewer. However, as a best practice based on the cybersecurity’s separation of 

duties principle, it is advised to use a database firewall or any other logging tool that is 

operated by cybersecurity teams. 
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Figure 23. Audit Reviewing Process 

 

6.3.Implementation of Encryption Mechanisms in SQL Server 

Several methods exist to encrypt SQL Server’s data files or backups, providing 

confidentiality and ensuring safety from malicious activities such as data leaks. There are 

three types of encryption mechanisms: backup encryption, transparent data encryption, and 

always encrypted. All of these have been previously explained in detail. Since transparent 

data encryption encompasses backup encryption, only “Always Encrypted” and 

“Transparent Data Encryption” are implemented in this study. 

6.4. Implementation of Transparent Data Encryption 

Transparent Data Encryption is an encryption mechanism that encrypts MDF files 

(main database files), LDF files (transaction log files), and TempDB (a system database 

that stores objects and information temporarily), as well as backups of the associated 
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database. The first step in implementing TDE is to create a master key, as shown in Figure 

24.  

 

 

Figure 24. Creating a Master Key for TDE 

 

After a master key is generated with a predetermined encryption password, a certificate 

must be generated using the associated master key, as shown in Figure 25.  

As previously stated, the master key, certificate, and encryption key have a hierarchical 

relationship, so they must be created sequentially. 
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Figure 25. Creating Certificate for TDE 

 

After certificates are created, an encryption key needs to be generated. Thus, Database 

administrators can encrypt associated database files and backups taken after the encryption 

process. As shown in Figure 26, for the TestMETU database, an encryption key is 

generated using the AES-256 cipher. 
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Figure 26. Creating Encryption Key for TDE 

 

It is also crucial to store the certificate and private key (encryption key) in a permanent 

storage area. Since, without importing them, it is impossible to migrate databases to another 

database instance. With a simple T-SQL command, the certificate and private key can be 

stored on the disk as shown in Figure 27. 
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Figure 27. Storing Certificate and Encryption Key 

 

Without importing the certificate and private key, databases cannot be migrated to 

another instance when database encryption is enabled, as shown in Figure 28.  
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Figure 28. Enabling Encryption on TestMETU Database 

 

As shown in Figure 29, when a full backup of the TestMETU database is attempted to 

be restored on another instance, it is expected that the restoring database server will throw 

an error stating that the certificate and private key must be installed on the database instance 

first. 
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Figure 29. Backup Restoring Attempt of an Encrypted Database 

 

6.5. Implementation of Always Encryption Mechanism 

Always Encryption is used to encrypt sensitive personal information at the column 

level, details of which are explained in privacy regulations such as GDPR or NIST SP 800-

53’s Privacy Controls (PT) control family. To exemplify this type of data, examples include 

health information, biometric data, criminal records, or genetic data. 

As GDPR mandates anonymization or pseudonymization of PII, using Always 

Encryption would be an effective solution. In this mechanism, encryption occurs on the 

client side, rather than on the database server. The certificate and private key are stored 

either in the Windows Certificate Store or the Azure Key Vault.  
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To implement Always Encrypted, the Encryption Wizard can be accessed by right-

clicking on the table name and then selecting the Encrypt Columns tab, as shown in Figure 

30. 

 

 

Figure 30. Initialization of Encryption Wizard 

 

From the menu, the columns that are intended to be encrypted are selected. For this 

study, only the credit card number is selected. As shown in Figure 31, there are two options 

for encryption type. Deterministic means the same plaintext will always produce the same 

ciphertext when it is encrypted, whereas in the randomized option, unpredictable 

ciphertexts are generated. Deterministic encryption is preferred in scenarios that require 

join, indexing, or grouping operations. Because it eases them, however, the Randomized 

option is selected for this study. 
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Figure 31. Determining Properties of Encryption 

 

As seen in Figure 32, certificates are decided to be stored in the Windows certificate 

store. Moreover, as the master key source, the local machine is decided. 
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Figure 32. Master Key Configuration 

 

 After the encryption process is completed, the credit card column is encrypted, as 

shown in Figure 33.  
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Figure 33. Encrypted Credit Card Column 

 

It is also possible to decrypt the associated columns. To do this, one can check the 

"Enable Always Encrypted (column encryption)" option, as shown in Figure 34, and then 

connect. When previously encrypted values are queried, the result will be returned as 

plaintext. 
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Figure 34. Decrypting Encrypted Columns 

 

 

 

 

 

 

 

 

 



59 

 

7.  Conclusion  

Risk assessment and prioritization are essential activities that every organization 

must undertake as foundational steps toward building a strong cybersecurity posture. 

Without effective risk management, it becomes difficult to identify critical threats to the 

database ecosystem and to implement appropriate countermeasures. Moreover, thorough 

risk evaluations are crucial for assessing the severity and priority levels of threats targeting 

database servers. 

Methodologies such as DREAD and STRIDE offer structured, practical approaches 

to threat modeling. They enable teams to quantify risk impact and classify threat types. 

These models support proactive defense strategies and align with broader organizational 

goals of compliance, reliability, and stakeholder trust. 

SQL Server provides robust built-in high availability and security mechanisms to 

support compliance with privacy and security frameworks, addressing findings from the 

risk assessment and prioritization process. These features play a vital role in safeguarding 

data assets and minimizing downtime or system disruptions. By leveraging these 

capabilities, organizations can proactively manage identified risks and address the privacy 

concerns of stakeholders. 

Organizations should cultivate a culture of cybersecurity awareness among 

database administrators to harness and benefit from these features to the maximum extent. 

Administrators must understand that their responsibilities extend beyond ensuring database 

performance and that they are also accountable for maintaining its security. To support this, 

organizations should provide targeted training programs that educate database 

administrators on the available security features and best practices on SQL Server, along 

with related privacy regulations and security frameworks. 

Another aspect of securing SQL Server databases is implementing an effective audit 

system. It is important to enable accountability for database users and administrators. To 

ensure this, organizations should conduct both internal and external auditing activities. This 

way, the adoption of the associated frameworks and regulations, as well as unauthorized 

access or misuse, is controlled.  
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The study indicates that implementing only the built-in security solutions of SQL 

Server may not be enough to comply with NIST 800-53.  Building a comprehensive 

security posture encompasses multiple dimensions, including human and operating system 

security. Thus, a series of divergent measures must be taken, and these measures must be 

implemented on a separation of duties basis, rather than all being implemented by database 

administrators. 
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