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1. Introduction

The evolution of Information and Communication Technologies (ICT) has
profoundly impacted our daily lives, resulting in an exponential increase in the number of
devices and people connecting to the interfiais circumstance led public and private
institutions to initiate digital transformation programs to migrate their servitdase As
a natural consequence of this transformation, immense amounts of data have been produced
at an increasing pace, so that, as statedinFreti@lh s book, the amount of
within the last two days equals the data that had been produced from the emergence of
mankind to the year 2003 herefore, this phenomenon nesitates harnessing database
management systems to organize the high volume of data, and it requires ensuring the

security of thessystems and their data (Freiliehal., 2023).

Today, data is considered as important as oil was in thegt8ury. Organizations
or states that utilize data effectively gain a competitive advantage against one another. For
this reason, protecting data both in transmission and at rest has been a top priority for
organizations. Another important issue is datagey, which can berotected through
regulations governing the management of Personally Identifiable Information (PII), such
as theGeneral Data Protection Regulation (GDR@gkley, 2022).

Sever al DBMSs, such as Oracl e, |l BM' s DB2,
used for academic or industigvel requirements. SQL Server is a relational database
management system (RDBMS) developed by Microsoft Corporation. It can be used for
both academicrad organizational purposes. According to an article published on ISHIR, a
reputable Indisdbased tech company, Microsoft SQL Server is tHentbst popular
Database Management System (DBMS) globally (Saxena, 2025).

Microsoft SQL Server i@ useffriendly database management system (DBMS)
Almost every management routine can be carriedhoatigh its robust user interface, SQL
Server Management Studio (SSMS), without requiring the development of any Transact
SQL(T-SQL) scripts. In addition, SQL Server includes severaldnuilinctions to support
management activities and contribute to the organization's security pegtick iswhy
it is widely used (Farber, 2018).



Microsoft SQL Server has a series of redundancy mechanisms to increase the
availability of the database service. For instance, AlwaysOn High Availafiéthanisms

or builtin backup functions that enalpeintin-time recovery.

Built-in security mechanisms of Microsoft SQL Server allow database
administrators or security professionals to reduce the attack surface of their SQL Server
instances. Otherwise, various malicious groups can use these attack surfaces, such as
advanced pesistent threats (APJ), industry spies, disgruntled, or former employees. To
apply countermeasures against these malicious groups, a security risk elicitation of the
DBMSs needs to be carried out first, and then the risks need to be assessed anddprioritize

via a threat modeling process (Carter, 2018).

This survey study examines the process of installing and configuring an SQL Server
instancetaking into account kegecurity and data privacy frameworks. In other words, it
is intended to serve as a comprehensive guide that provides necessary poaciitizgg
built-in security mechanisms and harmonizthgm with associated security frameworks

and privacy regulations.



2. Risk Assessment and Prioritization

Risk assessment involves eliciting potential hazards that may disrupt an
organization’s ability to operate effectivel
guides the implementation of measures, processes, and contmilsrtoze their impact

on operations (Gillis, 2023)

Risk prioritization is acrucial process that facilitates decisioaking procesdor
effectiveremediation. It is carried osystematically egar di ng t he t hreat ac
goal and the likely impact of the attack on the system. A threat model needs to be used or

prepared tearry outan effectiveassessment procedsalconieriet al, 2021)

2.1.Threat Modeling

Threat modeling is foreseeing any potential undesirable event or situation that could
adversegf affect an organization's assets. It aids security professionals in identifying and
remediating security vulnerabilities before a cya#ack occurs. In addition, threat
modeling encompasses eliciting probable threat actors and incident scenarios kShostac
2014).

Cybersecurity attacks aiacreasingly prevalent and sophisticated, and without
enabling proper security mechanisms, almost every ICT asset is likely to be vulnerable to
compromiseDue to this circumstance, threat modeling is regarded as a crucial approach

for application development and system evaluafi@erter, 2018).

Threat modeling is a process for identifying, classifying, and prioritizing potential
threats to mitigate them. It consists of six steps: identifying assets, creating an architecture
overview, building a security profile, identifying the threats, documgrttie threats, and
rating and prioritizing the threats.

Identifying assets is the initial phase of threat modelling. Fromatmbase
administrator DBA) perspective, itinvolves classifying and evaluating SQL Server
instances based on their disruption tolerance and the sensitivity ahdati@ined within

them. During thesecond phasearchitecture overviewa logical topology of database
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instances and applications, as well as other components connected to these instances,
drawn. Preparing this kind of topologgnables architectend security experts to
comprehendthesoal | ed *“ Durmgtheihidphasetbe sécurity profile phase,
Trust boundaries amstablished; in other words, entry points for the DBMS are identified
The identifying threats phase is carried thubugh penetration testing, and the threaes

rated (Carter, 2018).

On the other hand, some notable threat modeling methodologies exist, such as
s STRIDE and DREAD met hodol ogi es.

Mi crosoft

2.1.1. STRIDE Threat Modeling

Microsoft Corporation developed the STRIDE Methodology for its products in
1999, butit subsequently abandoned the moddthough STRIDE ioften referred to as
threat modeling, it isa threat analysis and classification meth®tierefore, threats
identified through penetration testing can be categorized accordiSGIRIDE is an
abbreviation for Spoofing, Tampering, Repudiation, Information disclosure, Denial of

service (DoS), and Elevation of privileges (Tarandach & Coles, 2020).

In the STRIDE methodology, under the Spoofing title, identity theft issues, rogue
processes, or systems are scrutinized. Under the tampering title, arbitrary or intentional
data manipulation is probedowever, wherviewed from a database security perspective,
this title can be summarized as a probe of data at rest. Und#epadiation’ title, it is
scrutinized whether a malicious user is attempting to contealctivities. Under the
‘Information Disclosure' title, it is scrutinized whether more dafatched than the user is
authorized to acces$n other words, it tries to determine whether trust boundaries are
violated. The Deniabf-Service titleexamines whether a malicious user sends numerous
requests to overwhelmne system. Lastly, the elevation of privilegeers to whether a
malicious user gains more permission than they are expected to have, thereby

compromisinghe system (Carter, 2018).

To implement STRIDE, each system componeervauated to ensure it complies

with the six STRIDE principlesTo do this, a question set corresponding to each STRIDE
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title is prepared, such as whether there are any mechanisms to prevent impersonation
attacks for Spoofing, whether there is any possibility for attackers to alter any configuration
file or data either at rest or in transit for Tampering, and whetherahesny mechanisms
preventing repudiation For Information disclosure, are security mechanisms required to
prevent data leakage, such as encryption For denial of service, can the database engine
respond to high transaction rates, and for elevation oflgges As it can be found

Table 1as follows, a simple STRIDE classification is given (Subramanian, 2024).

Table 1 Example STRIDElassification (Carter, 2018)

Risk Category Example
SQL Injection S, T,I |Attacker types ' OR 1=2%In password field of the websi
to spoof the first user identity stored in the users table.
DoS D,T,S |Attacker uses robots to simultaneously flood the datg
with resourcentensive requests.
Stealing(sa) E An attacker suspects th@g) account has not been disab

account credentials

or renamed. Therefore, an attack is launched ag
password ofsa) account

DBA performs R A privileged user performs a malicious action andaiteck|
malicious actions cannot be proven, due to a lack of auditing
SQL Server remot S, T An attacker runs a malicious query to exploit a vulnerak

code executiol

vulnerability

in SQL Server, where the use of uninitialized memor
some virtual functions igermitted

2.2 Threat Rating Process

After threats have been defined and classified, they need to be rated and prioritized.
Threat rating is a process that compares the likelihood of an incident occurring with its

likely damage to the victim system. In the simplest form, threat rating cearbed out

heuristically by rating threats as low, mediuar, high. However, this method is not

comprehensive enough to encompass all details. A method called DREAD can be used to

cover all the details (Carter, 2018).



2.2.1. DREAD Methodology

DREAD is a risk ranking methodology that stands for Damage Potential,
Reproducibility, Exploitability, Affected users, and Discoverability. DREAD methodology
is generally used with STRIDE methodology (EC Council, 2022).

In DREAD, damage refers to the likelihood of damage in the event of an unwanted
scenario Each threat is assessed with a rating from 1 to 10, wher@ichtes minimal

damage and 10 indicateatastrophic damage.

Reproducibility scores the degree to which an attacker can produce cyberattacks
ceaselessly. As in the Damage phase, its score ranges from 1 to 10, where 1 indicates that
reproducing attacks is impossible and 10 implies thatitaty easy to reproduce them.

Exploitability measures how easily an attacker can exploit a given vulnerability. As
in previous phases, score of 1 implies that exploitation is extremely difficult, whereas a
score ofl0 implies that exploitation is quite simple.

Affected usersefer to the percentage of users who are impacted by the threat when
it occurs Like others, this title isated on a scale of 1 0. However, to calculate this
proportion, the percentage of users affected by the incident is calculated, then divided by

10, and theesult is rounded to the nearest whole number

Discoverabilityrefers to how easily vulnerable parts of a system can be identified
Its score can be ranked between 1 and 10, where 10 is the easiest one. All elicited scores

are summed up at the end of scoring, and the ultimate score is obtained (Carter, 2018)

In the implementation of DREAD, each threat is rated first, and then all scores are
summed up and divided by the number of threats. If the result of division is not equal to a

digit, it is rounded to the nearest one (EC Council, 2022).



Table 2 Example DREAD table (Carter, 2018)

Category Threat

Risk (STRIDE) D R E A D |Ranking
SQL Injection STl 10 10 9 10 10 10
DoS R 10 10 10 10 10 10
Stealing sa account credential E 6 10 8 10 10 9
DBAperforms malicious action| R 10 1 1 10 10 5
SQL Server Remote Code

Execution Vulnerability S,T 8 5 5 6 1 5

Table 2 suggests that while risks of SQL Injection and DoS need to be addressed
immediately, the SQL Server Remote Code ExecWioimerability does not necessitate

an immediate solution.

2.3Employing Countermeasures

Once the threat modeling and ranking process is completed, a mitigation strategy
must be designed and implemented for the defined threats. The strategypsiuvitide
the highestranking threats. When a plan is prepared, security professionals and DBAs
benefit from a series of cybersecurity frameworks, various-luitinctions, and the

development of athoc SQL queries (Carter, 2018).



3. Security Frameworks, Standards, and Regulations

Numerous factors can compromise a system. Eliciting all likely threats and
developing an action plan to mitigate their risk can be overwhelming. Therefore, it would
be the optimum solution for a DBA or a security professional to apply related frameworks
ard standar ds s-B3cdrtamewsrk add GDPR.s 800

3.1.NIST SP 80053 Rev. 5

NI ST’ s -5BRevEBdaBpecial publication issuedthg US National Institute
of Standards and Technology. This standard is designed to serve as a basélige for

federal institutions to assess security and privacy controls that fadillat®anagement.

NIST 80653 provides standardized and structured controls to ensure organizations
protect their IT assets and establish a robust security posture by detecting security risks,
implementing effective mitigation mechanisms, enabling continuous monitoring, and

ultimatelyfostering a cybersecuritulture(Arad, 2024)

NI ST’ s -53HMRev.8 @dnsists ofwenty control families. These families
comprise 1,18%¢ontrols to ensuréhe security of information systems and their d&GR.
800-53 can beailored to meet the specific requirements of any organizafiorcomply
with the standardjt is not obligated to apply all families and their contriisroughly

Instead prganizationsnay selectand apply them as they wish.

NIST 80053 categorizes its controls into control families based tbair
similarities NIST 80053 Rev5, the latest version of the standard, contZinsinique
control families. These familieAccess Contro(AC), Awareness and Training (AT),
Audit and Accountability (&), Assessment, Authorization, and Monitoring (CA)
Configuration Management (CM), Contingency Planning (CP), Identification and
Authentication (IA) Incident Response (IR), Maintenance (MA), Media Protection (MP),
Physicaland Environmental Protection (PE), Planning (PL), Program Management (PM)
Personnel SecuritfPS) Risk Assessment (RABystem and Services Acquisition (SA),
System and Communications Protection (SC), System and Information Integrity (Sl),



Supply Chain Risk Management (SRgrsonally Identifiable Information (PII) Processing
and Transparency (P{Joint Task Force Initiative, 2020).

Access Control (AC): The Access Control (AC) family focuses solely on
authorized systems and users intended to aogpesational T assetsThis control family
IS relatedto establishingaccess rules foorganizational IT assets. For instancerrying
outtheauthentication process determininghe allowed actions that a legitimate user can

perform

Key categories ofhe AC control family are authentication, authorization, access
control mechanismsand data access contrduthenticationis validatng users and
systems attempting to reach organizational IT asBetsn a DBA perspectivat implies
passworder Windows authenticatiolccess Control Mechanisms are technical tools and
methods Data access control @ntroling access attempts to critical data assets of the

organization

Implementation of this control family starts with a risk evaluationthe risk
evaluation phase, data assets are classified according to theirityitesadl. Then access
policies are developed. In this phaaegess types are determined. Thete engineering
is carried out in this phase, where the user applies the access policy determined according
to the principle of least privilege Then in line with the access policies system

configuration is create@dnd security awareness training is giverthe employee.

Thereexistsa series of notable controls that can be harndgssedsure database
security such asAC-2 Account ManagemeaindAC-6 Least PrivilegéDijk, 2025).

Awareness and Training (AT): This control family implies thatadequate
cybersecurity can be ensured by not only technical controls but also considering human
factors Becausdhe weakest link itybersecurityis human controlsin this family focus
on preparing written policies, procedures, and instructions, as well as complying with a
series of frameworksuch as GDPRPItts, 2025)

Audit and Accountability (A U): AU Family controls arédundamental to building
an effective and robust cybersecurpigsture. Controls within this family focus on

detecting security events and generating necessary actions to respgbedet@vents.
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Namely, this family encompassegscording all traceable events and activities. To

implement thisall log records are collectddr analysis(Pournader, 2024)

Assessment, Authorization, and Monitoring (CA):Controls within this family
aim to detectvulnerabilities andemediatethem quickly. Thus, systems caperate as
expectedCA family controlshavethree keyfunctionalities The firstone isassessment. In
the assessment activityhe effectiveness of chosen contredsevaluatedThe second one
is Authorization which controls the users and systems when they attempaciess
organizational assets. At the satime, it is a part ofthe AC family. For authorization
Role-Based Access ContrdRBAC) or any othemodel can be usedThe lastone is
monitoring. In monitoring, suspected activities and anomalies are detected through log

analysis or network analyq(Ritts, 2025)

Configuration Management (CM): Controls in this family focusn creating
baseline configurations, regularly monitoring systdorsunauthorized alterations, and
ensuring that changes made do not adversely affect the sistefty, CM family controls
include a baseline creatiowhich means creating base configurations for all software and
systems Also includesChange trackingwhich means binding system configuration
alterations to permissionAnd includes providing integrity which means ensuring

accuray and integration ofonfigurationgPournader, 2024)

Contingency Planning (CP): This control familyencompasses controls designed
to enhancerganizational cybetesilienceT hi s f a mi larg preactiveamirigtoo | s
prepare for destructive events such as capacity inctddsessystem disruptions atged

to beminimized

In this control family, a draft contingency plan is prepared. This plelndes a
series of strategieo mitigate thedetrimental effects of destructive attackEhen
contingency plans are reguladgntrolled and updated ensure their efficiency. Lastlg
mechanism is provided to ensure recovery after destructive evénssincludesthe

implementation of backupestore scenariosfc.

10



Identification and Authentication (IA): This control familyencompasses the
definition and validation of users and systems intended to amagsszational assetshis

control family is complementary theAC control family.

The IA family has a series of functionalities, such as identity provision, which
means uniquely and separately defining users and systems that will @gaegzational
assetsln other words, idefines identifiers such as usernamBs, etc, to identify these
users or systemdhe other onés to verify identity, which involves validating that the
submitted identitypelongs to the associated user or systemother function is to manage
identities, which involves maintaining a record of various idemsf throughoutthe
organization. Moreover, lastly, controlling accessmeans limiting access to the

organizational resources. This function overlaps WithAC control family(Pitts, 2025)

Incident Respons€IR): This control family is designed to minimitiee effectof
security violations. In this familycontrols areo detect violations and respotathem

thenenablea recovery process after the incidéWibntauban, 2025)

Maintenance (MA): This control family iscrucial for providing the integrity and
security ofinformation systems and dafghis family divides maintenance into two parts
called preventive maintenance and corrective maintenance. Preventive maintenance
focuses on identifying system errors and prevensiacurity vulnerabilities. Corrective
maintenancdocuses orresolving system errors and addresssegurity vulnerabilities
(Pitts, 2025)

Media Protection (MP): Controls withinthe MP family focus on security issues
related tostorage (data at rest), transmission (data in transit), or destruction of data within
aninformation systemWhether the data is stored on disk or in the cloud, these controls

are crucial for maintaining the confidentialitytbe data.
Thereexistsa series of crucial controls belonging to this family. These are

Storage Security: Protecting the data store of an information system from
unauthorizedaccess ortheft To implement this contrplproper authorization and

encryption mechanisms can be used.
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Transportation Security: It is protecting of data which is transmitted between data
centers.This control mandates professionals to implement encryption and continuous

monitoring.

Access Control:It mandates to regulate access policy against to data silos where
sensitive data reside. To fulfill this contraiser or system rights on databases can be
described in line with least privilege princigkitts, 2025)

Physical and Environmental Protection (PE): Controls within this fami} focus
on physical security of IT systems rather than security of the @atdrols in this family
mandates a multayered security approacgainst to environmental and physical threats.

Planning (PL): These controls include planningf feasible, measurableand

explicit security measuregyainst to threadvlontauban, 2025)

Program Management (PM)Y Thi s family’s control s al
organizations to establish a governance framewonk#oraging their information security

and privacy programand associated trainiag

PersonnelSecurity (PS): Since human is the weakest chain in cyber secuttty
must beensured that the personnel who access to the information syateimsnign. For
thisreasont hi s control family focus on the empl oy

get cybersecurity awareness trainifgournader, 2024)

Risk Assessmen{RA): RA family includes controls whiclhim to evaluate risks
posed to the organizational assets and gengradetiveresponds to these riskehus,this
family controls contribute to organization to build a robust security poéfieehnology

Transformation Services, 2025)

System and Services Acquisition (SA)This control family encompass various
measursto embed a software systdérom starting us of itto end of lifeto avoid security
breach(Montauban, 2025)

System andIinformation Integrity (SI) : SI family controls focus on protecting

information systemmand personal datenside themfrom unauthorized modification or

12



destruction. Controls in this family ensure system integrity through strong security

measuresgffective format management, and ongoing updates.

Some functions pertaining to this control family are provision of system integration
which mandates to implement security hardening, implementing failover mechanisms and

set a backup mechanism

Supply Chain Risk Management (SR):This family controls are related with
security risks of IT product producers and retailers and various precautions against to these
risks (StandardFusion, 2024)

Personally Identifiable Information Processing and Transparency (PT.) This
control family intends tensure privacyf personally identifiable information and other
sensitive informationThis control mandates definition of PIl and sensitive data which
means creating a data classification docunferdtection of Pll and sensitive data which
means ensuring security of data through securing access toaticemsing Data Loss
Prevention (DLP) solutionsAlso, this controls work with privacy regulationsuchas
GDPRand impose to comply thethroughencouraging to be transparent against to data
subjectqGranateet al, 2024)

3.2General Data Protection Regulations (GDPR)

It will be an inadequate approach to attemgaiusing data asset without applying
external frameworksAt this point, numerous countridegislated privacy regulations

which are valid either in natiewide or internationallyOne of them is GDPR.

General Data Protection Regulation (GDPR), which was legislated in 2016 and
came into force i25May 2018, is intended to protect EU citizen dsuéjectdrom misuse
of their personal data, which they submit to organizations or companies serving either
within or outside the EU zone (Oakley, 2022).

In technical context, application of GDPR to an organization depends on three

factor.

- Pseudonymization
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- Right to Access
- Right to Erase

Pseudonymizatiors to keep the data in a way that it cannot be matched with the
data subject without using any additional dawa fulfill this factor: First, within database
personally identifiable information (PIl) and sensitive information columns are
determined, then these columns can be encryipt@digh either buittn mechanisms or

third-party solutions.

Right to Access is to inform a data subject about whatgiataining tchim or her
is stored across the data flat of an organization. To fetch the d&@LTcommands are

used.

Right to Erase is to delete the personal data of a data subject across the ddta files
an organization upanis or herequestimplementation of this factor is carried out through
T-SQL commandg§Westet al.,2023)
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4. An Overview of SQL Serverds Securi

Microsoft SQL Server DBMS has a series of complex security modules that
encompass or overlap with each other. Thesed ul es compri se SQL Ser
architecture. Thanks to this architecture, DBAs and security professionals can more
efficiently and manageably carry out mitigation processes against potential risks and
threats (Carter, 2023).

41.SQL Servero6s Security Hierarchy for Dat

SQL Server’s security hierarchy commences
goes down to the level of objects within a SQL Server instance, such as a table within a
dat abase. SQL Server’'s account hierarchy ste
andpermissions.

Principals are individuals, groups, or processes authorized to request SQL Server
resources. They are designated as securables, and there are three types of permissions that

a principal can use: grant, deny, and revoke.

Securables are database objects that a principal can request to access, such as
databases, database tables, or table columns, as shown in Figure 1 (Anderson, 2024).

SOL Server Access

Y
Principals

Securable

N

Server Principals Database Principals Server Scope

Logins Server Roles Database Scope

Fixed / Built-in / Default

Authentication Mode Server Roles

Database Roles
Fixed / Built-in /
Default Database Roles
User Defined Customized
Database Roles

Schema Scope

User Defined Customized

Windows Authentication Mixed Authentication Mode Server Roles

Permissions. ——

Windows Login SaL Login
29 2 Server Permissions

Windows Individual Login
Database Permissions

Windows Group Login

Figure 1. An Overview of SQL Server’s Rol es

15



On the othehand, as Figure 2 shows, a hierarchical structure exists between users
and groups. This hierarchy goes from domain to server, server to instance, and instance to
database. In other words, a domain user or group can be mapped to a server or instance
user orgroup. This structure facilitates account management of databases and contributes

to the organization's security posture.

Domain
Domain User Domain Group

[~ Server
o _J
(

Instance
- J
4 )

Database
o J

Figure 2. Hierarchicabtructure ofSecurity Principals (Carter, 2023)

As a security best practice, all users mustibthenticated at the instance level
unless the database is contained. There are two types of logins at the instance level:
Windows authentication and mix@dode authentication. At Windows authentication, an
Active Directory (AD) or a local Windows user ¢seated and mapped to a SQL Server
Login (Carter, 2018).

Whether an SQL Server instance accepts logins in Windows authentication mode

or mixedmode authentication is determined during the installation phase of SQL Server.
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Windows authentication mode implies that only Windows or AD users can connect to the
database. In contrast, mixetbde authentication implies that custom SQL Server logins

can be created and authorized within the database instance.

In addition, SQL Server has a series of bulpermissions that can be granted to

logins, groups, or users at the instance or server levels (Sawkins, 2024).

Server Level Roles

At the server level, privileged users can be granted a set of fixed permissions to
fulfill management tasks. It needs to be underlined that Roles encapsulated in # were
introduced after the SQL Server version of 2022.

These roles are as follows:

sysadmin: This role is the most privileged one and gives administrator rights at

associated instances. One who has this role can perform any action within the database.

bulkadmin: This role gives the right to run BULK INSERT statements to its
holder. It works with the insert permission given at the database level.

dbcreator: This role gives the right to create databases for its holder within the

instance.
diskadmin: This role gives its holder to manage backup devices.
processadmin:This role owner can stop instances by usif§QL or SSMS.

public: It is a default role that all newly created logins are assigned to. It is only
used for internal operations such as TempDB authentication.

securityadmin: This role owner can manage logins at the instance level
serveradmin: This role combines the roles of processadmin and diskadmin.

setupadmin: This role owner can create linked servers between database servers.
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##MS_DatabaseConnector##The role owners can connect to any database

within the instance.

##MS_DatabaseManager##:This role owner can create and drop databases
within the instance, and in case a database is created via this role, the database owner will

be the creator

##MS_PerformanceDefinitionReader##: This role owner can view all
performanceelated catalog views within the instance and secueigted ones at the

database level.

##MS_SecurityDefinitionReader##:This role owner can view all security level

catalogs at the instance level and all performagted catalogs at the database level.

##MS_DefinitionReader##:This role owner can see the object definitions, view

metadata, and generate scripts.

##MS_LoginManager##: This role owner can create and drop logins within an

instance

##MS_ServerPerformanceStateReader##: This role owner can view
performance el at ed DMVs and DMFs at the instance

performance view” at any database they can.

##MS_ServerSecurityStateReader##This role owner can view securitglated
DMVs and DMFs at the instance | evel and the

they can.

##MS_ServerStateReader##The role owners can read all DVMs and DMFs at

the instance level, at which databases they are authorized to access.

##MS_ServerStateManager##Members can read all DMVs and DMFs at the
instance level, at which databases they are authorized to access, along with ALTER
SERVER STATE permission (Microsoft Corporat.
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Database Level Roles

For a given database instance, datali@gsl security consists of managing users

and roles. Builin database roles are as follows:
db_accessadminOwners of this role can add or remove users from the database
db_backupoperator: This role can take backups of the database they are granted.
db_datareader: The role owner can only execute SELECT statements.
db_datawriter: Members of this role can only execute DML statements.

db_denydatareader: This role owners are denied for executing SELECT

statements on every table in a database

db_denydatawriter: This role owners are denied every table in for executing DML

queries for every table in a database
db_ddladmin: This role owners can execute CREATE, ALTER and DROP queries
db_owner: This role owners can perform any action within a database

db_securityadmin: This role owner can grant any role within a database to any
user except db_owner. (Microsoft Corporation

In addition to instance and databdeeel permissions, objedtvel authorization
can be implemented via the GRANTSQL statement. On the other hand, when a security
need exists to isolate SQL Server login from other databases and instances, corgesned us
can be created. The user connecting to the DBMS can be a Windows user or a SQL Server
login (Carter, 2018).

4.2. Auditing in SQL Server

In its lexical meaning, auditing is officially probing and verifying an organization's
financial processes and activities. However, Auditing today has found several other
application areas, such as SQL Server security. In SQL Server security, audihegis o

the key factors in providing accountability. Additionally, it can be used for troubleshooting
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activities. On the other hand, database auditing is adgwired process, and various

security frameworks and privacy regulations mandate it to be enabled.

SQL Server auditing enables a bt tool via SSMS or ISQL scripts and
develops necessary strategies to record changes on an SQL Server database machine.
Several types of auditing exist within an SQL Server instance, such aslsgal@uditing,
which tracks servewi de operati ons’ i nformation, such
linked server creations, or database creations. Datddasleudits track various database

related activities, such as DDL or DML activities or login permissions (Busl2)202

SQL Server audits are run by enabling two or three components: audit specification,

server specification, or database audit specification.

In the audit specification, the location of audit records is determined. Either you
enable server specification or database audit specification, it is mandatory to create an audit
specification beforehand. Audit specification is the place where the Inaatiogs that
will be written and how long they are stored are determined, as well as what action SQL
Server will take if logging fails, such as continuing or shutting down the server. In the
server specification, all server activities are recorded. ditiad to this, all databases are
tracked with default settings. However, enabling database audit specification is required to

scrutinize specific databases with more details or for a specific issue.

Some audit categories within Microsoft SQL Server can be customized for auditing
processes. These categories are called action groups. By selecting these action groups, you

can track activities encompassed by related actions (Duran, 2019).

Server Audit Action Groups

According to Microsoft’s official website
server level using SQL Server Audit. These groups can be chosen while enabling server

audit specification. A few of them are given below,

AUDIT_CHANGE_GROUP: This group is used to track events of creating,

dropping or altering an audit
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BACKUP_RESTORE GROUP: Thi s group tracks backup e

command” executions.
FAILED_LOGIN_GROUP: This group is used to track failed login attempts.

DATABASE_PRINCIPAL_IMPERSONATION_GROUP: This group is used

to track events of impersonation of users

LOGIN_CHANGE_PASSWORD_GROUP: This group is used to track

password changes of logins

Database Audit Action Groups

According to Microsof t ' astionogrolips that eah bewe b s i t e
tracked at the database level using SQL Server Audit. Also, DDL and DML auditing
activities can be carried out within database audit action groups. A few of them are as

follows:

DATABASE_PERMISSION_CHANGE_GROUP: This group is used to keep

track of permission changes within a database

DATABASE_CHANGE_GROUP: The group is used to track database state

changes such as alter, drop, create, etc. (N

Also, in the database audit action groups, DML commands can be logged via groups

that can be seen in Figure 3 as follows:

21



Action Description

SELECT This event is raised whenever a SELECT is issued.

UPDATE This event is raised whenever an UPDATE s issued.

INSERT This event is raised whenever an InserT is issued.

DELETE This event is raised whenever a DELETE s issued.

EXECUTE This event is raised whenever an EXECUTE is issued.

RECEIVE This event is raised whenever a RECEIVE is issued.

REFERENCES This event is raised whenever a ReFeRences permission is checked.

Figure 3. DMLDatabaséudit ActonGr oups ( Mi crosoft Corporation’s Off

4.3.Encryption in SQL Server

Data breaches are one of an organization's most crucial issues. To overcome this
adversity, Encryption is the first solution that comes to mind. To ensure data security,
encryption must be applied to data residing in the database, database backupk on a dis

file share, and data in transmission (Sarmiento, 2025).

From SQL Server 2005 to the current version, SQL Server has severah built
encryption mechanisms. One of these mechanisms is Transparent Data Encryption (TDE),
which is used for data saved to disk, namely data at rest. Via TDE, data aarebsed
and secured from the file system. The data can be database files and database backups. In
addition to this, TDE encrypts TempDB as well. However, TDE does not provide any

mechanism to protect data from being stolen via SQL queries (Ward, 2019).

Backup Encryption is another mechanism provided by SQL Server to protect
database backups. Although TDE is capable of encrypting backups, backup encryption is
much more efficient in scenarios where only backup encryption is needed, since encryption

is a CRJ-exhaustive process (Jayaram, 2017).

Always Encrypted is another mechanism provided within SQL Server that is used
for column encryption. “Always Encrypted” wo
encryption and decryption process of data inserted or selected is carried out within the
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client driver. And that is why encrypted data cannot be used within database engines.

Because of this reason, SQL Server’'s versio
“secure enclaves” along with ®“alwayte encrypt
server side instead of the client driver. Therefore, encrypted data can carry DML activities

(Govoni, 2023).

TLS is also used to encrypt data in transmission. The TLS mechanism is like SSL
certificates used in web servers. Its sole purpose is to encrypt traffic between the client and

the database engine (Baseren, 2024).

4.3.1. Hierarchical Encryption Mechanism of SQL Server

SQL Server protects databases by using several keys and certificates. The main

purpose here is to protect at the maximum level while facilitating database management.
Keys within SQL Server consist of the three components:

1- Encryption Key: It is a secret key comprised of long and random characters to
encrypt data

2- Other Cryptographic Elements to Protect Encryption Key: These elements
can be othekeys or certificatessedto encrypt encryptiokeys

3- Encrypted Value of Encryption Key: SQL Server rarely uses the plain text
value of the encryption key; it usually uses the encrypted value generated from

other previously mentioned cryptographic elements.

As Figure 4 shows, SQL Server encryption has three mainibulbmponents:
SQL Server Instance Service Master Key, Database Master Key, and Database Encryption
Key. The SQL Server Instance Master Key is generated during the installation phase of
SQL Serer on a machine and protects the Database Master Key. A Windows API called

Windows Data Protection API encrypts the Server Instance Master Key.

The Database Master Key ( DMK) i s stored

system database in an encrypted way with &B86. It encrypts the private key of a self
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signed certificate, which is used to backup the DMK and import it to another instance when
necessary. Only one DMK can be generated in an SQL Server instance.

Windows Data Protection APl protects
service master key.

Service master key protects
database master key.

Database master key protects private keys in
certificates and asymmetric keys.

Certificate protects Asymmetric key protects
symmetric keys. symmetric keys.

Symmetric key protects data.

SOL Server data

Figure 4. Encryptiomierarchy of SQL Server (Sheldon, 2016)

The Database Encryption key (DEK) is at the bottom of the hierarchy. It is stored
within the database, intended to be encrypted. DEKysranetric key used for encrypting
and decrypting databases. Although 3DES and AES variations were supported as ciphers

until SQL Server 2016, for newer versions, only AEE, 192, and 256 are available
(McGiffen, 2022).
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5. Redundancy Mechanisms in SQL Server

Redundancy is an important factor in providing availability in an organizational
environment. SQL Server has a series of redundancy mechanisms, such as a high
availability solution called AlwaysOn and database backup that can be used fanpoint

time recwery.

5.1.AlwaysOn High Availability

Eliminating the single point of failure is crucial to providing a more reliable and
robust database service. From SQL Server 2012 to current versions;ia taglinology
called AlwaysOn High Availability is provided. It is built onto the Windows Faitove
Cluster mechanism, which provides redundancy in an organizational IT environment of up
to 64 servers. Just like in Windows Failover Cluster in AlwaysOn, a group of SQL Server

database machines exists, and one of them is called the primary replica.

The primary replica inserts” requests ¢
only mode and can only respond to select statements. All data in the primary replica is

written synchronously or asynchronously to other replicas. In case an error oocars

primary replica, one of the other replicas takes ownership of the cluster and becomes

primary (Erding¢g, 2022)

5.2.Backups and Point in Time Recovery

Backing up is one of the fundamental tasks of a DBA. There are three types of
backups. These are full backup, transaction log backup, and differential backup. Full
backup is a snapshot of the database, which means this type of backup includes all database
data inserted until the backup process is completed. Differential backup is a kind of backup
that contains data between the last full backup and the time differential backup is taken.
Transaction log backup is also a skerm backup that is taken aftefdl backup and
includes data between the last full backup and itself. Nevertheless, the main difference
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between differential backup and transaction log backup is that transaction log backup can

be used for poinin-time recovery purposes.

Pointin-time recovery restores a database at any time the DBA determines between
the full backup and the last transaction log backup. In poitime recovery, the full

backup is first restored, and then all transaction log backups are restored (R64i64a,
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6. A Case Study: Implementing a
Server Instance

security - hardened SQL

This section contains a case study of three virtual servers on the Oracle VirtualBox
platform. One of the servers is a primary domain controller, CNTPDCO01, and the others
are database servers, which are CNTSQLO1 and CNTSQLO2. All servers have 4GB of
memory and 2 CPU Cores. Moreover, whereas, the one which has primary domain
controller (PDC) role has only 200 GB C disk, the database servers have 200GB C disk
and 200 GB D (Data) disk, 100 GB L (Log) disk, 100 GB T (TempDB) disk, 200 GB Y
(Yedek) disk. Furthenore, all servers run on Windows Server 2022 operating system, and

database servers run Microsoft SQL Server 2022.

A mockup domain called metu.edu.tr is generated in the primary domain controller.

Both database servers are joined to it.

In the preparation phasét is also important to determine and prioritize ris&s
mitigate them sequentially. To do thie STRIDE and DREAD modelsre usedlin
STRIDE modeling, briefly likely threats aedicited.

Table3 STRIDE Classification for the Case Study

Risk Category Example
Leakage of PIl of S,T,I |Attacker maysteal data via stolen credentials or st@aling
Senstive Data database backups
DoS or Distruption, D,T,S |Attacker may target availability of the system throy
of Service volumetric attacks or any other mean.
Stealingauthorized E An attacker suspects that account has not beelisabled
account credentials or renamed. Therefore, an attack is launched ag

password ofga) account

DBA performs R A privileged user performs a malicious action and the a
malicious actions cannot be proven, due to a lack of auditing
SQL Server remotf S, T An attackermay run malicious codes through exfilug
code execution vulnerabilities currently resides within either in opera
vulnerability system or in database software

Through using STRIDE modeling, likely threats aa¢éed and prioritized so that

suitabl e

cont

r ol families an-®3fmoewdrk. ol s
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Table4 DREAD tablefor the Case Study

Category Threat
Risk (STRIDE)| D R E A D |Ranking
Leakage of PIl or Senstive
Data ST, 10 | 10 9 10 | 10 10
DoS or Distruption of
Service R 10 | 10 | 10 | 10 | 10 10
Stealingauthorizedaccount
credentials E 6 10 8 10 | 10 9
DBA performs malicious
action R 10 | 10 1 10 5 7
SQL Server Remote Code
Execution Vulnerability S, T 10 | 10 | 10 6 1 8

As suggested by DREAD modeling, the primary threat to the database ecosystem
under study is théeakage of sensitive or personal dafaen, threatto the system's
availability come secondThen theft of authorizedaccounts (frombasic read/write
permissions to sysadmin accounfBhenthe compromisingof the database server comes

and lately, thensider threat conge

To mitigate these threatsAudit and Accountability (AU), Configuration
Management (CM), Contingency Planning jCPersonallyidentifiable Information (PII)
Processing and Transparency (Parjd Awareness and Training (AT) control families are

regarded amandatory to be chosen.

For the AU control family, AU2: Event Logging, which refers to serderel
auditing, such as successhil failed logon attemptorthe execution of backugestore
commandsMoreover,AU-14: Session Auditor databasdevel auditing to audiany data
alteration orchange in database setting®r the CP control family, CH Alternate
Processing Site mandates implementing high availability solution8; System Backup
mandates backing up databases regularly, artilCBystem Recovery and Reconstitution
mandates enabling poim-time recovery.PT control family is essential to comply with
GDPR.Its PT-4: Consent and R%: Privacy Notice controls mandate to obtain permission

from data subjects and notifiyem about their right3.he AT control family aims to inform
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database administrators to be mindful of their actions, lest they inadvertently become
insiders So AT-2: Literacy Training and Awareness is chosen to equip database

administrators with basic cybersecurity knowledge

6.1. AlwaysOn HighAvailability and Backup Plan Implementation

High-availability solutions are indispensable parts of corporate database
management systems. As their name suggest s,
clause That is why implementing higavailability solutions is a best practice and a

generally accepted practice.

A failover cluster and quorum are first set up after database servers are joined to the
metu.edu.tr domain. As previously mentioned, the failover clsstefes as thbasis for

AlwaysOn High Availability.

To install the Failover Cluster, the Server Manager dashbeapenedandAs it
can be seen in Figurets h Add Roles and Featuresection is clickedUntil the Features
section is reached, Nextutton is clicked In the Features section, Multipath 10 and

Failover Cluster Managerre selectedAnd Next and instalbuttons are clicked
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[z Add Roles and Features Wizard — O *

DESTINATIOM SERWER

Select features CNTSQLO metw.dutr

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description

Server Selectiol [ Direct Play Multipath 1/0, along with the
Server Roles [] Enhanced Storage Microsoft Device Specific Module
Failover Clustering (DSM) or a third-party DSM,
 — [] Group Policy Management provides support for using multlple
Confirmaticn [] Host Guardian Hyper-V Support data paths to a storage device on
] /O Quality of Service Windows.

[ 115 Hostable Web Core

[] Internet Printing Client

[] 1P Address Management (IPAM) Server
[ LPR Port Monitor!

[] Management OData IIS Extension

[ Media Foundation

[[] Message Queuing

+ Microsoft Defender Antivirus (Installed)
[] MultiPoint Connector

[ Network Load Balancing

] Network Virtualization

[71 Peer Name Resolution Protocol

| < Previous | | Mext » | Install Cancel

Figure 5. Failover Clustdnstallation

After installation, we open Failover Cluster Manager from the Start menu and create
a new Failover clustencludingboth database servers. To do this, simply the both servers

areselected anddded from domain as indicatedFigure 6.
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File Action View Help
@< | @ 3

3} Failover Cluster Manager

Actions

Failover Cluster Manager

| :i& Creat_e(failover dpslersA validate hardware for potential failover clusters, and perform configuration changes to I Failover Cluster Manager -

< B Validate Configuration...

§ Create Cluster...
§ Connect to Cluster...
Select this object type: View »
[Compuleys ‘ Object Types i Refresh
| From this o YYou must add at least one server. ; = :
Ij Properties
[metu,eduxr ‘ Locations
{ Help
| Enterthe object Multiple Names Found X
| ICNT
{ More than one object matched the name "CNT". Select one or more names
{ from this list, or, reenter the name.
{ 5
Advanced Matching names: %
Name Description In Folder
S CNTSQLO1 metu.edu tr/Computers
S CNTSQL02 metu edu tr/Computers
¥ Connef
=

‘@ More Information ’ ’

b Eailover cluster topics on the Web

Figure 6. Failover ClusteCreation

As shown in Figure 7, the Failover Cluster is named FLVCL®&@ititionally, a
DNS record and a computer object for the failover cluster are cré&abeaputer objects
are createdn the same organizational umit Active Directory (AD)wherethe database
servers currently reside. Implementing a failover cluster is the first step in ensuring the
availability of our database ecosystemtHa event of an interruption at a database server,

this mechanism enables the other server to taketbedeadand maintm the database

service withoutinterruption.
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3.33 Failover Cluster Manager

Failover Cluster Manager
;{;i‘;‘ Create failover clusters, validate hardware for potential failover clusters, and perform configuration changes to

Actions

Failover Cluster Manager -

33;‘ Create Cluster Wizard

’?ﬁi Access Point for Administering the Cluster

Before You Begin Type the name you want to use when administering the cluster.
Select Servs

o Cluster Name: FLVCLSO1 ‘
Validation Waming

i ) The NetBIOS name is limited to 15 characters. One or more DHCP IPv4 addresses were configured
= automatically. All networks were configured automatically.

<Prvous o

X

=

Validate Configuration...

=

Create Cluster...

Connect to Cluster...

e

View »

Refresh

=T

Properties

Help

0 Connect to Cluster... ‘

(» More Information ‘

b Failover cluster topics on the Web

Figure 7. Failover Clustédaming

Once the Failover Cluster is sep, database instances are installed usieg

Microsoft SQL Server installation media. As shown in Figure 8, in this phase, only the

database engine must be installed on the server for a basic installation. This circumstance

applies toSQL Server versions higher than 2019. For versjomsr to 2019, client

connectivity features must also be selectacour case, to summarize, Database Engine

Services are sufficient, and other features are optional
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& SOL Serve

T SQL Server 2022 Setup - m]
£lnuing Feature Selection
Installation
Select the Evaluation features to install.
Maintenance
Tools »
Edition
Resources - @ Looking for Reporting Services?  Download it from the web
License Terms
Advanced Global Rules Features: Feature description:
Options Microsoft Update Instance Features The configuration and operation of each
Product Updates Database Engine Services instance feature of a SQL Server instance is
Install Setup Files [[] sQL Server Replication isolatefi from other SOL 52:\!2[ instanc_ﬁ. SaL
[ Machine Learning Services and Language Ex{ Server instances can operate side-by-side on
Install Rules ) : the same computer.
. [] Full-Text and Semantic Extractions for Search
Azure Extension for SQL Server [] Data Quality Services Prerequisites for selected features:
:eatureRSTlection - E:;If;:;s::w Service for External Data Already installed:
eature Rules Shared Feat “- Windows PowerShell 3.0 or higher
- ared Features
Instance Configuration C] Data Quality Client To be installed from media:
Server Configuration i ) i Microsoft Visual C++ 2017 Redistributable
[ Integration Services
Database Engine Configuration [ Scale Out Master Diek S - .
Feature Configuration Rules [ Scale Out Worker Isk opace Requirements
Ready to Install L] Master Data Services Drive C: 994 MB required, 192410 MB available
Redistributable Features
Installation Progress
Complete < >
Select All Unselect All
Microsoft S
Instance root directory: |C:\Prcgram Files\Microsoft SQL Server\,

Shared feature directory:

|C:\Prcgram Files\Microsoft SQL Server\

Shared feature directory (x86):

|C:\Prugram Files (x86)\Microsoft SQL Server\,

I*\\s < Back Next > Cancel

Figure 8. InstancBeatureSelection

After the Feature Selection phase, the Database instance name is determined, as
shown in Figure 9. In this phase, either a name can be given or it cantiderigftvhich
means it is determinedas “ Def aul t Il nstance.” Nami ng
accomplished by enabling the Named Instasetion. Our database instances are named
METU, asshownin Figure 9 For a named instance, timstance name should be specified

within the connection properties when establiskaragpnnection to the server.
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-] 5 SQL Server 2022 Setup - o x

A=TaTTE Instance Configuration

Installation
Specify the name and instance ID for the instance of SOL Server. Instance ID becomes part of the installation path.
Maintenance

R?Dols

Resources

Edition (O Default instance

i T .
License Terms (® Named instance: *

METU |

Advanced Global Rules

Microsoft Update
Praduct Updates Instance ID: \MI:TU I
Install Setup Files

Install Rules
Azure Extension for SQL Server SQL Server directory:  C:\Program Files\Microsoft SQL Server\MSSQL16.METU

Options

Feature Selection .
Installed instances:

Feature Rules

Instance Configuration Instance Name Instance ID Features Editicn Version

Server Configuration

Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Microsoft S

< Back Next > Cancel

Figure 9. InstancBlaming

It is a security best practice to run SQL Server and SQL Agent services via an
Active Directory account. Figure lillustrates how to modify the local user of SQL
services tanActive Directory (AD)user. This step is also mandatory for the AlwaysOn
setup. This gives the advantage of logging SQL Server and SQL Agent actions within PDC.
The cruci al point in this implementation

expire Otherwise, SQL Server can beavailabldf the user is locked.
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W 8 SQL Server 2022 Setup O

Recycle Bin Server Configuration

Specify the service accounts and collation configuration.

Edition Service Accounts  Collation

License Terms
Microsoft recommends that you use a separate account for each SQL Server service,

Global Rules
Microsoft Update Service Account Name Password Startup Type
Product Updates SQL Server Agent <<Browse...>» v Manual v
Install Setup Files SQL Server Database Engine NT Service\MSSQLSMET... Automatic v
Install Rules SQL Server Brd

i Select User, Computer, Service Account, or Group X P
Azure Extension for SQL Server
Feature Selection [[] Grant Perfol  Select this object type:
Feature Rules This privileg ‘Uﬂ' Service Account, Group, or Builtn security principal | ‘ Object Types...
Instance Configuration te informat] From this location:
Server Configuration Click here f ‘metu.eduir | ‘ Locations... ]

Database Engine Configuration T T ey

Feature Configuration Rules [SQL Server Servis Hesabi (sqlsrv@metu edu ) e |
Ready to Install I

Installation Progress

Complete Advanced... | Cancel

< Back Next > Cancel

Figure 10. Instanc8erviceAccountsConfiguration

On the other hand, as shown in Figure 11, the database instastée installed
in mixed mode, allowing it to accept connections from MWthdows authenticated users
and SQL Logins. To complete this setting, we also need to determine a service aaount (

password.

Figure 11 shows that local Windows users or Active Directory users can be
specified. Adding AD users can be donethi@Add button.

Additionally, as NIST 8063 recommends, it is crucial to disable (k@ account
after the installation process is complete
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o  SQL Server 2022 Setup - o x
§otining Database Engine Configuration
Installation
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Edition Server Configuration Data Directories TempDB MaxDOP Memory FILESTREAM
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License Terms
Advanced Global Rules Specify the authentication mode and administrators for the Database Engine.
Opti Microsoft Update o
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Product Updates
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Aziire Extension for SQ):Server Specify the password for the SQL Server system administrator (sa) account.
Feature Selection r
P Enter password: {oanooo'o-'oooo'oo I
Instance Configuration Confirm password: ionnuunnun ‘
Server Configuration x .
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Database Engine Config Ni :
Feature Configuration Rules CNTSQLOT\Administrator (Administrator) SQL Server administrators have unrestricted
access to the Database Engine.
Ready to Install
Installation Progress
Complete
Microsoft S

Add Current User Add... Remove

< Back Next > Cancel

Figure 11. MixedViodeAuthenticatiorSetting

Since we have a separate disk structure for data, log, and TempDB, necessary
configurations must be made as a best practiceotribute to availability which is
suggested in NIST 889 3 CantingencyPlanning (CP) contrdiamily’ €P-10: System
Recovery and Reconstituti@montrol These settings can be made via the Database Engine

Configuration section, as shown in Figure 12.

Distributing database files is vital for ensuring availability. In production systems,
log files and TempDB files may grow and fill the entire storage. If they had been stored on
the C disk along with Windows system files, they may have filled the C aligkpther

system components may have been hindered from running.
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Recycle Bin Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories, TempDB, Max degree of
parallelism, Memory limits, and Filestream settings.

Edition Server Configuration Data Directories TempDB MaxDOP Memory FILESTREAM
License Terms
Global Rules Data root directory: IC:\Program Files\Microsoft SQL Server\ I

Microsoft Update System database directory:  C:\Program Files\Microsoft SQL
Product Updates Server\MSSQL16.METU\MSSQL\Data

Install Setup Files
Install Rules
Azure Extension for SQL Server

Feature Selection Backup directory: IV:\Vedek I E
Feature Rules

User database directory: ID:\Data |

User database log directory: |L:\Log |

Instance Configuration
Server Configuration

Database Engine Confi

Feature Configuration Rules
Ready to Install
Installation Progress

Complete

< Back Next > Cancel

Figure 2. Disk Configuration of SQL Server

After installing the database instance, AlwaysOn is set. In the AlwaysOn setting,
we need to create a file share witness (quorum), a shared folder on a server that can be
accessed from both database servidie service account must be authorized on this shared
folder, which wasusedduringinstance setup for SQL Server Services. Both servers, the
failover cluster object in AD, and the service account nedthvecomplete control over

it. Quorum setting iperformed via the Failover Cluster Manager

In an AlwaysOn installation, we must first enable the AlwaysOn Availability Group
via the SQL Server Service, as shawrrigure B. Repeatedly, it is important to run both

servers services with the s\dmiaistré&t®) account
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Alow this instance of SQL Server to use avalabiity groups for high

avalabiity and dsaster recovery.

Figure 3. Enabling AlwaysOn HA on SQL Sesvr Sewvice

Process ID
2920

0

2496

Senvice Type
SQL Server
SOL Agent

To carry out this actiorwe open SQL Server Configuration Manager from the

Windows Start menulhen just as in Figure 13rom the service properties menu, we can

enable AlwaysOn by selectingtheEn a b | e

Al

ways

On

Av ai

abi

After enabling it,an availability group and an availability group listener will be

created. In the creation process, the Availability group will be installed on the TestMETU

database. In other words, it will be the first database that is added to the AlwaysOn
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7 Microsoft SQL Server Management Studio (Administrator) Quick Launch (Ctrl+Q) P = & x

=

File Edit View Tools Window Help
(B~ 0-2 6 BNewauey B2 D - -8 |5 -lREEE-

Execute

Object Explorer v X
Connect~ ¥ *¥ (VS
= @ CNTSQLONMETU (SQL Server 16.0.100(
= Databases
System Databases
Database Snapshots
@ il TestMETU
o] Security
Server Objects
o Replication
o Always On High Availability

+ A P
New Availability Group Wizard...

a] New Availability Group...
® 8 SaL New Azure SQL Managed Instance link...

Show Dashboard
Start PowerShell

Reports 3

Refresh

Figure #. RunningNew Availability GroupWizard

In our case, the availability group is named METUAG, and the availability group
listener is named METUAGLTo create these, waeed tocomplete the wizard process
without encountering any erraréfter completion both AG and AGL will be createa@s

shownin Figure 14.

The Availability Group ListenefAGL) is a load balancer that sends transactions to
only the primary server. Ithe event of a failover situation (primary server change), it

automatically sends transactions to the pewaryserver
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Execute

Object Explorer > o x
Connect~ ¥ ¥ (VB
=l =¥ CNTSQLOT\METU (SQL Server 16.0.1000.6 - CNTSQLO1\Admin
=] Databases
e System Databases
® Database Snapshots
® g TestMETU (Synchronized)
Security
Server Objects
Replication
Always On High Availability
Availability Groups
= B¥ METUAG (Primary)
= Availability Replicas
¥ CNTSQLOT\METU (Primary)
¥ CNTSQLO2AMETU (Secondary)
® Availability Databases

[ i iy )
o

=] Availability Group Listeners
¥ METUAGL

e Management

@ Integration Services Catalogs

@ 23 SOL Server Agent

@ [%] XEvent Profiler

Figure B. AlwaysOn with a.istenerCalled METUAGL

Another important issue iensuring availability is implementing a backup strategy
that allows forpointin-time recovery. This kind of backup plan requires full and log
backups, whereas differential backups are optidhas. required by NIST SP 808 3’ s

Contingency Plan control family, specifical§P-9: System Backupontrol.

A maintenance plan, a built SQL server mechanism, or uskveloped scripts
can be used to implement a backup strategy. For this study, a Maintenance plan will be

preferred.

A maintenance plan can be created through SSMS by initiating the Maintenance

Plan Wizardas shownn Figure 5.
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Databases

Security

Server Objects

Replication

Always On High Availability
=] Management

& Policy Management
& Data Collection
Bw Resource Governor
{%] Extended Events
Maintenance Plans
SOL Server Mew Maintenance Plan...
o Database
I3 Distributed
Integration Se
B 50L Server Ag
{%] XEvent Profile

Maintenance Plan Wizard

View History

Reports

Refresh

Figure B. Maintenance Plan Wizard

A proper name iassigned to a backup tatsikough the Maintenance Plan Wizard,

and its schedule is determined, shown in Figure7l

FullBackup

Recuring
Select Plan Properties

How do you want 1o schedule your maintenance tasks?

-
requency Name: FulBackup

Oceurs Weekly Description

Recurs every 1 +| weaks) on

| Monday () Wednesday ] Friday [ saturday SQL Server Agent senvice account
) Tuesday ) Thursday 18 sunday

Daily frequency
© Occurs once at:

Q Ocous every « | hourfs) Starting at
Ending a 235058 3 () Separala schedules for sach task

© Single schedule for the entire plan of no schedule
Duration

Schedule
Start date: 5052025 [J* *) End date 5,05 20 Not scheduled (On Demand)

© Noend date:

Summary

Description: Occurs every week on Sunday at 00:00:00. Schedule will be used starting on 5.05.2025.

Figure I7. Maintenance Plan Schedule
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Then,themaintenancéask is selecteds seen in Figure 1Bitially, a full database
backup is taken as tHeasis. Afterwards, another maintenance plan is implemented for
transaction log backuplowever, the main difference between full backups and transaction
log backups ishe frequency. In other words, wher@afulll backup is taken once a week,

atransaction log backup is taken hourly.
(#§ Maintenance Plan Wizard — O X

Select Maintenance Tasks
Which tasks should this plan perform? S

Select one or more maintenance tasks:

[ ] Check Database Integrity

(] shrink Database

(] Reorganize Index

(] Rebuild Index

(] Update Statistics

E] Clean Up History

(] Execute SQL Server Agent Job

| Back Up Database(Ful) |
E] Back Up Database (Differential)

E] Back Up Database (Transaction Log)
(] Maintenance Cleanup Task

\i/ The Back Up Database (Full) task allows you to specify the source databases, destination files or tapes,
and overwrite options for a full backup.

Help < Back Cancel

Figure B. Maintenancélan TaskSelection

6.2.Enabling SQL Server Auditing

SQL Server Audit is a crucial mechanism for providing-ngpudiation Auditing
a database is implied at many NIST SP -8@0control families such asAudit and
Accountability (AU) familyor Assessment, Authorization, and Monitoring (Control

family. Auditing in SQL Server can be done in two phases. &@woach is to initiate
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auditing at the servewide level, and the other is to initiate auditing atdléabase level

To enable auditing, we first need to define an audit. To do this, we can define an audit from
the left pane of SSMS by riglticking on the Audit section under the Security tab and
clicking on New Audit. Ashown in Figure 19, we first assign a name to the audit definition
and then determine where to savedhdit recordssuchas Application Log, Security Log,

or afile.

4% SQLQuery6.sql - CNTSQL{= - Lol auue ’ Pl o & x
¥ g S Y .+ Create Audit = [m] X
File Edit View Project
©-0|f- -0 JmsamE-,
Select a page L Script ~ | @ Help
2 :% Audtname: | Audt-METU 1 _
Object Explorer — =
Connect~ ¥ ¥ Y ¢ "Q‘}ﬁ;ugias))':ﬁn B f
@ FileTable: .
3 External 1 ?;I:vue?n RO Canee
0 Graph Tal O Fail operation
© BB dbo.MET| O Shut down server
& Dropped Audit 1
& ¥ Views destination: Application Log v
@ External Resg
3 Synonyms
& Programmal
Query Store
3 Service Brokg
* Storage 1 364 2
= Security lk E = |
® Users = v
+ Roles
& Schemas
& Asymme{ Connection -
@ W Certificat] o CNTSQLOT\METU
Symmetr| [CNTSQLO1\Administrator]
@ Always E
Database
. Security f View connection properties
Security
Logins Progress
0 Server Roles Ready
Credentials
Cryptographic P|
Audits v
Server Audit Spe|
< ’ Shees = [TestMETU | 00:00:00 | 0 rows

Figure B. InstanceAudit Definition

After defining the audijtthe audit specifications at the server and database levels
need to be defined. Similarly, wreate these definitions, one can make a sewads
definition by rightclicking on the Server Audit Specification sectioelow and clicking

on the"New Server Audit Specification" optipas shown in Figur20 below.
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As previously stated;server auditiny monitors some basic actions, such as

successful or failed logins.

%/ SQLQuery6.sql - CNTSQLOT\METU. TestMETU (CNTSQLOT\Administrator (89))* - Microsoft SQL Server Management Studio (Ad.., Quick Launch (Ctrl+Q)
File Edit View Project Tools Window Help

(00 |B-u-ARP| Brwvaey ARRRAR| XA |2-C- B -] mEeEsEE-.
: | | Execute | ‘ ‘ =
Object Explorer AR SOLQueryb.sql - CN...Administrator (89))* + X SQLQuery5.sql - CN...Administrator (73))* =
) P! q Y259
Connect~ ¥ ¥ ¢ - truncate table METUData +
2 Synonyms L] = insert into METUData values ('0DTU', 'METU")
® Programmability insert into METUData values ('METU','ODTU')
= Query Store insert into METUData values('METU', 'METUisTheBest')
@ Service Broker
] Sterage pu—
N =] SELECT TOP (1ee@) [anahtar]
=] Security
,[deger]
@ W Users FROM [TestMETU].[dbo].[METUData]
o) Roles
) Schemas
= Asymmetric Keys
] Certificates
o] Symmetric Keys
® Always Encrypted Keys -
Database Audit Specificaticns 00% -~ %
E. Security Policies Eﬁ Messages
= Security
- Logins Cormands completed successfully. -
@ Ml Server Roles Completion time: 2025-05-07TL7:46:04.2322714-07:00
& Credentials
c] Cryptographic Providers
=] Audits
£ Audit-METU
® Server Objects New Server Audit Specification...
2 Replication Filter »
® Always On Hig
= Management Start PowerShell
-
= Integration Sel Reports o
2 53 SQL Server Agel
< Refresh futed successful... | @ CNTSQLOT\METU (16.0 RTM) | CNTSQLOT\Administrator... | TestMETU | 00:00:00 ' 0 rows

Figure20. ServerLevel Audit Definition

When servetevel audit specifications are determinéte necessary audit action
types musbe selected. As shown in Figurg, Zhe failed login group, the successful login
group, and the backup restore group are selected. This meart®thatuccessful and
unsuccessful login attempts, as well as backup restore operaiensgjtended to be

audited.
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Symmetr
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Database
] Security R
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Logins Connection
ServerRoles | g CNTSQLOTMETU
Credentials [CNTSQLO1\Administrator]
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Audits
£ Audit-METU View connection properties
Server Audit Spe
Server Objects Progress
Replication Ready
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Management

BEEEE®

&

[ = S

ERCRE

=

-

]

] Integration Services

= o3 SQL Server Agent Cancel Hel|
. anee 8| MestMETU | 00:00:00 | 0 rows

Figure 2. Server_evel Audit Action Types

After serverlevel audit specifications are determined, databasel audit
specifications are specified. At this level, specifications can be made for databases,
schemas, or any database objects, such as tables. As indicated in BijgdataBase
specifications for this study are made for tables against which to insert, delete, update,

select, and execute transactions coming from any principal.
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Figure 2. Databasé evel Auditing
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oK Cancel Help

v

AsFigure3s hows, audit records can be reviewe:
Log File Viewer. However, as a best practic
duties principle, it is advised to use a database firewall or any other logging tool that is

operded by cybersecurity teams.
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0 Cerf wo 7.05.202517:51:31 MSSQLSMETU  Audit event: audit_schema_version:1 event_time:2|
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S D_at wo  7.05.2025 17:49:25 MSSQLSMETU  Audtt event: audit_schema_version:1 event_time:2
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Figure B. Audit ReviewingProcess

6.3Implementation of Encryption Mechanisms in SQL Server

Several methods exist to encrypt S@er ver ' s dat a, pbvidinges or b
confidentiality and ensuring safety from malicious activities such as data Tdek® are
three types of encryption mechanisms: backup encryption, transparent data encryption, and
always encrypted. Albf these have begireviously explained in detail. Since transparent
dat a encryption encompasses backup encrypt

Transparent Data Encryption” are i mplemente
6.4. Implementation of Transparent Data Encryption

Transparent Data Encryption is an encryption mechanism that encrypts MDF files
(main databasgles), LDF files (transaction log files), and TempDB (a system database

that stores objects and information temporarily), as welbaskups of the associated
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database. The first step in implementing TDE is to create a master key, as shown in Figure
24.

%/ SOLQueryl.sql - CNTSQLOT\METU.master (CNTSQLOT\Administrator (67))* - Microsoft SQL Server Management Studio (Admi... Quick Launch (Ctrl-0) P - & x
File Edit View Query Project Tools Window Help
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- a ke
Connect~ ¥ °F ¢ o -
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= Availability Groups
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o Availability Databases
= Availability Group Listeners Wl Messages
¥ METUAGL Commands completed successfully. -
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2 Integration Services Catalogs
@ 3 SQL Server Agent
o] E| XEvent Profiler
-
100% =
< > |l @ Query executed successfully. & CNTSQLOT\METU (16.0 RTM) CNTSQLOT\Administrator... =master 00:00:00 0 rows

[ Ready n8 Col1 Ch1 INS

Figure 2. Creating aMasterKey for TDE

After a master key is generated with a predetermined encryption password, a certificate

must be generated using the associated master key, as shown in Bigure 2

As previously stated, the master kegrtificate, and encryption key have a hierarchical

relationship, so they mubge created sequentially.
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Figure . CreatingCertificate for TDE

After certificates are created, an encryption key needs to be generated. Thus, Database
administrators can encrypt associated database files and backups taken after the encryption
process. Asshown in Figure 26, for the TestMETU database, an encryption key is
generated using th&®ES-256 cipher.
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Figure . CreatingEncryptionKey for TDE

It is also crucial to store the certificate and private key (encryptionikk@ypermanent
storage area. Since, without importing théns impossible to migrate databases to another
database instance. With a simpkS®L commandthe certificate and private key can be
stored orthedisk as shown in Figurer2
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Figure Z. StoringCertificate ancEncryptionKey

Without importingthe certificate and private kegatabases cannot be migrated to

another instancethendatabase encryption is enabled, as shown in Figure 28
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Figure B. EnablingEncryption on TestMETWatabase

As shown in Figure 29, when a full backup of the TestMETU database is attempted to
be restored on another instance, it is expected thatsh@ringdatabase server will throw

an erroistating that the certificate and private key must be install#gextatabase instance

first.

52



L‘: Microsoft SQL Server Management Studio
File Edit View Tools Window Help
- | iﬁ v - & |J"| i% New Query i% rfn::' DMX m DAY | | - -

| | b beae | | EEIEREN

Object Explorer v I X
Connect ~ * x* Y o A

= @ HUAWEI-16-BRK\METU (SQL Server 16.0.]

= Databases 7 Restore Database - TestMETU = O X
System Databases ==
Database Snapshots &3 &9 Restore of database TestMETU' failed.
Security Select a page Script - | @ Help
Server Objects : General Source
Replicati Files
epiication & Options () Database:
Always On High Availability
Management © Device: C:\Berk\TestMETU bak
Integration Services Catalogs Database: TestMETU -
£ SQL Server Agent
XEvent Profiler Destination
Database: |T95tMETU >
Microsoft SQL Server Management Studio e last back Timeline. .

'0" Restore of database '"TestMETU' failed. (Microsoft.SqlServer.Management.RelationalEngineTasks) ¥
&/ Additional information:

* Microsoft.Data.SglClient.SqglError: Cannot find server certificate with thumbprint Component  Type

'0x507474D06FFB23 1 ESDA224BAFCFCCOE9413C8E3E'. (Microsoft.SqlServer.Smo) B ioaara I

-3 @ r
©) Help ~ 44 Copy message ] Show details

y 4% Restore of 1
I database Verify Backup Media

OK Cancel Help

Figure 2. BackupRestoringAttempt of arEncryptedDatabase

6.5. Implementation of Always Encryption Mechanism

Always Encryption is used to encrypt sensitive personal information at the column

level, details of which are explainedprivacy regulations such &PRor NIST SP 800

53’ s Eontralsd@Pd)ycontrol familyTo exemplify thidype of datagxamples include

health information, biometric data, criminal records, or genetic data

As GDPR mandates anonymization or pseudonymization of PIl, using Always

Encryption would be an effective solution. In this mechanism, encryptioars on the

client side, rather than ahe database server. The certificate and private key are stored

either in the Windows Certificate Store or the Azure Key Vault.
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To implement Always Encrypted, the Encryption Wizard carateessed by right
clicking on the table name and then selecting the Encrypt Columns tab, assirogure
30.
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Figure30. Initialization of Encryption Wizard

From the menu, the columns that are intended to be encrypted are selected. For this
study, only the credit card number is selectedsi#mswvnin Figure 3, there are two options
for encryption type. Deterministic means the same plaintext will always produce the same
ciphertext when it is encrypted, whereas in the randomized option, unpredictable
ciphertexts are generated. Deterministic encryption is peeferrscenarios that require
join, indexing, or grouping operations. Because it eases, themwever,the Randomized

option is selected for this study
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Figure 3. DeterminingProperties ofEncryption

As seen in Figure certificates are decided to be stored in the Windows certificate

store.Moreover,as the master key source, the local machine is decided.
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Figure 2. Master Key Configuration

After the encryption process is completed, the credit card column is encrypted, as
shownin Figure 3.
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Figure 3. EncryptedCredit Card Column

It is also possible to decrypt the associated columns. To do this, one cartheheck
"Enable Always Encrypted (column encryption)” option, as shown in Figure 34hand
connect. When previously encrypted values are queried, the result will be returned as

plaintext.
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7. Conclusion

Risk assessment and prioritization are essential activities that every organization
must undertake as foundational steps toward building a strong cybersecurity posture.
Without effective risk management, it becomes difficult to identify critical threattseto
database ecosystem and to implement appropriate countermeasures. Moreover, thorough
risk evaluations are crucial for assessing the severity and priority levels of threats targeting
database servers.

Methodologies such as DREAD and STRIDE offer structured, practical approaches
to threat modeling. They enable teams to quantify risk impact and classify threat types.
These models support proactive defense strategies and align with broader organizational

goals of compliance, reliability, and stakeholder trust.

SQL Servermprovides robust buin high availability and security mechanisms to
support compliance with privacy and security frameworks, addressing findamgshe
risk assessment and prioritization process. These features play a vital role in safeguarding
data assets and minimizing downtime or system disruptions. By leveraging these
capabilities, organizations can proactively manage identified risks anesadtle privacy
concerns of stakeholders.

Organizations should cultivate eulture of cybersecurity awareness among
database administrators to harness and benefit from these features to the maximum extent
Administrators must understand that their responsibilities extend beyond ensuring database
performance and that they are also accountable for maintaining its security. To support this,
organizations should provide targeted training programs that edutatEbase
administrators on the available security features and best prami&3L Server, lng

with related privacy regulations and security frameworks.

Another aspect of securing SQL Server databaseplementing an effective audit
system It is important to enable accountability for database users and administrators. To
ensure this, organizations shoatthduct both internal and external auditing activitidsgs
way, the adoption of the associated frameworks and regulagensell as unauthorized

access or misuse, e¢ontrolled.
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The study indicates thanplementing only the buiin security solutions of SQL
Server may not be enough to comply wKhST 80053. Building a comprehensive
security posturencompasses multiple dimensions, includinghanandoperating system
security. Thus, a series of divergent measures must be tak@these measures must be
implemented on a separation of duties basis, rather than allibglemented by database

administrators.
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