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ABSTRACT Block ciphers are designed to function as random mappings, making it essential for them
to successfully pass statistical randomness tests. These tests evaluate whether the distribution of a test
statistic, derived empirically through various data manipulations over states of the algorithm, aligns with the
theoretical distribution for cryptographic randomness. Beyond this, evaluating the cryptographic properties
of the algorithm is also important to ensure its security and reliability. One of the important cryptographic
randomness properties is the Strict Avalanche Criterion (SAC), which assesses the impact of a one-bit
alteration in the input over the output. In this work, we introduce new SAC-based tests to offer more
reliable evaluation for the cryptographic randomness of block cipher algorithms. The tests are utilized
for the application of AES, PRESENT, and CLEFIA block ciphers. The results are compared with Soto’s
evaluation methods, which are known for their comprehensive approach to block ciphers. According to this,
it is apparent that our novel SAC tests improve upon Soto’s results, thus providing a more comprehensive
understanding of randomness.

INDEX TERMS Block ciphers, cryptographic randomness testing, SAC test, strict avalanche criteria.

I. INTRODUCTION
The security and robustness of cryptographic systems depend
directly on the quality of the random numbers and sequences
used. Based on their generation methodology, they can be
categorized into two primary types: True Random Number
Generators (TRNG) which uses physical sources like atmo-
spheric noise, thermal noise etc., and Pseudorandom Number
Generators (PRNG) that employ a short random seed to
produce long sequences of pseudorandom numbers through
a deterministic process. TRNGs exhibit good statistical
properties based on their nondeterministic source of entropy;
however, they are impractical due to the necessity to store
and transmit a large amount of random bits. Thus, PRNGs
are utilized to produce random-looking sequences that
adhere to a set of predetermined properties observed in true
random sequences, encompassing uniformity, independence,
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and unpredictability [1]. These properties are grounded in
Golomb’s postulates of pseudorandomness [2]. Typically,
such generators rely on an unbiased initial input and yield
sequences that exhibit statistical behavior consistent with
uniform randomness [3]. To ensure that these sequences
exhibit the desired randomness characteristics, various sta-
tistical tests are commonly employed to assess the quality of
random numbers. The most well-known test suites include
TestU01 [4], Knuth [5], DIEHARD [6], DIEHARDER [7],
and NIST Special Publication (SP) 800-22 Rev.1 [8]. These
suites provide a comprehensive set of tests designed to assess
the randomness of generators [9].

Similarly, the outputs of cryptographic algorithms are
also expected to pass randomness tests and be indistin-
guishable from truly random sequences. This requirement is
fundamental for ensuring the unpredictability and security
of cryptographic systems. In the context of block ciphers,
randomness plays an essential role in ensuring the security
of the algorithm functioning as a random mapping. This
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randomness hinders attackers’ attempts to utilize statistical
techniques like differential [10], and linear cryptanalysis [11]
that differentiate the output from a random permutation.
To evaluate the quality of randomness in the algorithm’s
output, conducting statistical randomness tests is necessary.
The employed statistical method is hypothesis testing, where
null hypothesis H0 assumes the sequence under examination
is a true random sequence, and alternative hypothesis
H1 indicates the sequence is not random. The computed
statistical value is subsequently compared to a threshold
value to ascertain if the examined sequence possesses the
characteristics of a true random number sequence. If this
value exceeds the threshold, H0 is rejected; otherwise, H0 is
approved.

During the Advanced Encryption Standard (AES) com-
petition, Soto and Bassham [12] conducted an analysis on
the randomness properties of AES finalist candidates - RC6,
MARS, Serpent, Twofish, and Rijndael - using a dedicated
test suite to them. Some essential test in this test suite requires
the sequences to be length of longer than 106 bits. Given
that each candidate block cipher with a block size of at
least 128 bits, the required sequence lengths can be obtained
by concatenating their outputs for evaluation [13]. In this
way, block ciphers are tested as pseudo-random number
generators, disregarding the structural properties of their
original outputs. However, it is essential to expand evaluation
methodologies to evaluate each output individually and
adopt a faster perspective, considering not just statistical
randomness but also vital cryptographic properties like
diffusion and confusion. Among these properties, diffusion
plays a particularly critical role, and one of the most widely
accepted indicators of effective diffusion is the avalanche
effect.

In block ciphers, the avalanche effect is a key design
consideration. The Strict Avalanche Criterion (SAC), initially
proposed by Webster and Tavares [14], states that altering
a single input bit should result in a half-probability change
in the output bit to achieve ideal diffusion. Otherwise,
the algorithm’s output exhibiting a weak strict avalanche
effect may enable a cryptanalyst to leverage this information
aimed at determining the key [15]. While the original work
is only proposed for S-boxes of block ciphers, later the
idea is extended to stream ciphers [16], the compression
function of hash functions, and the block cipher’s round
function [17]. Several statistical evaluation approaches based
on SAC have been proposed to assess the cryptographic
strength of symmetric encryption algorithms. In particu-
lar, Dawson et al. [15] described a SAC-based analysis
method demonstrated through empirical evaluation of the
DES algorithm. Additionally, Dawson and Nielsen [18]
introduced a statistical test package that incorporates SAC-
driven randomness tests to identify structural weaknesses
in both block and stream cipher designs. Hernández-Castro
and Sierra [19] presented a novel SAC-based randomness
test, demonstrating its effectiveness in evaluating pseudoran-
dom number generators and discussing its applicability to

cryptographic primitives. More recently, Madarro-Capó et al.
[20] presented practical improvements in the implementation
of bit’s independence criterion and the strict avalanche
criterion tests for assessing statistical independence in
stream ciphers, enhancing the efficiency of these evaluations
in parallel computing environments. Zhang et al. [21]
proposed a novel method for building S-boxes that meet
the SAC requirement, contributing to the design of more
secure substitution layers in symmetric cryptography and
Wang et al. [22] examined SAC and generalized SAC proper-
ties in the context of Physical Unclonable Functions (PUFs),
presenting a response-feedback-based design that improves
avalanche performance in hardware-oriented cryptographic
systems. These approaches can be improved by incorporating
alternative evaluation methods that offer varied perspectives.

In the block cipher context, the round function’s ran-
domness evaluation can be conducted through a basic SAC
test. This test generates the SAC matrix to analyze the
alteration of the output bit in response to one-bit changes
in the input, subsequently applies statistical test to the
SAC matrix by treating the elements of the matrix as a
single concatenated sequence. Our foundational work [17]
pioneered the application of the basic SAC test methodology
to the full round function of block ciphers, providing a
preliminary test approach. That work presented various
cryptographic tests, including SAC, Linear Span, Collision,
and Coverage; however, the fundamental SAC test often
produced poor initial results in identifying subtle diffusion
weaknesses due to the lack of multi-dimensional analysis.
Our current development efforts are focused solely on the
SAC test, with other tests being considered for future
separate works. Building directly upon this initial framework,
the primary objective of the current study is to propose
innovative and multi-dimensional SAC-based assessment
methods designed to evaluate cryptographic randomness and
provide deeper insights into the diffusion behavior of block
cipher algorithms.

In this paper, we introduce two distinct evaluation methods
for SAC matrix, which are SAC-Row and SAC-Column,
to comprehensively analyze the overall distribution of
changes in the SACmatrix across different rows and columns.
Additionally, we propose a novel SAC test, designated
as SAC-2, which constructs the SAC Matrix through a
distinct approach by examining the variation of the output
bit in response to two-bit modifications in the input.
These alternative evaluation methods evaluate whether the
algorithm fulfills the SAC property from several perspectives,
thus aiding in the assessment of a more complete picture
of randomness. These innovative methods have led to
markedly enhanced detection capabilities in comparison to
the fundamental SAC test described in [17]. We also applied
it to standardized block cipher algorithms from the literature,
including AES [23], PRESENT [24], and CLEFIA [25],
which have become significant in modern cryptographic
applications. Our implementation demonstrates that the SAC
tests provide a strict evaluation, where the earliest round
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at which the specified block ciphers display randomness
exceeds Soto’s NIST evaluation for block ciphers. Thus, the
improved findings demonstrate the effectiveness of our SAC
tests.

A. CONTRIBUTIONS
Although the NIST SP 800-22 test suite remains one of the
most widely adopted frameworks for evaluating statistical
randomness, it exhibits several well-known limitations that
motivate the need for complementary approaches. Specifi-
cally, these tests has slow performance on extensive data sets,
are confined to a restricted range of statistical properties,
and fail to adequately capture complex data patterns or
dependency structures [26]. Therefore, in addition to standard
statistical evaluations, it is essential to develop assessment
methods that integrate cryptographic design principles and
uncover structural characteristics of ciphers. Although Soto
tested block ciphers for statistical randomness, the test
suite is mainly tailored to the evaluation of long sequences
and does not account for specific cryptographic design
properties, such as SAC. In contrast, previous works such
as [15] and [18] proposed SAC-based evaluation techniques
and statistical test packages to identify weaknesses in both
block and stream ciphers. Building upon these foundations,
our study introduces enhanced randomness tests that are
explicitly grounded in the SAC property. These tests are
designed to offer a more fine-grained and practical eval-
uation of modern block cipher structures under realistic
constraints.

Our contributions are threefold: (1) We introduce two
novel evaluation methods, SAC-Row and SAC-Column,
that provide a multi-dimensional statistical analysis of the
SAC matrix by capturing the distribution of changes across
individual rows and columns. (2) We propose SAC-2,
a new SAC test that assesses randomness under two-bit
input modifications, offering a stricter and more sensitive
evaluation of diffusion behavior. (3) We apply our tests to
widely adopted block ciphers, including AES, PRESENT,
and CLEFIA, and demonstrate that our methods can detect
randomness under a more rigorous standard and at a later
round than the NIST evaluation suite, thereby validating
their enhanced sensitivity and practical relevance. These
ciphers represent well-established cryptographic standards:
AES as outlined in FIPS 197, and PRESENT and CLEFIA
as specified in ISO/IEC 29192-2, therefore providing a
suitable and relevant foundation. These standardized ciphers
were strategically chosen as representative case studies
to ensure the generalizability of our proposed SAC-based
tests. Their selection covers a diverse range of modern and
classic cryptographic structures, including the Substitution-
Permutation Network (SPN), Lightweight SPN, and the
Generalized Feistel Structure (GFS), which is essential
for validating the effectiveness of our methodology across
different cipher architectures. By applying our methods
to these representative ciphers, we demonstrate that the
proposed evaluation framework maintains its effectiveness

across fundamentally different design philosophies and can
be readily applied to a broader range of cryptographic
algorithms beyond those examined in this study.

B. PAPER ORGANIZATION
This paper is structured as follows: Section II covers the fun-
damental blocks required to construct SAC Tests. Section III
delineates the proposed innovative SAC tests, outlining
their design, implementation, and application to well-known
cryptographic algorithms such as AES, PRESENT, and
CLEFIA. Section IV concludes the paper.

II. BUILDING BLOCKS
This section presents statistical and cryptographic random-
ness, along with the basic SAC test to provide a better
understanding of the concept.

The SAC-Basic Test assesses the SAC property by
constructing an n×n SACMatrix and subsequently applying
a χ2 Goodness of Fit Test to all its entries.

A. STATISTICAL AND CRYPTOGRAPHIC RANDOMNESS
Statistical randomness tests utilize the statistical methodol-
ogy to evaluate the sequences based on appropriate random
variables like run, weight, autocorrelation, entropy, linear
complexity, etc. In the literature, different collections of
statistical randomness tests, known as test suites, have been
proposed for evaluating the randomness of sequences from
different perspectives. However, the main purpose of them
is to evaluate if the sequence exhibits characteristics of true
randomness, without concerning any cryptographic property.

On the other hand, cryptographic randomness tests are
specialized statistical tests that look at certain cryptographic
properties to see how random the outputs of cryptographic
primitives are. Statistical tests based on SAC have been
introduced to assess the security of symmetric ciphers
by analyzing how bit-level changes propagate through the
algorithm. For example, tests introduced in [15] and [18]
examine the avalanche behavior to identify structural weak-
nesses in block and stream ciphers. Furthermore, the SAC
test, Linear Span, Collision, and Coverage test function
as evaluations of cryptographic randomness for various
cryptographic primitives, such as block ciphers and hash
functions [17]. In this study, we will extensively focus on the
SAC test, which is one of the most critical security metrics
for algorithms.

In a mathematical context, it is assumed that cryptographic
function f is defined as f : Fn2 × Fm2 → Fn2 where n and
m represents block size (chaining variable size for hash),
and key size (input block size for hash), respectively. This
function satisfies SAC if the Hamming Distance, defined as
the number of coordinates in which they diverge, between the
f (b, k) and f (bi, k), where bi input sequence differs from b in
the ith bit, fulfills the following formula:∑

b∈Fn2

f (b, k)⊕ f (bi, k) = 2n−1 (1)

17082 VOLUME 14, 2026



M. Aslan et al.: Cryptographic Randomness Testing of Block Ciphers: SAC Tests

for all i ∈ {1, 2, · · · , n} [27]. Thus, this property examines
the transformation of a function’s output (ciphertext) in
response to minor alterations in the input (plaintext or key),
assessing their independent relationship.

B. SAC-BASIC TEST: SINGLE-BIT AVALANCHE EVALUATION
SAC property can be tested by constructing a SAC Matrix
with 220 different random inputs and their respective outputs,
then applying χ2 goodness of fit test. These processes are
demonstrated in Algorithm 1, which will be elaborated upon
in detail in the subsequent subsections. This algorithm is
structured n×n as it examines the effect of a small change in
the plaintext over the ciphertext.

Algorithm 1 SAC-Basic Test (n× n)

Input: 220 random, n-bit input array
x1[·], x2[·], . . . , x220 [·]

Output: p-value from n× n integer array SAC[·][·]
1 // Initialize n× n integer array SAC[·][·] to 0
2 for i← 0 to n− 1 do
3 for j← 0 to n− 1 do
4 SAC[i][j]← 0

5 for ℓ← 1 to 220 do
6 cℓ[·]← f (xℓ[·]) // f is the function

being tested
7 for i← 0 to n− 1 do
8 yℓ[·]← xℓ[·] // Copy the input

vector
9 yℓ[i]← yℓ[i]⊕ 1 // Flip the i-th bit

of the input
10 c′

ℓ,i[·]← f (yℓ[·]) // Output after i-th
bit flip

11 for j← 0 to n− 1 do
12 if (cℓ[j]⊕ c′

ℓ,i[j] == 1) then
13 SAC[i][j]← SAC[i][j]+ 1

14 Apply χ2 of Goodness of Fit test on all entries of
SAC[·][·]

15 return p-value

1) SAC MATRIX GENERATION
The process of applying SAC tests involves generating the
SAC matrix, which is accomplished through the following
steps:
• Initially, all entries in the n× n SAC Matrix is set to 0.
• The output corresponding to a random input x1, denoted
as f (x1) = c1, is calculated.

• The i th bit of the input x1 is flipped, and the
corresponding output c′1,i of the function is XORed
with the original output, resulting in (c1 ⊕ c′1,i). This

procedure is repeated for every single i th bit of the
input x1.

FIGURE 1. SAC matrix generation.

• For each non-zero bit j of (c1⊕ c′1,i), (i, j)
th entry of the

SAC Matrix is incremented by 1.
The entire procedure is repeated for 220 distinct random

inputs.
The building of the SAC matrix for a single random input-

ciphertext output pair is depicted in Figure 1 as an illustrative
example, providing a concrete view of how each bit-flip
propagates through the transformation.

χ2 Goodness of Fit Test. The assessment of the SAC
matrix is conducted using the following χ2 Goodness of Fit
Test:

χ2
=

t∑
i=1

(Oi − Ei)2

Ei
, p− value = igamc

(
t − 1
2

,
χ2

2

)
(2)

where Oi and Ei denote observed and expected values,
respectively, and t signifies the number of bins, which can be
seen as a disjoint set whose union covers all possible output
points [28]. Also, igamc represents the incomplete gamma
function. In this formula, the theoretical expected value is
determined by multiplying the count of sequences with the
probability corresponding to a range of the ith bin. If the
value of p is below 0.01, it is presumed that the algorithm
is non-random. In these calculations, the number of bins
and corresponding ranges are determined by distributing the
probabilities equally. The probability values are obtained by
the following Proposition 1.
Proposition 1: Let K denotes the hit count received by an

entry of the SAC Matrix gets, then

Pr(K = k) =

(n
k

)
2n

.

In this study, the number of bins is taken as 8 to
provide a balance between theoretical accuracy and practical
applicability, and the values in Table 1 are utilized to assess
the SAC matrix. The selection of eight bins guarantees
that the expected frequency in each bin is adequately large
for theχ2 approximation tomaintain statistical validity, while
also preventing excessive fragmentation of the binomial
distribution. This achieves a balance between sensitivity in
identifying deviations and the necessary stability for large-
scale randomness assessment.
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TABLE 1. Ranges and probabilities for SAC test of 220 trials.

III. NEW SAC TESTS AND ITS APPLICATIONS
This section presents novel methodologies for evaluating
the Strict Avalanche Criterion. To analyze a basic SAC
matrix, we introduce SAC-Row and SAC-Column Tests.
Subsequently, we provide a new SAC test, designated as
SAC-2, which generates the usual SAC matrix in a different
approach. To support the statistical interpretation of SAC-
Row, SAC-Column and SAC-2 evaluations, it is essential to
clarify the role of the significance level in multiple hypothesis
testing. The following fact summarizes the mathematical
relationship between the overall and individual test error
probabilities.
Fact 1: Let the parameter α represent the overall proba-

bility of making a Type I error across n independent tests,
which corresponds to incorrectly classifying a truly random
sequence as non-random. In the context of statistical tests,
this parameter is commonly referred to as the significance
level. The parameter p, on the other hand, defines a certain
threshold probability for each individual tests. If p is defined
as the probability of failing one individual test, the probability
of passing the test is (1 − p). For m tests, the probability of
failing at least one test is given by 1− (1− p)m. Considering
the overall probability, that is, the significance level denoted
by α, the parameter p can be expressed in terms of α using
the equation:

1− (1− p)m = α, where m is the number of tests.

A. SAC-ROW TEST: ROW-WISE EVALUATION
This subsection presents the row-wise interpretation of the
SAC matrix, emphasizing the emergence of deviations in
diffusion when the matrix is examined along a single
dimension.

SAC-Row test focuses on evaluating the SAC matrix row
by row. By isolating the rows, the SAC-Row test provides a
different approach to analyzing the input-output relationship.
To implement the SAC-Row Test on a n× n SAC Matrix, the
χ2 Goodness of Fit Test, utilizing probabilities obtained from
Table 1, is employed to assess the distribution of the values
in each row of the matrix.

Since the χ2 Goodness of Fit Test generates a p-value
for each row, a total of np-values are produced by this test.
To maintain the essential significance level (Type I error rate)
of 0.01, the p-value for each row is taken into consideration.
Using Fact 1, the p-values associated with the block sizes can

TABLE 2. Target p values for different block sizes.

TABLE 3. Number of entries required to construct the SAC-2 matrix for
different block sizes n.

FIGURE 2. SAC-row procedure.

be calculated for a given significance level 0.01 as in Table 2.
According to this, if the p-value for one or more rows is less
than the value presented in Table 2, it is deemed non-random.

This procedure is summarized in Figure 2, where the
row-wise χ2 evaluation steps are depicted. As shown in
the figure, once the pr -values are computed for all rows,
each value is compared against its target threshold given
in Table 2. If pr is below the target p-value for at least one
row, the algorithm is deemed non-random.

B. SAC-COLUMN TEST: COLUMN-WISE EVALUATION
This subsection presents the column-wise interpretation of
the SAC matrix, emphasizing the emergence of deviations
in diffusion when the matrix is examined along a single
dimension.

SAC-Column test focuses on analyzing the SAC matrix
column by column. By isolating columns, it allows a
different approach to analyzing the input-output relationship.
To implement the SAC-Column Test on a n× n SAC Matrix,
the χ2 Goodness of Fit Test, utilizing probabilities obtained
from Table 1, is employed to assess the distribution of the
values in each column of the matrix.

Each column in the χ2 Goodness of Fit Test yields a
p-value, resulting in a total of np-values created by this test.
To maintain the essential significance level of 0.01, if the
p-value for one or more columns is less than p-value
presented in Table 2, it is deemed non-random.
This procedure is summarized in Figure 3, where the

column-wise χ2 evaluation steps are depicted. As shown in
the figure, once the pr -values are computed for all columns,
each value is compared against its target threshold given
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TABLE 4. AES SAC test results with 8 bins, where ‘‘Obs.’’ and ‘‘Exp.’’ denote observed and expected counts.

FIGURE 3. SAC-column procedure.

in Table 2. If pr is below the target p-value for at least one
column, the algorithm is deemed non-random.

C. SAC-2 TEST: TWO-BIT AVALANCHE EVALUATION
This subsection expands the SAC framework to incorporate
two-bit modifications, offering a more profound under-
standing of higher-order diffusion effects. By analyzing
two bit modifications instead of a singular basic input-
output difference, SAC-2 effectively captures more nuanced
diffusion behavior. While it is theoretically feasible to extend
the test to larger bit groups, such an approach would
significantly increase computational complexity and reduce
practical applicability.

This test will modify the conventional n × n SAC matrix,
which assesses the impact of a single bit alteration, to produce
a

(n
2

)
× n SAC matrix. This new matrix will assess the impact

of alterations in two bits, facilitating a more thorough exam-
ination of the avalanche characteristics of the cryptographic
function. This extension facilitates the identification of joint
propagation effects and higher-order dependencies that are
not evident with single-bit perturbations. The evaluation
of two-bit alterations in modern ciphers, which frequently
incorporate nonlinear layers to mix multiple input bits, offers
valuable insights into structural diffusion behavior that may
be overlooked by SAC-Basic. By capturing the combined
influence of two input-bit modifications, SAC-2 reveals
propagation patterns that emerge only through multi-bit
interactions, thereby providing a deeper structural perspective
on diffusion mechanisms beyond first-order effects. While it
is theoretically feasible to extend the perturbation model to

TABLE 5. AES algorithm comparison table indicating the earliest round
that appears to be randomness.

larger bit groups, this would result in excessive computational
complexity. Table 3 illustrates that the number of matrix
entries required to formulate a SAC-2 evaluation increases
markedly in comparison to the traditional n× n SAC matrix.
The significant rise in necessary calculations and memory
indicates that expanding the perturbation model to three-bit
or bigger subsets is impractical. Therefore, SAC-2 represents
a balanced and conceptually meaningful extension that
enhances analytical rigor while maintaining computational
feasibility.

SAC-2 Test is defined by constructing
(n
2

)
× n SAC Matrix

through the following steps:
• Initially, all entries of the

(n
2

)
× n SAC-2 Matrix are

assigned a value of 0.
• Given a random input x1, the output of the function is
computed as f (x1) = c1.

• For each unordered, distinct pair i and j, the ith and jth

bit portions of the input x1 are complemented, and the
corresponding output c′(1,ij) of the function is XORed
with the original output: c1 ⊕ c′(1,ij).

• For each non-zero bit k of the XOR value c1 ⊕ c′(1,ij),
(i, j), k th entry of the SAC Matrix is increased by 1.

The entire procedure is reiterated for 220 distinct random
inputs.

The χ2 Goodness of Fit Test, utilizing probabilities
obtained from Table 1, is employed to assess the distribution
of values across the entire matrix. A matrix with a p-value
below 0.01 is deemed non-random. The complete algorithm
for SAC-2 is presented in Algorithm 2.
This procedure is summarized in Figure 4, where SAC-2

based χ2 evaluation steps are depicted. If p is below the 0.01,
the algorithm is deemed non-random.

As with all hypothesis-based statistical evaluations, the
methods inherently carry both Type I and Type II error
risks. Increasing the number of tests or the dimensionality
of the evaluation naturally amplifies these effects, making
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TABLE 6. PRESENT SAC test results with 8 bins, where ‘‘Obs.’’ and ‘‘Exp.’’ denote observed and expected counts.

FIGURE 4. SAC-2 procedure.

TABLE 7. Present algorithm comparison table indicating the earliest
round which appears to be random.

borderline decisions more likely when the block size grows.
In addition, the computational cost rises with larger matrices,
since both data generation and significance calculations
require more operations as block size increases. However,
these evaluations are not intended to be performed con-
tinuously but rather as one-time or periodic assessments
during algorithm analysis. For this reason, the expected
error behavior and computational overhead remain within
acceptable limits for practical cryptographic evaluation.

D. APPLICATIONS
In this section, the method proposed in the previous section
will be applied to well-known algorithms, specifically
AES [23], PRESENT [24], and CLEFIA [25]. As a result of
this application, the test variables and a comparison table with
the methods from the literature will be provided.

1) AES
Following a public competition in 2001, the US National
Institute of Standards and Technology (NIST) chose Rijn-
dael [29] as the Advanced Encryption Standard (AES) [23].
AES is a Substitution-Permutation Network (SPN) cipher
with a constant block size of 128 bits and supports key
lengths of 128 (10 rounds), 192 (12 rounds), and 256 bits
(14 rounds). Its round function comprises four operations:

Algorithm 2 SAC-2 Test

Input: 220 random, n-bit input array
x1[·], x2[·], . . . , x220 [·]

Output: p-value from
(n
2

)
× n integer array SAC[·][·]

1 idx← 0
2 for i← 0 to n− 2 do
3 for j← i+ 1 to n− 1 do
4 for k ← 1 to n do
5 SAC[idx][k]← 0

6 idx← idx+ 1

7 for ℓ← 1 to 220 do
8 idx← 0
9 cℓ[·]← f (xℓ[·])
10 for i← 0 to n− 2 do
11 for j← i+ 1 to n− 1 do
12 yℓ[·]← xℓ[·] // Copy the input

vector
13 yℓ[i]← yℓ[i]⊕ 1
14 yℓ[j]← yℓ[j]⊕ 1
15 c′

ℓ,ij[·]← f (yℓ[·])
16 for k ← 1 to n do
17 if (cℓ[k]⊕ c′

ℓ,ij[k] == 1) & idx <
(n
2

)
then

18 SAC[idx][k]← SAC[idx][k]+ 1

19 idx← idx+ 1

20 Apply χ2 of Goodness of Fit test on all entries of
SAC[·][·]

21 return p-value

SubBytes, ShiftRows, MixColumns, and AddRoundKey on
the state matrix. It is important to note that the initial round
starts following the addition of the initial round key to the
initial state array, and the last round omits the MixColumns
phase. While SubByte alters a byte of the state into another
byte by a nonlinear S-box, ShiftRows performs a cyclic left
shift on the position of every row within the state matrix.
Also, MixColumns performs multiplication of each column
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TABLE 8. CLEFIA SAC test results with 8 bins, where ‘‘Obs.’’ and ‘‘Exp.’’ denote observed and expected counts.

in the state matrix by a predetermined matrix, whereas
AddRoundKey incorporates the round key into the state.

This study considers a 128-bit block size and a 128-bit key
size for the AES application. To analyze the internal states
of the rounds, we retained the MixColumns operation in the
round-reduced version. SAC-Basic and SAC-2 tests on AES
are presented in Table 4. According to this table, AES exhibits
randomness starting from 3rd round in SAC-Basic, whereas
it starts from the 4th round in the SAC-2 test. While the
expected values in SAC-Basic are calculated by multiplying
128× 128 sequence by its probability in the related range of
Table 1, the expected values in SAC-2 are evaluated based
on

(128
2

)
× 128 sequence. Additionally, we implemented the

SAC-2 test for the full round of AES-128, which consists of
ten rounds, to ensure the reliability of the test results. The
test yielded a p-value of 0.501975, confirming the expected
statistical properties.

Furthermore, the comprehensive results of the randomness
evaluation on SAC tests and the assessment proposed by
NIST SP 800-22 A [30], as applied in [12], are presented
in Table 5, which reveals the number of minimum rounds
that pass to demonstrate randomness. In Soto’s approach,
the evaluation method consists of encrypting low-weight
plaintexts using different random keys in ECB (Electronic
Codebook) mode and analyzing the resulting sequences with
the NIST statistical test suite. Specifically, binary plaintexts
with a weight of 1 or 2 were encrypted using random keys,
and the resulting ciphertext, which has a length of one
million bits, is subjected to NIST SP 800-22 A tests. The
full implementation and datasets associated with all SAC-
based evaluations presented in this work are available at:
https://github.com/srmnckn/SACtests/tree/main

2) PRESENT
PRESENT is a SPN-based lightweight block cipher within
ISO/IEC 29192 International Standard for a lightweight
cryptography (ISO/IEC 29192-2:2019) [24]. It has a fixed
block size of 64 bits and supports key lengths of 80 and
128 bits. The algorithm involves 31 rounds of encryption
or decryption, with each iteration employing one S-box
(Substitution Box) layer and one P-layer (Permutation

Layer). The S-box layer consists of a 4×4 bit structure, while
the P-layer involves a 1-bit permutation.

In this study, PRESENT cipher application is examined
with a 64-bit block size and a 128-bit key size. Table 6
displays the χ2 test values with 8 bins for SAC-basic
and SAC-row, respectively. The expected values in SAC-
basic are determined by multiplying the probability of the
64 × 64 sequence within the relevant range of Table 1,
the expected values in SAC-2 are evaluated based on(64
2

)
× 64 sequence.

Additionally, the comprehensive outcomes of the random-
ness evaluation on SAC tests and the assessment suggested by
NIST SP 800-22 A [30] are displayed in Table 7, indicating
the minimum round that passes to exhibit randomness.
The NIST SP 800-22 A randomness evaluation for the
PRESENT block cipher is conducted using the assessment
methodology defined by Soto. In this approach, low-weight
binary plaintexts, specifically those with weights of 1 or 2,
are encrypted using various randomly generated keys under
ECB (Electronic Codebook) mode. The resulting ciphertext,
spanning one million bits in length, is then examined using
the NIST statistical test suite to evaluate its randomness
characteristics. The code and the data used are accessible on
the same GitHub repository.

3) CLEFIA
CLEFIA is a Generalized Feistel Structure-based block
cipher proposed by Sony Corporation [25]. It has a fixed
block size of 128 bits and supports key lengths of 128
(18 rounds), 192 (22 rounds), and 256 bits (24 rounds). The
round function of the algorithm involves an S-box and MDS
matrix multiplication.

In this study, CLEFIA cipher application is examined
with a 128-bit block size and a 128-bit key size. Table 8
represents the χ2 test values with 8 bins for SAC-basic
and SAC-row, respectively. The expected values in SAC-
basic are determined by multiplying the probability of
the 128 × 128 sequence within the relevant range of
Table 1, the expected values in SAC-2 are evaluated based
on

(128
2

)
× 128 sequence.

Additionally, Table 9 presents the comprehensive result of
the randomness evaluation on SAC tests and the assessment
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TABLE 9. CLEFIA algorithm comparison table indicating the earliest
round which appears to be random.

suggested by NIST SP 800-22 A. The same NIST SP 800-22
A randomness evaluation is also applied to the CLEFIA block
cipher using Soto’s methodology. Low-weight plaintexts with
weights of 1 or 2 are encrypted under ECB mode with
randomly selected keys, and the resulting one-million-bit
ciphertext is analyzed using the NIST test suite to assess its
randomness. The code and the data used are accessible on the
same GitHub repository.

IV. CONCLUSION
This study presents a comprehensive analysis of the Strict
Avalanche Criterion (SAC) as a means of evaluating the
randomness and diffusion characteristics of block cipher
round functions. Building upon existing SAC-based method-
ologies, it introduces new and enhanced statistical evaluation
techniques, namely SAC-Row, SAC-Column, and SAC-2,
to provide a more detailed and multi-dimensional assessment
of cipher behavior. These methods are applied to well-
known block ciphers, including AES-128, PRESENT-64,
and CLEFIA-128, and their performance is compared with
the NIST SP 800-22 A statistical test suite using Soto’s
evaluation methodology.

To evaluate the SAC cryptographic property of block
ciphers more thoroughly, this work proposes three novel
SAC-based tests: SAC-Row, SAC-Column, and SAC-2. The
SAC-Row test analyzes the SAC matrix on a per-row basis,
while the SAC-Column test evaluates the matrix column
by column to reveal distributional imbalances across output
bits. In contrast, the SAC-2 test offers a new perspective
by reconstructing the SAC matrix using two-bit input
modifications instead of single-bit changes. It is important
to note that while the suggested SAC-2 assessments offer
detailed insights into diffusion behavior, they necessitate
the assessment of all

(n
2

)
two-bit perturbations for each

input, resulting in a computing complexity that increases
quadratically with the block size. While this enables a deeper
analysis of higher-order diffusion effects, it also makes SAC-
2 more expensive than single-bit SAC-Basic.

The experimental result shows that AES-128 starts to
display randomness characteristics from the third round,
as tested by SAC-Basic, SAC-Row, SAC-Column, and NIST
assessments. Nevertheless, SAC-2 test indicates the earliest
randomness round in AES-128 is 4, suggesting randomness
occurs in higher rounds. For PRESENT-64, SAC-Basic,
SAC-Row, and SAC-Column tests indicate that at least
9 rounds are necessary to achieve randomness, whereas the
NIST randomness tests reveal that randomness characteristics
begin to appear from round 6. Also, the SAC-2 test reveals
that round 10 indicates the earliest round which appears to
be random, suggesting that additional rounds enhance the
security characteristics. For CLEFIA-128, SAC-Basic and

SAC-2 tests reveals randomness characteristics starting at
round 6, whereas SAC-Column, SAC-Row, and NIST tests
identify round 5 as the earliest round demonstrating random-
ness properties. Overall results show that our proposed SAC
tests provide strict evaluation, with the greatest rounds at
which the specified block ciphers fail randomness exceeding
NIST’s assessment for each of the block ciphers.

These round-level differences align with a broader lim-
itation in NIST’s test suite, which assesses randomness
primarily from a general statistical standpoint and does
not explicitly incorporate cryptographic design criteria,
particularly diffusion behavior and avalanche progression.
In contrast, the SAC-based tests directly measure how
bit-flip effects propagate through the cipher, enabling the
identification of structural round deficiencies that remain
undetected in traditional test suites.

Overall, these findings demonstrate that the proposed
SAC-based evaluation methods offer a stricter and more
insightful analysis of block cipher randomness compared
to traditional statistical test suites like NIST SP 800-22 A.
In particular, the SAC-2 test provides a more rigorous
perspective by evaluating two-bit input variations, enabling
the detection of subtle structural patterns that may be over-
looked by standard assessments. Across all three evaluated
ciphers, namely AES-128, PRESENT-64, and CLEFIA-128,
the results show that our methods consistently identify higher
rounds as satisfying randomness, highlighting the importance
of cryptographic property-focused testing in the design and
evaluation of secure symmetric algorithms.

In practice, these findings offer targeted guidance for
cryptographic engineers and protocol designers. For example,
block ciphers intended for constrained environments (such
as IoT or embedded hardware) may treat the earliest SAC-
validated diffusion round as one of the practical indicators
used during preliminary security assessment.While not a sub-
stitute for comprehensive analysis, SAC-based evaluations
provide a fast and structurally informative perspective that
complements traditional statistical test suites.

Furthermore, within the realm of blockchain technology,
the suggested SAC-based assessments may be utilized for
the cryptographic primitives that support essential functions
like hashing. Assessing the dissemination characteristics of
this symmetric component with SAC-based testing may
facilitate the identification of early-round vulnerabilities. The
significance of SAC-based evaluations similarly pertains to
post-quantum cryptography, where numerous standardized or
candidate methods utilize symmetric primitives as fundamen-
tal components. Overall, integrating SAC-based randomness
evaluations into emerging cryptographic domains such as
blockchain and post-quantum cryptography highlights their
broader practical value.

A. FUTURE WORK
SAC-based randomness tests extend beyond statistical ran-
domness by exposing cryptographic diffusion characteristics
at the round level, providing a supplemental and structurally
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insightful tool for assessing and designing secure block
ciphers. The insights from SAC-based assessments can assist
cipher designers in identifying the minimal number of rounds
required for sufficient diffusion and can act as a practical
benchmark for practitioners developing best practices in
cryptographic assessment. Moreover, the suggested SAC-
based assessments can be linked to novel privacy-preserving
technologies, including Federated Learning (FL). The secu-
rity of secure aggregation protocols in FL fundamentally
relies on the unpredictability and statistical integrity of the
pseudorandom number generators or stream ciphers that pro-
duce the random masks securing model updates, hence ren-
dering these components suitable for SAC-based assessment.

As an extension of this study, future research may focus on
designing similar multi-dimensional evaluation frameworks
for other cryptographic properties, such as non-linearity,
collision, coverage and differential uniformity. In addition,
future studies may explore the correlation structure between
different SAC-based tests, including empirical analysis of
false positive and false negative rates across diverse ciphers
and investigating whether SAC-Row and SAC-Column fail-
ures occur independently or exhibit statistical dependence.
Such correlation analyses may help assess whether observ-
able dependencies can be exploited for identifying potential
structural weaknesses or cryptanalytic attacks. Although
the manuscript briefly discusses computational cost trends,
future work may provide a more detailed complexity analysis
of SAC-based evaluations (e.g., SAC-Basic versus SAC-
2) in terms of time and memory requirements, especially
as the block size increases. Applying SAC-based tests
to authenticated encryption algorithms also represents a
potential future research direction. However, unlike block
ciphers, round-level analysis in such constructions is not
straightforward due to their structural design, requiring
the definition of dedicated evaluation methodologies and
algorithm-specific analysis strategies. Additionally, incorpo-
rating machine learning-based pattern recognition techniques
into these statistical evaluations could provide deeper insight
into cipher behavior and potentially uncover subtle structural
weaknesses. Automating SAC analysis via trained machine
learning models can significantly accelerate the evaluation
process by rapidly detecting anomalous diffusion patterns
without the need for manual intervention. The integration
would enhance the practicality of large-scale or iterative
cipher assessments. Developing unified test suites that
combine SAC and other cryptographic criteria may also
help establish more robust standards for the cryptographic
evaluation of modern symmetric primitives.
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