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ABSTRACT

COMPUTER FAULT TOLERANCE STUDY
INSPIRED BY THE IMMUNE SYSTEM

CANIBEK, Atif De ger
MSc., Department of Electrical and Electronics Engieering

Supervisor: Prof. Dr. Hasan Guran

December 2005, 81 pages

Since the advent of computers numerous approacires been taken to create
hardware systems that provide a high degree ailiéty even in the presence of
errors. This study seeks to address the problem &diological perspective using
the human immune system as a source of inspirafibe. immune system uses
many ingenious methods to provide reliable opematio the body and so may

suggest how similar methods can be used in thgesireliable systems.

This study provides a brief introduction into aatetely new discipline: artificial
immune systems (AIS) and demonstrates a new apgphcaf AIS with an
immunologically inspired approach to fault tolerandt is shown a finite state
machine can be provided with a hardware immuneeBys$b provide a novel form
of fault detection giving the ability to detect fgustates during a normal operating

cycle. It is called immunotronics.

Keywords: Artificial immune system, binary immune systempomotronics, fault

tolerance, positive tolerance conditions.
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BAGISIKLIK S iISTEMINDEN ESINLENILM IS
BILGISAYAR HATA TOLERANSI CALI SMASI

CANIBEK, Atif De ger
Yuksek Lisans, Elektrik ve Elektronik Mihendisligi B6lUmu

Tez YOneticisi: Prof. Dr. Hasan Gulran

Aralik 2005, 81 sayfa

Bilgisayarlarin geni bir bicimde kullaniimaya B#&amasindan bu yana hata
meydana geldinde bile yiksek derecede guvenilirlik gsyan donanim
sistemlerinin yaratilmasinda pek cok yagkika olmutur. Bu calgma insan
bagisiklik sisteminden esinlenerek biyolojik bir persp#ign problemi ele
almaktadir. Baisiklik sistemi viicudun guvenilir bir bicimde cahasini sglayan
¢esitli akilli yontemler kullanir ve buna benzer yomterin guvenilir sistemlerin

tasariminda nasil kullanilabilegai 6ne surer.

Bu calsma yeni bir disiplin olan yapay Bgiklik sistemine kisa bir gigiyapmakta
ve baisiklik sisteminden esinlenilmpiyaklagimla hata toleransina getirilen yeni bir
uygulama gosterilmektedir. Donanimsagiyelik sistemi ile birlikte sonlu durum
makinasinin nasil normal ¢gha dongusinde hatali durumlarin sezilme ydene
kazandiran hata tanimanin yeni bir biciminiladig gosteriimektedir.

Anahtar Kelimeler: Yapay b&isiklik sistemi, “binary” b&isiklik sistemi,

“immunotronics”, hata toleransi, pozitif toleransrdmlari.
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CHAPTER 1

INTRODUCTION

1.1 Fault-Tolerant Systems

Electronic systems have been used widely in evgrlitka Electronic systems like

computer can be found not only in banks, at sch@old in our homes, but also in
nuclear power plants, expensive satellites aneslifgporting medical equipments.
While the presence of a fault on one system isngfist an annoyance, for safety-
critical applications, if the computer or any otleégctronic control system fails, the
costs in terms of money and even human life coddngalculable. Therefore,

many electronic systems must be fully functionalemthe most critical operating

conditions, and should work satisfactorily for aast a predetermined period of
time. There are two possible approaches to achiggeobjective: to build either

fault free or fault-tolerant systems [1].

Since, with time, hardware becomes worse and sodtwsecomes ever more
complex to test reliably, it is impossible to desi@nd build fault free system that
will not develop faults during its operating lifete. Therefore the more feasible
alternative is to implement systems, which are bbgpaf tolerating faults.

1.2 The Development of Fault-Tolerant Computing

The first theoretical work in fault-tolerant commg is generally credited to John
von Neumann. In 1956 von Neumann published anlaréntitled: “Probabilistic
Logics and the Synthesis of Reliable Organisms ftémneliable Components”. In
that study, he presented the concept of majoritingand analyzed the impact that



such arrangements could have on the probability system producing erroneous
results [2].

Since around 1970, the field of fault tolerant comnpy has been rapidly
developing. Several Journals such as the Comg&teE Micro, the Proceedings of
the IEEE etc., regularly present special issued theal with fault-tolerant

computing.

Recent years has shown radically different appresdio the design of reliable
systems with biology being a major source of irefjn. Our understanding of the
natural or, more specifically, human immune sysker® increased over the last few
decades and has provided a miraculous insight hote the body defends itself
from intrusion and maintains reliable operation.rolgh the increased under-
standing, new techniques inspired by the human inaraystem have given rise to
improved approaches to computer security [3], vipustection [4], [5], anomaly

detection [6], process monitoring [7], robot cohf{&], and software fault tolerance
[9]. The human immune system provides a distribuitadt-tolerant architecture

within the body and so suggests a radically difier@pproach to current reliable

system design.
1.3 Purpose and Scope

Artificial immune systems (AIS) are computer syssemxploiting the natural
immune system metaphor: protect an organism againgtlers. The subject of this
thesis is about binary AIS in which all the infortioa is represented by the bit
strings of fixed length. It is shown that a fingate machine can be provided with a
hardware immune system to provide a novel form afitf detection giving the

ability to detect every faulty state during a normyerating cycle [10].

The purpose of this study is to find an answetht firoblem that can be stated as
follows: given a set of self patterns representmogmal behaviour of a system
under considerations find a set of detectors @mjbodies, or more precisely,
receptors) identifying all non-self patterns cop@sding to abnormal states of the

system.



1.4 Layout of Thesis
In chapter 2, the requirements for fault-toleraatdhware design are discussed.

In chapter 3, human immune system is introducedtla@deature that have inspired

the development of a hardware immune system isisissal.

In chapter 4, the similarities and differences et immunology and fault
tolerance are presented and steps needed to imenarsgstem for providing fault

detection are demonstrated.

In chapter 5, binary immune system is explained to&d brief overview of the
receptors generation algorithm is presented.

In chapter 6, the simulation that are used to caosthe tolerance conditions for

immunization of the system is explained.

In chapter 7, implementation of the fault detectibardware, results of the
immunization cycle and the analysis of these resar presented.

In chapter 8, a conclusion of this study is given.



CHAPTER 2

FAULT TOLERANCE

Over thirty years ago, developments based on th#ecige of designing reliable

systems from unreliable components resulted imdtion of fault tolerance.
2.1 The Phases of Fault Tolerance

Fault tolerance techniques, either software or \ward, always imply the use of
redundancy. In general, fault-tolerant systems khde able to implement the

following phases [17]:
1. Error detection or output deviating from the norm;
2. Minimization oreradication of the resulting effects of the fault;

3. Activation of a suitableecovery procedure. There are two methods of
recovery:. a)Backward error recovery can return the system to a
previously stored valid state and Byrward error recovery can make
selective corrections to the current state until ameeptable state is

reached.
Biologically inspired fault tolerance must addréssse processes.
2.2 Hardware Fault Tolerance

There are several approaches to implement fagltaote of hardware.

1. Retry Strategy: The operation, which was detected to be erroneotes i

be repeated. Here redundancy is only needed totdbeefault.



2. Backup Computers: In case of failure, until the repair personnelldou

fix the main system, all work is transferred to Haekup system.

3. Pair-and-Spare: At the component level designer uses a pair of
identical components to built a unit that detet¢ssawn error. At the
system level of organization, the designer build®mputer using a pair
of error-detecting units. One pair operates asriha unit and the other
as a spare unit. Control unit automatically switkckiee operation to the

spare unit if the main unit fails.

4. N-Modular Redundancy (NMR): It is similar with pair-and-spare
logic, but with N identical components ¥R). Special voting logic

compares the outputs and accepts the majority bagpbeing correct.

5. Built-In Self-Test (BIST): The task of testing a chip with several
millions of transistors is extremely complex, expiga and often very
time consuming. A widely accepted approach to dgti the testing
problem at the chip level is to incorporate BISTpataility within the
chip. One way of achieving self-checking designthe use of error
detecting codes. In this case a code checker ddtexzpresence of faults
when its input is not a member of the set of valatles. Figure 2.1

shows the block diagram of totally self-checkingwit.

Functional . Coded
Circuit Outputs

Inputs —»|

Checker

l

Figure 2.1 Totally self-checking circuit



2.3 Alternative Techniques in Hardware Fault Tolerance

Nature demonstrates radically different approatbe®mplex problem solving that
are now being used within computing and electréieids to improve the behaviour
of the system instead of the classical technigivemy different species possess
defence mechanism that can be referred to as ammesystem. Vertebrates have
evolved a highly complex, multi-layered defence hatsm in the form of the
immune system to provide protection from potentiathazardous external
influences such as bacterial and viral infecticargigens). The similarities between
the requirements of fault tolerance and the opmmatf the body’s defence
mechanisms have highlighted the relevance of threune system as a conceptual

model for the design of future reliable systemd.[11



CHAPTER 3

HUMAN IMMUNE SYSTEM

The human immune system (and that of all vertebyaseunique amongst all living
species in that it has evolved a complex genetiellelefence mechanism for
protection from invaders. The detailed informatadrthe human immune system is
presented in [12] and [13].

3.1 Immune Architecture and Organisation

Defence against intruders, antigensis accomplished through four distinguishable
layers of protection [4] [14] from physical barsethrough physiological barriers in
the forms of temperature and acidity to chemical aallular interactions in the
forms of innate and acquired immunity. Acquired iomity involves antibody and
cell mediated immunity that defend against extlfitze and intra-cellular

infection respectively.

The immune system cells are produced from sters gelhe bone marrow and are

divided into three types of cell [15]:

1. Macrophagesare roaming scavenger cells that take part in buthte
and acquired immunity. They perform a signallingergresenting

fragments of antigens to other cells of the immsystem.

2. B cellscan recognise antigens and produce a single tiypeatinody to

counteract a specific antigen.



3. T cells are developed to forrhelper, suppressorandkiller T cells.
Helper and suppressor cells act as the masterhsaittor the immune
system by initiating and slowing down immune regemin the pres-

ence of an antigen. Killer T cells detect and agstirus infected cells.

Response to an antigen occurs by the use of coreplany receptors on the
antigen and antibody known apitopesandparatopesrespectively. Both B and T
cells have the ability to detect and counteracy ame type of antigen and so huge
diversity is a necessity. Such specificity mears #t any one time there are over
10* B cells within the body creating over®ldifferent types of antibody - a number
impossible to encode for in the human genome dfgedes. The rearrangement of
antibody protein segments creates the huge variageded. The presence of such
a wide number of different antibodies means thaéxarct epitope-paratope match
rarely occurs. An immune response can be initise@pproximate matching in a
process calledffinity maturation (Figure 3.1) [15].

&~
Antigen

Activated B cells ‘
create antibodies Q

High affinity B i
cells selected
The others die v

_ AR AV

creates optimised
=T Y YWY

Figure 3.1 Affinity maturation of antibodies




Under a continuous cycle of repeated optimisatibe, B cells with the highest
affinity to the invading antigen generate minorigats bysomatic hypermutation
resulting in an over-whelming quantity of antibate destroy the invading antigen
[15].

3.2 Antibody Mediated Immunity

Antibody mediated immunity protects the body froxtra-cellular infection. B
cells are constantly on patrol for antigens thatytban bind to. If an approximate
match occurs between a patrolling B cell and aiganta response is initiated as in
Figure 3.2. Proliferation of antibodies only occifrthe corresponding T cells exist
to stimulate the manufacture of optimised antibedi®vhen an antigen is
encountered for the first time it takes severalsdéy antibody proliferation to
occur. Through the use of memory B and T cells isgany responses can provide a
much more rapid response to the same infectiorladeadate [15].

Antigen )

X A
m%?O

(1) Complementary receptors

detected

(2) Helper T cells signalled Beell (3

(3) T cells activates B cells to
create antibodies

(4) Antibody proliferation \
binds to antigen and ‘

removes intruders (4) Q g&
g &

Figure 3.2 Antibody mediated immunity



3.3 Self/Non-Self Discrimination

The process of antigen detection by random gewoeratid complementary receptor
matching is a very effective method of protectibnt what prevents the immune
system from binding to cell proteins that occurunally within the body? Several
theories have been proposed to explain how the memsystem differentiates
between self and non-self cells of the body [16le Tost widely accepted answer
is clonal deletionwhich is demonstrated in Figure 3.3. In contrasthi® matured
functional immune system with distributed censoriagcentralised development
stage occurs first and carries out a process calbgrhtive selection Immature
helper T cells move to the thymughere self-proteins circulate through and are
exposed to the helper T cells. If a maturing T beids to one of the self proteins, it
is destroyed. Only those T cells that are selfraéwle survive to become fully
functional activators of B cells [15].

Self proteins are
presented to
maturing T cells

A rh oo
¥
bl
& § ¥

Those T cells that
bind to self die

Figure 3.3Clonal deletion
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CHAPTER 4

THE IMMUNOLOGICAL TO HARDWARE TRANSITION

4.1 Key Immunological Features

Based upon the fundamental attributes of the immaystem, the following five

key analogies can be summarised [15]:

1. The immune system functions continuously and autengly, only
intervening the normal operation of the body when iatruder or
erroneous condition is detected, much like in thesence of a faulty
state. In a mapping to hardware, the analogy isah&ault detection and

removal without the need for software support.

2. The cells that provide the defence mechanisms dstribdited
throughout the body through its own communicatioeswork in the
form of lymphatic vesseldo serve all the organs. The hardware
equivalent promotes distributed detection of fawith no centralised

fault recognition and recovery.

3. The immune cells that provide the detection medmsiare present in
large quantities and exist with a huge range oferdity. Limited

diversity is already a common solution to fauletaint system design.

4. The immune system can learn and remember fromep@striences what
it should attack. The hardware analogy suggests tthi@ing (and
possibly even continued improvement during openatmf fault detec-

tion mechanisms to differentiate between fault fied faulty states.

11



5. Detection of intruding antigens by the immune syste imperfect. The
onset of faults in hardware systems is often duthéoimpossibility to
exhaustively test a system. The testing phase eaarrtest for every
eventuality and so the analogy of imperfect detectsuggests one

remedy.
4.2 Hardware Representation

Methods of self/non-self differentiation are deyedd through a finite state machine
(FSM) representation of the system to be immunisedrinciple, any hardware
system can be represented by an individual or k&tter-connected finite state
machines and is therefore a logical start poinhit€istate machine define the

acceptable states and transitions between states€r.1) [10].

(In'valid state
Invalid transition/\ﬂ

Figure 4.1 State machine under test

Under normal and reliable operation (self) onlynsiions §x can occur. Invalid
transitions, d;, signify a potential problem (non-self). Concettrgq on the
transitions between states rather than the statagélves is a much better solution,

12



as two states may valid, but the transition not].[Table 4.1 demonstrates the

advantages of monitoring state transitions.

Table 4.1The advantage of monitoring state transitions
CS-— current state, NS — next state

CS NS Valid NS | Transition | Valid Transition
2 3 Yes 23 Yes
4 5 No teas No
2 1 Yes ko1 No

4.3 Feature Mapping

The features and operations of the immune system bea translated into the
hardware domain. Tables 4.2 and 4.3 summarise #ppimgs in terms aéntities,

or physical elements angrocesses or operations that the system may undergo.
Tables 4.2 and 4.3 show that an immunologicallpiresl approach based upon the
use of FSMs is feasible [17].

Table 4.2Entity feature mapping

Immune System Hardware Fault Tolerance
Self Valid state/state transition
Non-self (antigen, intruder) Invalid state/stansition

Antibody Error tolerance conditions

Gene used to create antibody  Variables forming
tolerance conditions

Antigen presenting cell Data collection and tolesan
condition creation component

Paratope Invalid state/state transition
tolerance conditions

Epitope Valid state/state transition
tolerance conditions

Helper T cell Recovery procedure activator

Memory T cells Set of tolerance conditions
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Table 4.3Process feature mapping

Immune System Hardware Fault Tolerance

Recognition of self Recognition of valid transition

Recognition of non-self Recognition of invalid tsaion

Learning during gestation Learning of correct traos

Antibody mediated immunity| Error detection and nesy

Clonal deletion Isolating of self-recognising
tolerance conditions

Inactivation of antigen Return the normal operation

Life of organism Operation lifetime of the hardware

4.4 Data Gathering

The immunotronic hardware initially undergoes arnésy stage similar to the
centralised maturation of T cells in the thymuse Qoal of the data gathering stage
is to create a data set S that represents a canpletubstantial percentage of all
possible valid state transitions within normal @en of the FSM. Unlike the
human immune system which does not store a maplbtanditions, storing this
within the immunotronic hardware has its uses. gémeration of invalid conditions
can be initiated through the injection of faultsdasimulated errors. This only
provides a starting point for the learning of neti-showever. Approximate
matching techniques, through the use of non-detestic methods (random/
evolutionary generation) is to be used to providetaof partial matching data [18].
The current approach is to immunise the state efsystem by monitoring the
inputs, current state and previous state of théesy@nd storing each instance of

self as a binary string [15].
4.5 Tolerance Condition Generation

The negative selection algorithm was developed dayelst and Perelson [4] from
theoretical analyses of the matching and bindirapgrties of the immune system
for the detection of viruses within computer systeand network intrusion. In

contrast to the existing fault tolerant architeefusuch as NMR and embryonics
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which work by checking constantly for the preseatealid operation, the negative
selection algorithm works by checking constantly fbe presence of invalid

operation.

The algorithm is based upon the method of seleaisgt of strings R of length
from a randomly generated original set of dagaEach string IR fails to match
any of the self strings(sS, also of lengtH, in at least ¢ contiguous positions. Any
string that match in at least ¢ contiguous pos#tiare deleted. The mature set of
tolerance conditions R are generated from an Inifaadomly generated setyR
corresponding to immature tolerance conditionsctvhindergo a negative selection
process [17]. Figure 4.2 adopted from [19] dematst the algorithm [10].

Single immature Self strings S
tolerance conditiongr

Contiguous matches < c

A 4

Immature Match inc ; Matured
random "¢ contiguous | ¥ toIZrl;rrfce
tolerance »  positions? > giti R
conditions R conditions
......... Contiguous matchesc
Reject

tolerance conditions

Figure 4.2 The negative selection algorithm

4.6 Architecture of the Hardware Immune System

With the tolerance conditions generated they mush e downloaded to the host

hardware immune system (Figure 4.3 [10]).
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Hardware immune system acts as a wrapper to the si@chine under protection.
Under normal operation, only self strings are pmes@&he presence of a fault

creates a non-self state, analogous to the presé@ceigen.

The string generation component gathers the ugensnand system state (and/or
output) from the state machine, combining with phevious system state (and/or

output) to create a search string for presentatidhe immune system memory.

. State machine
User input R (Self) Output

Walit N c@ State and/or Output
%"

String generation
(antigen presenting cell)
and response activation| Found/Not-Found

«

v

A

Search
String

CAM (memory)

Tolerance conditions
(T cells)

Figure 4.3 The hardware immune system attached to the FSM

The partial-matching content-addressable memory MCAtores the tolerance
conditions and returns a positive result if c cgmtius bits out of match the search
string. The data are presented to the CAM and adau not-found signal returned
in addition to the address where the data wered¢din].
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4.7 Fault Detection

The immunized state machine is monitored at evdrgnge of state and the
gathered data sent to the tolerance condition megrand searched [17]. If valid
state is confirmed, then normal operation is alldv@ continue. If faulty state is
detected, number of defined responses can be tadtivih the memory read clock
driving the CAM is fast enough then the resultedish to be returned to the “string
generation and response activation” component gidirei 4.3 can be gotten before
the current internal state of the state machin@agates to the output on the next
clock cycle. Therefore, the internal states of tredware should always be
monitored, rather than just the outputs, becaudbisgnway it is possible to detect

fault before the effects have propagated to thpudut
4.8 Fault Recovery

The ideal way of removing any potential problemshia body is the destruction of
a cell, which was detected as infected, due toetft@mous levels of redundancy.
Such process is not ideal, but often necessaryhdodware because of the finite
level of redundancy. In the presence of an intéemiterror, a more ideal approach

would be recovery or repair.
The potential methods of achieving fault removal ba summarised:

1. Classical Architecture: Creating a form of NMR that is replicate the
protected state machine and switch to a spareeifitht is detected as
faulty. It is not ideal to disable a large hardwammponent unless a
disastrous failure occurs. Because, if a self gtisndetected accidentally
as non-self through incomplete coverage of seifigdror the presence
of a fault within the tolerance condition storatjeen a fault-free state
machine may be deactivated completely. In this ogkthransient errors
result in the deactivation of the state machiné tpeerates normally to

specification.
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2.

Immunologically Inspired Architecture: The detection of a non-self
string may signal the user to request the nexbaciThe possibility of

providing two sets of tolerance conditions has baisnussed in [18] so
that a set of potential recovery states correspmnidi self string can also
be stored. It may then be possible to automaticadigrect the faulty

output through an output multiplexer selecting @itthe normal or the
immune-activated response. This means that transigors do not result

in the deactivation of the complete system [17].

The phenomenal cellular redundancy in the body lesamormal
operation to persist when cells are neutralizedlareat destroyed due to
infection. In an FSM architecture, a similar teciug could be used
through the use of spare states or latch bits withe hardware. The
detection of a fault would then cause the state hmac to be
reconfigured to ensure the faulty state was ciremmd and a spare
state used [17].

Total Biologically Inspired Architecture: Embryonics and EHW are
two other biologically inspired approaches to fadktection and
tolerance. Embryonics is based upon the developwientulti-cellular
organism. Through the development of biological tivadllular
organism, cells differentiate according to “instrans” stored in their
DNA. Depending on the position of the cell withiretembryo, different
parts of the DNA are interpreted. Before differatitin, because each
cell possesses a copy of the DNA, cells are (thieaily) able to take
over any function within the body. Correspondingiyvery electronic
cell in an embryonic array stores not only its avamfiguration register,
but also those of its neighbours [17]. To differatd, every cell selects a
configuration register according to its positiorhieh is determined by a
set of coordinates that is calculated from the dimates of the nearest

neighbours, within the array.
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Figure 4.4 Mapping of lymphatic interactions to an integrated
immunotronic-embryonic multilayered fault-tolerarthitecture

Every embryonic cell continuously performs selfckiag. In the
presence of fault, the faulty cell issues a statgsal that eliminates the
cell. By recalculating their coordinates and sétgch new configuration
register, every surviving cell performs a new fumat The integration of
a cellular hardware immune system within the aechitre, as shown in
Figure 4.4, removes the need of self-checking feaeh embryonic cell.
By doing so, there is no need for duplication afdional units within
each cell. This architecture allows each immuné areantibody cell to
continuously monitor its neighbouring embryonicleébr faults. Due to
the repeated checking of every embryonic cell byranthan one
antibody cell, interaction between neighbouringiody cells also
allows for error detection within each antibodyl.célthe results from
the antibody cells that have checked the operatbnthe same
embryonic cell differ, then the faulty antibodylasldeactivated and the
array reconfigured [17].
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CHAPTER 5

BINARY IMMUNE SYSTEM

Binary immune system introduced in 1987 by Farnfeackard and Perelson.
Instead of a genetic alphabet with four symbolsg@ide, Cytosine, Thymine, and
Guanine) the model uses a binary alphabet. Botleptecs and intruders

(foreign/non-self cell or molecule) are represergedinary strings of fixed length.
5.1 Intrusion Selection Algorithm

The principles of self/non-self discrimination imet immune system are the
inspiration of the intrusion selection algorithmhave any intruder should be
distinguished from the body cells [20]. Below anstafct formulation of the

algorithm is presented.

Let U be the set of all binary strings of lend@tlobviously |U|, the cardinality of U,
equals 2 Let SO U be a proper subset of U, called self stringsiciviiepresent
e.g. valid states of a system. The strings fronmsttdJ-S are referred to as non-self
strings. The problem relies upon constructing ac$edetectors, denoted R, such
that each 1 R does not recognize any self string, and it shoetognize at least
one non-self string representing invalid statehaf $ystem. This way of detecting
invalid states was proposed by [4] under the nafmeegative selection method. It

has a number of interesting features. The mostitap among them, are [20]:

1. No prior knowledge of anomaly is requested
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2. Detection is probabilistic and tuneable:instead of constructing a set of
detectors recognizing all non-self strings (complepertoire) a smaller set
of detectors is generated. It recognizes all bsmall fraction P(failure

probability) of non-self strings in exchange fasraaller set of detectors.

3. Detection is local: only small sections of data are checked and when a
detector does find an anomaly it can be localizedhe string that the

detector is checking.

4. Detection is distributable: small sections of the protected system can be
checked separately and no communication amongtdetds needed until

an anomaly is detected.

The strings from R can be loosely treated as aiseraharacterization of a notion
U-S. Denoting by R* the set of strings detectedh® receptors in R, the problem
can be stated as follows: knowing the descriptib®,ofind a subset Rl U-S of
minimal cardinality such that R* = U-S. Here, tyglly, the cardinality of S is
relatively small in comparison with the cardinaldtiyU [20].

To implement the algorithm of identifying the settRe followings should be
defined in general: receptors representation (gimaour case), the method of their

activation (matching rule), and the method of régepgeneration [20].
5.2 Matching Rules

There is no unique receptors activation methodo&tsty a simpler one is Hamming
matching: two strings x and y match (mafehy)) under the rule if they have
different bits in at least ¢ positionsgk < ¢, i.e.

matchy(x,y) iff du(x,y) > ¢ Q)
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where ¢(x,y) stands for the Hamming distance between xyanthe total number
of strings recognized by a single receptdd R under the Hamming match with

threshold c, R(¢,c), equals

DH(t,C) = g [E] @

|
I=C

Knowing this number, g(t,c) - the probability that two random strings masth
least ¢ bits can be easily foungi{fic) = 2"-Dy(¢,c) [20].

In this study c-contiguous bits rule [21] is usadagplausible abstraction of receptor
binding in the immune system. Two strings, x andatch under the rule if x and y
have the same bits in at least ¢ contiguous positiSuppose for instance tliat 6,

¢ = 3 and assume that the strings r (receptoranxilx2 are of the form r = 110110,
x1 = 001100 and x2 = 010100. Then mafckx1l) = FALSE while matc(r,x2) =
TRUE, so x1 is a self pattern and x2 is an antigelomaly) [20].

o o
IR
(N
[N e)

Figure 5.1 Matching under the c-contiguous rule

Matching under c-contiguous bits rule can be imadims moving a window of
width ¢ over the receptor (r) and tested (x) ssifigigure 5.1). If the two substrings

within the window are identical, receptor activates
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5.3 Templates

Moving the window of width ¢ over the self strinfSgure 5.1), we can split each
of them into (-c+1) substrings of length c. These substrings éediemplates to
build receptors. Since each receptor does not reze@ny self string, 8 S, it is

obvious that it can not contain any template recghin a self string.

To be more precise, let w be a binary string ofyterc (c is the threshold value).
Consider strings of lengthover the alphabet {0,1,*} where * stands for igeant.
By a template;{, of order c, a string (of lengtt), whose substring of length c taken
from position i equals w, and all the remainingiposs of the template are filled
by the star symbol, is expressed. For instancenwhe6, ¢ = 3, and w = 011 then
tiw = O11**, t,,, = *011**, t3,, = **011*, and t, = ***011. A self string s =
001101 splits into four templates; og1= 001***, t; 011 = *011**, t3110= **110%,
and t10:= ***101. A template of order c is a schema [22]artlef ¢ in which all

the significant bits are contiguous.

The set of all possible templates, denoted T, dost@-c+1)-Z different elements.
T can be split into two disjoint subsets; donsisting of all the templates contained
in at least one self string and the set of remgin@mplates, §, used to construct

receptor strings. Typicallydlis a low fraction of T [20].
5.4 Discriminative Power of a Receptor

Consider a single receptor r sb...,b where b {0,1} denotes bit value at i-th
position, i = 1,..4. The problem is to find the number@X) of unique strings from
U detected (by means of the c-contiguous bits foyethe receptor r. Obviously this
number depends on the receptor length and thehtbicesalue only. To find D{,c)

all the templates t constituting a given receptor by the set of sclefoaming a
partition of the set of all detected strings wi# bepresented. In other words, if

X = {X1,...,Xxn} is the set of schemas generated by the receptbruas an antibody

! The order of a schema is defined as the numbesl@fant positions in this schema. For instance if
x1 = 0000**** and x2 = 00000*** the order(x1) = 4 and order(x2) = 5.
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detected by r then u is an instahoéexactly one schema X X. A schema derived
from a template;§, has first (c+i-1) positions meaningful and remagnif-c-i+1)
positions are filled in by the star symbol. To fittce number D{,c) two cases are
considered: a simpler one wher(/2) and more complicated case when¢Y
[20].

5.4.1 The Threshold Value & (¢/2)

In this case the number DQ¢) can be found by counting the number of schemas
generated by the templateg,ti =1,...£-c+1. The template t, where u = k,,...,k,
detects strings that agree with the schemia.d*...* containing (-c) star
symbols. The template  where v = bbs...b.+1, detects strings agreeing with the
schema *Bbs...b..1*...* containing ¢-c-1) stars. According to our convention this
schema divides into two schemaghbs...l.+1*...* and (1-Q)bobs...I.1*...*, where
(1-b;) stands for the complement of. brhe first schema is an instance of the
schema induced by the templatg; thence only second schema is fresh, i.e. it
recognizes new strings. Similarly, the templaig, twhere w = Bby,...bc1bc+2
splits into four schemas: ily...bc+1bc2*...*, (1-bp)by...kbc+1ll.*...*, bi(1-
B)...beabesz*...*, and (1-k)(1-by)...be+abe+o*...*. The first schema is an instance
of the schema generated by the first template beadécond schema is an instance
of a schema generated by the second template. drfiyshird and fourth schemas
are fresh. To list all fresh schemas generatedllbth@ templates contained in a

receptor r, proceed as follows [23]:

Put on a first position of a list the schema indllbg the first template.
Let current length of the listykequals 1.
For any templatg } (i=2,..., {-c+1) do the following.

o 0o T p

For j =1 to k; copy j-th schema from the list to (k+j)-th positi@and
replace (i-1)-th bit in the schema by its complembn < 1-h.;.
e. Modify current length of the list:ik ki + kg = 27

2 That is, if x = 00000*** then e.g. u = 00000101ais instance of x.
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Table 5.1 shows the fresh (unique) schemas geddogitiour initial templates.

Table 5.1Fresh (unique) schemas generated by four inittaptates

Substring
generating
Template| template Fresh schemas generated by the template
T]_,u U:h_bz...bc bl b2 b3 b4 bc * * * * e ¥
T2,v V:bzbg...bc+1 1-b1 b2 b3 b4 bc bc+1 * * * e ¥

T3,W W=b3b4---bc+2 bl 1'b2 b3 b4 bC bc+l bc+2 * * o ..0*
1'b1 1'b2 b3 b4 bc bc+1 bc+2 *

*
*

T4’x X = b4b5...bc+3 bl b2 1 b3 b4 bc bc+1 bc+2 bc+3
1-by by 1-bs bs ... be besr beso bess

b1 1-bp 1-bs bs ... be Dbeer Deso bess
l'bl 1'b2 1 b3 b4 bc bc+l bc+2 bc+3

* ok ok ok
* ok ok ok

Observe that each templatg, t(i=2,...,£-c+1), divides into Y schemas (because it
contains i-1 leading star symbols) and only halth@&m is fresh. Thus i-th template
(i>2) generates"2 new schemas and each of them covéfs*2 different strings
(since each schema contaifi-i+1 star symbols). In summary, first template
covers 2° strings and any other templaig, ti=2,...£-c+1, covers 'Z.2/¢*1= pt-cl

different strings. The total number of strings mg@i@aed by a receptor equals [23]:

D(¢,c) = 2+ (t-c)- 2%t = 2L (2+¢-c) (3)

The reasoning presented here easily extends tacdhe when strings over an
alphabet consisting of m symbols are consideredirfstance when & (£/2), each
template it, introduces (m-1) fresh schemata. Hence the totatbew of strings

recognized by a single receptor equals [23]:

Dm(€,c) = m™ +(t-c)-(m-1)-m®*= m"® L[( ¢-c)-(m-1) + m] (4)
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Dividing Dm(f,c) by nt (total number of strings), a formula describinge th
probability that a randomly chosen string is detddiy a receptor is obtained. It is
important however that both (3) and (4) are vahtyadf c > (¢/2) [23].

5.4.2 The Threshold Value c <{(2)

This case is more complicated and considered incages: (a) c is close t6/2),

and (b) cis close to 1.
5.4.2.1 The Threshold Value is Close td/@)

The procedure described to list all fresh schena®eigted by all the templates
contained in a receptor r for threshold vala€t2) pretty works for i = 1,...,c+1.
Suppose now i = ¢c+2 and ct#£2. Then by step (d) of the procedure (c+1)-th bit
must be changed in all schemas belonging to theerulist. But the first schema
from the list has star symbol on this positionnians that an empty string must be
inserted on (k+1)-th position since this schema lb@sn exhausted by the first
template (see Table 5.2, first row in the blockresponding to the templateoto.
Now if i = c+3, both the first and second schenmarfrthe list has star symbol on
(c+2)-th position. Further, current list containsymy string already introduced
when the template.t,w was converted into fresh schemas. Thus, whealdewg
the template ;t3w we must insert 2+1 empty strings to the list. Engral, the

number of empty strings introduced by i-th templateequals [23]:

6=2%%+p , i=c+2, ..0-c+tl (5a)

where

Bj Sdc+2t ..t (5b)

is the number of empty strings already introducdgenvprevious templates have
been developed. Table 5.3 shows the values afdp; for i = c+2,...,c+10 [23].
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Table 5.2Fresh schemas induced by the receptor 0000000GHhvekhold ¢c = 3

Template Schema Template Schema
t1,000 00Q**x*x t 6,000 empty
t2.000 1000**** empty
t3,000 01000*** 01001000

11000*** 11001000
t4.000 001000** 00101000
101000** 10101000
011000** 01101000
111000** 11101000
t5 000 empty empty
1001000* 10011000
0101000* 01011000
1101000* 11011000
0011000* 00111000
1011000* 10111000
0111000* 01111000
1111000* 11111000

Table 5.3Values of o; andp; defined in equations (5a), (5b)

Bi
ct2 0
c+3 1
c+4 4
ct5 20 12
c+6 48 32
c+7 112 80
c+8 256 192
c+9 576 448

c+10 1280 1024
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5.4.2.2 The Threshold Value is Close to 1

When c is relatively small, the number of reduckthgs must be slightly modified.
Whent > 2(c+1)+c+1 then for thex 2(c+1)+1, equation (5b) starts to count some
empty strings which are already introduced wherviptes templates have been
converted into schemata. The number of alreadyteduempty strings igj.x+1 and

the modified form of equation (5b) is:

0 J<c+2
_ Olc+2 J =c+3
Bi= oo+ ...+ou c+3 < < 2(c+1)+1 (5¢)
Oc+2 t ... T 041 - Bj-C j > 2(C+1)+1

5.5 Reduction of the Discriminative Power

Although a single receptor can distinguisht [8) unique strings from the universe
U, its discriminative power radically changes whiéncooperates with another

receptors. To be more illustrative consider twcepgars 000000 and 001100, and
assume that the threshold c = 3. Using the metksdribed in previous section it is
easily stated that both the receptors recognizend@ue strings and not 2-D(6,3) =
40 strings. On the other hand, the ensemble camgist two receptors 000000 and
100001 recognizes only 28 receptors [20].

Knowing D((,c), p(,c), the probability that a randomly chosen stiiht) matches
with a receptor (i.e. that u is an antigen) carmdm@puted: p{,c) = D({,c)/2". When
c> (¢/2) then [23],

p(0,c) = 2L (t-c+ 2)/2 = 25[((t-c)/2) + 1] (6)
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This formula was derived by Perelson [4] using bird distribution and with

additional requirement thai®x< 1.

In general, to estimate the average number ofgstriecognized by a set of n
receptors statistical approach should be used. Misgu that the receptors are
chosen independently(p,c,n), the failure probability can be defined a3]{2

pr(t,c,n) = (1- p(,c))" = e"P 7)

This last approximation is valid for large valuésxand small values of p(). The
average number of strings detected by n recepsodeiermined by the formula
[20]:

de,c,n) = (1 - gt,c,n))-2 (8)

and the average number strings detected by a secgptor among the ensemble of
cardinality n equals ff¢,c,n) = d¢,c,n)/n. Figure 5.2 shows how this number
varies for different values df, ¢ and n [23]. The parametérand ¢ were chosen

such D¢,c) is fixed and equals 48.

To achieve maximal discrimination power of the poes, they should be chosen
in such a way that each receptor enters maximabeurof different schemas. To

achieve this, receptors must be build from divéeseplates.
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Figure 5.2Reduction of the discriminative power of a singleaptor

5.6 Lower Bound for The Fault Probability

The fault probability gt,c,n) defined in formula (7) is applied to the cageen S =
(0. When S# O it is not possible, in general, to construct detecrecognizing all
the strings from the set U-S. It is hard to detime lower bound analytically, but it
is relatively easy to treat the problem numericallizere are two sources of non-
detectability, which will be discussed below [23].

The first source are holes defined by D’haesel@&i. [Intuitively by hole, any
string ulJ U-S build up from the templates belonging to teeT only, should be

understood.

Before introducing the second source of non-debdidtg some useful notions are
introduced.
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Let w be a substring of length c. Denote byw() the substring obtained by deleting
the first bit from w, and by (w) the substring resulted from deletion of last bit
from w. The symbol {£ w)+b denotes the string+(w) appended with b, where(
{0,1}, and similarly b+(w—) denotes b appended with {W; obviously in both

cases the length of new strings is again c [23].

Wierzcha [24] observed that the self strings can be reptegeas binary trees
whose nodes correspond to the templates: a tenplaie said to be the root of a
tree. In general, given a templatg & Ts, 1< i < ({-c), templateity,.w+o 0 Tsis
called as the left child of{, and the template:1.w)+1 O Ts is called as the right
child of t. Surely, if i+1 =t-c+1 then the corresponding child is just a |leafhef
binary tree. By analogy, given a templatg @ Ts, 2 < i < (¢-c+1), we call the
template it; o+w.) U Ts the left parent ofi§, and the templateiiti+w.)J Ts the
right parent of;t, [20].

The second source of non-detectability comes froentémplates that can not be
used to construct receptors. Roughly speaking &ehdgemplate; , (1 Ts parents
has to be checked: if a parent, say is not a member ofg] but both its children
are members of J t.1, is moved to the sets] because it can not possible to
construct valid receptor which contains the tengptat,. Similarly, the children of
tiw O Ts are checked: if a child, sayit; is not a member ofgJ but both its parents

are member of J .1, is moved to the sets[20].

Counting the number of strings induced by the mediket E, whole number of
non-detectable strings which consists of the nunabeself strings, the number of

holes, and the number of additional non-detectstnliegs is determined.
5.7 Positive Tolerance Conditions

A new set of tolerance condition which is calledigige tolerance conditions and
new method that these tolerance conditions usedifinon-self discrimination are

presented in this study.
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Receptors recognize non-self strings if there ikast one match between search
string and any receptor in the repertoire for ctiguous bits because all receptors
are constructed from only non-self templates aedsthing that has at least one non-

self template can not be self.

Positive tolerance conditions are constructed @myn the self templates in other
words positive tolerance conditions are subset aif strings set, that is, they
include all the self templates but has less strthgs self strings set. It is obvious
that maximum number of strings in the positive tatee conditions set is equal to

the number of strings in the self strings set.

Discrimination method of the self/non-self strings recognition of the non-self
strings are different from receptors for positivdetance conditions. Unlike the
receptors a match between any positive toleranoditton and search string for c
contiguous position does not mean the search sisirggelf or non-self. Positive
tolerance conditions recognize self strings if ¢hare matches between search

string and positive tolerance conditions for eveontiguous bits.
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CHAPTER 6

SIMULATION

The software is written and compiled on Visual Gt®. The simulator program is

given in the Appendix.

The purpose of the simulation is to find the reoepepertoires of the finite state
machines with the intrusion selection algorithm atad compute the failure

probabilities for the different combinations of egtors from repertoire.
6.1 Application

The flow chart of the simulation is presented igufe 6.1. Each box represents one
step of the simulation. The boxes with grey backgth emphasizes the places

where the input is asked.

There are 7 different self strings sets and foryeset, self strings are written to the

text documents by hand except last set.

Last self strings set is constructed by a functiat is executed at the beginning of
the simulation. This function asks user the lemgftithe strings and the number of
strings that will be generated. Then generatesamndumbers and computes the
binary equivalents of these numbers. By executiegsimulator, user is confronted
with the small menu that asks user if he/she wentgenerate random self strings
set. Generated self strings set is not erased wiesimulation ends. This set is
kept in the text document until the random selhgtgenerator function is used and

new self strings set is written on the previous.one
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Figure 6.1Flow chart of the simulation.
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Then, the below menu that is used to choose seifjstsets is displayed.

(1) 4-bit 0 to 9 BCD counter.

(2) 4-bit 0 to 9 BCD counter (with different bit-stg representation).
(3) 4-bit 0 to 9 BCD counter (with different bit-stg representation).
(4) 4-bit 0 to 9 Gray code counter (Excess-3 gray).

(5) PLA for unsigned binary multiplier.

(6) Example ASM.

(7) Randomly generated self strings set.

After choosing the one of the self strings set,usation reads the data from the text
document. Simulation reads first character fromtehe document and writes it to
the first column of the first row of the matrix vehi is called self strings matrix.
Then it reads next symbol and writes it to the remtumn of the first row. When
simulation comes to the end of line, next charaistevritten to the first column of
the next row of the self strings matrix. Simulati@ads character until it reaches to
the end of document. Each string in the text dosuneea row in the self strings
matrix. Then self strings set of the FSM is displhyand the match length ¢ to
compute the self templates is asked. Here the miangjth should be between 1 to
the length of the strings of the FSM. With enterihg match length, self templates
are constructed and simulation displays the seiptate matrix, the number of self
templates and the number of holes generated by ttezaplates. Self template

matrix hast-c+1 columns and“2ows.

By knowing self strings and match length, positteéerance conditions can be

constructed.

A simple procedure, which is proposed in this stugigthers and organizes self
templates to construct the positive tolerance dandi set. First, the first column
(left most column) and the last column (right mostumn) of the self template
matrix are compared to choose the start point. ddlamn that contains more

template is chosen as a start point. If both cokimontain an equal number of
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templates than any column can be chosen (at thiesemstances simulation
chooses last column). It is obvious that the coluimat contains the maximum
number of templates identifies the minimum numbgérsiings in the positive
tolerance conditions set, because templates isdhee column can not be used in
the same string. Consider that the first columnt@os more templates, then
positive tolerance conditions are constructed friinst template to last, in other
words, parent to child or left to right (in selfriplate matrix). First template of the
first column of the self template matrix, the teatpl which has the minimal row
number, sayity, is chosen as a first template of the first positivlerance condition
and the content of this node is increased by ofter ghat, children of this node are
checked. If child%(.w)+0 Is @ member of self template set, this templatesed as a
second template and the value of the correspondodg is increased by one.
Otherwise other childbf.w)+1 is used and the value of this template is incre:dse
one. Continuing this reasoning first positive talere condition is created. After
construction of each positive tolerance conditioe number of fresh templates (not
used in the previous positive tolerance conditiarg) counted. Any template that
corresponding node in the self template matrix @mst 1 is called fresh. If no fresh
template used in the positive tolerance conditibentthis is deleted from the
positive tolerance conditions set. Of course eaafptate is considered as fresh for
only one receptor. It is obvious that the numbeiredh templates added by the first
positive tolerance condition i&-c+1. To construct the second positive tolerance
condition next template in the first column of tkelf templates matrix is used.
Then the children of this template are checkedrbthis case the least used child is
preferred. It means, if both children of this teatplare member of the self template
set then the contents of these children are cordpare the one that contains lower
value (less used) is chosen. By using this proeedilrthe templates of the first
column of the self template matrix are used. A@tenstructing each valid positive
tolerance condition (adds at least one fresh tet@pthe number of fresh templates
added by the positive tolerance condition set &edtdtal number of templates in
the self template matrix is compared. If there teraplates which are not used in
the positive tolerance conditions, the same proeedurepeated. When the number

of fresh templates added by the positive toleraza@litions set reaches the total
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number of templates in the self template matrie, pinocedure ends and positive
tolerance conditions and the number of non-seihgt that they recognize are

displayed.

Although the number of non-self strings that pesitiolerance conditions recognize
is simply the total number of strings minus numbgself strings and number of
holes, simulation computes this number by computimg number of non-self

strings that each positive tolerance condition gadxes.

Then parents and children of all self templates ahecked. After these
computations are performed, self template matremimer of additional templates
(comes from checking parents and children of sgtflates) and the total number

of templates (self templates and additional tenegledre displayed.

At this point, simple procedure counts the totainber of non-detectable strings
(the strings that can not be detected even compbateptor repertoire used).
Suppose moving from the leaves toward the roohefttee (moving from right to
left in the modified self template matrix). A notig ,, in the matrix has at most two
children: t.c+1,.w+o and t.c+1,.wy+1. If both children are the member of the self
template set (contains 1), it means that two $etigs can be constructed: one ends
with 0 and the second ends with 1. Hence the vabfidhe self template matrix

should be updated according to the rule:

If T[w,i]=1 then T[w,i] = T[(>wW)+0,i+1] + T[(-w)+1,i+1] , i = (-C,...,1)

Modification of the self template matrix may reswith updating some nodes with
0 which were member of self template set (previpusintains 1). This can only
happen when both children of the node are not membself template set (both
contains 0) and this is only possible for additiceaplates. Because self template
matrix will also be used to create receptor tengphaatrix, update procedure should

be carried out on the replica of the self templksté After updating procedure,
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summing up all the entries (nodes) in the firstuoah of the replica matrix will give
the total number of non-detectable strings.

The updated copy of the self template matrix, totamber of non-detectable
strings, the number of detectable non-self strifgdhien complete receptor
repertoire is used) and the percentage of the nuofloetectable non-self strings to
the number of all non-self strings are displayedcd&ise the number of detectable
non-self strings is known, lower bound of the fautibability can be calculated and
displayed. Lower bound of the fault probability medhat the failure probability of
of the system when complete receptor repertoivsesl.

After the computation of the number of detectalda-self strings simulation starts
to construct the receptor repertoire. The 0’s eghblf template matrix are identifies
the templates that can be used to construct receggertoire. New matrix which is
called receptor template matrix is created. Thi& meatrix is replica of the self
template matrix. Because 0’s in the self templagdrix are identifies the receptor
templates, each node in the receptor templatesxnes to be changed such that
T[w,i] =1 - T[w,i].

After constructing the receptor template matrixatohumber of templates to
construct receptors and maximum number of recetpiatr can be constructed by
these templates are displayed. The procedure opeting the maximum number of
receptors is the same procedure that was usedipute the total number of non-
detectable strings. At this point, the copy of theeptor template matrix has to be
used to avoid loss of data as explained in comjoumtadf the number of non-

detectable strings.

Now the problem is to find the minimal number oteptors that recognizes all
detectable non-self strings which includes alltdraplates in the receptor template
matrix. Receptors are constructed with the sameegghare which is used in the

positive tolerance conditions construction.
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After the procedure, complete receptor repertanc: the number of non-self strings
recognized by the repertoire is displayed.

This simple menu is displayed under the completep®®r repertoire.

(0) — EXIT.
(1) — Select Receptors one by one.
(2) — Exhaustive Method to select receptors.

(3) — Greedy Algorithm to select receptors.

With using this menu receptor ensembles from theep®r repertoire can be
chosen. To compute the number of strings that eneptor recognizes or receptor
ensemble recognize, two new matrix is created.t Firatrix which contains all
possible strings that can be created for the striegth is called AllString. It has 2
rows andt columns. The other is called Flag which is used dkg matrix for
AllString matrix. It has 2 rows and 1 column. When receptor recognizes Rgstri

from the AlIString matrix, the corresponding rowthre Flag matrix is set to 1.

By choosing “Select Receptors one by one”, the remdj strings that can be
recognized by each receptor in the receptor repertan be computed. Simulation
asks to enter the row number of receptor in theper matrix. Counting the
number of strings that the chosen receptor recegniz done in this way: first
templates of the receptor and first string in tHES#ing matrix are compared, if
there is a match, the corresponding row (first rowthe Flag matrix is set and next
string in the AllString matrix and receptor are quared. If not the other templates
are compared. If there are no matches betweentoecamd the first string fot-c+1

templates then the chosen receptor does not remogre first string. It is important
to note that if there is a match between templateshe receptor and the
corresponding template of the compared string th®reo need to check other
templates because one match is sufficient enougtietttify string as a non-self.
Therefore match between first templates lets néshgs be compared without
comparing other templates. When all strings inAh8tring matrix and the receptor

are compared, the number of strings that choseptecrecognizes is computed by
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counting the number of 1's in Flag matrix. The n@mbf strings recognized and
the failure probability are displayed. Entering tloev number of other receptor is
resulted with displaying the total number of stangcognized by these two recep-

tors. Entering “-1” clears the Flag matrix and emtg “0” turns back to the menu.

By choosing “Exhaustive Method to select receptosshulation asks user to enter
the number of receptor. For the entered valuellk abmbinations of the receptor
repertoire are computed and the best result idajisgd. Here the best result means
the highest number of strings recognized (lowestira probability) by k strings.
For the receptor repertoire which has a lot of pemes, this computation takes very
long time. For large receptor repertoires, othethme that makes computation

more simple is needed.

By choosing “Greedy Algorithm to select receptorsinulation asks user to enter

the number of receptor. For the entered value k KX receptor repertoire), greedy

algorithm chooses receptors as follows: first thenber of strings recognized by

every couple in the receptor repertoire are contpatel the couple that recognizes
largest number of strings is chosen. After thdhé k is bigger than 2, at least one
new receptor has to be added to this couple. Nepdptor is chosen in this way:

first receptor of the receptor repertoire (chosmseptors are not included) is chosen
and the number of strings which these three receptmgnize is computed. Then

every other receptors in the repertoire are addatid couple one by one and the
receptor that recognize maximum number of stringk the couple is chosen. This

procedure is repeated until the number of recepiatitse ensemble reaches to k.
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CHAPTER 7

IMPLEMENTATION, RESULTS AND ANALYSIS

In this chapter, different self strings sets of &#@Ms will be used to analyze the
behaviour of the binary immune system. A numbepafameters, computed by
simulation, will be presented and the reasons efvidriation in these parameters
will be investigated.

7.1 Implementation

In this study the immunization of the small systeare demonstrated. Fault-
detection hardware is relatively simple to extrdmt data from the system under
test, and a memory device with simple control logeneric model of hardware
immune system was demonstrated in Figure 4.3. Ekaldd form of that model is

presented in Figure 7.1.

In this detailed implementation, O to 9 BCD countiprotected or immunized.
Under normal operation, only self strings are pmesdhe presence of a fault

creates a non-self (invalid) state.

The string generation component of this impleméotagathers the user inputs
(Count and Reset) and system state (or output) fharstate machine, combining
with the previous system state to create a sedrahg Sfor presentation to the
immune system memory. The generated string isteghe argument register of the

memory unit.
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Inputs >
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\ 4

CAM
Tolerance Conditions
(Receptor Repertoire)

Figure 7.1Fault-detection hardware

The partial-matching content-addressable memory MEAtores the tolerance
conditions (receptor repertoire) and returns atp@sresult if ¢ contiguous bits out

of £ match the search string.

The key register provides a mask for choosing digoaus bits in the argument
register. Only the bits in the argument that hageiri their corresponding position
of the key register are compared. The block diagoAr@AM is shown in Figure

7.2.
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Figure 7.2Block diagram of partial matching CAM

The immunized state machine is monitored at evdrgnge of state and the
gathered data sent to the tolerance condition mgrand searched. A string is
deemed non-self if any tolerance condition matcties generated string in ¢

contiguous position.
7.2 Self Strings Sets

5 different sources are used to generate selfgstsets and these are:

4-bit 0 to 9 binary coded decimal (BCD) counter.

4-bit 0 to 9 Gray code counter (Excess-3 gray).

PLA for binary multiplier.

Control system of the example ASM.

Randomly generated self strings set.

The structure and function of the 4-bit 0 to 9 B&dunter is presented in Table 7.1.
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Table 7.1Structure and function of the BCD counter

Function 0 to 9 counter

States 10

Size (bits) | 4

Inputs Count (C)
Reset (R)

Operation | Incremental count (C=1, R=0
Hold (C=0, R=0)
Reset (C=X, R=1)

Three different self strings sets are generateoh fBCD counter according to the
bit-string representation of the strings. Selfrgjs sets of both BCD and Gray code
counters are generated by combining the two inmatsnt and reset, previous and
current states. Each string in these sets is 1 béngth. Figure 7.3 shows the 3

different bit-string representation for BCD counter

Count (C) / Reset (R) / Previous State / CurreateSt
Count (C) / Reset (R) / Current State / PrevioageSt]
Reset (R) / Current State / Count (C) / PrevioaseSt]

Figure 7.3Bit-string representations of BCD counter

Because 10 valid states arfdvalid inputs to determine the forthcoming statere
are 40 strings that define self and hence validaia in the self strings sets of the
both BCD and Gray code counters. For the BCD couhéned in Table 7.1, all
self strings with bit-string representation of CtReset/Previous State/Current
State is given in Table 7.2. Number of self strimgel total number of non-self
strings for 4-bit 0 to 9 BCD counter and Gray cadeinter are 40 and 984
respectively.
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Table 7.2Self strings set of the counter (C/R/Previous/Qutjre

Current State

Previous State

Inputs
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4-bit 0 to 9 Gray code counter is a counter whdipeflbps go through a sequence
of states as specified in Table 7.3.

Table 7.34-bit 0 to 9 Gray code counter (Excess-3 gray)

Binary code | Decimal equivalent
0010 0
0110
0111
0101
0100
1100
1101
1111
1110
1010

O oNoO|UO|AhIWIN|PF

The third system that will be protected is the pangmable logic array (PLA) for
binary multiplier. In this example PLA controls thathmetic circuit that multiplies
two unsigned binary numbers and produces theirrpipeoducts. Data processor
for binary multiplier is presented in Figure 7.8]2

Z=1ifP=0
Register B Check for zero
A
Cout Y

Parallel adder Counter P
Sum * Q@
A\ 4 A\ 4 T

o—» E »  Register A »  Register Q

Figure 7.4 Data processor for binary multiplier
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ASM chart of binary multiplier and PLA control blodiagram are given in Figure
7.5 and Figure 7.6 respectively [23].

TO \4 \ 4 OO
Initial state
0
T, 1 o
A0
E—O
P—n
Toy v 10
P—P-1
0 1
Q:
Y
CA<—A+B. E‘_Coui)
T3 \ 4 \ 4 11
Shift right EAQ
0 Z 1

Figure 7.5 ASM chart for binary multiplier

PLA control has 3 inputs, S,;@nd Z, and 5 outputsy,IT;, T, D and &. Output D
represents the conditional operatioiTg)
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Two self strings sets are constructed from the RbAtrol according to their bit-
string representations. Bit-string
State/Inputs/Next State/Outputs and the seconds setate/Outputs/Next State/In-
puts. In contrast to previous systems, combinirigt Present state, 3 input, 2-bit
next state and 5 output data together createstistrliigs that need to be protected.

The number of self strings for PLA control is 32lahe state table for the control

Figure 7.6 PLA control block diagram

representatioh tbbe first set is Present

subsystem of the binary multiplier is shown in &abl4 [23].

Table 7.4State table for PLA control

Present State Inputs Next State Outputs
Gl G2 S Z Q]_ Gl Gz To Tl T2 D T3
0 0 0 X X 0 0 1 0 0 0 0
0 0 1 X X 0 1 1 0 0 0 0
0 1 X X X 1 0 0 1 0 0 0
1 0 X X 0 1 1 0 0 1 0 0
1 0 X X 1 1 1 0 0 1 1 0
1 1 X 0 X 1 0 0 0 0 0 1
1 1 X 1 X 0 0 0 0 0 0 1




The next self strings set is constructed from thetrol system of the ASM chart in
Figure 7.7 [23].

To A 4 v 00
01
0 1
X
T3 vV VvV Vv 11 T2 Y V VY 10
0 1 1 0
0 1 1 0
Z Z

Figure 7.7 ASM chart of an example

Control system has 4 inputs, w, X, y and z, andipuds, b, T, T, and k. The
decision boxes specify the state transitions amation of the four control inputs.
The state table of the control circuit is presemtedable 7.5 [23].
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Table 7.5State table of control circuit

Present State Inputs Next State Outputs

G, Gy w X Yy YA G Go To T T2 T3
0 0 0O X X X 0 0 1 0 0 0
0 0 1 X X X 0 1 1 0 0 0
0 1 X 1 X X 1 0 0 1 0 0
0 1 X 0 X X 1 1 0 1 0 0
1 0 X X 0 X 0 0 0 0 1 0
1 0 X X 1 0 1 0 0 0 1 0
1 0 X X 1 1 1 1 0 0 1 0
1 1 X X 0 1 0 1 0 0 0 1
1 1 X X 1 X 1 0 0 0 0 1
1 1 X X 0 0 1 1 0 0 0 1

From control circuit two self strings sets are ¢amged. Bit-string representations
of these sets are Present State/Inputs/Next Staf@i@ and Present State/Outputs/
Next State/Inputs. Combining 2-bit present statenput, 2-bit next state and 4
output data together creates 12-bit strings thatine be protected. The number of

self strings for the control circuit is 64.

Last self strings set is not constructed from tl8MF Small program fragment

constructs these strings. Strings are construgtdaddorandom number generator of
the C++. Length of the strings and the number hgs$ in the self strings set are
given to the program and program randomly geneili@siumbers and computes

the binary equivalents (strings) and writes these the text document.
7.3 Parameters

Simulation evaluates a number of parameters ansetlparameters are used to
analyze the behaviour of the binary immune systemdifferent examples. The
explanation of these parameters are presentedhbie V6. For each self strings set

these parameters are evaluated and presented.
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Table 7.6Description of the parameters

Parameter Description

Self templates Templates that are constructed lbgtsiags
set for chosen match length

Holes Strings that are constructed from only self

templates (self strings are not included)

Positive tolerance conditions The strings setith@dtudes all and only self
templates with minimum number of strings

Additional templates Templates that can not be ts@dnstruct
receptor

Detectable non-self strings Strings that can begeized by the completg
receptor repertoire

Failure probability (B The probability that the system fails when it |s
confronted with the invalid operation (non-self
string)

Lower bound for the failure | The failure probability of the system when

probability complete receptor repertoire is used

Receptor templates Templates that can be usedstroot
receptors

Complete receptor repertoire  The set of recept@sdovers all the receptqr
templates

Minimum repertoire size The minimum number of re¢oepin the

complete receptor repertoire

7.4 Results

Self template matrix of the first self strings wétich is generated from 4-bit O to 9
BCD counter is presented in Table 7.7. For this thet length of the stringg)(is
10 and for this particular example match lengthi¢ch. Table 7.7 consists of 6
(t-c+1) column and 32 fRrows. Nodes that contain “1” represent self teatgs.
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Table 7.7Self template matrix of BCD countefr € 10, ¢ = 5)

w | Tw,1] | Tiw,2] | T[w,3] | T[w,4] | T[w,5] | T[w,6]
00000 1 1 1 1 1 1
00001 1 1 0 0 0 1
00010 1 1 1 1 1 1
00011 1 1 0 0 0 1
00100 1 1 1 1 1 1
00101} O 1 0 0 0 1
00110, O 1 1 1 0 1
00111} O 1 0 0 0 1
01000 1 1 1 1 1 1
01001 1 1 0 0 1 1
01010] 1 0 1 0 1 0
01011} 1 0 0 0 1 0
01100] 1 0 1 1 1 0
01101} O 0 0 1 0 0
01110 O 0 1 0 0 0
01111} O 0 1 0 0 0
10000 1 1 1 1 1 1
10001 1 1 1 1 1 1
10010 1 1 1 0 0 1
10011 1 1 1 0 1 1
10100 1 1 0 1 0 1
10101 0 1 0 1 0 1
10110f O 1 0 0 0 1
10111 0 1 0 0 0 1
11000 1 1 0 1 1 1
11001 1 1 0 1 1 1
11010f 1 0 0 0 1 0
11011 1 0 0 0 1 0
11100 1 0 0 1 0 0
11101} O 0 0 1 0 0
11110p O 0 0 1 0 0
11111} O 0 0 0 0 0

There are 105 self templates and 87 non-self taeglahis self template set causes

184 holes, non-self strings that build up from ske# template set.

52



Positive tolerance conditions which are construdtedh the self templates pres-
ented in Table 7.7 are shown in Table 7.8.

Table 7.8Positive tolerance conditions for BCD counter(10, ¢ = 5)

9 8 7 6 5 4 3 2 1 0
110 0 0 0 0 0 0 0 0 0
2|0 0 0 0 1 0 0 0 0 1
310 0 0 1 1 0 0 0 1 0
4 1 0 1 0 0 1 0 0 0 1 1
510 0 0 1 0 0 0 1 0 0
6| 0 1 0 1 0 0 0 1 0 1
710 1 0 1 1 0 0 1 1 0
8 1 0 0 1 1 0 0 1 1 1
910 0 1 0 0 0 1 0 0 0
10| O 1 1 0 0 0 1 0 0 1
11 1 0 0 0 0 1 0 0 0 0
12| 1 0 0 0 1 1 0 0 0 1
13} 1 0 0 1 0 1 0 0 1 0
14| O 0 0 1 1 1 0 0 1 1
15 1 1 0 1 0 1 0 1 0 0
16| 1 1 0 0 1 1 0 1 0 1
17| O 0 0 1 0 1 0 1 1 0
18] 1 1 0 1 1 1 0 1 1 1
19] 1 0 1 0 0 1 1 0 0 0
20 1 0 0 1 1 1 1 0 0 1
21 1 0 0 1 0 0 0 0 0 0
22| 1 1 1 0 0 0 1 0 0 1
23] O 1 1 0 0 1 0 0 0 0
241 0 0 1 0 0 0 0 0 0 0
25| 0 1 0 0 0 1 0 0 0 0

1 1 0 0 0 0 0 0 0 0

N
(o))

As it is seen from Table 7.8 there are 26 positolerance conditions and these
positive tolerance conditions recognize 800 (81%)-gelf strings. It means the
failure probability when all 26 positive tolerancenditions are used, is 0,813.
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Table 7.9 shows the modified self template matadded templates from parents
and children check). Added templates, which are bolTable 7.9, are the non-self

templates but can not be used to construct receptor

Table 7.9 Modified self template matrix for BCD countdr£ 10, c = 5)

W Tlw,1] | Tiw,2] | T[w,3] | T[w,4] | T[w,5] | T[w,6]
00000 1 1 1 1 1 1
00001 1 1 1 1 1 1
00010] 1 1 1 1 1 1
00011} 1 1 1 1 1 1
00100 1 1 1 1 1 1
00101} O 1 1 1 0 1
00110 O 1 1 1 0 1
00111} O 1 1 1 0 1
01000 1 1 1 1 1 1
01001 1 1 1 1 1 1
01010] 1 0 1 0 1 0
01011} 1 0 1 0 1 0
01100 1 0 1 1 1 0
01101} O 0 1 1 0 0
01110 O 0 1 0 0 0
01111} O 0 1 0 0 0
10000f 1 1 1 1 1 1
10001, 1 1 1 1 1 1
10010f 1 1 1 0 1 1
10011, 1 1 1 0 1 1
10100 1 1 1 1 1 1
10101} O 1 0 1 0 1
10110p O 1 1 0 0 1
10111y O 1 0 0 0 1
11000f 1 1 1 1 1 1
11001, 1 1 0 1 1 1
11010f 1 0 1 0 1 0
11011, 1 0 0 0 1 0
11100f 1 0 1 1 0 0
11101y O 0 0 1 0 0
11110f O 0 1 1 0 0
11112y O 0 0 0 0 0
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The “0”s in the modified template matrix represtrd templates that can be used to
construct receptors. There are 65 templates imetbeptor template matrix which is
illustrated in Table 7.10.

Table 7.10 Receptor template matrix for BCD countér{10, c = 5)

W Tlw,1] | Tiw,2] | T[w,3] | T[w,4] | T[w,5] | T[w,6]
00000 O 0 0
00001
00010
00011
00100
00101
00110
00111
01000
01001
01010
01011
01100
01101
01110
01111
10000
10001
10010
10011
10100
10101
10110
10111
11000
11001
11010
11011
11100
11101
11110
11111
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One possible receptor repertoire that contains mim number of receptors is
presented in Table 7.11.

Table 7.11Receptor repertoire for BCD countdr< 10, c = 5)

9 8 7 6 5 4 3 2 1 0

1 0 0 1 1 0 0 1 0 1 0

2 0 0 1 0 1 0 1 0 1 1

3 0 1 1 1 0 0 1 1 0 0

4 0 1 1 0 1 0 1 1 0 1

5 1 0 1 1 0 0 1 1 1 0

6 0 0 1 1 1 0 1 1 1 1

7 0 0 1 1 0 1 1 0 1 0

8 1 0 1 0 1 1 1 0 1 1

9 1 1 1 1 0 1 1 1 0 0

10| 1 1 1 0 1 1 1 1 0 1
11| 1 0 1 1 0 1 1 1 1 0
12 | 1 0 1 1 1 1 1 1 1 1
13| O 1 1 1 1 0 1 0 1 1
14| 1 1 1 1 1 1 1 1 1 1

Detectable non-self strings that these 14 recepéaxggnize is 664 (67%) and lower
bound for the failure probability is 0.3252.

In Table 7.12, parameters of the 4-bit 0 to 9 B@Drter with bit-string representa-
tion of C/R/Previous/Current for match lengtk2 < 10 are presented. For match
length ¢ < 4 no unique receptors (tolerance camuk) are possible as a match
occurs between at least one self string and amngptec Also for ¢ = 10 every
receptor matches a unique single non-self stritngs $elf strings set is chosen as a
verification of the simulation. Same results at[€ah12 were presented in [17] and
[10].
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Table 7.12Parameters of the 4-bit 0 to 9 BCD counter (C/R/iBres/Current)

Match Length 2 | 3 4 5 6 7 8 9 10
Self Templates | 34 | 53| 74| 105 122 111 93 70  4(
Holes 536|344| 320 | 184| 80| 39| 20/ 10 O
Positive Tol. 7 13| 13 | 26 | 40 | 40 | 40 | 40 | 40
Conditions 459%65%| 67% | 81% | 91% | 96% | 97% | 98% | 100%
Additional 2|11 9| 22| 62| 37 24/ 19 o
Templates

Detectable o | o | 584 664|784 013 | 032 | 954 | 984
Non-Self Strings 59% | 67% | 80% | 93% | 95% | 97% | 100%
Pt (Lower Bound)| - | - |0.406|0.325/ 0.203/0.072/0.052/0.030, 0
Receptor Temp. | - - 29 65 | 136| 364 651 944 98
Minimum = - | -] 6 | 14| 42| 103] 222 472 98
Repertoire Size

Failure Probabilit

Match Length (c)

Figure 7.8Failure probability vs. match length

for 4-bit 0 to 9 BCD counter (C/R/Previous/Current)

The failure probability versus match length, whe@mplete receptor repertoire is

used, is given in Figure 7.8. Lower bound for tagufe probability is computed as

the ratio of unrecognized non-self strings to alh+self strings.
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In Table 7.13, again the parameters of the 4-bit ® BCD counter is presented. In
this example, bit-string representation of thenggiis C/R/Current/ Previous. In

Figure 7.9, the lower bound for failure probabiMgrsus match length is shown.

Table 7.13Parameters of the 4-bit 0 to 9 BCD counter (C/R/éntfPrevious)

Match Length 2 3 4 5 6 7 8 9 10
Self Templates | 33 | 48| 64 81 90 84 74 6( 40

Holes 440|216 176 | 72| 48| 22| 16| 10 0
Positive Tol. 6 | 10| 11 | 21 | 25 | 28 | 29 | 30 | 40
Conditions 55%]| 78%| 82% | 92% | 95% | 97% | 98% | 98% | 100%
Additional 3 (16| 7| 27| 27| 271 1711 ol o
Templates

Detectable o | o 712 | 768 | 920 | 920 | 954 | 974 | 984
Non-Self Strings 72% | 78% | 93% | 93% | 97% | 99% | 100%
Pr (Lower Bound)| - | - |0.276/0.219/0.065/0.065/0.030/0.010, 0
Receptor Temp. | - - 41 84 | 203| 401 677 964 984
Minimurn - | - | 6 | 20| 49| 109 224 482 984

Repertoire Size

Failure Probabilit

Match Length (c)

Figure 7.9Failure probability vs. match length
for 4-bit 0 to 9 BCD counter (C/R/Current/Previous)
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The parameters in Table 7.14 are again computead 4rbit O to 9 BCD counter but
bit-string representation is R/Previous/C/Currdfdr c < 4, it is not possible to

construct any receptor.

Table 7.14Parameters of the 4-bit 0 to 9 BCD counter (R/RnesiC/Current)

Match Length 2 3| 4 5 6 7 8 9 10
Self Templates | 34 | 54| 80| 120 138 130 110 78 40

Holes 536|/360(324| 308 | 62| 36| 14| 4 0
Positive Tol. 6 | 13| 18| 22 | 40 | 40 | 40 | 40 | 40
Conditions 45%]|63%|67%| 68% | 93% | 96% | 98% | 99% | 100%
Additional 2 10| 32| 2| 51| 230 7/ 2/ o
Templates
Detectable 676 | 762 | 912 | 957 | 976 | 984
. 0|l 0] 0

Non-Self Strings 68% | 77% | 93% | 97% | 99% | 100%
P: (Lower Bound)| - | - | - ]0.3130.225/0.073(0.027/0.008 0
Receptor Temp. | - - - 70 | 131| 359 651 944 984
Minimum | - | - | 13| 32| 95| 219 472 98¢
Repertoire Size

1,2
= 14 e . .
o)
8 0,81

o
a 0,6

o
S 0,44
T
LL 0’2_

O T T T ﬁ *—

1 2 3 4 5 6 7 8 9 10
Match Length (c)

Figure 7.10Failure probability vs. match length
for 4-bit 0 to 9 BCD counter (R/Current/C/Previous)

59



In Table 7.15, the parameters of the 4-bit O tor@y&ode counter (Excess-3 gray)
are indicated. In Figure 7.11, lower bounds folufa probabilities of the Gray code

counter against match length illustrated.

Table 7.15Parameters of the 4-bit 0 to 9 Gray code countéR/@revious/Current)

Match Length 2 3| 4 5 6 7 8 9 10
Self Templates | 34 | 53| 82| 106, 121 110 94 70 40

Holes 536/344|336| 128 | 50| 17| 12| 8 0
Positive Tol. 6 [12]20| 27 | 40 | 40 | 40 | 40 | 40
Conditions 45%]| 65%|65%| 86% | 94% | 98% | 98% | 99% | 100%
Additional 2 | 11| 30| 35| 72| 36/ 20 14 o0
Templates
Detectable 592 | 656 | 894 | 966 | 956 | 984
. ol 0] 0

Non-Self Strings 60% | 67% | 91% | 98% | 97% | 100%
Pr (Lower Bound)] - | - | - |0.3980.3330.091(0.018 0.028 0
Receptor Temp. | - - - 51 | 127| 366] 654 944 984
Minimum | - | - | 13| 34| 101 2268 472 984
Repertoire Size

1,2
= 14 & . *
o]
8 0,81
S
@ 0,6
o
S 0,44
T
L 0,2

0

1 2 3 4 5 6 7 8 9 10
Match Length (c)

Figure 7.11Failure probability vs. match length
for 4-bit 0 to 9 Gray code counter (C/R/CurrentiRvas)

60



Next system is PLA control for the binary multiplidit-string representation of
the strings is Preset State/Inputs/Next State/Qsitpthe parameters of the PLA
control and the lower bounds of the failure probgbiof the PLA control for

various match lengths are listed in Table 7.16Rigdre 7.12 respectively.

Table 7.16Parameters of PLA control (Present State/Inputs/iSéate/Outputs)

Match Length| 2 | 3| 4| 5 6 7 8 9 100 11 12
Self Temp. | 40| 62| 95| 133133 | 131| 128 116 96 64 32
Holes 1504608/320(144| 20| 8 | 8| o| o] o] o
Positive Tol. | 5 | 8 1632 32 | 32 | 32 | 32 | 32 | 32 | 32
Conditions | 5204/8594929496% 99% | 99%| 99% |100%4100%100% 100%
Additional 4 | 18| 49| 123 56 | 57| 28| 12| o] ol o
Templates
Detectable 3970| 3880| 3988| 4040| 4064|4064 4064
Non-Self 0 0 0 0
Strings 98% | 95% | 98% | 99% |100%4100%100%
P; - | - | - | - ]0.0230.0450.0180.008 0 | 0 | ©O
Receptor - | - | - | - | 259| 580| 11241920|2976|4032| 4064
Templates
Minimum - | - | -] -] 55| 100 228 480 992 2016064
Repert Size
1,2

= 11 e—e—o—o

o]

8 0,81

S

a 0,6

o

3 0,4+

D

LL 0’2_

O T T T T ﬁ ‘ T . .—
1 2 3 4 5 6 7 8 9 10 11 12
Match Length (c)

Figure 7.12Failure probability vs. match length
for PLA control (Present State/S/ZIQext State/§/T1/T,/DI/T3)
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Parameters and lower bound for failure probabil#ysus match length graphic are
presented in Table 7.17 and Figure 7.13 for bibgtrepresentation of Present
State/Outputs/Next State/Inputs.

Table 7.17Parameters of PLA control (Present State/Outputd/State/Inputs)

Match Length| 2 | 3 | 4 5 6 7 8 9 10 11 12
Self Temp. | 42| 54| 91| 104 111 107] 103 94 79 58 32
Holes 2272908l412| 122 48 | 18] 13] 3| o] o] o
Positive Tol. | 7 | 9 |19] 25 | 27 | 29 | 31| 31| 32 | 32 | 32
Conditions  |449/779%489% 96%| 98% | 99% | 99% | %99|%100100%4100%
Additional 2 | 15| 53| 36| 34| 41 29 22 18 6 0
Templates
Retegaﬁle 3677 3938| 3988| 4037|4013 4044| 4052| 4064
on-Se - - -
Strings 90%)| 97%| 98%| 99%| 99%| 99%| 99% |100%
Pr (Lower - | - | - 10.0980.0310.0180.0060.0140.0040.002 0O
Bound)
Receptor - | - | - |115| 303 | 620| 11481932 2980| 4032| 4064
Templates
Minimum | - | -] 19| 52| 113 241 486 996 2014064
Rep. Size
1,2
= 14 ¢—e—e
o)
8 0,81
S
X 0,6-
©
S 0,4 -
=
LL 0’2_
O T T T T T T ¢ ﬁﬁ‘ T L 2 ——
1 2 3 4 5 6 7 8 9 10 11 12
Match Length (c)

Figure 7.13Failure probability vs. match length
for PLA control (Present StatefT,/T./D/Ts/Next State/S/Z/Q)
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The next example is the control circuit of the A8Mich is presented in Figure 7.7.
In Table 7.18, the parameters of this control direwe given. In Figure 7.14, the

lower bound for failure probability vs. match lehgs illustrated for control circuit.

Table 7.18Parameters of control circuit (Present State/Iriplgst State/Outputs)

Match Length| 2 | 3| 4| 5 6 7 8 9 10 11 12
Self Temp. | 41| 67| 109174| 230 | 243| 244 232 192 128 6p
Holes 1984 960|576|408| 152| 68| 40| 26/ o] o] o
Positive Tol. | 4 | 8 |16 32| 64 | 64 | 64 | 64 | 64 | 64 | 64
Conditions  |5004769485%89% 96%)| 98%| 99% | %99|100%4100% 100%
Additional 3 /13|35 82 218 98 69 24 4 Q 0
Templates
Detectable 3724|3810/ 3932/ 4032 4032|4032
Non-Self 0 0 0 0 0
Strings 92% | 94%)| 98%)100%100%100%
P - | -] -1 -] - 1007600580024 0 | 0 | ©O
Receptor -l -] -] - | - | 429] 967 1792880| 3968 4032
Templates
Minimum oo -] - | 92 201 448 960 1984032
Rep. Size
1,2

Z 1{ ¢—e—o—o—9

o]

& 0,81

S

a 0,6

o

S 0,4 -

D

L 0,2

O 1 1 1 1
1 2 3 4 5 6 7 8 9 10 11 12
Match Length (c)

Figure 7.14Failure probability vs. match length
for control circuit (Present State/x/y/z/w/Next 8{dy/T1/To/T3)
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The parameters and the same figure are present&dbie 7.19 and Figure 7.15
when bit-string representation is Present Stat@@sitNext State/Inputs.

Table 7.19Parameters of control circuit (Present State/Ostpléxt State/Inputs)

MatchLength| 2 | 3] 4] 5] 6| 7| 8] 9| 10 11 12
Self Temp. | 39| 58] 83| 116 142| 154] 157 148 132 104 6p
Holes 1280568| 72| 54| 221 4| o o] o] o o
Conditions | 589%85%498% 98%)| 99%| 99% |100%4100%100%100% 100%
Additional 5 | 22| 61| 59| 94| 103 100 80 52 24 D
Templates
Betegal?le 3798|3972| 3700| 3872| 3864| 3924 3984| 4032
on-Se - -] -
Strings 94%)| 99%| 92%| 96% | 96% | 97%| 99%|100%
P - | -] - 10.0580.0140.0820.0390.0410.0260.011 0
Receptor - | - | -] 81| 212 511 1022820|2888| 3968| 4032
Templates
Minimum | - | -] 27| 59| 105 226 468 968 1984032
Rep. Size
1,2

= 11 e—eo—e

o)

8 0,81

o

T 0,6-

o

3 0,41

=

LL 0’2_

O 1 1
1 2 3 4 5 6 7 8 9 10 11 12
Match Length (c)

Figure 7.15Failure probability vs. match length
for control circuit (Present State/T1/T,/Ts/Next State/x/y/z/w)
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7.5 Analysis

First three self strings sets in the simulation epastructed from 0 to 9 BCD
counter and the length of the strings is 10. THeg difference between these sets is
the bit-string representations of the strings. kgt example is 0 to 9 Gray code
(Excess-3) counter and length of the strings is @0 well. The bit-string
representation of the self strings set of the @@de counter is the same as the first
self strings set of the BCD counter. Both 0 to IBE&bunter and Gray code counter
has 40 self strings therefore 984 non-self stritagbe recognized. In Figure 7.16,
the number of detectable non-self strings versusmlangth is presented for these

four self strings sets.

=
o
o
o

900 A
800
700 1
600 -
500 A

Detectable Non-self Strings

400
3 4 5 6 7 8 9 10

—e—0 to 9 BCD counter (C/R/Previous/Current) Match Length (c)
—— 0 to 9 BCD counter (C/R/Current/Previous)

—&— 0 to 9 BCD counter (R/Previous/C/Current)

0 to 9 Gray code counter (C/R/Previous/Current)

Figure 7.16 The number of detectable non-self strings vs. migichth
for self strings sets of counters
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It can be seen from the figure that for O to 9 BCounter for the bit-string
representation of R/Previous/C/Current, unlike othi-string representations of
the same counter, for ¢ = 4, no unique receptagspassible as a match occurs
between at least one self string and any receBerause only difference between
these sets are the bit-string representationsant loe said that the number of
detectable non-self strings and also lower boundfddure probability strongly

depends on the structure of the self strings set.

The length of the self strings for the PLA contawld control circuit of example
ASM is 12. Therefore 4096 different strings cancbastructed for these systems.
The number of self strings are 32 and 64 for PLAtcd and control circuit of the
last example respectively. Number of detectable-s®h strings against match
length figure, Figure 7.17, shows that the behavaduhese systems for different
match lengths are very close to each other, buinipertant difference between
these two systems is, for ¢ = 6, no unique receog possible as a match occurs

between at least one self string and any receptdhé last example.

4100

4000 A

3900 1

3800 -

3700+

Detectable Non-Self Strings

3600 1

3500
6 7 8 9 10 11 12

—PLA Match Length (c)
Control Circuit

Figure 7.17The number of detectable non-self strings vs. migichth
for PLA and control circuit
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It is also interesting to state that, commonly wheatch length increases number of
detectable non-self strings increases, in otherdsydiailure probability decreases
but there are some exceptions. For example, nuoibéetectable non-self strings
for match length 6 is bigger than that of 7 for PLAso the same exception is

occurred in between match lengths 8 and 9 for Goalg counter.

When match length increases the number of nonstaiigs detected by the whole
repertoire increases. The number of strings reeeghiby a single receptor
decreases approximately twice if the match lengtineiases by one, that is when k
increases, the number of receptors increases apmately as the power of two.
Figure 7.18 shows how the number of strings dedlebtea single receptor varies
against match lengths. Because this number is i@hdyed with the match length
and the length of the strings, results shown irufegr.18 are the same for all the
string sets in these lengths. The values presentéidjure 7.18 can be computed by

the equation (3).

600

500 A

400 1

300

200 -

100 -

Number of strings detected .

0 ————¢—
4 5 6 7 8 9 10 11 12
L=12 Match Length (c)
—— =10

Figure 7.18Number of strings detected by a single receptomatch length
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Although for the same match length and the samagstength, the number of
strings recognized by the single receptor is thrmesand not related with the self
strings set, the number of strings recognized byentlban one receptor (receptor
ensemble) is related to the self strings set andearreceptors. Figure 7.19 presents
the number of strings detected by five receptorsliibferent match lengths. Greedy

algorithm is used to choose the receptors fromrtejpe.

It can be seen from the figure that when matchtleig exceed/2 (¢ = 10), the
number of strings detected by receptors are equaddch set. The reason of this is
explained in section 5.4.1. For <t (/2, the number of strings detected by the
receptors is directly related with the structurdhef self strings sets. The decrease
of the number of detected strings by the receptnelated with the number of

strings detected by a single receptor when matuftheincreases.

800
5 700 -
e
2 600
S 500
£
% 400
° 300
3
£ 200 -
>
< 100 -
0 il -
4 5 6 7 8 9 10
—— 010 9 BCD Counter (C/R/Previous/Current)  Match Length (c)
——- 0 to 9 BCD Counter (C/R/Current/Previous)
—&— 0 to 9 BCD Counter (R/Previous/C/Current)
0 to 9 Gray code counter (C/R/Previous/Current)

Figure 7.19Number of strings detected by five receptors farnters
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In first four self strings sets, 4% of the strirg® self. This number for the PLA
control is 0,7 % and 1,5 % for the control circdihe results show that when the
number of strings in the self strings set is hitle, failure probability of the system
decreases slowly when match length increases. ©nottter hand, if the number of
strings in the self strings set is low, the failpr@bability of the system decreases
rapidly when match length increases. Figure 7.20vsithe behaviour of the failure
probabilities of first self strings set of the BGfdunter and PLA control. It is
important to remember that the length of the strifig BCD counter and the PLA

control is different (10 and 12 respectively).

1,2

0,8
0,6
0,4 1
0,2 1 \\\

0 : ‘ - ‘ ‘ |

3 4 5 6 7 8 9 10 11 12
—e— 0 to 9 BCD counter Match Length (c)

PLA control

Failure Probabilit

Figure 7.20Failure probability vs. match length
for BCD counter and PLA control

To understand the behaviour of the BIS for difféneamber of strings in the self
strings sets, randomly generated strings are usedr different strings lengths
which are 10, 12, 15 and 18 are employed. For s#&ahg length, the number of

strings in the self strings sets are listed in €abR0.
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Table 7.20Number of self strings for different strings length

Length 1% 2% 5% 10% 20%
210 10 20 51 102 205
212 41 82 205 410 819
21 328 655 1638 3277 6554
218 1621 5243 13107 26214 52429

In Figure 7.21, 7.22, 7.23 and 7.24, the lower lsuof the failure probabilities vs.
match lengths are presented for each number ofsseifgs and string lengths
presented in Table 7.20.

o
(0]
!

Failure Probabilit
o o
N o

o
N
!

o

2 3 4 5 6 7 8 9 10
—— 1% —8-2% 5% —— 10% —e&— 20% Match Length (c)

Figure 7.21Failure probability vs. match length fox10
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Failure Probabilit
o
(e)]

4 5

—— 1% 2%

6 7 8 9
5% —— 10% —&—20%

10 11 12
Match Length (c)

Figure 7.22Failure probability vs. match length for12

Failure Probabilit

7 8

—— 1% 8 2%

9 10 11 12
5% —— 10% —@—20%

13 14 15
Match Length (c)

Figure 7.23Failure probability vs. match length fox15
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Failure Probabilit

10 11 12 13 14 15 16 17 18
—o— 1% —8— 20 —4— 5% —— 10% —8—20%  Match Length (c)

Figure 7.24Failure probability vs. match length fox18

From the figures of the randomly generated seifigérsets, it can be said that, the
failure probability of the system approaches to f@pidly if the number of strings
in the self strings set is low.

7.5.1 Positive Tolerance Conditions

Positive tolerance conditions generally give besielutions than receptors. Only
exceptions are the average number of strings réoedjrby a single receptor is
usually higher than that of positive tolerance ¢tod when c is close té/2. It is
important to state that even in the conditions pratvious statement is valid, when
complete repertoire is used, positive toleranceditmms recognize more non-self
strings than receptors that is because the nunflstrimgs in the positive tolerance
conditions is more than that of receptor repertdiigure 7.21 displays difference
between the average number of strings recognizethéysingle receptor in the
receptor repertoire and the average number ofgstriecognized by the single
positive tolerance condition. The results of 0 td8D counter with bit-string
representation of C/R/Previous/Current are used.
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40 -

Average Number of Strings

2 3 4 5 6 7 8 9 10
—&— Positive Tolerance Conditions Match Length (c)
Receptors

Figure 7.25Average number of strings recognized by a single
positive tolerance condition and a single receptor

Especially for small values of match lengths< /2 or c close to 1, receptors can
not be constructed due to the excessive numberotdshand the additional
templates. In these cases positive tolerance congdiaire the only solution.
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CHAPTER 8

CONCLUSION

This study has demonstrated a immunologically mespapproach to hardware fault
detection and discussed the architecture for awae immune system to detect
faults in systems. The acquired immune respongbharhuman immune system is
learned through a process of centralized maturatmrcreate a collection of
antibodies able to detect the invasion of non-sg¢t the body. This analogy has
been applied to the field of electronic hardwaneredetection to provide FSMs

using a generic immunization procedure.

An immunization cycle has been developed that natieg with a typical hardware
development cycle to permit any finite-state-basgstem to be immunized in a
methodical way. The system is analyzed, self striage gathered and tolerance
conditions are generated. The match length is chtsenake optimum use of the
available tolerance condition storage space. Thisarried out currently by hand,
although future automation would be straightforwarde architecture also permits
a trade-off between the storage space and failmigapility, ensuring that the most

effective tolerance conditions are always storest.fi

The hardware immune system currently goes sometwagchieving three of the
five original analogies between the human immunstesy and hardware fault

tolerance discussed in Chapter 4.

1. The operational hardware immune system functionstimeously and

autonomously and is designed to allow full impletagon in hardware.
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This is facilitated by the simple (compared to talee condition
generation) search and detection process creatmaththe use of a CAM.

2. The immunotronic error detection mechanisms armdthto differentiate
between faulty and fault free transitions. The hang immune system
possesses memory to store the set of toleranceatiomsdthat perform this
operation.

3. Detection of invalid conditions is imperfect.

In this study, a new set of tolerance conditionsciiare called positive tolerance
conditions are proposed. Positive tolerance camubtigives better results than
receptors if storage requirements to not imposeresiyiction. As stated in Chapter
7, average number of strings recognized by a siregleptor is usually higher than

that of positive tolerance condition when matchgténe, is close té/2.

For c close tot, the complete receptor repertoire constructedHgy simulation
contains large number of receptors. It is importantote that, there is no meaning
to create receptor ensemble that contains moregstrihan the self strings set.
Because, when the number of receptors exceedsuimbar of self strings set,
simply storing all self strings in the memory anging these as a look up table
which is actually constructing positive tolerananditions when match length is
equal the length of the strings, guarantees 100i%bte operation.

Complexity of the construction of both positiveei@nce conditions and receptors
are of order Ofs(¢-c)*2), wheret is the length of the strings and c is the match
length (threshold value). Because both positiverémice conditions and receptors
are constructed with same algorithm. Only diffeeebetween these two is positive
tolerance conditions are constructed from self fatepmatrix but the receptors are
constructed from receptor template matrix. Recefgorplate matrix is modified
(child and parent check, explained in Section f0@n of the self template matrix
and the modification (child and parent check) athan is of order O((-c)+2).
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Current work has not investigated the possibilityfarther learning while the
system is in operation. Such operation would beentiarly representative of a real

immune system.
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