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ABSTRACT 
 

 

ATTITUDES AND OPINIONS OF PEOPLE WHO USE MEDICAL SERVICES 

ABOUT PRIVACY AND CONFIDENTIALITY OF HEALTH INFORMATION IN 

ELECTRONIC ENVIRONMENT 

 

 

 

ÖZKAN, Özlem 

M.Sc., Department of Medical Informatics 

Supervisor: Dr. Ali ARĠFOĞLU 

Co-Supervisor: Prof. Dr. Osman SAKA 

 

February 2011, 77 pages 

 

 

 

In health services, it is a necessity to keep the records of the patients. Although 

paper-based records are commonly used for this aim, they are not as convenient as 

computerized records. Therefore, many of the health facilities have recently started 

keeping patients’ health records in electronic databases. However, new questions 

about confidentiality and privacy of these records were raised with this new system. 
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This study aims to investigate the opinions and attitudes of the people who use the 

health services of Turkey about the privacy and confidentiality of health information 

in electronic environment. In the survey, there are 596 participants from 64 different 

cities in six geographical regions of Turkey. The findings show that people feel 

comfortable about computer usage in health-care but they are concerned about the 

privacy and confidentiality of their information and also they are not sure if their 

medical information is safe and secure now. Moreover, they are mostly unaware 

about current regulations related to information privacy in Turkey. The study also 

shows that people trust in their doctors, health researchers in universities, pharmacist, 

nurses and other hospital staff but do not trust in insurance companies, government, 

private sector health researchers, information technology specialists and government 

health researchers for the privacy of their medical records.    

 

Keywords: Privacy, Confidentiality, Information Privacy, Laws and Regulations in 

Turkey, Electronic Health Records 
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ÖZ 
 

 

SAĞLIK HĠZMETĠNDEN YARARLANAN BĠREYLERĠN, ELEKTRONĠK 

ORTAMDA TUTULAN SAĞLIK BĠLGĠLERĠNĠN GĠZLĠLĠĞĠ VE 

MAHREMĠYETĠ ĠLE ĠLGĠLĠ GÖRÜġ VE DÜġÜNCELERĠ 
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Yüksek Lisans, Tıp BiliĢimi 

Tez Yöneticisi: Dr. Ali ARĠFOĞLU 

Ortak Tez Yöneticisi: Prof. Dr. Osman SAKA 

 

ġubat 2011, 77 sayfa 

 

 

 

Sağlık servislerinde hastaların sağlık kayıtlarının tutulması bir zorunluluktur. Kağıt 

tabanlı kayıtlar bu amaçla geniĢ bir Ģekilde kullanılmalarına rağmen, bilgisayar 

kayıtları gibi kullanıĢlı veya kolay eriĢilebilir değillerdir. Bu nedenle, son 

zamanlarda bir çok sağlık kurumunda hasta sağlık kayıtları elektronik 

veritabanlarında tutulmaya baĢlamıĢtır. Fakat bu kayıtların gizliliği ve güvenliği ile 

ilgili yeni sorular ortaya çıkmıĢtır. Bu çalıĢma sağlık hizmetlerinden yararlanan
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bireylerin, elektronik ortamda tutulan sağlık bilgilerinin gizliliği ve mahremiyeti ile 

ilgili görüĢ ve düĢüncelerini ortaya çıkarmayı amaçlamaktadır. ÇalıĢmada 

Türkiye’nin altı farklı bölgesinden ve 64 farklı ilinden 596 katılımcı vardır. Sonuçlar 

gösteriyor ki insanlar sağlık hizmetinde bilgisayar kullanımı hakkında endiĢe 

hissetmiyorlar; fakat bilgilerinin güvenliği ve mahremiyeti hakkında endiĢeliler ve 

bilgilerinin Ģu an güvende olup olmadığı konusunda kararsızlar. Dahası, Türkiye’de 

bilgi güvenliliğiyle ilgili sahip oldukları haklardan habersizler. ÇalıĢma aynı 

zamanda, bireylerin doktorlarına, üniversitelere bağlı sağlık araĢtırmacılarına, 

eczacılara, hemĢire ve diğer sağlık çalıĢanlarına güvendiklerini ama sigorta Ģirketleri, 

devlet, özel sektör sağlık araĢtırmacılarına, bilgisayar sistemlerini yürütmekle görevli 

uzmanlara ve devlete bağlı sağlık araĢtırmacılarına bilgilerinin güvenliği konusunda 

güvenmediklerini göstermiĢtir. 

 

Anahtar Kelimeler: Gizlilik, Mahremiyet, Bilgi Güvenliği, Türkiye’deki Yasa ve 

Yaptırımlar, Elektronik Sağlık Kayıtları 
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CHAPTER 1 

 

 

INTRODUCTION 

 

 

 

1.1 Background to the Study 

Today anywhere in the world, it is nearly impossible to collect one’s entire medical 

information together since it is distributed around different hospitals, clinics or 

doctors’ offices. There are two solutions for this problem: either patient can carry all 

the records with themselves or the records are made accessible over network (Huang, 

Chu, Lien, Hsiao, & Kao, 2009). Mark Rothstein (Silversides, 2010), the director of 

the Institute for Bioethics, Health Law and Policy at the University of Louisville in 

Kentucky, also stated that his own medical records are distributed around countless 

hospitals, even in different cities, clinics and private offices of some doctors. And he 

added “If someone wanted to get their hands on all my medical records, they 

couldn’t. This is not good for continuity of care, but wonderful for privacy. 

Currently, keeping medical records in electronic environment is spreading around the 

world and it provides efficiency in the treatment and in the processes of clinical and 

financial services (Baumer, Earp, & Payton, 2000).  

The advantages of exchanging the electronic health information can be sorted as: 

 Improved health care quality  

 Reduced medical errors 

 Lower health care costs 

 Early detection of infectious diseases
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 Improved tracking of chronic disease management (Aspden, P., & Institute of 

Medicine, authors., 2004) 

There is a variety of new health care information infrastructures to collect and use of 

medical data. Their features can be listed as: 

 EHR; allows keeping birth to death medical records including health care 

status, diagnosis, treatments and financing costs.  

 Databases; more exhaustive and organized data collection, usage and 

rearranging.    

 Electronic Card Technology; owned by patient and enables to record the 

health data in it. 

 Unique Health Identifiers; enables cross-match of patient records in different 

databases. 

 Internal Networks; allows building connection in linked medical services. 

 Public On-Line Networks; gives healthcare providers, researchers or hospital 

managers to share information in off-site locations (Gostin, 1997). 

Although keeping and using medical data in electronic environment has several 

benefits, new questions had been turned out after this new technology was put into 

use: 

 Which personnel may access to the data? 

 Under what circumstances should it be available? 

 How should it be used appropriately? 

 How will the protection of the integrity of the data be provided? (O'Brien, & 

Yasnoff, 1999)  

The privacy of the records has been reduced. In other words misusage of data has 

increased with computerized interface (Baumer et al., 2000). Smith and Eloff (1999) 

reported that after electronic systems were first introduced in health-care, security of 

patients’ medical information, especially sensitive ones’, became an important issue. 

Medical records include sensitive information about patients besides great deal of 

personal information like fertility and abortions, physiologic problems and 

psychiatric care, sexual transmitted diseases, HIV status, drug abuse, physical abuse, 

etc. Accessing to these kinds of information can cause serious damages to patients’ 
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lives. For example, such an event can limit job opportunities of a person, can affect 

insurability, and can cause social embarrassment. Hence, patients may avoid being 

tested their health problems or healthcare providers may not store all the information 

in their patient records (Rindfleisch, 1997).   

The most important threats about patient confidentiality are: 

 Accidental Disclosures 

 Insider Curiosity: for infringers’ own curiosity or purposes 

 Insider Subornation: done generally for profit 

 Uncontrolled Secondary Usage 

 Unauthorized Access (Rindfleisch, 1997)  

Smith and Eloff (1999) went on to state that before an information system is used, 

being sure about the fact that the protection of integrity and confidentiality of the 

patients’ information is essential. It was early 21
st
 century that ethical concerns of the 

privacy of the medical records became a controversial issue (Tracy, Dantas, & 

Upshur, 2004). When the information technology and electronic records terms were 

mentioned, the concerns about the security of them increased, as proposed by Tracy 

et al. (2004). Precisely because of these reasons the Health Insurance Portability and 

Accountability Act (HIPAA) offered general rules in 1996 for the protection of the 

privacy of health information (Huang et al., 2009). Before the release of these 

regulations, HIPAA’s main purpose was to develop the Medicare and Medicaid 

programs and to improve the efficiency and effectiveness of the whole medical 

system. HIPAA now aims to protect patients’ rights about privacy and confidentiality 

and it has lots of regulations about computerized medical information (MacKenzie, 

2004). In Turkey, there is a new legislation, under construction, about the protection 

of personal information, as well (Appendix D). 

 

1.2 Purpose of the Study 

The purpose of this study was to reveal awareness and concern levels of the people 

who use medical services of Turkey about their medical records stored in electronic 

environment. A questionnaire was applied to the people who were living in different 

places in Turkey and seven research questions were developed through this purpose. 
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Answers of these questions will clarify awareness and concern levels of the 

participants.  

The research questions are as follows:  

1. What is the level of concern, trust, comfort and tolerance about their health 

information stored in computerized environment of the people who use health 

services of Turkey? 

2. Are the people aware of the laws and regulations in Turkey about information 

privacy? 

3. What are the opinions of the participants about who should be able to access 

their medical records? 

4. What are the participants’ perceptions and experiences related to electronic 

health information?  

5. How do confidentiality concerns effect what the patients will share with 

healthcare providers? 

6. Are there any differences about concern level between gender, age, 

education, geographical region and monthly salary groups? 

7. Are there any differences about awareness level between gender, age, 

education, geographical region and monthly salary groups? 

 

1.3 Significance of the Study     

There are plenty of researches about the privacy of electronic medical records in the 

literature all over the world. In Turkey, however, there is a lack of resources about 

the topic. Although there are some papers about information privacy, none are 

specifically about health information. There is only one thesis study conducted in 

BaĢkent University, Ankara, partly about the confidentiality of medical information 

(Akyüz, 2008). Actually, it is more about the attitudes of nurses related with patient 

privacy. In this manner, this study can contribute to the existing literature in this 

manner. 

As stated before, there are lots of studies in many countries in the world about 

confidentiality and privacy of patients’ records. Australia and New Zealand 

(Whiddett, Hunter, Engelbrecht, & Handy, 2006); Canada (Nair, Willison, Holbrook, 
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& Keshavjee, 2004), (Pullman et al., 2009), (Tracy et al., 2004); Ireland (Buckley, 

Murphy, & MacFarlane, 2010); UK (Carman, & Britten, 1995), (Barrett, Cassell, 

Peacock, & Coleman, 2006) can be counted as examples for some of these surveys. 

Moreover, Sankar, Moran, Merz and Jones (2003), who searched MEDLINE (1966 

to March 2001) and BIOETHICSLINE (1980 to March 2000), had reached 5746 

studies about confidentiality in medicine and 110 specifically about patients’ views 

of confidentiality (Sankar et al., 2003). Unfortunately, none of those papers were 

published from Turkey.  

In addition to the articles, there are annual reports, conducted to understand the 

public perceptions about personal privacy and privacy of personal health information 

such as the surveys carried out by the governments of the USA in 1999 (Princeton 

Survey Research Associates, 1999) and Canada in 2003, 2004 and 2007 (EKOS 

Research Associates, 2007). There were over 2000 participants for both of these 

researches. Unfortunately, there is no such a public opinion survey conducted by 

Turkish government. 

Sankar et al. (2003) grouped the papers about patient perspectives on medical 

confidentiality into 4 categories in their study. The categories are: 1) Understanding 

and awareness, understanding what the medical confidentiality is and awareness 

about ethical and legal basis; 2) Limits of access, patients opinions about who should 

reach their medical records; 3) Effect on seeking care, how their concerns affect 

patients’ decisions to seek medical care; 4) Effect on disclosure, how confidentiality 

concerns effect what the patients will share with healthcare providers. None of the 

studies contained these 4 titles together but all will be discussed within the scope of 

the research questions of this thesis.  
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CHAPTER 2 

 

 

BASICS OF PRIVACY 

 

 

 

Confidentiality and security are the most confused terms with privacy yet there are 

some minor nuances between them. According to O’Brien & Yasnoff (1999), the 

definitions of them can be established as,  

 Privacy: The right of humans to keep information about themselves secret, 

free from the knowledge of others.  

 Confidentiality: The assurance that identifiable information about people is 

not disclosed without consent, except for legislation.  

 Security: The mechanisms implemented in computer and telecommunication 

systems in order to provide privacy and confidentiality of the information 

(O’Brien & Yasnoff, 1999).  

In this chapter the basics about privacy will be discussed. The titles are: Primary Use, 

Secondary Use, Cryptography Applications, Anonymity, Pseudonymity, De-

identification, Re-identification, Opt-in and Opt-out, Overview of Existing Privacy 

Policies. 

2.1 Primary Use 

Primary uses mean uses or disclosures of the medical information for treatment 

purposes. The word use refers to sharing, employment, utilization, application, 

examination or analysis of health information within a care provider that maintains 

information whereas “disclosure” means for protected medical information, the
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release, transfer, provision of access to, or divulging in any other manner of the 

identifiable medical information to the outside of the care provider (Rada, 2003). 

2.2 Secondary Use 

Secondary use of medical data means using the data in the areas which are not 

directly related to health-care. 

The following can be counted as examples for secondary use (Safran et al., 2007): 

 Activities as Analysis, Research, Quality and Safety Measurement 

 Public Health 

 Payment 

 Provider Certification or Accreditation 

 Marketing, and Other Business Applications 

 Including Strictly Commercial Activities 

 Developing Health Care Experiences for Individuals 

 Expand Knowledge about Disease and Appropriate Treatments 

 Strengthen Understanding about Effectiveness and Efficiency of Health Care 

Systems 

 Support Public Health and Security Goals 

 Aid Businesses in Meeting Customers’ Needs 

However, there should be lots of ethical, political, technical, and social issues before 

the secondary use of health data (Safran et al., 2007). 

2.2.1 Cryptography Applications 

Encryption technology’s aim is to protect the data from being read by undesired 

people. It works by scrambling the data in such a way that the content will be 

unreadable (Smith, 1999). There are two encryption approach called symmetric and 

asymmetric encryption (Smith, 1999). 

 Symmetric Approach: The same key is used in order to encrypt and 

decrypt the data. The information which is encrypted with a key can be 

decrypted by the one who has the same key. 
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 Asymmetric Approach: There are two keys in this approach: public and 

private. They are created as a mathematically related key pairs. Hence, 

encrypted data by the public key can only be decrypted by the private key. 

2.2.2 Anonymity 

Anonymity ensures that a user may use a resource or service without disclosing his 

or her identity. The requirements of anonymity provide protection of users’ 

identities. According to Pankaj and Rohatgi (2000), “Anonymity is not intended to 

protect the subject identity. There are 2 types of anonymity; sender and receiver 

anonymity: (Fischer-Hübner, 2001). 

 Sender Anonymity means that the receiver might not be anonymous but the 

sender, in the role of sender, the user, should be.  

 Receiver Anonymity has opposite meaning; this time the user is anonymous 

in receiver role.  

2.2.3 Pseudonymity 

In case anonymity cannot be provided, pseudonymity can protect the identity of the 

user. Pseudonymity means using alias instead of actual names. Pseudonyms can be 

classified according to how much protection they are providing (See Figure 1). 

 

 

Figure 1 Protection providing levels of types of pseudonyms (Fischer-Hübner, 2001) 
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 Personal Pseudonyms are like the alias for the person. Public personal 

pseudonym, such as telephone numbers, can be known by everyone but non-

public personal pseudonym, like credit card numbers, can only be known by 

certain parties and private personal pseudonyms is only known by their 

holders. 

 Role-pseudonyms are related to the role that the individual performs. They 

have higher degree of protection than personal pseudonyms. Business 

pseudonym is used in business with various transactions of one business 

activity. Transaction pseudonym offers highest degree of protection since it is 

used only for one single transaction (Fischer-Hübner, 2001). 

2.2.4 De-identification    

De-identification is a process that removes personal identifiers from the consumers’ 

information in order to protect their privacy (Solís, n.d.). According to the Health 

Insurance Portability and Accountability Act’s regulations (HIPAA), there are 18 

specific categories of information on these records that must be removed in order to 

use medical records for research purposes. Names, geographic locations, elements of 

dates except years, social security number, etc. are in some of these protected health 

information (PHI) categories. The actual list of HIPAA is in Table 1 (Neamatullah et 

al., 2008). 
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Table 1 Types of information that must be removed in order to make the information 

de-identified according to HIPAA (Neamatullah et al., 2008) 

PHI Type  Notes 

Names  Both full and partial, but not initials 

Locations  

All geographic subdivisions smaller than a 

state, including street address, city, county, 

precinct, zip code, and their equivalent 

geocodes 

Dates  

All elements of dates (except years) for dates 

directly related to an individual, including 

birth date, admission date, discharge date, 

date of death 

Ages > 89 years  

All elements of dates (including year) 

indicative of an age over 89 years. Such ages 

and elements may be aggregated into a single 

category of age 90 or older 

Telephone numbers   

Fax numbers   

Electronic mail addresses   

Social security numbers   

Medical record numbers   

Health plan beneficiary numbers   

Account numbers   

Certificate/license numbers   

Vehicle identifiers   
Includes vehicle serial numbers and license 

plate numbers 

Device identifiers and serial 

numbers  
 Not restricted to medical devices 

Web Universal Resource Locators 

(URLs) 
  

Internet Protocol (IP) address 

numbers 
  

Biometric identifiers   Includes finger and voice prints 

Any other unique identifying 

number, code, or characteristic  
 

E.g., full face photographic images of full 

faces, scars or tattoos 

 

2.2.5 Re-identification 

Re-identification is the reverse process of de-identification; that is matching the 

personal data with depersonalized one (“Re-identification,” n.d.). According to the 

HIPAA rules (Landi, & Rao, 2003) “only the owners of the original data can re-

identify the patient”. However, protected health information (PHI) is exposed to re-

identification attacks. An attacker who has adequate supplementary knowledge about 

demographic information of a data subject can re-identify the data by using unique 



 

 

11 

 

combination of demographic data. Therefore, a measurement for the risk of re-

identification in statistical databases is needed (Fischer-Hübner, 2001). 

2.3 Opt-in and Opt-out   

Opt in and opt out are the two confirmation ways for patient consents; 

 Opt-in: In this method, participants should clearly state their 

consents to include for all information usages or disclosures. In 

other words, “no action” means not to participate (Bellman, 

Johnson, & Lohse, 2001). 

 Opt-out: This method is the opposite of the opt-in method; that is, 

participants are in the program which disclosures or uses 

information, by default. If they want to exclude from the system, 

they should state that they do not want to take part in (Johnson, 

Bellman, & Lohse, 2002). 

European Union and the USA have different views about these methods. According 

to EU, participants have to allow the usage of their information explicitly by opting-

in. On the contrary the USA prefers opt-out method (Johnson et al., 2002). 

Opt-out approach seems harmful at first view but there is no evidence to support this 

idea. However, there is a significant difference between these two approaches about 

participation rates. According to the results of the study, carried out by Junghans, 

Feder, Hemingway, Timmis, & Jones (2005), opt-out approach has higher response 

rates than opt-in. Mutch and King (1985) also stated that recruitment rate in opt-in is 

much more poorer. 

 

2.4 Overview of Existing Privacy Policies 

Confidentiality of private life was guaranteed with 20
th

 Constitutional Provision of 

1982 Constitution. However, real actions about the privacy of electronic records 

were taken in early 21s (Berber, Ülgü & Er, 2010).  

The acts since that time can be summarized as; 
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 2001 Medical Recording and Archiving Services Policies for Hospitals of 

Inpatient Treatment (Turkish Ministry of Health [TMH], 2001) 

 2004 Additional Policy to Medical Recording and Archiving Services 

Policies for Hospitals of Inpatient Treatment (TMH, 2004) 

 2005 Policy of the Security of Personal Health Records (TMH, 2005) 

 2007 Security of Information for Administrators (TMH, 2007) 

 2007 Security of Information for Staff (TMH, 2007) 

 2007 Modification for the Medical Recording and Archiving Services 

Policies for Hospitals of Inpatient Treatment (TMH, 2007) 

 2008 New Standards for Electronic Documents - TSE 13298 (Appendix E) 

 2010 Referendum for Amendment of the Constitution (not come into effect) – 

20
th

 Constitutional Provision (Appendix D) 

There are lots of law examples in force around the world about privacy in general 

and many of them are specifically about privacy of health information. See Table 2 

(Berber et. al., 2010). As the Table 2 indicates, there is no example of such laws in 

Turkey. 

Table 2 Comparison of Some of the Countries’ Laws about Privacy of Medical 

Information to those of Turkey (Berber et. al., 2010) 

                               
Australia England Germany Turkey 

Confidentiality Law 1988    

Health Records Law 1997    

Data Protection Law  
1984 & 

1998-2000 
2001  

Access Right to Health Records  1990   

Modernization of Health-insurance Law   2004  

 

Australia: 

The legal policies about the privacy and confidentiality of health information in 

Australia are (Berber et. al., 2010, p. 228): 

 1988 Confidentiality Law: it defines the main points to obey about the 

privacy of personal information. 
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 1997 Health Records Law (Confidentiality and Access): there are 12 main 

items and it has nearly the same content with 1988 Confidentiality Law. 

Besides national policies that involve government and private sector, there are lots of 

regional policies.  

England (Berber et. al., 2010, p. 236): 

 1984 Data Protection Law 

 1990 Access Right to Health Records Law 

 1998-2000 Data Protection Law: This law was replaced with two old laws, 

namely 1984 Data Protection Law, and 1990 Access Right to Health Records 

Law. 

In England, there has been also a guide for the usage and protection of patient 

information since 1996. 

Germany (Berber et. al., 2010, p.238): 

According to German e-Health Strategy, people are the owner of their own records; 

that is, unless they want to share their medical information, nobody can see or use 

them.   

 2001 Federal Data Protection Law  

 2004 Modernization of Health-insurance Law 



 

 

14 

 

CHAPTER 3 

 

 

RELATED STUDIES 

 

 

 

Related Studies in the World and Related Studies in Turkey will be discussed in this 

chapter.  

 

3.1 Related Studies in the World 

There is a myriad of resources about information privacy in the literature. Privacy of 

health information, of course, is in demand among all types of information (Kalra, 

2006). According to a literature review study about medical confidentiality (Sankar 

et al., 2003), there were 5746 articles searched only in MEDLINE (1966 to March 

2001) and BIOETHICSLINE (1980 to March 2000). After the elimination processes 

110 studies about the patient perspectives of medical confidentiality had remained. 

Then the responses were grouped into 4 categories after the examination processes: 

understanding and awareness, limits of access, effect on seeking care, and effect on 

disclosure. And finally, at the end of the study, 4 summary points were reached after 

the review of the articles (Sankar et al., 2003): 

1) There were confusions about medical confidentiality’s legal, ethical and 

practical limits among patients. They appeared not to understand which 

medical data is protected and how. Moreover, the word of “confidential” 

seemed not to be comprehended by all of the patients as well. 

2) Patients’ worries were mostly local or specific; that is, they did not have that 

much common concern about new regulations or policies. Instead, they, for 

example, were worried about whether someone saw them when they were 
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entering to the clinics or whether the doctor was sharing their information 

with nurses and other staff. 

3) Patients preferred that health information should only be used for treatment. 

4) The last and the most alarming finding of the study was that according to all 

these studies, patients commonly postpone or give up the treatment, or 

change the inception or the total story of illness. Because of the concerns 

about confidentiality many of adolescents, battered women, AIDS patients or 

the people who have high risks for AIDS, genetic tested women and people 

who had psychological disorders decided not to seek their illness (Sankar et 

al., 2003). 

Whiddett (2006) reported that respondents in Australia and New Zealand were 

willing to share their information with healthcare providers but unwilling to share 

them with others (researchers, administrators, the departments of government, etc.). 

Although they were willing to share depersonalized information, they were reluctant 

to share sensitive and private information, and they were mostly uninformed about 

how their information would be used, which is why they would prefer to be asked for 

consent before their information would be used. Moreover, the responds showed that 

patients had high level of concern about the current system in New Zealand. The 

conclusion to be drawn from here is that the future practices about information 

sharing should be designed to compensate for patient preferences. 

Buckley et al. (2010) stated that 67,5% of the respondents from Ireland did not agree 

to allow doctors to decide when researchers could access identifiable PHI but 89.5% 

of the participants stated that they would agree to allow doctors to share their de-

identified PHI with researchers without their consent. Furthermore, exclusively the 

elderly, retired and low levels education people agreed on the idea that any personal 

medical information could be shared. 

Carman & Britten (1995) found out that most of the British respondents wanted 

administrative and secretarial staff to have no access right, that some interviewees 

agreed on giving other doctors who were not involved in their treatment process the 

right to access their records provided that the doctors fulfilled their requirements, that 

patients were not aware of the fact that general practitioners had ready access to their 
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records, and that the patients felt uncomfortable about the confidentiality of 

electronic health records and had concerns about storage of nonmedical information 

in their medical records. 

Another study conducted by Barrett et al. (2006) in order to figure out British 

public’s views on the use of identifiable medical data by the National Cancer 

Registry revealed that 72% of the participants considered inclusion of postcode, 

name, address and the receipt of a letter which invites them to a research study on the 

basis of inclusion in the registry to be an invasion of their privacy by the National 

Cancer Registry. Moreover, most of the sample had no concerns about the invasions 

of their privacy. 

Nair et al. (2004) researched patients’ consent preferences regarding the use of their 

health information for research purposes in Canada. According to the results, 

respondents preferred to be consulted about the use of their information for research 

purposes by written consent forms. Also, most of the patients were unaware that their 

health data were being used for research purposes, a number of concerns were raised 

by patients about the safeguards applied to protect their records and they were 

willing to be ensured that their information would be anonymous and that only the 

researchers but not the funders would have access to the data. 

The results of another study conducted in Canada by Pullman et al. (2009) indicated 

that people had generally poor awareness about privacy rights and responsibilities. 

Moreover, a significant number of professionals who used the PHI had much more 

concerns about the use of the patients’ records for research than the ordinary people 

did. They were also not aware of the laws and regulations about Personal Health 

Information, and the basic necessities for research on patients. Furthermore, most of 

the respondents were unfamiliar with the basic requirements for patient-based 

research.  

According to the results of the study conducted by Tracy (2004), investigating the 

feasibility of a patient decision aid regarding disclosure of personal health 

information, Canadian people had poor knowledge about the use of personal health 

information - how their health records are collected, used, and disclosed. Also, they 
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did not count on the security provisions since a wide variety of users could access 

their medical data: lawyers, psychologists, social workers, researchers, etc.  

They do not trust in the relation between the protection of their privacy and the 

security of their medical data; numerous suggestions provided by the participants 

regarding the formatting of the HCID in order to facilitate implementation. 

Today, many of the governments such as Canada and the USA have issued public 

questionnaires to understand what the society think about the privacy of their 

medical records, how concerned they are and what can be done for the reduction of 

the concerns.  

 

The reports that Canada published before are (EKOS Research Associates, 2007): 

 2003, Public Attitudes to Electronic Health Records and its Linkages  

 2004, Canadian Health Information Privacy and Confidentiality Framework 

 2007, Canadians and the Privacy Landscape. 

The questionnaire was made via telephone between June 22nd - July 19th, 2007 with 

random sample of 2,469 Canadians, who were 16 and older. 

The objectives of the survey were as follows: 

 Perceptions of personal privacy and privacy of personal health information, 

 Awareness of laws/oversight bodies in relation to personal health 

information, 

 Perceptions and experiences related to electronic health information, 

 Secondary use of electronic health information, 

 The public’s level of trust, comfort and tolerance for the electronic health 

record. 

According to the key findings of the survey, the consumers have  

 Strong concern level about the safety and security of their personal health 

information, 

 High trust level towards to health professionals (doctors, nurses, 

pharmacists, etc.); lower for other groups (administrators, government 
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departments, etc.); mixed for others (computer technicians, insurance 

companies, researchers, etc.), 

 Modest level of awareness about laws.  

And they are 

 Supporting the development of EHRs, 

 Thinking EHRs were better than paper-based systems in terms of privacy of 

patient information and their effectiveness for doctors, pharmacists, patients 

and nurses.  

The survey conducted in the USA (Princeton Survey Research Associates, 1999) was 

also a telephone-based survey. The survey was conducted between November 12 and 

December 22, 1998 among 1,000 Americans and another 1,100 California 

respondents over the age of 18. 

According to the key findings, despite new federal protections, consumers were: 

 Concerned about the privacy of their personal health information  

 Unaware of their rights 

 Practicing “privacy-protective behaviors” 

Willing to share their personal health information to gain certain benefits 

As can be seen in the Table 3, concern levels and having concern or not about the 

privacy of medical records are the most frequently asked questions (eight out of 

nine). Being aware or informed before about their rights is the second (seven of 

them). Being comfortable or not with electronic environment recording is one of the 

rarely asked questions (only three out of seven). 

 

 



 

 

19 

 

Table 3 Summary of the related studies 

Name of the paper or report: 
Place Method N 

Having 

concern 

Being aware/ 

Informed 

Comfortable 

with EHR 

Patients’ attitudes towards sharing their health information (Whiddett, 

2006) 

Australia & 

New Zealand 
Questionnaire 200 x x - 

Public attitudes to the use in research of personal health information 

from general practitioners' records: a survey of the Irish general public 

(Buckley et al., 2010) 

Ireland 

Informed by focus 

groups & 

Questionnaire 

1575 - - - 

Confidentiality of medical records: the patient's perspective (Carman & 

Britten, 1995) 
UK 

Semi-structure 

interviews 
39 x x x 

National survey of British public’s views on use of identifiable medical 

data by the National Cancer Registry (Barrett et al., 2006) 
UK 

Face to face 

interviews 
2872 x - - 

Patients’ consent preferences regarding the use of their health 

information for research purposes: a qualitative study (Nair et al., 2004) 
Canada 

Semi-structure 

interview survey 
17 x x - 

Sorry, You Can’t Have That Information: Data Holder Confusion 

Regarding Privacy Requirements for Personal Health Information and 

the Potential Chilling Effect on Health Research (Pullman et al., 2009) 

Canada 

Questionnaire & 

follow-up focus 

groups 

1550 x x - 

Feasibility of a patient decision aid regarding disclosure of personal 

health information: qualitative evaluation of the Health Care 

Information Directive (Tracy, 2004) 

Canada Group meetings 28 x x - 

Electronic Health Information and Privacy Survey: What Canadians 

Think - 2007(EKOS Research Associates, 2007) 
Canada Questionnaire 2469 x x x 

USA Medical Privacy and Confidentiality Survey- 1999 (Princeton 

Survey Research Associates, 1999) 
USA Questionnaire 2100 x x x 

  TOTAL: 8 7 3 

 

 

1
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The followings are the presentations of the papers in Table 3 in detail; 

The research, Patients’ attitudes towards sharing their health information (Whiddett, 

2006), was issued after Australia and New Zealand’s laws which support sharing the 

health data via electronic environment between stakeholders. There were two main 

objectives of this research; the first was to see what the patients think about sharing 

their records and the latter was to ask them if they think they are informed enough 

about how their information will be used. Questionnaire method was applied to 200 

patients in 5 different clinics in a New Zealand city.  

Mixed methods, namely informed by focus groups, literature review, and a 

questionnaire were used in the study named Public attitudes to the use in research of 

personal health information from general practitioners' records: a survey of the Irish 

general public (Buckley et al., 2010). 1575 adults from Ireland filled out the 

questionnaire. The aim of the study was to assess the attitudes of the public about 

accessing their personal health records for research purposes and factors that 

influence these.   

The aim of the study called Confidentiality of medical records: the patient's 

perspective (Carman & Britten, 1995), was to describe the views of the British public 

about their attitudes towards medical records in general practice. Semi-structure 

interviews were conducted among 39 British patients. 

The objective of the study titled National survey of British public’s views on use of 

identifiable medical data by the National Cancer Registry (Barrett et al., 2006), was 

to figure out the attitudes of the British public on the use of personal medical data 

without individual consent by the National Cancer Registry and to evaluate the usage 

of identifiable medical data. Face to face interview method was conducted among 

2872 people, setting England, Wales and Scotland. The participants took part in 

another survey named the Office for National Statistics conducted in March and 

April 2005. 

In the study titled Patients’ consent preferences regarding the use of their health 

information for research purposes: a qualitative study (Nair et al., 2004), a semi-

structure interview survey was conducted in Ontario, Canada, with 17 patients whose 
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health data were used for research purposes. The results were analyzed by using a 

constant comparative method. 

The survey called Sorry, You Can’t Have That Information: Data Holder Confusion 

Regarding Privacy Requirements for Personal Health Information and the Potential 

Chilling Effect on Health Research (Pullman et al., 2009), aimed to investigate the 

level of awareness, perceptions and concerns of the participants, who are healthcare 

providers, health researchers, data managers and ordinary people in Newfoundland 

and Labrador about the storage, use and disclosure of health records for research 

purposes by surveys and follow-up focus groups methods. 

The aim of the survey titled Feasibility of a patient decision aid regarding disclosure 

of personal health information: qualitative evaluation of the Health Care 

Information Directive (Tracy, 2004), was to assess a patient decision aid, which is 

the Health Care Information Directive (HCID), and it aims to define the amount of 

information the patient is willing to share. Four focus group meetings, which consist 

of 28 men and women participants, were organized in a large city in Canada. 

Qualitative methods were used to analyze the data. Respondents were chosen among 

health care consumer advocates, urban professionals, senior citizens, and immigrants 

who were able to speak English. 

 

3.2 Related Studies in Turkey 

The searches were done through National Thesis Center of the Turkish Council of 

Higher Education, Databases of METU Electronic Sources and Google Scholar. 

Privacy, confidentiality, health, medical, information, data and Turkey keywords 

were used but there was only one study about patient privacy according to these 

searches. The study (Akyüz, 2008) was a thesis conducted in the school of nursing in 

BaĢkent University, Ankara. The title of the study was “The Opinions of Patients and 

Their Nurses about the Effects on Privacy of the Nursing Care Practices in Patients 

Having Surgery”. The sample was chosen from BaĢkent University Ankara Hospital 

and included 102 adult patients admitted to surgical wards and 47 nurses. Two 

different questionnaires were applied to each of the sample groups; patients and 
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nurses. The questions directed to the patients were generally aimed at understanding 

whether the nurses respect for patients’ privacy or not. There were some questions 

directed to the both of the groups related with the information privacy. However, 

they were associated with nursing.   

The results were as follows: 

 Most of the participants stated that although a good level of respect was 

shown for their privacy, they had some concerns about the protection of the 

privacy of their medical data. 

 Both nurses and patients had similar definitions about privacy and containing 

physical, psychological, social and informational aspect. 

 Most of the patients wished some environmental requirements such as 

private/ single room for more privacy.   
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CHAPTER 4 

 

 

METHODOLOGY 

 

 

 

In this chapter methodology of the study will be presented. The title is divided into 

eight subtitles and they are Basics of Descriptive Study, Design of the Study, Pilot 

study, Population and Sample, Data collection, Instrumentation, Ethics Clearance, 

Data Analysis. 

 

4.1 Basics of Descriptive Study 

Descriptive study is one of three demonstration studies, namely correlation, 

comparative and descriptive. It is designed only for investigating one variable or a 

group of variables in a selected sample (Friedman & Jeremy, 1997). Descriptive 

statistics tries to answer the question “what is” rather than inferential statistics that 

concentrates on cause and effect. Descriptive research can be either quantitative or 

qualitative but it has a different definition from both methodologies. However, 

elements of them are commonly used in descriptive researches, even mostly within 

the same study (Knupfer, & McLellan, 1996). Figure 2 shows the schema of the 

descriptive study design (Friedman & Jeremy, 1997);  
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Figure 2 Descriptive study design (Friedman & Jeremy, 1997) 

 

Descriptive studies have both advantages and limitations. Despite its low cost, 

efficient usage and small number of ethical difficulties, descriptive studies have 

important disadvantages, as well. There can be uncertain putative cause and effect 

relations or researcher might infer wrong causes when there is no possible (Wingo, 

Higgins, Rubin, & Zahniser, 1994).  

“Even though they seem deceptively simple, descriptive studies can be highly 

informative.” (Friedman & Jeremy, 1997). 

4.1.1 Types of Descriptive Studies 

Types of the descriptive studies vary among two main targets; individuals and 

populations. 

Studies about individuals are (Grimes & Schulz, 2002): 

 Case Report: The researcher, generally clinician, prepares a report that is 

about a rare disease or an inflection or drug interactions. However, it does not 

necessarily have to be serious health threats.  

 Case-series Report: The report consists of many individual reports. It is 

generally done when only one unusual case is not enough for further 

investigations.  

 Cross-sectional (Prevalence) Studies: These studies are conducted to 

understand the health status of the public. They are generally carried out by 

governments. These studies can be conducted within small groups and can be 

generalized.    

Selection of 
Subjects

Condition

Comparison 
with 

Expected 
Values

Measurement of 

Dependent Variable(s) 
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 Surveillance: This is one of the important kinds of descriptive studies and 

can be defined as watching and observing the society. The main feature of the 

study is feedback. Fundamental parts of the feedback loop are prevention and 

control of the problem.  

And ecological correlation studies are done to examine the populations. Rather than 

individuals, they deal with relationships between exposures and outcomes in 

populations (Hennekens & Buring, 1987). 

 

4.2 Design of the Study 

The study is a descriptive study and its aim is to investigate the attitudes and 

opinions of the people who use medical services of Turkey about privacy and 

confidentiality of health information in electronic environment. The simple study 

workflow is given below (See Figure 3). 

 

Figure 3 Workflow of the study 

 

1. Research questions were defined

2. Instrument was developed

•Questionnaire was prepared

•Pilot study was performed 

•Results were analyzed

•Questions were revised based on analysis

3. Sample size was defined for main data collection

4. Final data were collected and analyzed
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4.3 Pilot Study 

Pilot study is the small scale of the entire study design (Earl Babbie, 1990, p.220). 

The pilot study was performed in Ankara in November 2010. 26 questions were 

prepared about three main areas, namely demographic information, awareness and 

the policies and directed to 200 respondents who were Turkish citizens and older 

than 18. Table 4 shows the gender distribution of the sample. 

 

Table 4 Distribution of genders of the sample in the pilot study 

 Gender: n % 

Female 97 48,5 

Male 103 51,5 

Total 200 100 

 

Figure 4 shows the pie chart demonstration of gender percentages. 

 

Figure 4 Pie chart demonstration of gender distribution 

Reliability of the data was (Cronbach Alpha) 0,771 and error interval was ± 5%. As 

for the significant results of the pilot study, 

 People trust doctors most (70,5 percent), and it is followed by university 

researchers with 46 percent and the government is one of the lasts with 22,5 

percent.   

 

48,5%

51,5%

Female Male



 

 

27 

 

 Moreover, almost all the participants want to have access to everything in his 

or her medical records (93%) but very little allow their insurance company or 

employer to access their information (less than 15 percent).  

 59,5% of people among the participants have concerns about the usage of TC 

identity number for healthcare and 69% want a unique health identifier 

instead.  

 74,5% percent of the participants feel confident about usage of computer in 

healthcare.  

 Over half of the participants (53%) are very concerned or somewhat 

concerned about the breach of their medical information.  

 According to the participants, the biggest threat of the privacy and 

confidentiality of personal medical records kept on computer-based systems 

is disclosure by people with authorized access and without authorized access 

equally (54,5%) and the second biggest percentage belongs to unauthorized 

access with 34,5%.  

 There are, quite a lot actually, 11 people (6 women, 5 men) who decided not 

to be tested because others might find out about the results. Moreover, three 

of the females and one of the males had asked a doctor not to write down 

their health problem in his or her medical records or asked the doctor to put a 

less embarrassing diagnosis into the record than was actually the condition. 

 

Furthermore, an interview was performed with five people about intelligibility of the 

questions. After these tests, some modifications were applied to the questionnaire: 

 Four questions were removed from the questionnaire: 

 Two of them seemed unnecessary: one of them was removed after the 

interview and the other after the results of questionnaire (no variety)  

 The last two were excluded because of the reduction in the reliability 

 11 questions were updated:  

 After the results of the questionnaire some choices were added to and 

removed from 11 of the questions. 

 Two questions were combined and some parts were deleted: 

 After the interview they seemed very similar; therefore, they were 

combined. 
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 Two new questions were added:  

 After the analyzing process of the results of the pilot study, questions 

about age and city of residence were added.  

 

4.4 Population and Sample 

In order to figure out the opinions and attitudes of the people who live in different 

geographical regions of Turkey, the questionnaire was delivered to 694 people from 

six geographical regions and the responses of 596 people were included in the 

analysis process. The mean of the participants’ ages is 28,63 and the ages vary 

between 18 and 70. There are 279 women (46,8%) and 317 men (53,2%) in the 

sample. Education levels of the respondents range between elementary school to PhD 

level. The subjects in the sample are from 64 different cities in six regions of Turkey. 

The distribution of the subjects to the regions is Mediterranean Region (9,9%), Inner 

Anatolia Region (25,5%), Black Sea Region (11,4%), Aegean Region (16,3%), 

Marmara Region (29,9%), and East Regions (7%). Table 5 shows the distribution of 

the subjects to the regions in detail. 

Table 5 Distribution of the subjects to the 6 different regions 

Regions:  n % 

Marmara Region  178 29,9 

Inner Anatolia Region  152 25,5 

Black Sea Region  68 11,4 

Aegean Region  97 16,3 

Mediterranean Region  59 9,9 

East Regions  42 7,0 

Total  596 100,0 
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4.5 Data Collection  

Data collection was performed with two different methods:  

 Online survey: The questionnaire was accessed by 594 people via the 

Internet. Seven of the subjects did not fill any of the questions and 69 of the 

subjects had too much missing answers so they were eliminated and 518 

useful online subjects remained. 

 In-person survey: 100 paper-based questionnaires were distributed but only 

80 of them were returned. Two of the subjects were eliminated; one did not 

answer too many of the questions and the other participant’s age was not 

appropriate for the survey (15). 

 

Questionnaire exclusion process is summarized in Figure 5. 

 

 

Figure 5 Questionnaire exclusion process 

  

4.6 Instrumentation 

The language of the instrumentation was chosen participants’ native language, 

Turkish. There are 23 questions in the instrument. The study instrument has three 

different sections: 

1) Demographic information (Appendix A) 

2) Level of concern (Appendix B) 

3) Awareness about laws and regulations (Appendix C) 

694: Distrubuted 
(594 Online + 100 Paper)

667: Returned
(587 Online + 80 Paper)

596: Remained
(518 Online + 78 Paper)
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10 of the questions in the questionnaire were selected and modified from two 

different surveys: Privacy Survey: What Canadians Think (EKOS Research 

Associates, 2007) and Medical Privacy and Confidentiality Survey (Princeton Survey 

Research Associates, 1999). Table 6 shows the modified questions and the sources. 

The rest of the questions were designed for the survey. 

Table 6 List of modified items and sources 

Items Modified from 

Item 9 (EKOS Research Associates, 2007) 

Item 10 (Princeton Survey Research Associates, 1999) 

Item 11 (Princeton Survey Research Associates, 1999) 

Item 12 (EKOS Research Associates, 2007) 

Item 13 (EKOS Research Associates, 2007) 

Item 14 
(EKOS Research Associates, 2007) & (Princeton Survey 

Research Associates, 1999) 

Item 15 (Princeton Survey Research Associates, 1999) 

Item 16 (EKOS Research Associates, 2007) 

Item 22 (Princeton Survey Research Associates, 1999) 

Item 23 
(EKOS Research Associates, 2007) & (Princeton Survey 

Research Associates, 1999) 

 

4.7 Ethics Clearance 

The pilot study was conducted in Middle East Technical University (METU). 

Therefore, an application was done to Practical Ethics Research Board at METU and 

approved (Appendix F). 
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4.8 Data Analysis 

PASW 18 was used as a statistical analysis program for the whole data analysis 

process. Descriptive statistics was given by frequencies with numbers and 

percentages.  

Standard Deviation: It was calculated for only continuous variable (Age) in the 

study.   

Reliability Analysis (Cronbach's Alpha): Reliability analysis was performed in this 

study to calculate internal consistency of the scale. Cronbach’s alpha is the most 

common way to indicate internal consistency (Pallant, 2007). The results of the 

analysis should be at least 0,7 or above in order to talk about a consistency (Pallant, 

2007). In the study, it is calculated as 0,814. 

Chi Square: Chi square test is used between two or more groups and used for 

determination of differences or connection between qualitative variables (Alpar, 

2006). In order to mention a significant difference between groups, the calculation 

should be greater than 0,05. Chi square test was used to figure out if there were any 

differences between the groups: genders, ages (elderly vs. younger), education levels 

(higher education vs. other levels), income groups (≤1600 vs. >1601) and 

geographical regions of Turkey. 
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CHAPTER 5 

 

 

RESULTS 

 

 

 

In this chapter results of the study will be presented within six subtitles; Preliminary 

Analysis, Sample Profile, Experiences, Level of Concern, Opinions about Laws and 

Regulations, Differences between Groups. 

 

5.1 Preliminary Analysis  

The reliability analysis was checked for internal consistency of the instrument (Ary 

et al., 2002). Coefficient alpha or Cronbach’s alpha is one way of calculating it (Ary 

et al., 2002; Huck, 2004; Pallant, 2007). “Ideally, Cronbach’s alpha coefficient of a 

scale should be above 0,7” (Pallant, 2007). The value of the obtained Cronbach’s 

alpha score (0,814) meet the required value. The result of the reliability analysis of 

the instrument is given in Table 7. 

Table 7 Relability analysis result 

Cronbach's Alpha N of Items 

0,814 38 

 

 

5.2 Sample Profile  

The sample consists of 596 people (279 women, 317 men) with average age level 

28,63 (± 9,12) from 64 different cities in six geographical regions of Turkey. The 

participants are from different educational backgrounds, namely primary school and 



 

 

33 

 

below, secondary school, high school, undergraduate and graduate, with an average 

income level 1580 TL. The sample is dominated by undergraduate (67,8%) and 

graduate (19,5%) levels. The other education levels’ percentages are primary school 

and below (2,2%), secondary school (2%), high school (8,6%). The overall profile of 

the respondents is shown in Table 8. 

Table 8 Demographic profile of main study participants 

Item: Average Min-Max SD 

Age 28,63 18-70 ± 9,12 

Item: Average Min-Max Median 

Income 1580,49 0-15000 1300 

Items: n  % 

Gender:   

Women 279  46,8 

Men 317 53,2 

Education Level:   

Primary school and below 13 2,2 

Secondary school 12 2 

High school 51 8,6 

Undergraduate 404 67,8 

Graduate 116 19,5 

 

 

Health status of the participants is mostly average and above. The participants who 

chose “Bad” (2,3%) and “Very bad” (0,7%) are only 3% of the whole sample. On the 

other hand, total percentages of the participants whose health status are “Average” 

(16,8%), “Good” (61,4%) and “Very good” (18,8%) are 97% of all of the 

participants. The responses of the items about computer ownership and ability show 

that the sample’s interest in computer is generally in high level. 96,6% of the 

respondents have computer in their houses and totally 93,1% of general participants’ 

computer abilities are average (36,1%) or above (56,9%). “Don’t know” (3%) and 

“Under the average” (3,9%) choices have totally 6,9% (See Table 9). 
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Table 9 Health status and Computer related information 

Items: n  % 

Health status:   

Very bad 4 0,7 

Bad 14 2,3 

Average 100 16,8 

Good 366 61,4 

Very good 112 18,8 

Computer ownership:   

Yes 576 96,6 

No 20 3,4 

Computer ability:   

Don’t know 18 3 

Under average 23 3,9 

Average 216 36,2 

Over the average 339 56,9 

 

5.3 Experiences 

There are three questions related to patients’ experiences in the instrument; Item 

nine, 10 and 11. According to the results, there are five participants (0,8%) who have 

experienced an inappropriate usage or release of their medical records without their 

consent. There is a quite big percent of the respondents (12,5%) who avoided being 

tested in case someone might see the results. Moreover, nine of the participants 

(1,5%) asked their doctors to write a less embarrassing illness into their medical 

records instead of the actual condition. All of the frequencies and percents of the 

responses are presented in detail in Table 10. 
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Table 10 Respondents’ experiences related with invasions of their medical records  

 

Yes No 

Don’t know/ 

Reject to 

answer 

Items: n % n % n % 

Item 9: Have you or a member of your family 

ever experienced a serious breach where your 

personal health information was used 

inappropriately or released without your 

consent? 

5 0,8 468 78,5 123 20,6 

Item 10: Have you ever decided not to be tested 

for medical condition because you were 

concerned that others might out about the 

results? 

75 12,6 521 87,4 n/a* 

Item 11: Have you ever asked a doctor not to 

write down your health problem in your medical 

records, or asked the doctor to put a less serious 

or less embarrassing diagnosis into the record 

than was actually the condition? 

9 1,5 587 98,5 n/a* 

* Not Applicable 

 

5.4 Level of Concern 

There are five questions (from Item 12 to Item 16) in the questionnaire in order to 

find out concern levels of the participants about computer usage in healthcare. 66,3% 

feel comfortable about computer usage in healthcare and the people who feel 

uncomfortable are 7,2%. The rest chose the “Didn’t think” choice. Most of the 

participants (64,4%) are not sure as to whether or not their health information is safe 

and secure. The response rates of “Not safe and secure” and “Safe and secure” 

choices are very close to each other (18,3% and 16,9%). Answers of the question 

about being concerned with invasion of personal information in Turkey are “Yes” 

with vast majority (68,5%). “Not concern” choice has only 11,4% and the rest of the 

participants (20,1%) did not think on this topic. According to the respondents, 

disclosures by people with authorized and unauthorized access are both equally 

dangerous for the privacy and confidentiality of electronic health records (61,6%). 

28.5% of the participants believe that the second biggest danger is “Disclosure by 

people without authorized access who break into computer systems”. Table 11 shows 

these four questions and answers in detail. 
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Table 11 Participants’ concerns and trust levels about computer-based environments  

Items: n  % 

Item 12: Do you feel uncomfortable with doctors and other health care 

professionals using computers to record and share personal health 

information within the health care system? 

  

Feel 43  7,2 

Don’t feel 395  66,3 

Didn’t think 158  26,5 

Item 13: In your opinion, is the health information which exists about 

you safe and secure? 
  

Not safe and secure 109  18,3 

Safe and secure 101  16,9 

Not sure / Don’t know 384  64,4 

Item 14: Are you concerned about the invasion of your personal 

information in Turkey? 
  

Concern 408  68,5 

Not concern  68  11,4 

Didn’t think 120  20,1 

Item 15: Which do you think is the biggest threat to the privacy and 

confidentiality of personal medical records kept on computer-based 

systems? 

  

Disclosure by people with authorized access, such as those who are in 

hospitals, doctor’s offices 
40  6,7 

Disclosure by people without authorized access who break into computer 

systems  
170  28,5 

Both equally 367  61,6 

Neither 17  2,9 

 

The results reveal that people trust in their doctors (68,8%), health researchers in 

universities (42,4%), pharmacist (41,4%), nurses and other hospital staff (33,6%) but 

do not trust in insurance companies (58,1%), government (51%), private sector 

health researchers (48,8%), information technology specialists (48,5%) and 

government health researchers (43,8%). Table 12 and 13 gives the details of the 

answers. 
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Table 12 Trust levels of the participants in health-care providers about the privacy of 

their medical information 

 

Trust Not trust Not sure 

Missing 

values 

 
n % n % n % n % 

Your doctor 410 68,8 71 11,9 114 19,1 1 0,2 

Pharmacist 247 41,4 188 31,5 153 25,7 8 1,3 

Nurses and other hospital staff 200 33,6 193 32,4 199 33,4 4 0,7 

Government 151 25,3 304 51 141 23,7 - 
 

Insurance companies 100 16,8 346 58,1 145 24,3 5 0,8 

Information technology specialists  97 16,3 289 48,5 203 34,1 7 1,2 

 

Figure 6 is the graphical demonstration of Table 12. 

 

Figure 6 Bar graph of trust levels of the participants in health-care providers about 

the privacy of their medical information 
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Table 13 Trust levels of the participant in researchers about the privacy of their 

medical information 

 Trust Not trust  Not sure  
Missing 

values  

Items: n % n % n % n % 

Health researchers in 

universities 
253  42,4 167  28 173  29 3  0,5 

Government health researchers 147  24,7 261  43,8 186  31,2 2  0,3 

Private sector health 

researchers 
111  18,6 291  48,8 191  32 3  0,5 

 

5.5 Opinions about Laws and Regulations  

There are seven questions about the laws and regulations in Turkey. Questions arise 

as to whether they are aware of their rights, whether they have any concern about 

existing circumstances in Turkey and about which kinds of modifications they want 

to be done so as to reduce their concern. 

In the first three questions, Item 17, 18 and 19, the existing laws and regulations are 

directed to participants. The questions are as follows:  

Item 17: As far as you know, do you have rights to reach your medical records and 

to demand modifying or deleting them in Turkey? 

Item 18: As far as you know, are there any laws in Turkey which prevent your 

medical data from being used without your consent? 

Item 19: As far as you know, are there any regulations in Turkey which prohibit 

reaching medical data via internet? 

According to the results, a big majority of people chose “Don’t know” choice for all 

these three items. This means that people are generally unaware about the laws and 

regulations in Turkey. For detailed answers see the Table 14. 

  



 

 

39 

 

Table 14 Participants’ awareness about laws and regulations   

 

Yes No 

Don’t 

know 

Missing 

vales 

Items: n % n % n % n % 

Item 17: As far as you know, do you 

have rights to reach your medical 

records and to demand modifying or 

deleting them in Turkey? 

47  7,9 151  25,3 398  66,8 - 

Item 18: As far as you know, are 

there any laws in Turkey which 

prevent your medical data from 

being used without your consent? 

76  12,8 97  16,3 423  71 - 

Item 19: As far as you know, are 

there any regulations in Turkey 

which prohibit reaching medical 

data via internet? 

41 6,9 134  22,6 418  70,5 3  0,5 

 

The items 20 and 21 are about an existing regulation in Turkey. T.C. ID number has 

recently been introduced into use for medical data storage. The questions;  

Item 20: Do you have any concern about the usage of T.C. ID number to keep your 

medical records? 

Item 21: Do you prefer a special number for your medical data storage instead of 

T.C. identity number?  

Of all the participants, 327 (55,1%) of them have concerns about T.C. ID number 

usage in medical data storage and 370 (62,1%) of the participants prefer a special 

number for this purpose (See Table 15).  
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Table 15 Respondents’ concerns about T.C. ID number usage in healthcare 

 

Yes No 

Missing 

values 

Items: n % n % n  % 

Item 20: Do you have any concern about the 

usage of T.C. ID number to keep your 

medical records? 

327 55,1 266 44,9 3 0,5 

Item 21: Do you prefer a special number for 

your medical data storage instead of T.C. ID 

number? 

370 62,1 226 37,9 -  

Item 22 is about access rights: how much access the respondents are willing to give 

to some presented people or groups. According to the results, generally family 

members are wanted to have more access rights than the other groups (See Table 16). 

The biggest majority of the respondents (90,6%) give themselves access rights to 

reach everything in their medical records. The second and third biggest majorities 

belong to their doctors with 63,4% and with 47,5% to their spouses, respectively. 

Many of the participants believe that other doctors or staff, and parents and children 

should have limited access rights with 49,2% and 47,5%. And the rest has no access 

rights and they can be listed in order as: drug companies (71%), their employer 

(56%), pharmacies (45,8%) and lastly their insurance company (43,8%). 
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Table 16 Respondents’ opinions about access limits of the people or groups to their 

medical records 

 

No access 

Limited 

access 

Access to 

everything Not sure 

Missing 

values 

 

n % n % n % n % n % 

You, yourself 6 1 46 7,7 540 90,6 3 0,5 1 0,2 

Your doctor 21 3,5 179 30 378 63,4 14 2,3 4 0,7 

Your husband/ 

wife 
61 10,2 226 37,9 283 47,5 10 1,7 16 2,7 

Parents/ children 98 16,4 283 47,5 196 32,9 10 1,7 9 1,5 

Other doctors or 

staff 
190 31,9 293 49,2 76 12,8 30 5 7 1,2 

Your insurance 

company 
261 43,8 243 40,8 50 8,4 38 6,4 4 0,7 

Pharmacies 273 45,8 245 41,1 47 7,9 30 5 1 0,2 

Your employer 334 56 205 34,4 33 5,5 14 2,3 10 1,7 

Drug companies 423 71 115 19,3 15 2,5 41 6,9 2 0,3 

 

According to the results of the Item 23, all of the suggested legislations in order to 

protect privacy and confidentiality would be “very” effective (See Table 17). 

Nevertheless, participants generally think that:  

 Choice 6: Requiring their permission prior to using or distributing any of 

their medical information would be the most effective legislation (67,4%) 

among all the other proposed ones.  

The other three following most effective recommended legislations are: 

 Choice 4: Having the right to see when and by whom their records are 

retrieved (62,2%) 

 Choice 1: Establishing new legislations with serious punishments for people 

or organizations that violate medical privacy (61,7%) 

 Choice 2: Requiring doctors, hospital, and other health facilities to set up 

security systems on their computers (61,7%)  
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The other choices listed in order are as follows: 

 Choice 5: Having the right to see and make corrections ĠN their own medical 

records (57,2%) 

 Choice 8: Having the right to hide or mask sensitive information to some 

users who would be authorized to access their health records (56,0%) 

 Choice 3: Regular audits undertaken by government for the privacy and 

security provisions of electronic health systems’ health records (52,2%) 

 Choice 7: Requiring using information that doesn’t personally identify 

people for purposes not for healthcare whenever you want (such as 

researches) (39,1%) 

Table 17 Respondents’ opinions about effectiveness of the legislations proposed to 

protect their privacy and confidentiality 

 Choices: 

No impact Little Very much Not sure Missing values 

n % n % n % n % n % 

Choice 6 41 6,9 102 17,1 402 67,4 42 7 9 1,5 

Choice 4 40 6,7 135 22,7 371 62,2 43 7,2 7 1,2 

Choice 1 42 0,7 149 25 368 61,7 35 5,9 2 0,3 

Choice 2 38 6,4 148 24,8 368 61,7 38 6,4 4 0,7 

Choice 5 41 6,9 150 25,2 341 57,2 53 8,9 11 1,8 

Choice 8 41 6,9 145 24,3 334 56 68 11,4 8 1,3 

Choice 3 76 12,8 159 26,7 311 52,2 45 7,6 5 0,8 

Choice 7 61 10,2 192 32,2 233 39,1 103 17,3 7 1,2 

 

5.6 Differences between Groups 

Whether there are any differences or not within five groups in ten questions is 

checked with Chi-Square test. The questions analyzed are 12, 13, 14, 16, 17, 18, 19 

and 22 and the groups are genders, ages (≤40 vs. >40), education levels (have 

university degree vs. not), income groups (≤1600 vs. >1600) and geographical region 

groups. There are some significant differences within the groups of genders, ages, 

education levels and geographical regions. However, there is no meaningful or 

significant difference within income groups for all the items.  

Details about the compare groups are as follows.  



 

 

43 

 

5.6.1 Genders 

Women and men have significantly different views on Item 13 (Sig. 0,001) which 

asks their opinion about if the current health information which exists about them is 

safe and secure? Unlike women, men do not think that their medical data are safe and 

secure (See Figure 7). There is no significant difference between genders in Items 12 

and 14. 

 

Figure 7 Bar graph of the comparison between women and men on their opinions 

about the security of their medical information 

 

Statistical results show that there are significant differences between the ideas of men 

and women regarding Item 16. Both of the genders trust in their doctors but do not 

trust in private sector health researchers. Nevertheless, the percentage of women who 

trust in doctors is larger than that of men (Sig. 0,028). As for private sector health 

researchers, the percentage of the women who voted for the choice “Don’t trust” is 

less than that of men (Sig. 0,018). 
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Table 18 Comparison between women and men about their trust levels in the doctors 

and private sector health researchers about the privacy of medical information 

 Women Men 
Sig.* 

 n % n % 

Doctors 
Don’t trust 25 11 46 18,1 

0,028 
Trust 202 89 208 81,9 

Private sector health 

researchers 

Don’t trust 114 66,3 177 77 
0,018 

Trust 58 33,7 53 23 

* Chi Square test 

In Items 17, 18 and 19, which are about awareness levels of people about laws and 

regulations in Turkey, there are no significant differences between the answers of 

genders.  

 

There are some differences between genders about access rights for groups in Item 

22, which asks how much access to their medical records they are willing to give to 

some presented groups. Men and women want significantly different access levels 

(Sig. 0,01) for their wives and husbands. According to the results, unlike women, 

men tend to give more access rights to their wives (See Figure 8). 
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Figure 8 Bar graph of the comparison between women and men on their opinions 

about access limits to their records of their spouses 

Item 22 has significant different results between genders on access limits of 

respondents’ employers (Sig. 0,007) and pharmacy (Sig. 0,01). 97% of women give 

no access or limited access to their employers but this percentage is 91,8 for men (No 

access and Limited access choices are combined for analysis). On the other hand, 

men are more likely to give no access or limited access rights to pharmacies. Table 

19 gives detailed information about these results. 
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Table 19 Comparison of women and men on their opinions about access limits to 

their records of their employer and pharmacies 

  Women Men 
Sig.* 

  n  % n  % 

Your employer 
No access or limited access 260 97 279 91,8 0,007 

 
Access to everything 8 3 25 8,2 

Pharmacies 
No access or limited access 231 88,5 287 94,4 

0,01 

Access to everything 30 21,7 17 5,6 

* Chi Square test 

5.6.2 Age Groups (Older people vs. Younger people) 

The age of 40 was chosen for cut point of ages in this analysis because 40 is an 

important age for information age. 40 years old people do not mainly deal with 

computers, the Internet or other technologic developments. Moreover, in Turkey 

education level of older ages are generally lower than younger ages. In the results of 

the instrumentation this distinctions are obvious too. 32,5% of older ages has 

computer knowledge below the average but only 3,1% of the younger ages have lack 

of computer knowledge. 37,7% of the elderly do not have graduate degree on the 

other hand this percentage is only 9,1% for younger people.  

There are no significant differences between age groups (≤40 and >40) within the 

Items 12, 13, 14, 16, 17, 18 and 19. 

The answers about the access limits (Item 22) differed in two of the choices: access 

limits of their spouses and parents or children. Unlike young people, most of the 

older people give more access rights to their spouses (No access and Limited access 

choices are combined for analysis). This situation is the same for parents and 

children’s access right; that is, the elderly tend to give more access rights for their 

children or parents than younger people. There is also a significant difference (Sig. 

0,000) between the answers of the groups about access limits of their employers but 

they both give no access or limited access rights to their employers. Percentage of 

young group who made these choices is more than that of the elderly. Table 20 gives 

details about these comparisons.  
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Table 20 Comparison between younger and elder people on their opinions about 

access limits to their records of their spouses, parents/children and their employer 

  Age≤40 Age>40 
Sig.* 

  n % n % 

Your wife/ husband 

No access or limited 

access 
262 52,5 25 35,2 

0,006 

Access to everything 237 47,5 46 64,8 

Parents/ children  

No access or limited 

access 
348  68,9 33  45,8 

0,000 

Access to everything 157  31,1 39  54,2 

Your employer 

No access or limited 

access 
479  95,6 60 84,5 

0,000 

Access to everything 22  4,4 11  15,5 

* Chi Square Test 

Figure 9 is the graphical demonstration of the Table 20. 

 

Figure 9 Bar graph of comparison between younger and older people on their 

opinions about access limits to their records of their spouses, parents/ children and 

their employer 
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5.6.3 Education (Graduates vs. Non-graduates) 

Education levels were divided into two subgroups for comparison; people who 

graduated from university and did not graduate from university. The main reason of 

this division is to answer the question if the university degree affects people’s 

opinions and attitudes on the privacy of their medical data.  

According to the results of the analysis, there is no significant difference between 

education groups in Items 12, 13, 14, 17, 18 and 19 but there is a significant 

difference (Sig. 0,044) about their trust levels in government. Both of the groups do 

not trust the Turkish government but graduate people voted for “Don’t trust” choice 

more than non-graduates (See Table 21). 

Table 21 Comparison between graduates and non-graduates on their trust levels in 

the government about the privacy of their medical information 

 
Don’t have a 

graduate degree  

Have a graduate 

degree Sig.* 

 n % n % 

Government 
Don’t trust 32  55,2 272  68,5 

0,044 
Trust 26  44,8 125 31,5 

* Chi Square test 

Moreover, there is a significant difference (Sig. 0,000) between graduate and non-

graduate people on their opinions about access limits of their doctors. Unlike 

graduate people, most of the lower educated people think that their doctors should 

have no access or limited access rights to reach their medical data (No access and 

Limited access choices are combined for analysis). Table 22 gives details about these 

comparisons. According to the results, both of the graduate and non-graduate people 

agree on the idea about their parents’ and children’s access right limits; they tend to 

give no access or limited access rights to their parents and children. However, there 

is a significant difference (Sig. 0,045) between their answers. The percentage of 

highly-educated (graduate) people who made the choice “No access” or “Limited 

access” is larger than that of non-graduate people. 
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Table 22 Comparison between graduates and non-graduates on their opinions about 

access limits to their records of parents/ children and their doctors 

 
Don’t have a 

graduate degree  

Have a graduate 

degree Sig.* 

 n % n % 

Parents/ children 

No access and limited 

access 
40  55,6 341  67,5 

0,045 

Access to everything 32  44,4 164  32,5 

Your doctor 

No access and limited 

access 
39 53,4 161 31,9 

0,000 

Access to everything 34 46,6 344 68,1 

* Chi Square test 

5.6.4 Geographical Regions 

The participants in this study are from six different regions of Turkey, namely; 

 Inner Anatolia Region 

 Aegean Region 

 East Regions 

 Mediterranean Region 

 Black Sea Region 

 Marmara Region 

 

There are from 42 to 178 participants who represent each of the regions. 

Nevertheless, there are significant differences between regions about education (Sig. 

0,000) and age (Sig. 0,001) levels.  

There is a significant difference between (Sig. 0,012) these six regions on Item 12 

which asks if they feel comfortable about computer usage in health-care. The 

participants from all the regions feel comfortable but the participants from Aegean 

Region has the biggest percentage (98,6%) and East Regions has the least one (75%). 

Table 23 gives details about these comparisons. According to the results of Fisher’s 

exact test, the differences on Item 12 are between Inner Anatolia Region - Aegean 

Region (Sig. 0,020) and Aegean Region - East Regions (Sig. 0,001). 
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Table 23 Comparison between the regions of Turkey about comfort levels on 

computer usage  

Item 12: Do you feel uncomfortable with doctors and other health care professionals using 

computers to record and share personal health information within the health care system? 

 

Regions: 

Inner 

Anatolia 
Aegean East 

Mediter- 

ranean 

Black 

Sea 
Marmara 

Sig.* 
 n % n % n % n % n % n % 

Feel 12 10 1 1,4 7 25 5 12,5 7 14,6 11 8,3 
0,012 

Don’t feel 108 90 68 98,6 21 75 35 87,5 41 85,4 122 91,7 

* Chi Square test 

There are also significant different views among six regions on five choices of Item 

16 (1, 3, 4, 5, and 6) which asks whether the participants trust in the presented people 

or associations or not. The whole regions trust in their doctors (Sig. 0,025) and the 

percents are quite similar to each other but East Regions has the least percent among 

the regions (64,5%). Trust levels about pharmacies are also significantly different 

among regions (Sig. 0,021). However, this time the views on trust level about 

pharmacies differ region to region. The participants from Black Sea Region (55,6%) 

and East Regions (60,6%) generally do not trust in pharmacies but the rest of the 

regions think opposite. Black Sea Region has also significantly different view (Sig. 

0,000) about trusting in government. Unlike other regions most of the participants 

from Black Sea Region trust government about their medical information’s privacy 

(53,6%). Moreover, there is a significant difference (Sig. 0,024) between regions 

about trust levels in insurance companies. Percent of the participant who chose 

“Don’t trust” choice is the biggest in East Regions (86,1%). Lastly, ideas about if the 

participants trust in information specialists or not are significantly different (Sig. 

0,040) among the regions, as well. Table 24 shows the details about these 

comparisons. Views of Aegean Region and East Regions are significantly different 

on Choice 1 (Sig. 0,004) and Choice 3 (Sig. 0,014). Besides of this, Marmara Region 

and Black Sea Region are significantly different views on Choice 3 (Sig. 0,01), 

Choice 4 (Sig. 0,035) and Choice 6 (Sig. 0,01). There are also significant differences 

on Choice 1 (Sig. 0,044) and Choice 4 (Sig. 0,007) between East Regions and 

Mediterranean Region. Lastly, people from Mediterranean Region and Black Sea 

Region have significantly different opinions about Choice 6 (Sig. 0,030). 
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Table 24 Comparison between the regions of Turkey about whether they trust the 

people or associations presented 

Item 16: Do you trust the following people or association? 

Choice 1: Your doctor 

 

Regions: 

Inner 

Anatolia 
Aegean East 

Mediter- 

ranean 

Black 

Sea 
Marmara 

Sig.* 

 n % n % n % n % n % n % 

Don’t trust 16 12,9 9 11,5 11 35,5 8 16 10 17,5 17 12,1 
0,025 

Trust 108 87,1 69 88,5 20 64,5 42 84 47 82,5 124 87,9 

Choice 3: Pharmacies 

 n % n % n % n % n % n %  

Don’t trust 50 45 26 35,1 20 60,6 19 47,5 30 55,6 43 35 
0,021 

Trust 61 55 48 64,9 13 39,4 21 52,5 24 44,4 80 65 

Choice 4: Government 

 n % n % n % n % n % n %  

Don’t trust 89 74,8 56 75,7 29 82,9 22 53,7 26 46,4 82 63,1 
0,000 

Trust 30 25,2 18 24,3 6 17,1 19 46,3 30 53,6 48 36,9 

Choice 5: Insurance company 

 n % n % n % n % n % n %  

Don’t trust 97 82,9 64 82,1 31 86,1 26 60,4 33 66 95 76,6 
0,024 

Trust 20 17,1 14 17,9 5 13,9 15 36,6 17 34 29 23,4 

Choice 6: Information specialists 

 n % n % n % n % n % n %  

Don’t trust 67 70,5 57 77 26 88,7 28 70 40 88,9 71 68,9 
0,040 

Trust 28 29,5 17 23 3 10,3 12 30 5 11,1 32 31,1 

* Chi Square test 

There are significant differences between the views of the participants from different 

regions on the choices of Item 22 (1, 2, 5, and 6) which is about how much access the 

participants are willing to give presented people or groups. Bigger percents of 

participants from all the regions are willing to give the right to access to everything 

to themselves but there is still a significant difference (Sig. 0,030) between regions. 

Mediterranean Region has the biggest percent with 96,6 and the least one is East 

Regions with 85,7. Views on spouses’ access rights differ from region to region (Sig. 

0,023), as well. Participants from Inner Anatolia and East Regions give mostly 

limited or no access rights to their spouses but the rest of the regions give mostly 

access to everything right to their spouses. Moreover, views on access rights of 

doctors also significantly differ (Sig. 0,045) among regions. Percents of Inner 

Anatolia and Marmara Regions’ participants are the biggest ones with 70,2. Lastly, 

opinions about other doctors or hospital staff’s access rights are significantly 

different (0,043) among the regions. %97,4 of the participants from East Region 
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chose “No access” or “Limited access” right choices for other doctors or hospital 

staff. Table 25 gives the details about these comparisons. Views of people from 

Aegean Region and Inner Anatolia are significantly different on Choice 2 (Sig. 

0,034). In addition to this, Marmara Region and Black Sea Region are significantly 

different views on Choice 1 (Sig. 0,016) and Choice 6 (Sig. 0,026). There are also 

significant differences on Choice 2 (Sig. 0,04) and Choice 6 (Sig. 0,007) between 

East Regions and Aegean Region. People from Mediterranean Region and Black Sea 

Region have significantly different opinions about Choice 1 (Sig. 0,021), as well. 

Lastly, East Regions and Mediterranean Region have significantly different views on 

Choice 2 (Sig. 0,05) and Choice 6 (0,045).  

Table 25 Comparison between regions of Turkey on how much access rights they are 

willing to give to some presented people or groups 

Item 22: How much access are you willing to give to some presented people or groups? 

Choice 1: Yourself 

 

Regions: 

Inner 

Anatolia 
Aegean East 

Mediter-

ranean 

Black 

Sea 
Marmara 

Sig.* 

 n % n % n % n % n % n % 

No access and 

limited access 
17 11,2 5 5,2 6 14,3 2 3,4 11 16,2 11 6,3 

0,030 
Access to 

everything 
135 88,8 92 94,8 36 85,7 56 96,6 57 83,8 164 93,7 

Choice 2: Your wife or husband 

 n % n % n % n % n % n %  

No access and 

limited access 
87 59,2 43 45,3 25 67,6 27 47,4 29 43,9 76 45,2 

0,023 
Access to 

everything 
60 40,8 52 54,7 12 32,4 30 52,6 37 56,1 92 54,8 

Choice 5: Your doctor 

 n % n % n % n % n % n %  

No access and 

limited access 
45 29,8 32 33,7 19 50 26 44,8 27 41,5 51 29,8 

0,045 
Access to 

everything 
106 70,2 63 66,3 19 50 32 55,2 38 58,5 120 70,2 

Choice 6: Other doctors or hospital staff 

 n % n % n % n % n % n %  

No access and 

limited access 
125 86,8 77 81,1 37 97,4 47 83,9 60 95,2 137 84 

0,043 
Access to 

everything 
19 13,2 18 18,9 1 2,6 9 16,1 3 4,8 26 16 

* Chi Square test 
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CHAPTER 6 

 

 

DISCUSSION 

 

 

 

In the literature, there is no study on people’s attitudes and opinions about the 

privacy and confidentiality of electronic health records in Turkey. This study 

presents a large overview on the opinions of people who use medical services in 

Turkey about computerized medical information’s effects on privacy and 

confidentiality. In the Introduction section (Chapter 1), under purpose of the study 

section seven research questions were proposed and in the Results part (Chapter 6), 

the statistical analysis based on these research questions was presented. 

According to the participants’ experiences, very little percentage of people or a 

member of their families have experienced a serious breach of their health 

information. In the results of the survey in Canada (EKOS Research Associates, 

2007), this percentage is four times more than Turkey. Moreover, the percentages of 

the people, who have asked a doctor not to write down their health problem in their 

medical records, or have asked the doctor to put a less serious or less embarrassing 

diagnosis into the record than was actually the condition, in the USA (Princeton 

Survey Research Associates, 1999) are two times more than the percentages in 

Turkey. However, the percentage of the people who prefer not be tested because of 

their concern about that others might learn about the results, in Turkey is , very high, 

six times more than the percentage of the people in the USA (Princeton Survey 

Research Associates, 1999). Also, for the results of a literature review study, which 

review lots of papers published about this topic, patients tended to postpone or give 

up the treatment, or change the inception or the total story of their illness because of 

the concerns about confidentiality (Sankar et al., 2003). These results can be
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interpreted that a lot of people are afraid of breach of their medical records in Turkey 

as well and even more.  

Therefore, they choose wrong methods in order to avoid it. To do so, most of the 

people abstain from being tested. This result is the most alarming finding of the study 

and it should be taken under control immediately. The attitude “refraining from being 

tested for the illness” can cause irreparable results such as being late for a fatal 

illness’s treatment or spreading an incurable illness to more people. Hence, necessary 

measures should be taken immediately such as serious punishments for invasions of 

medical data or giving patients the opportunity to hide sensitive medical information. 

According to the results of the statistical analysis, a big majority of participants do 

not feel uncomfortable about computer usage for treatment purposes. In the survey 

conducted in Canada, (EKOS Research Associates, 2007) 73% of the respondents 

feel also comfortable with computer usage for medical purposes. Similar results 

show that computer usage in medical area do not disturb people in general. 

The participants seem uncertain about whether their health information is safe and 

secure in Turkey. In Canada, a similar question in the survey (EKOS Research 

Associates, 2007) shows quite different results. More participants in Canada think 

their health information is safe and secure than in Turkey. However, like the people 

in the USA, participants of this survey have also concerns about the invasion of their 

personal information (Princeton Survey Research Associates, 1999). Very little and 

close percentages of people in both countries have no concern (~10%). In the UK the 

patients also feel uncomfortable about the confidentiality of electronic health records 

(Carman & Britten, 1995). To sum up, unlike Canadian people, the participants are 

not sure about the privacy of their information in Turkey and do not feel comfortable 

about the privacy of their medical information similar to the participants from the 

USA and the UK. 

American people think the biggest threat to the privacy and confidentiality of 

personal medical records kept on computer-based systems can more likely be access 

of unauthorized people (Princeton Survey Research Associates, 1999). On the other 

hand, people in this survey in Turkey mostly see access of authorized and 
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unauthorized people equally dangerous. This result can be interpreted that a big 

majority of people do not trust even executive people and this is a very big problem, 

against which the government should take immediate measures such as establishing 

new regulations with serious punishments for people or organizations even for public 

servants that violate medical privacy and requiring doctors, hospital, and other health 

facilities to set up security systems on their computer and regular audits of them 

should be done by the government. 

According to the results, the sequence of groups and people in terms of trust levels 

from maximum to minimum is doctors, pharmacists, nurses and other hospital staff, 

government, insurance company and lastly information technology specialists. The 

sequence of the researchers is health researchers in universities, government health 

researchers and lastly private sector health researchers. These results are quite similar 

to the results of the survey Electronic Health Information and Privacy Survey: What 

Canadians Think 2007 (EKOS Research Associates, 2007) but there are small 

nuances. In Canada, people trust nurses as much as pharmacists and they see 

insurance companies less trustful than information technology specialists. Moreover, 

Canadian people think that private sector health researchers are the most trustful 

among researchers but in Turkey the most trustful ones are university researchers. 

Except these small differences it can be said that in general, people intend to trust 

people who are directly related to their treatment more than the government or 

insurance companies. These results may help understand with whom the participants 

want to share their medical records more in Turkey and thus taking these into 

consideration, new arrangements may be done. 

The answers of the questions about regulations show that people are not aware of the 

laws and regulations in Turkey. Approximately 70 percent of the people have chosen 

the “Don’t know” choices of the regulation questions. After the examination of 

plenty of studies about electronic health records’ privacy, it is indicated that there are 

confusions about medical confidentiality’s legal, ethical and practical limits among 

patients (Sankar et al., 2003). According to the results of the survey conducted in the 

USA (Princeton Survey Research Associates, 1999), people in the USA are unaware 

of their rights too. Actually, in Turkey there are not enough laws or regulations 
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which protect the privacy of the personal data but there are still some and there is 

also a draft law approved with 2010 Referendum (Appendix D) and directly about 

personal data protection. The results show that public health messages that link 

technology, privacy, and health benefits are not delivered to people in Turkey. To 

overcome this problem, Turkish Ministry of Health should develop and execute a 

public awareness campaign to educate public about the privacy rights and protections 

provided. Moreover, laws and regulations about the privacy protections should be 

broadened immediately and they should be more vigorously enforced. 

According to the results, people participated in the survey have concerns about the 

usage of T.C. identity number in health-care and they prefer a special number, 

instead. The studies conducted in New Zealand (Buckley et al., 2010), Ireland 

(Whiddett, 2006), UK (Barrett et al., 2006) and in Canada (Nair et al., 2004) also 

showed that people are not willing to share their identified information. Similarly, 

today T.C. identity number is easy to access via the Internet by anyone. Therefore, 

using a de-identified special number for medical data storage may be a better 

solution for privacy. 

When the access rights were asked to the participants, a big majority of the people 

gave the right to access everything to themselves and then their doctors and 

husbands/wives. It is interesting that most of Americans (Princeton Survey Research 

Associates, 1999) think that doctors should access to everything. However, less 

people want to access to everything in their records. Moreover, the participants 

believe that insurance companies, pharmacies, their employers and drug companies 

should not be able to access their records. These results can be inspiration for new 

policies about access rights to personal information. For example, the right for 

patients to hide or mask sensitive information from some users who would be 

authorized to access their health records whenever patients want, necessitating using 

information that doesn’t personally identify patient for purposes not for healthcare, 

and getting patients’ permission prior to using or distributing any of their medical 

information can be some of these policies. 
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People think that legislations suggested in the survey in order to protect privacy and 

confidentiality would be “very” effective. The proposed policies are actually 

essentials of data privacy. For example, requiring permission prior to using or 

distributing any medical information legislation is an unwritten rule in Turkey, as 

well but it is not taken into consideration. The other suggestions are having the right 

to see when and by whom their records are retrieved, establishing new legislations 

with serious punishments for people or organizations that violate medical privacy, 

requiring doctors, hospital, and health plans to set up security systems on their 

computers, having the right to see and make corrections in their own medical 

records, having the right to hide or mask sensitive information to some users who 

would be authorized to access their health records, regular audits undertaken by 

government for the privacy and security provisions of an electronic health system 

health records, and requiring using information that doesn’t personally identify 

people for purposes besides healthcare whenever they want (such as researches) 

should become laws and be enforced in order to ensure data privacy. 

Statistical results show that there are some significant differences between genders 

about their opinions and attitudes toward privacy issues. Most of the women think 

their health information is safe and secure in Turkey, but male participants think the 

opposite. Besides, the question about access limits of their spouses (Item 22) has 

different answers among genders. Men give more access rights to their wives than 

women do. There are discriminations between men and women in all societies and 

this discrimination is very obvious in Turkey. It is women that undergo the negative 

effects of this discrimination (Terzioğlu, TaĢkın, 2008). Therefore, these findings are 

consistent with this common knowledge. Because of social pressure, women do not 

feel as comfortable as men about indication of their private information to their 

husbands.  

Results identified that older people think different from younger people about access 

limits. Young people are in favor of having more protected personal data. Unlike the 

elderly, they are reluctant to share their medical information with their spouses and 

their parents or their children. These results are also parallel to the results of the 

study conducted in Ireland in 2010 (Buckley et al., 2010). According to the results, 
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unlike younger people, elderly and retired people agreed that any personal medical 

information could be shared. Nevertheless, education level is not a factor that affects 

information sharing as in this survey (Buckley et al., 2010). According to the results, 

however, education level plays a prominent role in people’s opinions about the 

privacy of electronic medical records but highly-educated people prefer more access 

rights for their doctors in Turkey.   

According to the results of the study there are significant differences between six 

regions views on some questions. These results are valuable but as it was mentioned 

under the title age and education levels of the regions are also significantly different 

from each other and they do not represent the regions of Turkey. Hence these results 

can occur coincidentally. 
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CHAPTER 7 

 

 

CONCLUSION 

 

 

 

Today, computerized systems are used almost in every area and especially for public 

utility. Health-care is one of the largest areas of usage. Storage of medical data in 

electronic databases is widely used in Turkey. Necessarily, opinions of the system 

users should be asked before these kinds of systems are implemented. However, in 

the literature, there is no example of such research studies conducted in Turkey. In 

this manner, this study will contribute a lot to the literature. 

The sample consists of 596 people from 64 different cities in six geographical 

regions of Turkey in order to figure out their attitudes and opinions about privacy of 

their medical information in electronic environment. The results of the study show 

that people feel comfortable about computer usage in health-care. However, they are 

not sure if their medical information is safe and secure in electronic environment, 

and they are concerned about the privacy of their data. Moreover, the respondents 

think that disclosure of their medical information by authorized and unauthorized is 

equally dangerous. Almost all of the participants were unaware about the entire three 

regulations asked in the survey. According to the results, participants have concerns 

about the usage of T.C. Identity number for medical data storage, which is why they 

prefer a unique number instead. The respondents think that all of the suggested 

legislations in the survey would be very effective. The findings of the study also 

show that people trust in their doctors, health researchers in universities, pharmacist, 

nurses and other hospital staff but do not trust in insurance companies, government, 

private sector health researchers, information technology specialists and government 

health researchers in descending order. The respondents give themselves, their
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doctors and spouse the right to access everything in their medical records. They give 

other doctors or staff, and parents and children limited access rights. Lastly, they do 

not give any access right to drug companies, their employers, pharmacies and their 

insurance companies. 

There are some significant differences between the groups (ages, genders, education 

levels and geographical regions). Unlike women, men do not think that their medical 

data are safe and secure and they tend to give more access rights to their wives. 

Unlike the elderly, most of the younger people give less access rights to their 

spouses, parents and children. Lower educated people think that their doctors should 

have no or limited rights to access their medical data but highly-educated people 

think the opposite.  

This study will help understand whom people trust about the privacy of their medical 

data and with whom they want to share them. Moreover, their concerns about current 

system and awareness levels about laws and regulations will be understood with the 

results of the study. These contributions will be valuable for inspiring Turkish 

Ministry of Health to increase the public awareness about the privacy rights and 

protections provided. Furthermore, laws and regulations about the privacy 

protections may be broadened and more vigorously enforced to reduce public 

concerns. A unique de-identified number for medical data storage may be used to 

prevent invasions and this will reduce people’s concerns about their privacy. The 

study proposed several implications to reduce people concern levels about privacy of 

their records. Requiring patient’s permission before using or distributing any of their 

medical information; having the right to see when and by whom their records are 

retrieved; establishing new legislations with serious punishments for people or 

organizations that violate medical privacy; requiring doctors, hospital, and other 

health facilities to set up security systems on their computers; having the right to see 

and make corrections in their own medical records; having the right to hide or mask 

sensitive information from some users who would be authorized to access their 

health records; regular audits undertaken by government for the privacy and security 

provisions of an electronic health system health records; getting patients’ permission 
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prior to using or distributing any of their medical information are above-mentioned 

suggestions. 

7.1 Shortcomings and Future Works 

The sample size is large enough to compare many of the groups but some of them 

had still small sizes. For example, lower educated, older ages and lack of computer 

literacy groups occupy a small percentage of the participant. The main reason of this 

is that the questionnaire was conducted via the Internet. Because of the need for 

computer usage, people who completed the online questionnaire were mostly 

younger ages, higher educated and not surprisingly have higher level of computer 

literacy. Consequently, generalization cannot be made for Turkish public since the 

sample profile is not a mirror of Turkish public.  

Although reaching to the elderly and/or lower educated people was necessary in 

order to figure out the public opinions and to make comparisons between age and 

education level groups, it was not possible not only because of internet usage but also 

because of complexity of the questions for them. Many of the questionnaires which 

were filled by these groups were not completed properly or the answers were 

generally “Don’t know”, “Not sure”, etc.  

In online questionnaire, people were more honest about their past experiences when 

it was compared to paper based ones. However, according to the notes they wrote at 

the end of the questionnaire, there were even some people worried about disclosure 

by the one who conducted the survey. 

Also, as another limitation, because of the new law changes, it is not easy to be sure 

if they have meant that laws when they chose the correct answers. Therefore, this 

study should be repeated several years later. 

Future studies should conduct a public research and thus they can identify what the 

public are thinking about the privacy of their health records and whether they are 

aware of the new regulations and legislations. 
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APPENDICIES 

 

 

APPENDIX A: QUESTIONNAIRE - Demographic Information 

 

 

 

1. YaĢadığınız Ģehir: (…………………….) 

 

2. YaĢınız:                 (…………………….) 

 

3. Cinsiyetiniz: a. Kadın  b. Erkek 

 

4. Eğitim durumunuz? 

a. Ġlkokul b.Ortaokul c. Lise d.Üniversite e.Diğer(……………) 

5. Aylık geliriniz: (………………………TL) 

 

6. Evinizde bilgisayarınız var mı? 

a. Evet b. Hayır 

 

7. Bilgisayar kullanma becerileriniz için ne söyleyebilirsiniz? 

a. Ortalamanın altında  

b. Ortalama  

c. Ortalamanın üzerinde    

d. Bilgisayar kullanmayı bilmiyorum 

 

8. Genel olarak sağlık durumunuzu nasıl değerlendirirsiniz?  

a. Çok kötü        b. Kötü       c. Orta      d.  Ġyi e. Çok iyi
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9. Daha önce sizin ya da aile bireylerinizden birisinin kiĢisel sağlık bilgileri rızanız 

dıĢında uygun olmayan amaçlar için kullanıldı ya da yayınlandı mı? 

a. Evet b. Hayır    c. Cevap vermek istemiyorum 

 

10. Daha önce baĢkalarının sonucu görmesinden çekindiğiniz için sağlık durumunuzu 

test ettirmediğiniz bir durum yaĢadınız mı? 

a. Evet b. Hayır     

 

11. Daha önce doktorunuzdan teĢhisinizi sağlık kayıtlarınıza geçirmemesini veya 

teĢhisinizin yüz kızartıcı olduğunu düĢündüğünüzden baĢka bir teĢhis yazmasını 

talep ettiniz mi? 

a. Evet b. Hayır 
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APPENDIX B: QUESTIONNAIRE - Level of Concern 

 

 

 

12. Doktorların ya da diğer sağlık çalıĢanlarının bilgilerinizi kayıt ederken ve/veya 

paylaĢırken bilgisayar kullanmaları konusunda rahatsızlık hissediyor musunuz? 

a. Hissediyorum 

b. Hissetmiyorum 

c. Hiç düĢünmedim 

13. Size göre Ģuandaki sağlık bilgileriniz ne kadar emniyette ve güvenli? 

a. Emniyette değil 

b. Emniyette  

c. Emin değilim/ Bilmiyorum 

14. Türkiye’de kiĢisel bilgilerinizin ihlali konusunda ne kadar endiĢelisiniz? 

a. EndiĢeliyim 

b. EndiĢele değilim 

c. Hiç düĢünmedim 

 

15. Sizce Türkiye’de elektronik ortamda sağlık kayıtlarının tutulduğu bir sağlık 

sisteminde gizlilik ve mahremiyet açısından en büyük tehlike nedir? 

a. Bilgileri görme yetkisine sahip kiĢilerin (doktorlar, hemĢireler, hastane 

yöneticileri…) bilgilerimi ifĢa etmesi 

b. Yetki sahibi olmayan kiĢilerin, bilgisayar sistemine gizlice girerek veya 

rüĢvet vererek bilgilerime eriĢmesi ve ifĢa etmesi 

c. Ġkisi de eĢit 

d. Hiçbiri (Açıklayınız:………………………………………………………) 
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16. AĢağıda bahsi geçen kiĢi ya da kurumlara tıbbi bilgilerinizin mahremiyeti konusunda 

ne kadar güvenirsiniz? 

 

 

 
Güvenmiyorum Güveniyorum Kararsızım  

Doktorunuza;     

HemĢire ve diğer sağlık 

çalıĢanlarına; 

   

Eczacılara    

Devlete    

Sigorta Ģirketlerine    

Bilgisayar sistemlerini yürütmekle 

görevli uzmanlara 

   

Devlete bağlı sağlık 

araĢtırmacılarına 

   

Üniversitelere bağlı sağlık 

araĢtırmacılarına 

   

Özel sektöre bağlı sağlık 

araĢtırmacılarına 
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APPENDIX C: QUESTIONNAIRE - Awareness about Laws and 

Regulations 

 

 
17. Bildiğiniz kadarıyla Ģuanda Türkiye’de kiĢiler kendi sağlık kayıtlarına eriĢme, 

bunların düzeltilmesini veya silinmesini isteme hakkına sahipler mi? 

a. Evet b. Hayır    c. Bilgim yok 

 

18. Bildiğiniz kadarıyla Ģuanda Türkiye’de tıbbi verilerinizin rızanız dıĢında 

iĢlenebilmesini önleyen yasalar var mı? 

a. Evet b. Hayır    c. Bilgim yok  

 

19. Bildiğiniz kadarıyla Ģuanda Türkiye’de sağlık kayıtlarınıza internet üzerinden 

ulaĢmanızı engelleyen herhangi bir yaptırım var mı? 

a. Evet b. Hayır    c. Bilgim yok  

 

20. Tıbbi verilerinizin saklanmasında TC kimlik numarasının kullanılması konusunda 

endiĢeleriniz var mı? 

a. Evet b. Hayır 

 

21. TC Kimlik Numarasının yerine sağlık hizmetinde kullanılacak özel bir numara 

verilmesini ister miydiniz? 

a. Evet b. Hayır 
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22. AĢağıdaki bahsi geçen kiĢilerin sağlık kayıtlarınıza hangi derecede ulaĢabilmesini 

isterdiniz?  

 

 

E
ri

şe
m

es
in

 

K
ıs

ıt
lı

 e
ri

şi
m

i 

o
ls

u
n

 

H
er

 ş
e
y
e 

er
iş

eb
il

si
n

 

K
a

ra
rs

ız
ım

 

Siz, kendiniz     

Evli iseniz; EĢiniz     

Ebeveyn ve\veya çocuklarınız     

ÇalıĢıyorsanız; ĠĢvereniniz     

Sigorta Ģirketiniz     

Doktorunuz     

Diğer doktor ve hastane personelleri     

Eczaneler     

Ġlaç Ģirketleri     
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23. AĢağıda gizlilik ve mahremiyeti korumaya yönelik önerilen düzenlemelerin ne kadar 

etkili olabileceğini düĢünüyorsunuz?  

 

 H
iç

 

A
z 

Ç
o

k
 

K
a

ra
rs

ız
ım

 

Sağlık bilgilerine izinsiz eriĢenlere yeni 

düzenlenecek yasalar vasıtasıyla ciddi yaptırımlar 

uygulanması 

    

Veri depolayan kiĢi ya da kurumların 

bilgisayarlarına verileri Ģifreleyen ve parola 

kullanılan sistemler gibi güvenlik sistemlerinin 

kurulmasını zorunlu hale getirmek 

    

Elektronik sağlık kayıt sisteminin güvenlik ve 

gizliliğinin hükümet organlarınca düzenli olarak 

denetlenmesi 

    

Ġstediğinizde bilgilerinize kimin, ne zaman 

eriĢtiğini görebilmek 

    

Sağlık kayıtlarınıza dilediğiniz vakit ulaĢabilmek, 

doğrulama yapabilmek ve düzeltmeleri rapor 

edebilmek; 

    

Herhangi bir tıbbi verinizin kullanılmasından 

veya dağıtılmasından önce izninizin alınması 

    

Sağlık hizmeti haricinde veri ihtiyacı durumunda 

kimlik bilgileri içermeyen verileri kullanmalarını 

sağlamak (araĢtırma...vb) 

    

Dilediğinizde tüm bilgilerinize eriĢim izni olan 

kiĢilerin hassas bilgilerinizi görebilmesini 

engelleyebilmek. 
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APPENDIX D: 2010 REFERANDUM - Item 20 
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APPENDIX E: ELEKTRONIK BELGE STANDARTLARI 
 

 

 

16 Temmuz 2008 ÇARġAMBA Resmî Gazete 
Sayı : 26938 

GENELGE 

 BaĢbakanlıktan: 

 Konu: Elektronik Belge Standartları. 

GENELGE 

2008/16 

 

  Kamu adına görev yapan kurum ve kuruluĢların faaliyetleri sonucu oluĢan belgelerin kayıt 

altına alınması ve bu belgelerin istenildiği anda eriĢilebilir Ģekilde yönetilmesi, kurumsal faaliyetlerin 

ayrılmaz bir parçası ve bir kamu görevidir. Herkesin, her zaman, her yerden kolaylıkla ulaĢabileceği 

Ģeffaf, verimli ve sade bir kurum yapısı günümüzde modern ve demokratik kurumların temel hedefi 

haline gelmiĢtir. Elektronik ortamda sunulan hizmetlerin ve e-kurum yapısının temelini elektronik 

bilgi sistemleri oluĢturmaktadır. 

 Kamu kurum ve kuruluĢlarınca üretilen elektronik bilgi ve belgelerin idari, mali, hukuki ve 

tarihi gerekçelerle korunmasının sağlanması ve bunların gelecek nesillere aktarılması ancak standart 

belge yapılarının oluĢturulması ile mümkündür. Elektronik belgeye iliĢkin standartlar ile belgelerin 

korunmasına ve eriĢimine imkan sağlayacak tedbirlerin elektronik belge yönetim sistemlerinin tasarım 

aĢamasında ele alınması gerekmektedir. 

 Elektronik belgelerin kayıt altına alınması, kullanılması ve arĢivlenmesi konularında çalıĢma 

yapma görevi E-DönüĢüm Ġcra Kurulu’nun 9 Eylül 2004 tarih ve 7 numaralı Kararı ile Devlet 

ArĢivleri Genel Müdürlüğü’ne verilerek TSE 13298 no’lu standardın yayınlanması sağlanmıĢtır. 

Hazırlanan bu standart kamu kurum ve kuruluĢlarının kullanacakları elektronik belge yönetim 

sistemleri için temel bir kaynak teĢkil etmektedir. 

 Kamu kurum ve kuruluĢları oluĢturacakları elektronik belge yönetim sistemlerinde TSE 13298 

no’lu standarda göre iĢlem yapacak, ayrıca üretmiĢ oldukları elektronik belgenin kurumlar arası 

paylaĢımını www.devletarsivleri.gov.tr internet adresinde belirlenen kurumlar arası elektronik belge 

paylaĢım hizmeti kriterlerine göre gerçekleĢtirecektir. Genelgenin yayımı tarihinden önce kurulan 

sistemler ise ilgili kamu kurum ve kuruluĢlarınca gözden geçirilerek iki yıl içinde standarda uyumlu 

hale getirilecektir. 

 Bilgilerini ve gereğini rica ederim.  
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APPENDIX F: APPROVAL LETTER OF PRACTICAL ETHICS 

RESEARCH BOARD 
 

 

 

 


