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ABSTRACT

NATIONAL AND INTERNATIONAL CYBERSECURITY STRATEGIES OF THE
UNITED STATES: A SECURITIZATION ATTEMPT?

Kii¢tikaydin, Duygu

MS., Department of International Relations
Supervisor: Assistant Professor Dr. Tuba Unlii Bilgic

June 2016, 193 pages

This thesis aims to explore how cybersecurity has become a national security issue for
the United States. It will analyze the issue by trying to answer the question of whether
this process, which started with the Clinton Administration, is a successful
‘securitization.’ In this line, this thesis, firstly, tries to conceptualize the cyberspace as a
new domain for international politics through examining its rise in the information age.
Then, it emphasizes the major debates between cyber-pessimists and cyber-skeptics
concerning the effects of cyberspace on major security concepts such as warfare,
power, attack, offense-defense balance and security dilemma. In the light of this
conceptualization, the thesis will try to answer the research question through
concentrating on both internal and international cybersecurity strategies of the last three
presidents, namely of Bill Clinton, George W. Bush and Barack Obama. At the
domestic level, it analyzes securitization of the issue and the policymaking process
which involves the main bureaucratic agencies of the US. At international level, it

examines evolution of the bilateral and multilateral cybersecurity strategies.
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0z

AMERIKA BIRLESIK DEVLETLERI’NIN ULUSAL VE ULUSLARARASI SiBER
GUVENLIK STRATEJILERi: GUVENLIKLES TIRME HAREK ETI?

Kii¢ikaydn, Duygu

Yiiksek Lisans, Uluslararasi iliskiler B liimii

Tez Yoneticisi: Yardime1 Dogent Doktor Tuba Unlii Bilgic

Haziran 2016, 193 sayfa

Bu tezin amaci, siber giiveligin nasil bir Amerikan ulusal giivenlik meselesi olarak ele
alindigint incelemektir. Bu caliyma, ele aldig1 donem itibariyle, Clinton doéneminde
baslayan siirecin basarili bir giivenliklestirme hareketi olup olmadigr sorusunu
cevaplamaya c¢alisir. Bu amag¢ dogrultusunda, dncelikle siber alana ait kavramlar siber
alanmn bilgi ¢aginda yiikselisi kapsaminda incelenir. Daha sonra, siber pesimistler ve
siber kuskucular arasindaki giivenlik kavramlar1 temelinde devam eden ana tartigmalara
deginilir. Ardindan bu kavramlar 1s18inda, ii¢ Amerikan baskani ydnetimindeki —
Clinton, Bush ve Obama- ulusal ve uluslararasi siber giivenlik stratejilerine
odaklanilarak tezin arastirma sorusuna cevap aranir. Ulusal diizlemde siber alanmn
giivenliklestirilmesi ve politika gelistirme siireci ana biirokratik organlar dahilinde
incelenir. Uluslararast diizlemde ikili ve ¢oklu siber giivenlik stratejilerinin geligimi

incelenir.

Anahtar Kelimeler: Siber Alan, Siber Giivenlik, Ulusal Giivenlik, Amerika Birlesik
Devletleri, Giivenliklestirme Teorisi

Vi



To Mr. Love and Jr. Love

vii



ACKNOWLEDGEMENTS

First and foremost, | wish to express my sincere gratitude to Assistant Professor Doctor
Tuba Unlii Bilgig. Her constructive and academic criticism helped me to conclude this
thesis. I will always remember and appreciate her irreplaceable academic assistance and
intellectual support for my thesis as well as her patience and kindness. In all means,

without her support, writing this thesis would not have been possible.

Also, I would like to thank to examining committee members, Associate Prof. Dr.
Bestami S. Bilgi¢ and Assistant Prof Dr. Serif Onur Bahgecik for their valuable

contributions and comments to my thesis.

| wish to thank my friends and colleagues, particularly Nesrin Kog, Alp Eren Topal,
Funda Kelahmetoglu and Yasemin Kii¢iikkaydin for their continuous support and

encouragement.

And last but not least I am heavily indebted to my family and most notably to my
husband Ismail Kiicikkaydin for his love, patience and continuous support and
contributions both spiritually and materially. Without them, this study could not have

been complete.

viii



TABLE OF CONTENTS

PLAGIARISIM ..ttt ettt e e e nnnas iii
ABSTRAC T .. Y
@ 7/ vi
DEDICATION ...ttt ettt vii
ACKNOWLEDGEMENTS ...t viii
TABLE OF CONTENTS ...ttt st nnee e IX
LIST OF ABBREVIATIONS ... .ottt Xii
CHAPTER
1 INTRODUCTION. ...ttt e reas 1
1.1 The Statement of the Problem............cccoiiiiiiiiiie 2
1.2 MELNOTOIOGY ... e 7
1.3 Organization 0fthe StUAY ......cccccoveiieii i 8
2 CYBERSPACE AND INTERNATIONAL RELATIONS: THEORY and
PRACTICE. ... oottt e e e e et e e et e e et e e anba e e snbe e e enaeesseeeanneeeanes 12
2.1 Broadening Concept of Security: Cybersecurity and the Copenhagen
SCNOOT .. 13
2.2  AlJourney towards Cyber WOrld............cccooovevveieiieiieir e 16
2.3 Cyber Optimists, Cyber Skeptics and Cyber Pessimists: Main Debates
on Cyberspace and CYDErSECUNILY .......cccueiveiieiiiiicie et 26
2.4  Capabilities in the Cyberspace: Cyber Power and Offense-Defense
BaIANCE ... e 35
2.5 CONCIUSTON.....cuiiiiiiiiice e 42
3 CLINTON ERA: YEARS OF BURGEONING.........cooiiiiiieicieeeeeceee e 44

iX



3.1 INEFOAUCTION ettt e e e e e 44

3.2 Foreign Policy Framework of the Clinton Administration....................... 44
3.3 Burgeoning 0f CYDEISECUIILY ......ccccviiiirieiiieie e 49
3.3.1 Causes of BUIrgeoning.......cccovvveiiiiieeiie e 50

3.3.1.1 Vulrerability and Risk Assessment of Threats to Critical
INTrASTFUCTUNE ..o 50
3.3.1.2 ECONOMIC INTEIESTS....cviiiiiiiiiiiieieie e 52
3.3.2 Cyber Incidents 0f 1990s and the ‘First Cyberwar’..............c.c..... 56
3.4  Building-up Cybersecurity Strategy in Domestic Politics........................ 59
3.4.1 Role of the Department 0f DEfENSE ........cccovvriiiiiiiciecieece, 60
3.4.2 Role 0f the PreSidenCy ......ccooeierieiieiiiie e 66
3.4.3 Role of the Legislative Efforts...........ccccoovvviiiviie i 71
3.5  Building-up International Cybersecurity Strategy.........cccccevvvervrivereennnn. 73
3.6 CONCIUSTON ...t 75
4 BUSH ERA:CYBERSECURTIY IN THE SHADOW OF TERRORISM.................. 77
A1 INIOUUCTION vttt 77
4.2  Foreign Policy Framework of the Bush Administration .............cc.ccecvevie. 78

4.3  Developing Cybersecurity Strategy and Proliferation of Cyberterrorism
Discourse in DOMESEIC POITICS.........coeiiiiiiiieciccee e 81
4.3.1 Role of the Department of Homeland Security ..........c.ccccccvenennee. 83
4.3.2 Role of the Department of DEfenSe ........cccoovviiieieieieiieecee, 87
4.3.3 Role 0f the President..........ccoviieiiiiiiie e, 94
4.3.4 Role of the Legislative Efforts..........ccccoevvviviiieii i 98
4.3.5 Role of the Non-Governmental Organizations and Agencies ....100
4.4  Anlinternational AtEMPL? ..o 103
45 CONCIUSION ..iiiiiiiiic e 107
5 OBAMA ERA:INCREASING EFFORTS ... .ooiiiiie e 109

X



5.1 INETOAUCTION ..ottt e e e e e e e e e e e e e e e 109

5.2 Foreign Policy Framework of the Obama Administration.................... 110
5.3  Increasing Efforts on Enhancing National Cybersecurity Strategy ....... 112
5.3.1 Role of the Presidency......c.ccccevviiiieiiiiiiic e 113
5.3.2 Role of the Department of Homeland Security .............c.ccve.....e. 125
5.3.3 Role of the Department of Defense .........cccvcvevveieeniereiiesiennnn, 131
5.3.4 Role of the Legislative EffOrts .........ccooooiiiiiiiiiincccee, 135
5.4  Towards an International Cybersecurity Strategy? .........ccccoeevvvevvennenne. 142
5.4.1 US-Russia: Strategic Game under the Roof of International
OFQANIZALIONS ...t e 148
5.4.2 US-China: A Cyber Cold War?........cccccoiiviiiininie e, 150
5.5 CONCIUSTON. ...ttt 155
B CONCLUSION ...ttt 157
REFERENGES ... .ottt bttt be s 163
APPENDICES
APPENDIX A: TURKISH SUMMARY ..ot 180
APPENDIX B: TEZ FOTOKOPISI IZIN FORMU .....ccoovovivieiierciceeeeeee e 193

Xi



CNCI

CSIS

DoS

DDoS

DHS

DoD

NATO

PDD

PPD

UN

usS

USCYBERCOM

LIST OF ABBREVIATIONS

Comprehensive National Cybersecurity Initiative
Center for Strategic and International Studies
Denial of Service

Distributed Denial of Service

The Department of Homeland Security

The Department of Defense

North Atlantic Treaty Organization
Presidential Decision Directive

Presidential Policy Directive

The United Nations

The United States

The United States Cyber Command

xii



CHAPTER 1

INTRODUCTION

The United States (US) has been the main target of cyber intrusions with a gradually
increasing level on daily basis.® To make it more clear, it was reported by the US
General Accounting Office that number of cyber incidents reached 67,168 in 2014 with
an increase of 1,121% which was almost thirteen times higher than it had been in 2006
with 5,503 cyber incidents.? Inspired by the ever-growing new threats from cyberspace,
this thesis aims to address cybersecurity policy of the US by analyzing its response to

this emerging virtual domain at national and international levels.

In the information age, the popularity of cyberspace and cybersecurity have been
increasing day by day as the world gets more and more connected by the Internet based
networks, software, hardware and other digital tools. Cyberspace is now an integral
part of political life which affects the whole system of military, economy, intelligence,
public service, and so on. Moreover, cyber domain, with its inherent actors and
networks, is crucial in the digital age because it has profound impact on national
welfare and influence on international arena through the use of new technologies for

economic and political purposes. The effects of this growing domain may be observed

! For statistics on daily digital attacks: Norse Corp, http://map.norsecorp.com/#/ (Accessed on
28.04.2016)

2 «Cybersecurity Actions Needed to Address Challenges Facing Federal Systems,” U.S. Government
Accountability Office, April 22, 2015, http://www.gao.gov/assets/670/669810.pdf


http://map.norsecorp.com/#/

through vulnerability assessments, threat perceptions, and responsive security strategies
of both public and private sectors of states. Therefore, information technology

revolution represents another major point that affects referent objects and threats.

In accordance with the innovations brought about by the information age and the rapid
evolution of cyberspace, which makes cybersecurity a vital and central problematic in
security studies, this thesis will concentrate on the cybersecurity policies and strategies
of the United States, and their international repercussions. The research question will
be: How cybersecurity is dealt with as a national security issue in the US and what kind
of measures and strategies have been developed at the domestic and international

levels?
1.1 The Statement of the Problem

Security studies is quite popular within the wider discipline of international relations
since it covers a wide range of thematic issues from societal to state level. Furthermore,
these themes are not static, but subject to rapid change due to critical developments,

which also makes it a dynamic area of research.

In the Cold War period, the international world faced multi-faceted challenges of
nuclear strategy and threats coming from nuclear weapons. The end of the Cold War in
1991 and the rise of terrorism in the 2000s represent recent critical developments. In
post-Cold War period, for instance, the traditional concepts of referent objects and
threats have changed in that now states are not considered as the only principal referent
object; there is an observed diversification of referent objects and threats. In other
words, the end of the Cold War has opened a new phase which includes a new set of
threats and vulnerabilities towards recently emerging actors and traditional actors. In
addition to environmental, humanitarian, and economic issues, the late 1990s and the
first decade of the millennium have seen the rise of terrorism or in particular war on

terrorism as a central concern.



However, concerns of the era are not limited to the war on terrorism. From the 1990s
onwards and especially in the second half of the 2000s, securing information and
technology in the digital age, as well as sustaining security of physical space and
cyberspace from cyber threats have become an important and also controversial part of
security studies. Its importance stems from the claims that cyberspace has initiated a
new phase in security studies with its different characteristics. In other words, it is
argued that cyberspace poses particular challenges to security policy and strategy of
actors with the emergence of new vulnerabilities based on cyber threats. These
challenges are derived from unique characteristics of cyberspace and results of cyber

attacks which are not pre-defined.

The thematic progress in the security studies, the effects of the new world order with
the end of the Cold War and the impact of the ascending cyberspace on this order may
be observed through the examination of policies and strategies of one of the world’s
leading powers, the US. In time, ever-expanding and evolving nature of cyberspace has
become more and more clear in the US. To illustrate, one of the critical strategic
documents of the Bush Administration The National Strategy to Secure Cyberspace,
which was released on February 14, 2003 with the aim of identifying cyberspace and

strategic objectives, admitted that:

Our economy and national security are fully dependent upon information
technology and the information infrastructure. At the core of the information
infrastructure upon which we depend is the Internet, a system originally
designed to share unclassified research among scientists who were assumed to
be uninterested in abusing the network. It is that same The Internet that today
connects millions of other computer networks making most of the nation’s
essential services and infrastructures work. These computer networks also



control physical objects such as electrical transformers, trains, pipeline pumps,
chemical vats, radars, and stock markets, all of which exist beyond cyberspace.®

Bush displayed the importance of information age by showing the critical position of
the information infrastructure. In addition to presidential statements, analogies with
historically critical cases like Pearl Harbor and Enigma-Ultra were used to highlight the
importance of the cybersecurity. In 2008, the report of Center for Strategic and
International Studies (CSIS) Securing Cyberspace for the 44th Presidency, which was
prepared for defining the roles of the new presidents, stressed the growing concerns

regarding the cyberspace by asserting:

Many people know the story of Ultra and Enigma. Enigma was the German
military encryption machine in the World War 11; Ultra was the British Program
to crack the German codes. The British, through a combination skill, luck and
perseverance, were able to collect and decrypt sensitive German military
communications and essentially become part of German military network. This
gave them immense advantage and made allied success more rapid and assured.
The outcome of an invisible struggle between Britain and Germany in a
precursor to cyberspace gave one side an immense advantage. The United
States in similar situation today, but we are not playing the role of the British.
Foreign opponents, through a combination skill, luck and perseverance, were
able to penetrate poorly protected US computer networks and collect immense
quantities of valuable information. [...] These potential opponents have not
hesitated to avail themselves of the opportunities presented by poor
cybersecurity. America’s failure to protect cyberspace is one of the most urgent
national problems facing the new administration that will take office January
2009. It is, like Ultra and Enigma, a battle fought mainly in the shadows. It is a
battle we are losing.*

% George W. Bush, The National Strategy to Secure Cyberspace (Washington, DC, 2003), p.vii.
https://www.us-cert.gov/sites/default/files/publications/cyberspace_strategy.pdf.

* Commission on Cybersecurity for the 44th Presidency, Securing Cyberspace for the 44th Presidency
(Washington, DC, 2008), p.11. http://csis.org/files/media/csis/pubs/081208_securingcyberspace_44.pdf.
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Onseveral occasions, Leon Panetta, Secretary of Defense of the US between July 2011
and February 2013, tried to make the US public be aware of the dangers from

cyberspace by stating:

Cyberspace is the new frontier, full of possibilities to advance security and
prosperity in the 21st century. And yet, with these possibilities, also come new
perils and new dangers. The Internet is open. It's highly accessible, as it should
be. But that also presents a new terrain for warfare. It is a battlefield of the
future where adversaries can seek to do harm to our country, to our economy,
and to our citizens. [...] An aggressor nation or extremist group could use these
kinds of cyber tools to gain control of critical switches. They could, for
example, derail passenger trains or even more dangerous, derail trains loaded
with lethal chemicals. They could contaminate the water supply in major cities
or shutdown the power grid across large parts of the country. The most
destructive scenarios involve cyber actors launching several attacks on our
critical infrastructure at one time, in combination with a physical attack on our
country. Attackers could also seek to disable or degrade critical military
systems and communication networks. The collective result of these kinds of
attacks could be a cyber Pearl Harbor; an attack that would cause physical
destruction and the loss of life. In fact, it would paralyze and shock the nation
and create a new, profound sense of vulnerability.®

These analogies are critical in terms of defining the extent and the nature of cyber
threats since threats from cyberspace are tried to be identified on the same ground with
the striking cases. These analogies demonstrate how cyberspace and cybersecurity have
become one of the trending topics in security studies, and how they have shaped threat

perceptions of states.

In accordance with the rhetorical evolution of cybersecurity, enhancing cybersecurity
and capabilities in cyberspace have been integrated into the national security strategies

of the US beginning from the Clinton Administration. This thesis aims to scrutinize

> “Secretary Panetta’s Speech About Cybersecurity,” Council on Foreign Relations, 2012,
http://www.cfr.org/cybersecurity/secretary -panettas-speech-cybersecurity/p29262.



responses by the American administrations to threats emanating from the virtual
domain, cyberspace, targeting one of the most important actors of the international
politics, the United States. Cyberspace is in the security agenda of not only the US;
many other nations are gradually defining their strategies towards cyberspace.®
However, this thesis concentrates on the US politics because of this country’s dominant
position in international politics as it sets primary examples for other actors to follow.
In other words, it is more likely for the US to have the leading role on the issue of
cybersecurity. The perspective of the US on this evolving topic will be crucial to

understand the kind of national and international strategies.

Studies regarding the cyberspace cannot offer extensively rigorous argumentation
rather it can be defined as provisional.” However, despite this nascent characteristic of
cyberspace, there is a growing need to study to interpret the ongoing effects of
cyberspace on national politics, to explain the strategies, and to predict future effects of
the issue on the general picture of the international politics and security studies. It is
critically important to explore these effects since there has emerged new pillar of power
based on information, and new kinds of non-traditional threats with the inclusion of
non-state actors. On the other hand, negligence about importance of cyber domain in
recent international politics does not seem meaningful while cyberspace is accepted as
a new domain for security studies by policymakers. While actors of international

politics try to enhance their capabilities in cyberspace, underestimation of the

® Alexander Klimburg, ed., National Cybersecurity Framework Manual (Tallinn: NATO Cooperative
Cyber Defence Centre of Excellence), pp.53-55.
https://ccdcoe.org/publications/books/NationalCyberSecurityFrameworkManual.pdf. (Accessed on
13.11.2015)

" Lucas Kello, “The Meaning of the Cyber Revolution: Perils to Theory and Statecraft,” International
Security 38, no. 2 (2013), p.8.



cyberspace could create strategic vulnerabilities in security studies even if cyberspace

does not bring overtly violent consequences.

This study as a hypothesis argues that the US response to increasing level of cyber
threats is diversified at national and international levels in the light of a securitization
move. At national level, which implies a gradual increase in the securitization move,
there are more attempts to have consistent and comprehensive strategies in order to
prevent or to decrease damage from cyber attacks. At international level, the level of
securitization is almost non-existent because there are limited efforts for international

cybersecurity strategy to keep strategic use of cyberspace at maximum.
1.2 Methodology

To illustrate effects and challenges of cyberspace, specific definitions and debates
regarding the cyberspace will be examined by relying on secondary sources consisting
of a selection of books and journal articles. In order to analyze ewvolution of
cybersecurity as national security issue, mainly primary sources will be utilized.
Concerning presidential attitudes and strategies, governmental documents such as
hearings, bills, policy statements and other federal documents will be used. Online
sources and articles from the major newspapers will also be used. They will be critical
in comparing the policies and strategies of the three consecutive presidential

administrations.

The research approach is the qualitative analysis of mainly the primary documents
primarily. Primary documents will help to analyze strategies towards cybersecurity at

bureaucratic, national and international levels starting from presidency of Bill Clinton.

In order to supplement explanatory power of the qualitative analysis of the primary
documents, securitization theory of the Copenhagen School will be utilized. The
securitization theory will allow interpreting the policy statements of the each

presidential administration. It will make it easier to understand the evolution of

7



cybersecurity as a national security issue by tracing the process of labeling the referent
objects, the existential threat, the speech act, the securitization move and finally the
securitization, if there is an act of securitization. Moreover, with the categorization of
the main concepts of securitization theory at national level, it will be consistent to

compare it with the development of international cybersecurity strategies.

Regarding the qualitative analysis, a causal mechanism will be proposed between X,
the cause and Y, the outcome. X inthis thesis is malicious activities of various actors in
cyberspace. In causal mechanism, main role belongs to the government with its entities
that try to produce either offensive or defensive strategies at national and international
levels. The outcome, Y, can be reached by utilizing the securitization theory. At
national level, the US has applied the risk-based strategies such as imposing sanctions
and developing law enforcement mechanism to take preventive measures since there is
a securitization move concerning national security based on vulnerabilities. At
international level, in the absence of a decisive securitization move, the US has utilized
from more opportunity-based strategies to launch offensive actions and to keep its
prestigious status by developing bilateral relationships with emerging cyber powers like
China and Russia, and more comprehensive relations can be pinpointed within the

structure of the international organizations.

Based on these assumptions, combination of the qualitative analysis of the primary
documents and the securitization theory will help to serve more clear and consistent

argument at national and international levels.
1.3 Organization of the Study

In order to explain the causal mechanism between malicious use of cyberspace and its
effects on the US national and international strategies, this study will first present a
brief introduction of the broadened security concept and the Copenhagen School and

then, focus on examining position of cyberspace in the field of International Relations
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(IR). Therefore, Chapter 2 proceeds with an analysis of the relationship between
cyberspace and international relations. In order to be able to answer the research
question of this thesis, it is necessary to begin with the concepts and the definitions of
the cyberspace, as they have many differences as well as similarities when cyberspace
is compared to traditional domains. In this chapter, mainly, the concepts of cyber war,
cyber weapon, cyber attacks, cyber threat, and cyber power will be examined in detail
along with the division of the literature on cyberspace. In the examination of main
concepts, | will refer to three main points of view in literature which are cyber
optimists, cyber pessimists and cyber skeptics. The division among them derives from
their position on the effects of technology revolution and information technologies on
politics. This chapter will help to analyze the evolution of cyberspace as a security
issue for the US by indicating the critical features and main debates regarding the

cyberspace.

As time constraint of this study suggests examination of presidential actions will start
with the 42" President of the United States, Bill Clinton and end up with the 44"
President of the United States, Barack Obama. In the following three chapters, the
evolution of cyberspace as a national security issue will be detailed along with the
policies, strategies and responses towards threats emanating from cyberspace. In each
of these chapters, position of cyberspace and cybersecurity in general policy frame work
will be analyzed for each presidential term. Then, the national and international efforts
of the main bureaucratic agencies to establish cybersecurity strategy will be displayed
by referring to the main concepts of the securitization theory. Critical cases of the each
presidential term will be used to show their effects on growing awareness of

cybersecurity.

In detail, as cybersecurity is an issue that implies strategies of military, technical and
intelligence personnel of the administration it requires multilayered examination of

decision-making process. In this sense, each presidential term will be examined


https://en.wikipedia.org/wiki/President_of_the_United_States

chronologically, in order to explain the process and results of policies and strategies of
the US towards cybersecurity. But, this presidential examination will essentially
involve deep insight of the position of bureaucratic agencies though presidential
considerations which are generally accepted as the main determinant of strategies.
Since every bureaucracy has its own subculture due to organizational system of the US,
their positions should be examined one by one in each term. That is why positions and
interactions of executive, military and legislative branches of government are included
as critical securitizing actors. To compare and to contrast the influence of bureaucratic

agencies on strategy for cybersecurity, there are two sub-questions to answer:

e What is the role of the agency on cybersecurity?
e What are the actions or the strategies of agency to secure cyberspace?

Thus, in the third chapter, as it examines the Clinton Administration as years of
burgeoning of cybersecurity, the reasons behind the rise of cybersecurity during this
period will be considered. In the following chapter, for Bush term, it will be shown
how cybersecurity was linked with the war on terrorism. In the fifth chapter, increasing
efforts of the Obama Administration will be explained as more decisive efforts for a
successful securitization in order to take necessary measures concerning national

security.

The last chapter, conclusion, will be based on the comparison of three presidential
terms through the qualitative analysis of the primary resources and securitization
theory. It will be suggested that although it was not a direct and successful
securitization in the beginning, there have been effects of securitization moves
regarding the paradoxes of cyberspace which offer both risks and vulnerabilities
through emerging threats and opportunities as it can be used for strategic purposes. In
terms of domestic cybersecurity strategies, there is a stronger securitization move as the

three presidents have worked to develop some extraordinary measures by defining

10



existential threats and referent objects. Contrary to national line, in international
domain, securitization move is weaker as it will allow the US to benefit from the
strategic advantages of the cyberspace which lets actors pursue offensive actions in

cyberspace to complement physical actions.

11



CHAPTER 2

CYBERSPACE AND INTERNATIONAL RELATIONS:
THEORY and PRACTICE

Information revolution or information age has produced new terms and subjects for any
field that touches upon technology. Therefore, security studies have been affected from
these major developments. In this line, this chapter will start with the examination of
broadened security concept and securitization theory of the Copenhagen School. Before
the discussion of the main concepts of cyberspace and literature review, this chapter
will first address the evolution of cyberspace in the light of the information re volution.
What do we mean by the information age? What is cyberspace? What are the
components of cyberspace? How does it relate with international relations and security

studies? These are the four major questions that will be answered during this chapter.

Then, the available literature on cyberspace will be covered, prior to a detailed
discussion of the effects of cyberspace on politics. New terminology of this new
domain will allow us to underline its difference from traditional terms of war, weapons,
power, attack, security and also to emphasize their similarities. This will help produce a
clearer argument. Therefore, in order to analyze positions in literature and to serve a
consistent argument, it is important to define the terms of cyberspace by providing its
technical definition and emphasizing its significance for the security studies and from

the perspective of strategy-planning and policy-making process of the US.

12



2.1 Broadening Concept of Security: Cybersecurity and the Copenhagen School

Security is one of the important and controversial concepts addressed by the
mainstream IR theories. Defining the concept of security may require answering
several questions such as: Whose security? What are the threats? What kind of
measures should be taken? As the answers to these questions may change in
accordance with the issue, the definition of the security may be vague. Yet, some offer
a general definition of security. For instance, according to Arnold Wolfers, ‘security’ as
an aspired value for a nation means “the absence of threats to acquired values” in an
objective sense and “the absence of fear that such values will be attacked” in a
subjective sense.® These objective and subjective nature of security are measured by the
ability of nation which refers to its possessions of power. To put it differently,
traditionally, security may be defined as absence of military threat which is based on
the relationship between power and politics from a realist perspective. This definition
was exposed to challenge with the end of the Cold War and the disappearance of the
Soviet Union. It was argued that the challenge stemmed from the relatively decreasing
importance of the military power and so military threat.® In parallel to this, non-military
threats were expected to be a critical part of the security studies.'® In addition to the
new threats, it was also expected and realized that not only the states and national
security will be subject of these threats, but also there will other objects. Therefore,

military statecraft might not be an effective mean to achieve security.

8 Amold Wolfers, Discord and Collaboraiton: Essays on International Politics (Baltimore: The Johns
Hopkins University Press, 1965), p.150.

® David A. Baldwin, “Security Studies And The End Of The Cold War,” World Politics 48 (1995), p.118.

19 1bid., p.118.
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The challenges to the concept of security may be observed empirically. Since the end
of the Cold War, there have been many themes in security studies: economic and social
problems such as industrial development and poverty, environmental degradation and
global warming, international migration, health problems, terrorism, and so on. Among
the broadened dimensions of security studies, cybersecurity should be inserted in the

information age regarding the rapid evolution of the cyberspace.

In the field of cybersecurity, there is a discussion around theoretical stagnation which
means mainstream IR theories are avoiding from the study of cyberspace as underlined
by Lucas Kello.** In this regard, it is important to merge theory and practices to prevent
the growing gap in the field of cybersecurity.'? In doing so, securitization would offer
the best framework to explain evolution of cybersecurity because realist and liberal

paradigms may see cyberspace and cybersecurity as an exaggerated case.

As security issues grow in variety that threats from traditional domains should not be
taken as the only security problem; it would be better to consider threats that arise from
non-traditional spheres as in the case of cyberspace. In the framework of the
Copenhagen School, there are different types of referent objects from five sectors that
are military, political, environmental, economic and societal. This means not only the
states but also identity or survival of nature could be referent objects. The widening

analysis makes securitization a quite popular model within security studies.

Barry Buzan, as a prominent figure of the Securitization Model, sees security as a ‘self-
referential practice’. According to him, “the issue becomes a security issue through

language, not necessarily because a real threat exists but because the issue is presented

1 Kello, “The Meaning of the Cyber Revolution: Perils to Theory and Statecraft,” p.12.

2 1bid., p.12.
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as such a threat.”® It means that security is not something out there; it is a result of a
certain process which is defined as speech act.'* Ole Weaver, another leading scholar
of the Copenhagen School, explains security as “it is by labelling something a security

issue that it becomes one.”*®

In its theoretical framework, for a successful securitization there are some paths to
follow up which can be defined as securitization move. According the scholars of the
Copenhagen School, at first there should be an existential threat that is determined and
served by the securitizing actor.*® There should be referent objects that are threatened
by this existential threat. Final unit of the securitization analysis is the functional actors
that are influential in the security sectors of securitization through speech act.'” For
instance, from the perspective of the analysis of this study, if the referent object is state,
its operational capability in cyberspace is defined as the national priority by
securitizing actors who are generally the political leaders and the government. Finally,
to have a successful securitization, there should be measures which are defined as
emergency or extraordinary against the existential threat.*® In general, the extraordinary

measures may be applied when the audience is convinced by the securitizing actor. °

13 Barry Buzan, Ole Weaver, and Jaap De Wilde, eds., Security: A New Framework for Analysis
(London: Lynnie Rienner Publishers, 1998), p.24.

1 1bid., p.26.

15 0le Weaver, “Aberystwyth, Paris, Copenhagen: New Schools in Security Theory and the Origins
between Core and Periphery” (Montreal: ISA Conference, 2004), p.13.

16 Buzan, Weaver, and De Wilde, Security: A New Framework for Analysis, p.25.
7 1bid., p.36.
18 1bid., p.26.

19 1bid., p.26.
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For a securitizing actor, it is important to get support of the public because when he
takes the extraordinary measures against existential threat, the audience should be
persuaded. Therefore, for a full successful securitization a securitization move which
refers to the definition of threat is important together with the persuasion of the

audience.?°

In the process of convincing the audience, speech act has gained
importance with the promotion of Ole Weaver. For him, security can be seen as a
speech act where referent objects and existential threats are signified mostly by the
promotion of securitizing actors.?! Here, effectiveness of reports, statements of the

politicians, media, news and official documents should not be ignored.

Therefore, it is helpful to analyze referent object which is tried to be secured from
existential threat and role of securitizing actor by exploring speech act during the
securitization move, and the measures taken to solve the security problem by using
securitization theory. This perspective perfectly fits with the issue in cybersecurity
since it neither denies anarchical international system nor limits existential threats by

military ones. Moreover, securitization will help complement the causal chain.
2.2 A Journey towards Cyber World

Information age may be defined as inclusion of “the growing presence of certain
technical devices and tools in society that allow the much more rapid communication

of information and knowledge.””*> Moreover, it is also defined as a process of transition

20 1bid., p.25.

21 Ole Weaver, “Securitization and Desecuritization,” in On Security, ed. Ronnie D. Lipschutz (New
York: Columbia University Press, 1995), p.55.

22 Nico Stehr, “Theories of the Information Age,” in Historical Developments and Theoretical
Approaches in Sociology 2, ed. Charles Crothers (Oxford: EOLSS Publishers, 2010), p.376.
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from industrial age to informationage.? In the very beginning, it should be underlined
that neither information and communication technology nor all other related networked
systems —including the Internet- do not come out of a clear blue sky. It is a man-made
process in its innovation and development. Once technological developments occurred,
these have been disseminated in social, political, economic, cultural areas in individual

level and state-level and then in global level.

How did it begin? The information revolution is associated with the promising digital
technological innovations of 1960s.2* This period started with the realization of the
ARPANET (The Advanced Research Projects Agency Network) project which can be
defined as the base of the Internet. In the beginning, it was a project of the US
Department of Defense which was originally invented to speed up the communication
within the US administration in the Cold War period with military purposes.?® The
invention and then commercialization of the Internet in 1990s have accelerated this
process. Then, it continued with the integration of new innovations such as software,
the Internet and finally network based critical infrastructures to digital technologies.
Among all these innovative developments, today, the Internet is regarded as the key

indicator of this worldwide revolution and as the main cause of cyber insecurity. 2

What are the roles of these developments for public? The Internet as one of the main
catalyzer of this revolution dates back to birth of ARPANET in 1965. Although it was

2 Yannis Veneris, “Modelling the Transition from the Industrial to the Informational Revolution,”
Environment and Planning A 22, no. 3 (1990): 399-416.

24 Emmanuel C. Lallana and Margaret N. Uy, The Information Age (UNDP Asia-Pacific Develop ment
Information Programme, 2003), p.5. http://www.unapcict.org/ecohub/resources/the-information-age.

2% “The Invention of the Internet,” History, http://www.history.com/topics/inventions/invention-of-the-
the Internet (Accessed on 13.04.2016)

26 Kristin M. Lord and Travis Sharp, America’s Cyber Future: Security and Prosperity in the
Information Age, Centre fora New American Security, (Washington, DC, 2011), p.20.
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not a public project in its invention period, after a while, it became a common public
service with the invention of ‘world wide web’ in the beginning of 1990s.2” This global
network is referred as a medium of communication and commerce.?® For the US, the
functioning of this digital network has vital significance in functioning of economic,
military and social services.?® For instance, a cyber attack on the military networks
through the Internet can disrupt either communication or navigation systems of
military.®° Any disruption of the Internet or related infrastructures may lead a great
economic cost since it is estimated that the contribution of the Internet to annual GDP
is about $2 trillion according to a report of the White House in 2009.3! Moreover, it is
an inseparable part of everyday life as well as political life. It can be observed in the
spread of access of the Internet which could be understood from the table below that

compare and contrast the Internet access.

The advent of the Internet and transmission of it into public usage can be seen as
fundamental factor that revolutionized information age. Although developed world
have the advantage of technologic advances, world in total has doubled the Internet
access.? By this way, people take the advantage of web-based services from e-learning

to e-commerce. On the other hand, the growing public usage of the Internet has been

27 Klimburg, National Cybersecurity Framework Manual, p.2.

28 allana and Uy, The Information Age, p.9.

29 Lord and Sharp, America’s Cyber Future: Security and Prosperity in the Information Age, p.7.

30 1bid., p.7.

31 Executive Office Of The President Council, National Economic Policy, Office Of Science And
Technology, A Strategy For American Innovation: Driving Towards Sustainable Growth And Quality
Jobs, 2009, p.5, https://www.whitehouse.gov/sites/default/files/microsites/ostp/innovation -

whitepaper.pdf.

%2 |nternational Telecommunication Union, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx
(Accessed on 15.05.2016)
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increasing the variety of actors. In other words, widespread use of the Internet means
that your adversary can be a teenager or a housewife as well as more familiar actors of
IR. The variety of actors and widespread of use of the Internet make more and more
people available to pursue an attack in cyberspace. With all these factors, cyberspace

became a popular term.

Cyberspace which does not have constant and universal definition may be seen as an
umbrella term that imposes new features to traditional concepts such as power, attack,
threat, and security. At first glance, terms include cyber- prefix looks like as parts of a
science-fiction book or a science-fiction movie for many. But, it is not a delusion.
Cyberspace is popularized within the stories and books of an American-Canadian
novelist, William Gibson.®* However, although origin of the term favors this standing,
currently it is a vital part of everyday life as well as political life. As it is open to daily
observation, almost everybody is able to access and to use these technologies.
Appearance of cyberspace in popular novels and emphasis on digital revolution and
cyber domain in several Hollywood movies and TV-series are good examples of its

acceptance in daily life.

As it does not have a common definition, there can be slightly different definitions of
cyberspace either by limiting it to computers and the Internet networks or by expanding
it beyond digital technologies. For many organizations and scholars there are only three
main components of cyberspace which are computer networks, the Internet and critical
infrastructures. Lucas Kello defines cyberspace by separating three related parts which

are the Internet, the world wide web, and cyber archipelago which includes computer

33 «Cyberspace,” http:/techterms.com/definition/cyberspace; Thomas Jones, “William Gibson: Beyond
Cyberspace,” The Guardian, September 21, 2011,
http://www.theguardian.com/books/2011/sep/22/william-gibson-beyond-cyberspace.
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systems.3* As an example to organizations, International Telecommunication Union
(ITU) defines cyberspace as “systems and services connected either directly to or
indirectly to the Internet, telecommunications and computer networks.”3® Even this
limited definition causes a ground for new vulnerabilities. In this line, it emphasizes
cyberspace as a critical component of national security since malicious use of

cyberspace could cause wide range of security breaches for a state.

Cyberspace is also defined as “an operational domain, characterized by the use of
electronics and electromagnetic spectrum to create, store, modify, and exchange
information via networked information systems and associated physical
infrastructures.”®’ The linkage with national security and its operational characteristics
lead one of the main security authorities of the US, the Department of Defense (the
DoD) to define cyberspace as “a global domain within the information environment
consisting of the interdependent network of information technology infrastructures,
including the Internet, telecommunications networks, computer systems, and embedded
processes and controllers.”®® The relatively broad definition of the DoD may be

widened as follows:

% Kello, “The Meaning of the Cyber Revolution: Perils to Theory and Statecraft,” p.17.

3 «ITU National Cybersecurity Strategy Guide,” International Telecommunication Union (Geneva,
2011), p.5. http://www.itu.int/IT U-
D/cyb/cybersecurity/docs/ITUNational Cybersecurity StrategyGuide.pdf.

% bid., p.5.

37 Franklin D. Kramer and Larry K. Wentz, “Cyber Influence and International Security,” in Cyberpower
and National Security, ed. Franklin D. Kramer, Stuart H. Starr, and Larry K. Wentz (Virginia: Potomac
Books, Inc., 2009), p.344.

%8 Joint Chief of Staff, The National Military Strategy for Cyber Operations (Washington, DC, 2006),
p.ix. http://nsarchive.gwu.edu/NSAEBB/NSA EBB424/docs/Cyber-023.pdf.
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More ecosystem than machine, cyberspace is a bioelectronics environment that
is literally universal, it exists everywhere there are telephone vires, coaxial
cables, fiber-optic lines or electromagnetic waves. This environment is
"inhabited" by knowledge, including incorrect ideas, existing in electronic form.
It is connected to the physical environment by portals which allow people to see
what's inside, to put knowledge in, to alter it, and to take knowledge out. Some
of these portals are one-way (e.g. television receivers and television
transmitters); others are two-way (e.g. telephones, computer modems). [...] The
key is software, a special form of electronic knowledge that allows people to
navigate through the cyberspace environment and make its contents
understandable to the human senses in the form of written language, pictures
and sound. People are adding to cyberspace -- creating it, defining it, expanding
it -- at a rate that is already explosive and getting faster. Faster computers,
cheaper means of electronic storage, improved software and more capable
communications channels (satellites, fiber-optic lines) -- each of these factors
independently adds to cyberspace. But the real explosion comes from the
combination of all of them, working together in ways we still do not
understand. 3

As this research deals with the cybersecurity strategies of the US, this thesis will
accordingly use this broad definition of cyberspace. In other words, cyberspace in this
thesis has also a broad meaning because the national security of the US is not only
threatened by ‘online’ attacks that come from computers connected to the Internet.
According to this detailed definition, any strategy for cybersecurity may stem from

vulnerabilities of any component of cyberspace.

In addition to definitions of cyberspace, significant characteristics of cyberspace should
be explored in depth by comparing and contrasting its characteristics with those of
traditional domain because the adaptation to the information age creates a paradox
regarding the cyberspace. The paradox implies that increasing dependency upon digital

technologies via high-speed communication networks, the Internet, and all other

%9 Esther Dyson, “Cyberspace and the American Dream: A Magna Carta for the Knowledge Age,” The
Information Society 12, no. 3(1994), p.296.
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networked systems presents an increasing level of vulnerabilities. November of 1988
could be accepted as one of the turning point for cybersecurity timeline to observe and
to predict vulnerabilities since it is the time of discovery of a computer worm, Morris,
which is called by its launcher Robert Morris, a graduate student. Although this worm
does not have a malicious intention,*® uncontrolled spread and disruptive impact of the
worm on several systems due to bugs in the code demonstrated how these types of

attacks would damage operation of systems with its unique characteristics.

One of the prominent scholars of cyber politics, Nazli Chouchri, Professor of Political
Science at Massachusetts Institute of Technology, points out seven features of
cyberspace which are temporality, physicality, permeation, fluidity, participation,
attribution and accountability.** Temporality in cyberspace means that actions take
place ‘near instantaneity’ other than ‘conventional temporality’.** Physicality refers to
performing over the geographical and physical location.** Permeation means
“penetrating boundaries and jurisdictions” while fluidity means “sustaining shifts and

"4 These characteristics are accompanied by attribution and

reconfigurations.
accountability which together reduce the responsibility for an action in cyberspace
through unauthenticated acts.*® All these differentiate cyberspace from other domains —

air, land and sea-.

40 Larry Seltzer, “The Morris Worm: The Internet Malware Turns 25,” ZDNet, 2013,
http://www.zdnet.com/article/the-morris-worm-the Internet-malware -turns-25/.

*1 Nazli Choucri, “Co-Evolution of Cyberspace and International Relations : New Challenges for the
Social Sciences,” (Montreal: World Science Forum, 2013), p.3.

*2 |bid., p.3.
3 bid., p.3.
* Ibid., p.3.

* bid., p.3.
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These are the driving factors that distinguish cyberspace from traditional domains
which is not prone to instantaneous changes and attacks in a geographically bordered
sovereignty with responsibility and easier identification of more akin actors in case of a
conflict. To put it differently, cyberspace is a new domain that is beyond sovereignty
and control of political and physical boundaries of states in contrast to air, land and

sea.*®

When compared to traditional spheres, the most distinctive features of
cyberspace that set this virtual domain apart from real world are its dark side of
attribution of actions and rapidity. The DoD, from a military perspective, also classifies
the key features of cyberspace as man-made domain, technical innovation, volatility,
information movement, and speed.*” Technical innovation and man-made domain refer
to the dynamic characteristics of the cyberspace which require ‘more comprehensive
response to extraordinary incidents’ with a continuing effort. *® Similar to physicality,
information movement also means the characteristics of cyber incidents which are
beyond boundaries of states.*® Volatility anticipates operations in cyberspace to be less
effective due to the instantaneous changes in the domain whereas speed of cyber
attacks makes them more valuable in terms of effectiveness.®® These characteristics
mean that cyber attacks and threats are beyond physicality thanks to its speed, and it is
very easy to attack since the relative cost is very low due to low barriers of entry and

attribution problem that prevent to identify the attacker. Furthermore, it could be said

“6 Franz-Stefan Gady and Greg Austin, Russia, The United States, and Cyber Diplomacy: Opening the
Doors (New York, 2010), p.1. http://www2.ewi.info/sites/default/files/ideas -

files/USRussiaCyber  WEB.pdf.

*7 Joint Chief of Staff, The National Military Strategy for Cyber Operations, p.4.

“8 |bid., p.4.

9 1bid., p.4.

50 Ibid., p.4.
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that these features make states and non-state actors equal in entry and in identification

by offering both of them the grey zone which is stemmed from the attribution problem.

These different and unique characteristics of cyberspace are generally based on its
man-made structure which makes it very open to rapid changes. Gregory Rattray as a

part of military wing argues that:

Cyberspace is unique in that the interactions are governed by hardware and
software that is manmade, so the “geography” of cyberspace is much more
mutable than other environments. Mountains and oceans are hard to move, but
portions of cyberspace can be turned on and off with the flick of a switch; they
can be created or “moved” by insertion of new coded instructions in a router or
switch.*

Nonetheless, we can see a great similarity with traditional spheres in addition to all
these relatively new characteristics of cyber domain. It may be argued that anarchical
nature of the politics in cyberspace does not change since there is still no higher
authority. Moreover, there is growing level of uncertainty due to attribution problem
which means the authentication of the aggressor is almost impossible in cyberspace. It
also prevents development of any direct punishment and enforcement mechanism. The
anarchical nature of cyberspace and uncertainty require the examination of the

relationship between national security and cyberspace.

Myriam Dunn Cawelty and Elgin M. Brunner who are the important scholars in the
field of cybersecurity argue that information revolution makes the information

strategically important and brings the issue of vulnerabilities, particularly of critical

> Gregory Rattray, “An Environmental Approach to Understanding Cyberpower,” in Cyberpower and
National Security, ed. Franklin D. Kramer and Stuart H. Starr (Virginia: Potomac Books, Inc., 2009),
p.256.
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infrastructures due to the characteristics of the new domain.®> They also set the
relationship between national security and information revolution by asserting
dependence of critical infrastructures of economy, military and civilians on the
information infrastructure.®® Therefore, they emphasize on the changes in the
dimensions of the ‘networked security’ when compared to conventional national
security. The emphasis is mainly on the varied actors in cyberspace together with the
extra-territorial characteristics of the emerging threats in cyberspace. Firstly, the actors
in cyber domain are more diversified which means they are not limited by nation-states,
but also non-state actors utilize from cyberspace.>® Secondly, security threats of
cyberspace are beyond sovereign boundaries of nation-states, so they are not only
understood territorially, but also extra-territorially.>® With respect to these changes and
characteristics, it may be understood that security practices of states regarding
cyberspace may be different from traditional domains. This is mainly stemmed from
actors’ variety including states and non-states and extraterritoriality in a networked

anarchical system.

The rapid evolution of cyberspace and emergence of its unique characteristics have
affected the world globally. This effect may be mainly observed through examining the
security agenda of states and the debate on literature which is based on these

differences and similarities between cyberspace and traditional domains.

*2 Myriam Dunn Cavelty and Elgin M. Brunner, “Introduction: Information, Power and Security- An
Outline of Debates and Implications,” in Power and Security in the Information Age : Investigating the
Role of the State in Cyberspace, ed. Myriam Dunn Cavelty, Victor Mauer, and Sai Felicia Krishna-
Hensel (Hampshire: Ashgate, 2007), p.11.

53 bid., p.11.

* |bid., p.56.
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2.3 Cyber Optimists, Cyber Skeptics and Cyber Pessimists: Main Debates on
Cyberspace and Cybe rsecurity

The available literature on cyber peril can be divided into three main categories as
cyber optimists, cyber skeptics and cyber pessimists. The reason of this division lies in
positive, neutral and negative interpretations of the impact of the digital revolution on
international politics. Probability and effectiveness of cyber war, results of the cyber
attacks, and functionality of cyber weapons are the main themes that cause controversy

between skeptics and pessimists.

Cyber optimists whose emphasis is more on liberal effects of cyberspace may be
distinguished from the main debate between skeptics and pessimists who have
controversial arguments about its effects. Even though this thesis mainly focuses on the
discussion among pessimists and skeptics from security perspective, primary arguments
of cyber-optimists will also be explained briefly. Cyber optimists mainly deal with the
democratic characteristics of cyberspace such as freedom, transparency, flow of
information, which are all promoted by the technology revolution, in particular with the

rise of the Internet.>®

These are also reasons of their optimism since they create positive
political impact on societies and states. For instance, Michael Margolis and David K.
Resnick claim that “the Internet might facilitate the particular style of democratic
politics favored by activists, a style that, unlike that of traditional political parties, does
not concentrate on voting and elections.”’ Very similar to this argument, Richard

Davis argues that the Internet as an important communication tool uphold ‘public input

°% Adrian Athique, Digital Media and Society: An Introduction (Cambridge: Polity Press, 2013); Manuel
R. Torres Soriano, “The Internet as a Driver of Political Change: Cyber-Pessimists and Cyber-
Optimists,” Revista Del Instituto Espariol de Estudios Estratégicos 1 (2013): 332-52.

>" Michael Margolis and David K. Resnick, Politics as Usual: The Cyberspace Revolution’ (London:
SAGE Publications Inc., 2000), p.17.
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and direct democracy’.®® The revolutions that are promoted by the use of digital tools
as in the case of the Arab Spring are the main empirical evidence of positive impact for

optimists. >

Yet the main debate stems from the division between the cyber skeptics and cyber
pessimists. A group of scholars in literature that can be named as cyber skeptics claims
that almost nothing has changed with the technology revolution.®® They try to show
exaggeration of the security of the cyber domain mainly on warfare, on security, and

thus on international politics.

Means of war and the impact of cyberspace on traditional warfare are the central issues
between the skeptics and pessimists. Although cyberspace is taken into account as a
new domain of warfare mainly by pessimists®®, cyber skeptics ignore the effects of
cyberspace on war.®? Thomas Rid is one of the main representatives of skepticism. His
perspective is based on the impossibility of cyber war which lacks criteria of war that is
developed by Carl von Clausewitz in his popular work On War. For Clausewitz, there
are three main criteria of war which are its violent character, its instrumentality and its

political nature, and there are no major cyber incidents that meet these criteria

%8 Richard Davis, The Web of Politics: The Internet’s Impact on the American Political System (New
York: Oxford University Press, 1999), p.175.

> Torres Soriano, “Internet as a Driver of Political Change: Cyber-Pessimists and Cyber-Optimists™;
William Dutton, Society on the Line: Information Politics in the Digital Age: (Oxford University Press,
1999).; European Commission, Cybersecurity Strategy of the European Union: An Open, Safe and
Secure Cyberspace, (Brussels: 2013), http://eeas.europa.eu/policies/eu-cyber-
security/cybsec_comm_en.pdf.

80 Kello, “The Meaning of the Cyber Revolution: Perils to Theory and Statecraft,” pp.9-12.

%1 Andrea Locatelli, The Offense/ Defense Balance in Cyberspace (Milano, 2013),
http://www.ispionline.it/sites/default/files/pubblicazioni/analysis_203 2013.pdf.

%2 Kello, “The Meaning of the Cyber Revolution: Perils to Theory and Statecraft,” p.10.
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together.®® Based upon lack of these criteria and an empirical example of an act which
may be called as cyber war, Rid underlines the improbability of cyber war.®* Erik
Gartzke also joins in this argument by touching upon temporary and short-term
characteristics of damage in cyberwarfare, so that the inability of the cyber weapons as
instruments to finalize a political action.® Adam Liff who tries to figure out
capabilities of cyber weapons concludes that they will not change the rules of the game
since they could not be classified as absolute weapons.®® In other words, although
skeptics do not ignore the existence and increasing usage of cyber weapons, for them
these weapons can only be used to weaken an economic or military system through
sabotage; to weaken the authority or order by subversion; to gather secret information
like espionage.®” None of them carry out the characteristics and criteria of
Clausewitzian framework of war, so that the skeptics downgrade the cyber danger.
Furthermore, all the skeptics may provide their arguments by arguing that as yet, there
have been no major cases of cyber war which could be called as ‘war’. Both Rid and
Gartzke argue that neither the structure of warfare nor the effectiveness conventional
attacks during war is transformed with the rise of the weapons from cyberspace. In

other words, even if cyber attacks may bring the expected political results, they will not

%3 Thomas Rid, “Cyber War Will Not Take Place,” Journal of Strategic Studies 35, no. 1 (2012), pp.7-
8.;Thomas Rid, “Cyberwar and Peace,” Foreign Affairs, 2013,
https://www.foreignaffairs.org/articles/2013-10-15/cyberwar-and-peace.

64 Rid, “Cyber War Will Not Take Place,” p.10.

®° Erik Gartzke, “The Myth of Cyberwar: Bringing War in Cyberspace Back Down to Earth,”
International Security 38, no. 2 (2013), p.57.

%6 Adam P. Liff, “Cyberwar: A New ‘Absolute Weapon’? The Proliferation of Cyberwarfare Capabilities
and Interstate War,” Journal of Strategic Studies 35, no. 3 (June 29, 2012), p.426.

7 Rid, “Cyber War Will Not Take Place,” pp.16-27.
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be able to substitute conventional weapons or conventional warfare.®® As they are
skeptical about the extent of the cyber danger, it could be said that skeptics do not
expect changes in security strategies of actors. Contrary to skeptics, pessimists
emphasize the possible challenges on political behavior of actors and on security

studies caused by the rise of the cyberspace.

Cyber pessimists are generally aware of the effects of cyber weapons on warfare, and
they attract attention to the dangers from cyber attacks.®® Lucas Kello and Nazli
Choucri as members of Exploration in Cyber International Relations (ECIR) at
Massachusetts Institute of Technology (MIT) considered as the leading scholars of the
pessimist side since they mainly underline the influence of the cyberspace on
international politics and so on international security. For instance, Kello accepts the
effects of cyber weapons on war, however, by arguing that unique characteristics of
cyber weapons and cyber attacks need to be interpreted differently from traditional

Clausewitzian framework of war."®

Cyber attack can simply be defined as use of malicious codes against any types of
electronic or networked systems by wide range of actors including individuals, groups,
states, and non-state actors to any of these varied actors through different motivations.
These attacks may turn into a cyber conflict or a cyber war which is defined as “the
unauthorized penetration by, on behalf of, or in support of, a government into another
nation‘’s computer or network, or any other activity affecting a computer system, in

which the purpose is to add, alter, or falsify data, or cause the disruption of or damage

%8 Gartzke, “The Myth of Cyberwar: Bringing War in Cyberspace Back Down to Earth,” p.63.
%9 Kello, “The Meaning of the Cyber Revolution: Perils to Theory and Statecraft,” p.23.
0 Ibid., p.22.
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to a computer, or network device, or the objects a computer system controls®” as a
broader version, but it does not necessarily mean that all cyber attacks turns into cyber

war.

Attacks in cyberspace are not unique. They can be classified in terms of their
vulnerabilities and scale. Moreover, there are many ways in cyberspace to attack or to
disturb your opponent therefore there is no single and definite tool used as cyber
weapons. There are many ways to attack in cyberspace by using various cyber weapons

t.”3 Web defacement aims to

including denial of service, malware, website defacemen
change the website which may cause a disruption in activities of the website.”®
Malwares such as viruses, worms, spywares and Trojans that are almost familiar to
everyone who uses communication technologies are generally designed for exploitation
of data.”® Denials of Service (DoS) and more seriously Distributed Denials of Service
(DDoS) that originates from various locations are more comprehensive type of web
defacement which tries to prevent access to networked-system by controlling malware
which is used to attack.’® In addition to cyber attack, there are also other types of

offensive activities such as cyber exploitation, cyber espionage, and cyber sabotage.

"2 Richard A. Clarke and Robert K. Knake, Cyber War : The Next Threat to National Security and What
to Do About It (New York: Ecco, 2010), p.227.
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Cyber exploitation is defined as “penetration of an adversary’s computer system for the
purpose of exfiltrating data.””” Cyber espionage is a type of cyber exploitation which
intends to penetrate the system to capture strategic political, military or economic
information.”® Cyber sabotage is “a deliberate attempt to weaken or destroy an
economic or military system.””® For pessimists, all these offensive activities from
cyberspace pose serious threats for national security even though there is no critical

example of cyber war.®°

All of the cases of cyber incidents (e.g., the DDoS attacks in Estonia in 2007,
disruption of Georgian computer systems during Russian-Georgian war of 2008, and
Stuxnet worm on Natanz nuclear facility in Iran®') are categorized as either cyber
attacks or as other types of offensive cyber actions. From the perspective of skeptics,
these actions do not have striking points in terms of national and international security
because it is argued that cyber attacks have only limited and indirect instrumentality in
actualizing political goals.®? In other words, attacks from cyberspace can be effective
only if they are supplemented by conventional attacks to create a long-term physical
damage especially on physical space.®® However, it should be noted that effects of

cyber attacks are not limited by indirect damage.
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Cyber pessimists underline the direct and the indirect effects of cyber attacks in order
to show the significance of cyber attacks. One can observe the direct effects of cyber
attacks easily on the target machine or network, while indirect effects may be observed
in the system that is composed of these machines or networks.?* It means that the
effects of cyber attacks are not limited to cause damage on cyberspace. They can cause
economic, social and other damage in facilities like electric grid or nuclear power®®
which increases the need to enhance national security of critical infrastructures. In this
line, pessimists speculatively urge on hazardous results and damage from cyber attacks
for example in case of destroying one of the main critical infrastructures of a nation
like power grid of electricity.®® For them, this is another example of indirect effects
since it generates feeling of national insecurity. Therefore, in addition to the problem of
protection of critical infrastructure, there is also problem of feeling of insecurity which

interpreted as indirect psychological consequence of cyber attacks.®’

Together with the direct and indirect effects of cyber attacks, some of the distinctive
features of cyber attacks and cyber weapons make them more striking in terms of
security for cyber pessimists. Cyber weapons can be defined as arms and instruments of
cyber domain that causes non-kinetic disruption on adversary’s systems by decreasing

its operational capability.®® It can be argued that particularly remote and speed attacks
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in cyber domain by these new weapons differs them from conventional attacks.®® These
are caused by the characteristics of physicality, temporality and attribution of
cyberspace as they are identified by Choucri. In terms of physicality, the geographical
distance and physical barriers do not matter to operate capabilities in cyberspace. In
terms of temporality and attribution, a few seconds is enough to attack your target in
cyberspace without the risk of identification.®! These are the main features of cyber
attacks that bring about new strategic security challenges for states since they enable

wide range of actors to pursue offensive activities in cyberspace.

Similar to cyber attacks, the most important feature of cyber weapons is their relatively
lower cost. This enables non-state actors as well as states to pursue cyber attacks as the
participation characteristics of cyberspace suggest. Furthermore, relatively cheaper
costs of cyber weapons and their undiscovered nature also call for new strategies and

policies for states.

However, the cruciality of these features is not agreed upon by skeptics. Instead, they
result in controversial interpretations in terms of cyber attacks. For skeptics, neither
attribution problem nor low level of entry barrier do not bring any challenges for states
since they still have plenty of offensive and defensive capabilities even in cyber
domain compared to relatively weaker actors.®? That is because cyber attacks and cyber

weapons can be effective only at strategic and tactical level which may be used to

89 Liff, “Cyberwar: A New ‘Absolute Weapon’? The Proliferation of Cyberwarfare Capabilities and
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complement any action in traditional domains rather than pursuing a pure war at cyber

domain, so that they do not transform the nature of conventional attacks and weapons.*

In short, for the skeptics, cyber attack, by its very nature, is generally used to refer
offensive activities which do not directly cause deadly and bloody results among the
networks and computer systems of actors of the cyberspace unlike in the cases of
conventional warfare. In terms of cyber war, it should be noted that there is not yet a
critical example like the examples of conventional acts of wars as the world has
experienced by the World Wars. This makes the argument of skeptics stronger
compared to pessimists. However, even on daily basis there are increasing numbers of
cyber incidents that are more identical with cyber attacks which uphold cyber

pessimists’ arguments.

All in all, based on comparison between the Clausewitzian nature of conventional
warfare and new characteristics of cyber war and empirical evidence, skeptics indicate
that ‘there is no example of cyber war’ and ‘cyber war will not take place.”® On the
other hand, pessimists advise caution about the cyber danger by underlining the
possible and observable characteristics and effects of cyber attacks and cyber weapons.
Moreover, in order to point out significance of the issue, most of the scholars from
pessimist side try to build analogy with the search for strategies for new capabilities

and new threats in the first stages of development of nuclear weapons. > They suggest
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that lack of strategies due to freshness of the capabilities and threats could increase

vulnerabilities, so that cyber danger should not be ignored. %

Comparison proves to be helpful in analyzing and in classification however comparison
should not be converted to reductionism. In this debate, it should repeatedly be
underlined that cyberspace has different characteristics when it is compared to air, land
and sea as a domain. In this line, review of the literature indicates that there is a sharper
distinction between arguments of cyber skeptics and cyber pessimists than arguments
of cyber optimists and cyber pessimists. As a result, the disagreements between
skeptics and pessimists bring about a central debate by two main interlinked points.
First point is current improbability of cyberwar as skeptics argue lead the actors for
downgrading the risk of vulnerabilities in cyberspace without searching for new
strategies rather concentrating on opportunity-based strategies. Second point is based
on the arguments of pessimists by claiming that new threats and vulnerabilities from
cyberspace call for new strategies which may be defined as risk-based strategies. In this
regard, the debate relies on these points can be seen highly effective in strategy

planning process of the US.
2.4  Capabilities in the Cyberspace: Cyber Power and Offense-Defense Balance

As cyberspace offers new types of attacks which are based on new capabilities of the
domain, the significance of cyber attacks should be examined through analyzing their
impact on power and offense-defense balance, and also on international anarchy and

security dilemma in order to explore the issue from security perspective.

Cyber power and capabilities in cyberspace may help to explain the ongoing security

strategies of the United States. Power which is measured either relatively or absolutely

% Clarke, “War From Cyberspace”; Kello, “The Meaning of the Cyber Revolution: Perils to Theory and
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is the main indicator of capabilities of a state according to realists.®” Capabilities of
state are the main determinant of their security in international politics.*® While
economic, military and political power is described as the main subtitles to measure
power in politics according to traditional IR theories, informational resources on
sources of power has been rapidly gaining more importance.®® Rise of technology
makes information and knowledge more valuable and vice-versa, so that, in this day
and age, information and related technologies which are the basis of cyber power are

taken into account as a new medium of power.

One of the prominent IR scholars, Joseph Nye who developed the popular term soft
power is interested in cyber power in time of information revolution. Nye positions
himself by neither ignoring the rise of importance of cyber power nor accepting the
changes in geographical space.'®® Similar to conventional power definition of Nye,
cyber power is defined as “the ability to obtain preferred outcomes through use of the
electronically interconnected information resources of the cyber domain.”*? Nye’s

cyber power definition “rests upon a set of resources that relate to the creation, control
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and communication of electronic and computer based information —infrastructure,

networks, soft-ware, human skills.’*%?

Starting from this point of view, it may be asked that whether states have still the
ultimate power in cyberspace or their supremacy is shaken. Answer to this question is
based on two consequential and interlinked effects of cyberspace and cyber power. At
first, due to the changing nature of power, resources of power imply growing
significance of information technologies and resources.'®® This means that power of
informational resources increases the capability to control traditional resources of
power — military forces and economic productivity-.%*

Secondly, as the nature of power is changing in the direction towards cyber power, this

implies critical results for the distribution of power!®®

since the entry barrier is
relatively low, and the cost of having cyber weapons is relatively cheap®. This also
means that there is wide range of actors in cyberspace that could have the same
capabilities with states on the one hand, %" and could have relatively low vulnerabilities

than states on the other hand.
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The changing nature of the power and the distribution of power in cyberspace bring the
contradictive issues of asymmetric power and asymmetric vulnerabilities. This
discussion derives from the assumption of relatively weak actors are getting more
powerful while strong actors are getting more vulnerable since they are more dependent
on operational cyberspace.% In other words, it is claimed that cyber domain produces
more serious threats for high-tech dependent West rather than rouge states or
insurgency movements.'®® From this point, together with the low cost and entry
barriers, cyber domain seems like more beneficial for non-state actors and weaker

states whose dependency on operational cyberspace is relatively low.

In terms of vulnerabilities, the rising level of individual access to the Internet is vital.
As it is widely known many of the economic, social, and technical actions of a state
have been oriented by the Internet or by other networks. For instance, control systems
for airplanes, trains, natural gas pipelines and software, commercial web-based supply
chains, and financial transactions and networked banking systems are all tied to the
Internet.*'% Contrary to the technological dependence of the states, neither individuals
nor non-state actors have to protect such critical infrastructures or critical sectors.
“Their major vulnerability is to legal and illegal coercion by governments and

organizations if they are apprehended...”** Moreover, Nye states that:

While a few states like the United States, Russia, Britain, France, and China are
reputed to have greater capacity than others, it makes little sense to speak of
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dominance in cyber space as in sea power or air power. Ifanything, dependence
on complex cyber systems for support of military and economic activities
creates new vulnerabilities in large states that can be exploited by non-state
actors.

This can be described as one of the strategic challenges posed by cyber power.'*? But,
Lindsay argues that these high-tech systems cannot be threatened by non-state actors
since invention of the system depend upon the skills and professionalism on
engineering and intelligence preparation.*'* Therefore, one cannot speak of asymmetric
power in cyber domain.**® Liff also joins this argument by adding that as the weaker
actors are getting stronger, they will rely more on the strategy of deterrence rather than
using its capability against strong one.!® Based on these claims, for this group there is

no asymmetric power which will increase the risk for war.

Although the assumptions of asymmetric power and asymmetric vulnerabilities are
downplayed through rational inferences mainly by skeptical point of view, states -as
still the major powers of international politics- could not ignore security dilemma in a
more anarchical cyber domain due to higher level of uncertainty. Inaddition to the high

level of uncertainty under the assumption of growing level of asymmetry, another

12 1bid., p.4.

13 paul Comnish, The Vulnerabilities of Developed States to Economic Cyber Warfare (London, 2011),
https://mww.chathamhouse.org/sites/files/chathamhouse/0611wp_cornish.pdf.

14 L indsay, “Stuxnet and the Limits of Cyber Warfare,” p.385.

115 |bid., p.385.; Tim Maurer, “The Case for Cyberwarfare,” Foreign Policy, October 19, 2011,
http://foreignpolicy.com/2011/10/ 19/the-case-for-cyberwarfare/

116 1 iy, “Cyberwar: A New ‘Absolute Weapon’? The Proliferation of Cyberwarfare Capabilities and
Interstate War,” pp.411-12.; Lindsay, “Stuxnet and the Limits of Cyber Warfare,” p.376.; Clarke, “War
From Cyberspace,” p.32.; Kello, “The Meaning of the Cyber Revolution: Perils to Theory and
Statecraft,” pp.27-29.

39


http://foreignpolicy.com/2011/10/19/the-case-for-cyberwarfare/

aspect that increases the security dilemma in cyberspace is the controversial nature of

the offense-defense balance.

According to offense-defense theorists, if defense is superior to offense and if there is
arms control, war can be avoided.!*” However, different characteristics of cyberspace
mainly physicality, temporality, attribution and accountability may prevent making
straightforward inferences about the offense-defense balance. These two main
arguments of the offense-defense theory do not seem directly applicable in cyberspace.
Therefore, it is not easy to assume if defense is easier, states choose defensive
strategies or if offense is the convenient way to be secure, states choose escalatory

politics by offensive actions.

For many, cyberspace is claimed as an offense dominant domain where arms control
almost impossible due to lower cost of weaponization and attribution problem. '8 The
variables of this debate can be named as vulnerabilities, attribution problem,
unpredictability of offense, and complexity of defense.'® Variety of actors should also
be added as an important variable in shaping of this balance since cyber threats do not
only come from states, but also from extremist groups such as terrorist organizations or

other illegal groups or individuals.

Technical reasons behind this may be seen as the rapid developments in offensive
capabilities vs. slower improvements in defensive capabilities. In addition, the lack of

possibility to repulse all attacks in cyberspace due to the uneven speed of cyber attacks
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support this argument.*?° But, although offense is served as easier than defense
technically and rationally, in an environment where authentication of an action even by
forensics is harder, it seems it is hard to grasp who your opponent is and to decide
whom to attack.

Defensive strategies are also important since the frequency of cyber attacks reveals the
crucial need for protection and destruction in virtual domain. Among the defense
advocates, in addition to debates over offensive versus defensive strategies in the cyber
realm, there is another debate between passive cyber defense strategies and active
cyber defense strategies. Passive cyber defense that implies general anti-virus programs
and firewalls which protect personal computers from any malicious software aims to

minimize the effects of cyber attack!?!

“without the intention of taking the
initiative™ %2, Although passive cyber defense should be a part of a successful cyber
defense program®?®, active cyber defense is superior to take the immediate actions
against more serious and advanced cyber threats.*?* Contrary to passive cyber defense,
active cyber defense implies offensive actions to defend the domain.'?® Cyber

exploitation, counter attack, preemptive and preventive strikes are categorized as
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offensive actions on behalf of active cyber defense.*?® These offensive measures may

help deterrence work even though there is attribution problem.*?’

As the active cyber defense is suggested for a successful cyber defense program, the
supremacy of offensive actions in cyber domain cannot be ignored in terms of the
offense-defense balance. In this regard, it may be argued that the offensive cyber
actions are important for both in offensive and defensive manner to gather intelligence
and to secure intelligence. At final say, cybersecurity cannot only be sustained by
defensive actions, it needs to be supplemented by offensive strategies which are mainly
based on developing qualified cyber weapons and employing them when it is

necessary.

The changing nature of power with high level of uncertainty and unpredictability of the
results of offense dominant and defense dominant strategies increase the security
dilemma for actors in cyber domain. Moreover, as cyberspace lacks legal commitments
and powerful international regulations, the extent of anarchy rises as well. Attribution
problem and asymmetry issues stay on the table as ‘Pandora’s box” and each actor tries
to benefit from vagueness and uncertainty of cyberspace along with the line of their

interests.
2.5 Conclusion

All in all, one can speak of many alterations based on the rise of the cyberspace.
Roughly, at first, information revolution brings a new conflictual domain that is open to
power struggles with a new medium of power. It also means that cyberspace is a new
domain in security studies which includes new types of weapons such as viruses as

hacking and cyber espionage tools to attack the networks, infrastructure and more
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importantly information. Moreover, cyber domain contributes to recent debates on
inquiries about states which are presented as the main actors of IR again by bringing
non-state actors into game more openly. Therefore, one of the most important outcomes
of technology revolution is undeniable inclusion of variety of actors simply from states
to non-state actors. This diversification does not only imply a group of terrorists, but
also it brings individual aggressors to the IR scene either with individual motivation or

as pawns.

As this complex cyber environment affects almost every single aspect of socio-political
relations, states are highly vulnerable to cyber threats. Reflections of this revolution
should be interpreted in detail by looking at whether there are effects of the cyberspace

as a new domain on the security strategies of the actors of this system.

In this regard, the dependence of the US on information and digital technologies as the
birthplace of the Internet forces it to deal with cyber domain as a national security
issue. Rather than promoting general analysis and theorizing about cybersecurity that
can be viewed as relatively nascent area, this thesis concentrates on the US policy
concerning cybersecurity. In order to explain this, it is crucial to analyze decision-
making process during various administrations. In doing so, this thesis will try to
answer the following questions: what is cybersecurity policy of the US? While dealing
with this question, this thesis will also analyze how specific policies and strategies
concerning cybersecurity have been developed? How is cybersecurity presented as a
national security issue by policymakers? What are the repercussions of these policies

on the country’s foreign relations?
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CHAPTER 3

CLINTON ERA: YEARS OF BURGEONING

3.1 Introduction

Although the rise of information technologies dates back to 1960s, ARPANET project,
security-politics nexus of these technologies are not that much apparent before the
Clinton Administration. This chapter aims to address how cybersecurity evolved as a
national security issue during the Clinton period by underlining critical points of
cybersecurity. In doing so, this chapter will allow us to compare and to contrast the

following patterns of cybersecurity in Bush and Obama term.

This chapter begins with the general examination of the foreign policy context of the
post-Cold War presidency and trends in the policy-making in order to position
cyberspace among other policy issues. Then, it tries to find out the reasons of why and
how cybersecurity became one of the primary policy issues of the Clinton period. After
investigating positions of cyber bureaucracy in domestic politics, repercussions of this

standing in international arena will be examined before running through the Bush term.
3.2 Foreign Policy Framework of the Clinton Administration

Understanding the post-Cold War politics and foreign policy may be a useful guide to
position cybersecurity in Clinton era. In other words, foreign policy environment of the
Clinton Administration is important to analyze the evaluation of cybersecurity issue in

this broad policy framework.
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With the end of the Cold War, international order was revised; priorities and interests
of states needed to be reviewed. William Jefferson Clinton took office in 1993 at the
end of the Cold War as the first elected post-Cold War president. For the US under the
leadership of Clinton, it was a time of rescheduling political agenda accordingly to the
new international order. The new world order was stated in Clinton’s inaugural

address:

To renew America, we must meet challenges abroad as well as at home. There
is no longer a clear division between what is foreign and what is domestic. The
world economy, the world environment, the world AIDS crisis, the world arms
race: they affect us all. Today, as an older order passes, the new world is more
free but less stable. Communism's collapse has called forth old animosities and
new dangers. Clearly, America must continue to lead the world we did so much
to make.

While America rebuilds at home, we will not shrink from the challenges nor fail
to seize the opportunities of this new world. Together with our friends and
allies, we will work to shape change, lest it engulf us. When our vital interests
are challenged or the will and conscience of the international community is
defied, we will act, with peaceful diplomacy whenever possible, with force
when necessary. 1?8

In his inaugural address, Clinton underlined the emerging threats in this new
international order. The end of the Cold War brings new uncertainties as the well-

known and single existential threat of the Soviet Union disappears.

From the same statement, one may find some clues about his foreign policy. First ofall,

there was emphasis on inclusionary policy understanding that melted domestic and
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foreign issues in the same pot.*?° This also implies that successful foreign policy would
be possible by achieving national and international economic security.*3® Secondly,
there was an emphasis on peaceful diplomacy. Lastly, it signaled for multilateral
actions. In this line, it could be understood from his inaugural address that Clinton’s
policy-making team was to concentrate more on global economic prosperity and search
for a multilateral action under the UN in an international crisis by merging domestic

and foreign.

It may be argued that the complex political environment of the post-Cold War period
and Clinton’s personal inexperience in foreign policy making shaped the policies and
strategies of the Clinton Administration in his first term.>*! In detail, it was expected
from the US to define its role on critical foreign policy issues such as the reintegration
of the former Soviet states into international system, effectiveness of the UN,
environmental degradation, humanitarian intervention and human rights problems,
regulations on international trade, as well as, legacy of the Cold War on national

developments, mainly on economy.*2

In his first years of presidency, it was claimed that Clinton tried to keep balance among

main agencies of foreign policy and kept distance from international crises rather than
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pursuing active and comprehensive foreign policy.*®® The first term of the Clinton
Administration, particularly his policy-making team, was highly criticized because of
ineffective and non-strategic policy applications.'** Those criticisms mainly stemmed
from the primary position of achieving economic prosperity among policy issues
during his first term and secondary position of concentrating on political side of the
international re-settlement.’*®> But, it should be underlined that it was not very
surprising since economic revival was always in top of his agenda since his presidential
campaign. In one of his speeches, he clearly showed the importance of greater
economic prosperity in order to pursue successful policies at home and abroad. "In this
new era our first foreign priority and our domestic priority are one and the same:
reviving our economy.”**® In that vein, apart from the achievements of free trade
agreements and the creation of General Agreement on Tariffs and Trade (GATT)!*,

the US had a low profile in foreign policy issues in Clinton’s early period.**®

Dynamics of foreign policy team of Clinton evolved through his second term with the

call of ongoing international crises in Somalia, Haiti and Bosnia and with the change in

133 Ibid., p.97.; Douglas Brinkley, “Democratic Enlargement: The Clinton Doctrine,” Foreign Policy, no.
106 (1997): 111-27.

134 McCormik, American Foreign Policy and Process, p.162.; Tim Weiner, “Clinton as a Military Leader
- Tough On-the-Job Training,” New York Times, October 28, 1996,
http://www.nytimes.com/1996/10/28/us/clinton-as-a-military-leader-tough-on-the-job-
training.html?pagewanted=all; John McCain, “Imagery or Purpose? The Choice in November,” Foreign
Policy, no. 103 (1996): 20-34.

135 McCormik, American Foreign Policy and Process, p.163.

136 Thomas L. Friedman, “Clinton and Foreign Policy/A Special Report.; Clinton’s Foreign -Po licy
Agenda Reaches Across Broad Spectrum,” New York Times, October 4,1992,
http://www.nytimes.com/1992/10/04/us/1992-campaign-issues-foreign-policy-looking-abroad-clinton-
foreign-policy.html?pagewanted=all ; McCormik, American Foreign Policy and Process, p.163.

137 |bid., p.164.

138 Massari, “US Foreign Policy Decision-Making during the Clinton Administration,” p.97.

47



his policy-making team.**° In the opening session of Clinton’s Address Before a Joint
Session of the Congress on the State of the Union, he committed for taking immediate
actions when necessary by declaring “we face no imminent threat, but we do have an
enemy. The enemy of our time is inaction. So tonight I issue a call to action...”*°
Through stressing the importance of taking necessary measures, Clinton tried to
overcome the main criticism on his first term which was based on passive foreign
policy understanding. The changing nature of Clinton’s foreign policy understanding
becomes clearer in the National Security Strategy for a New Century. It projected for a
shift towards traditional foreign policy principles by clearly defining threats to the US
interests rather than pursuing new principles that focus on economic and democratic

goals. 14!

Along with the line of this change and international crises, it can be argued that the
second term of the Clinton Administration engaged more in policy issues from a
security perspective. Enlargement of NATO, enhancing relationship with China, arms
control and non-proliferation issue, and the crises in Bosnia and Kosovo were the main
themes of the second term of the Clinton Administration together with improving
global economic prosperity.1? While there were such fundamental issues for Clinton to
define, the policy-making process and the designation of strategies for the emerging

threats should be in general taken into account in the context of post-Cold War.}4?
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Cybersecurity became a critical issue in this complex policy environment with

interlinked issues of national and international events.

While he faced many other developments, presidency of Clinton can be seen as the first
years when vulnerabilities of this new kind of cyber threat on both physical domain and

cyber domain were identified.
3.3 Burgeoning of Cybersecurity

With the end of the Cold War and the disappearance of the Soviet Union, the nature of
threats has changed particularly for the US. As mentioned abowve, there were new
threats and security issues to deal with. Cyber threats may be categorized with these
new threats. In such a political environment, one may easily argue that disappearance
of well-known danger of the Soviet Union and decreasing level of the nuclear threat
paved the way for emergence of new threats.'** However, one could also find more
specific reasons about how cybersecurity was presented as a national security issue in
the years of the Clinton Administration. These are vulnerability and risk assessment of
threats to critical infrastructure and the economic interests of the US. As vulnerabilities
and risks of cyber threats became obvious in line of the economic interests for
competitiveness, cybersecurity integrated as a vital part of the security agenda as the
cyber pessimists expect. This was accelerated by the remarkable cyber incidents of
1990s.
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3.3.1 Causes of Burgeoning

3.3.1.1 Vulnerability and Risk Assessment of Threats to Critical Infrastructure

Penetration of the term of cybersecurity into security discourse and political discourse
took a while before it became more popularized. In the very beginning, there were
various topics which are now evaluated under the umbrella term of cybersecurity such
as critical infrastructure protection, data security, and network security. As the
significance of these issues was realized through analysis of increasing vulnerabilities
and risk assessment on information and critical infrastructure, the cruciality of the

cybersecurity issue was underlined during the Clinton Administration.

As it is widely known and previously discussed, the US is accepted as technology
superior state. However, as technology is getting advanced, threats are also getting
advanced. It may be argued that increasing threat perceptions of cyberspace are
generally based upon advantages and disadvantages of depending on these networked
systems of the information technologies. This paradoxical issue exacerbated in 1990s.
In other words, apart from advantages of technological advancement, in terms of
cybersecurity, 1990s were the years of intrusions into protected government networks
in the US. In 1990s, several incidents of interruptions and breakdowns on these critical
infrastructures caused by either malicious intentions or technical problems
demonstrated the vulnerability and risks caused by any hostile actions.'** For example,
during the Operation Desert Storm, the US military computers were hacked. It was the

case that underlined the extent of vulnerabilities of new age.'*® In 1998, a group of
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teenage hackers intruded into computer systems of the Air Force Computer Emergency
Response Team in San Antonio, Texas.'*’ Although the crisis was not caused by
malicious intentions of an external power, they revealed the vulnerabilities of the US.
These were important incidents for realization of a new existential threat from the

perspective of securitization.

Any incidents of intrusions may indicate the vulnerability of the US and significance of
the issue. Therefore, as a result of these intrusions, in 1998, Cybernation: The
American Infrastructure in the Information Age was prepared for underlining the
importance of infrastructures and their ties with the cyber domain. In this report of the

Office of Science and Technology Policy, it was stated:

The sectors serve a wide variety of customers throughout society. Major
interruptions in the services of any sector could have serious and widespread
health, safety, and national security implications. There are numerous
interconnections and mutual dependencies among the infrastructure sectors and
among the information networks that support them. The public telephone
network, for example, relies in part on the power grid, the power grid on
transportation, and all of the sectors on telecommunications and the financial
infrastructure. Most sectors employ the public telephone network for at least
some of their cybernetic channels. Most control networks also have some
connection to public networks, many to Internet. Additionally, there are shared
rights-of-way in many locations throughout the country. The infrastructure is
inherently regional, national, and even global in scope. All sectors have
components distributed over wide geographic areas. **8

As services of transportation, finance, energy, and telecommunications relied on

computer networks, suspicions about vulnerability and reliability of these systems
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became more apparent.**® Interconnectedness or interdependence of these services was
illustrated as a critical feature. It means that risks were increasing for widespread
critical infrastructures depending on networks for many sectors of services. Moreover,
not only is the public infrastructure dependent on computers and other information
systems, but also military security systems and government networks. To put it
differently, while technological advancement provides common utility for public on the
one hand, it is also possible to observe reverse effects jointly. The reverse effect which
may be called as an emerging existential threat requires new security strategies for the

US from the perspectives of cyber-pessimists.

3.3.1.2 Economic Interests

Throughout the Cold War, secrecy and protection was essential part of the principles of
the technological competition between two blocs.**® In order to control technological
exchange, the Coordinating Committee for Multilateral Export Controls (CoCoM) was
established in 1949 by the Western bloc against the Eastern bloc.** That is why they
were not able to share and trade legally/officially the technological products during the

Cold War compared to the post-Cold War period. It was stated in 1994 as:

Thirty years ago, computer systems presented relatively simple security
challenges. They were expensive, isolated in environmentally controlled
facilities, and their use was an arcane art understood by few. Consequently,
protecting them was relatively easy, a matter of controlling access to the
computer room and clearing the small number of specialists who needed such

149 pid.

%0 Elidor Mehilli, “Technology and the Cold War,” in Coordinating Committee for Multilateral Export
Controls, ed. Artemy M. Kalinovsky and Craig Daigle (New York: Routledge, 2014), p.292.

151 1bid., p.298.

52



access. As these systems evolved, their connectivity was extended, first by
remote terminals and eventually by local and wide-area networks.>2

It can be argued that with the collapse of the Soviet Union and the disappearance of
communist threat, there has been an increase in commercialization of technology
products as in the case of the Internet. Therefore, economic interests in the post-Cold
War period which was consolidated along with the policy objectives of the Clinton
Administrations could be defined as a critical determinant among the causes of

burgeoning of cybersecurity.

Technological advancement had important role for economic advancement and

competitiveness as well, as it is claimed in the US Code dates back to 1992:

Telecommunications and information are vital to the public welfare, national
security, and competitiveness of the United States. Rapid technological
advances being made in the telecommunications and information fields make it
imperative that the United States maintain effective national and international
policies and programs capable of taking advantage of continued advancements.
Telecommunications and information policies and recommendations advancing
the strategic interests and the international competitiveness of the United States
are essential aspects of the Nation’s involvement in international commerce. 153

The code shows us that attributions to the national security were obvious as of 1992. It
may be argued that the concerns over national security increased the as the free market
activities increased. Furthermore, in addition to the increasing level of free market
activities, as economic security and economic prosperity were the driving forces of the
post-Cold War politics of the US, market interests should not be thought apart from the

cybersecurity. It may be understood from one of the hearings of the 104™ Congress:
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Much of our national economy also depends on the NII. The vast majority of
transactions conducted by banks and other financial institutions are done via
electronic funds transfers. For example, one major bank transfers approximately
$600 billion electronically per day to the Federal Reserve. Over $2 trillion is
sent in international wire transfers every day. In addition, most securities
transactions are conducted via computerized systems. *>*

This statement shows us the importance of the critical infrastructures on economic
activities. Moreover, it can be said that infrastructures are also important to uphold
“productivity, quality of life, and economic progression by driving growth, creating
jobs, and improving productivity, quality of life and efficiency.”**® In this respect, it
may be argued that as Clinton favored free trade, market demands about lifting up
restrictions on several technology products was suitable with the policies of Clinton
that were based on economic competitiveness. In this manner, demands and efforts of
technology market to ease the control on technological exports can be mentioned as
one of the internal driving forces that brought new security needs and thus revised

regulations.°®

Since lifting up barriers on trade of information technology products makes them
accessible for everyone it reveals new vulnerabilities for the public and private services
that are based upon information technology. A critical example of this can be observed

in export control of encryption products and cryptography which are vital tools for
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security systems.*®’ As software industry backed by the Congress wanted to compete in
international market, the administration was left no choice to follow the policy to ease
control on encryption products.’®® Nonetheless, the potential vulnerabilities of

encryption products continued to be underlined witha memorandum in 1996:

Encryption products, when used outside the United States, can jeopardize our
foreign policy and national security interests. Moreover, such products, when
used by international criminal organizations, can threaten the safety of U.S.
citizens here and abroad, as well as the safety of the citizens of other countries.
The exportation of encryption products accordingly must be controlled to
further U.S. foreign policy objectives, and promote our national security,
including the protection of the safety of U.S. citizens abroad. 1°°

This situation demonstrates that the vulnerabilities of the US have increased as the
technological advancement is backed by technological openness, which may bring
negative effects on national security. The negative effects may stem from cyber
espionage and other versions of cyber crime which are the main threats for private
sector by causing economic loss. The cost of use of these malicious tools has an
increasing scale as free-market standards get applied. Parallel to this, one may argue
that one of the concerns of the government about cyberspace seems to be related to any
possible negative effects on economic prosperity. Therefore, economic interests and
market motives seem to have an impact on the ascending cybersecurity and the

regulations on cyberspace.
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3.3.2 Cyber Incidents of 1990s and the ‘First Cyberwar’

In addition to the reasons of the need of critical infrastructure protection and economic
motives, critical cyber intrusions of 1990s can also be shown as key determinant of the

story of burgeoning.

The events of the 1990s demonstrated the cyberwar issue was not a remote possibility
for the US. The first intrusion of 1990s took place when the US military computers
were hacked in the Gulf War during the Operation Desert Storm.*®® Then, in 1994,
Rome Laboratory, the research facility of the Air Forces, was hacked.®! Until the
intrusions were revealed, the sensitive systems data were stolen by the hackers with an
estimated cost of half a million dollar.'? These incidents continued during the 1990s.
In 1998, there were many detected intrusions in both public and private sector
including various agencies such as the Department of Energy, the US military, and
NASA. '3 Then, with the Moonlight Maze, more sophisticated attacks on the Pentagon,
NASA and the Department of Energy, the security weakness and vulnerabilities
became more obvious.'®* The intrusions on critical government networks by average
hackers also brought the asymmetry issue as well as security weakness of government.

Moreover, these cases brought the attribution problem to the table, as the attackers have
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remained un-authenticated.!®® These incidents helped the realization of the
controversial features of cyberspace such as the attribution problem, temporality and
accountability, which increase the vulnerabilities and risk assessment of the US in the
cyber domain.

While the US administration, mainly the DoD was dealing with such cyber incidents,
Kosovo crisis which was called as *first war on the Internet'®®” or the first cyberwar’*¢’
can be seen as major international case of the Clinton term. The role of the Internet in
the Kosovo conflict was very extensive. It was used both for propaganda by non-

 and as a tool to exchange data by governmert'®®

governmental organizations®®
Moreover, Kosovo conflict had more malicious characteristics than previous incidents
since the NATO servers and the US government websites were hacked. Although this
case did not result with a catastrophic damage of the Internet it got attention of the
public by its malicious characteristics and common usage with participation of a broad

range of actors.*"®
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Cyber attacks —hacking, web defacements and DoS- that were launched against NATO
web servers’! and the US government websites during this crisis are worth mentioning
because of their aggressive features although operational capability of NATO did not
depend on web-servers. They were essential because neither NATO nor the Pentagon
took the counter measures against these pro-Serbian international hackers.'’? It was
claimed that the US did not want to commit a war crime by information operations as
far as legal regulations were concerned.!’® At this point, it could be said that
preferences of refrainment from a cyber response was tried to be explained by

considering the legal and ethical aspect of information warfare.

It should be noted that there were also counteraccusations by claiming that the US also
used offensive information operations in cyberspace during 1990s. Firstly, in the Gulf
War of 1991, the US attacked Iragi information based systems of radar and
communication systems with the aim of intercepting their information sharing and
gathering mechanism.1’* Another example of the offensive actions of the US may be
observed during the Kosovo crisis. It was argued that there were cyber attacks on
Serbia during NATO bombing although it was not officially declared and accepted by

the US due to legal limitations.”® Therefore, the claim based on the US commitment to
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the legal restrictions was not very convincing for most since they argued that the US
also used offensive actions in cyberspace during Kosovo crisis. The use of offensive
actions by the US was a noteworthy case because it revealed the fact of strategic
advantages of cyberspace. It means that as the characteristics of cyberspace allow
actors to utilize from cyber attacks without a judgement, cyberspace offers a grey zone

especially for states to pursue their secret agenda.

To conclude, the story of burgeoning of cyberspace and information security as a
national security issue started through the end of the presidency of Clinton as the
foreign policy team concentrated more on critical foreign policy and security issues
together with the realization of the vulnerabilities and economic interests of the US.
The realization of the vulnerabilities and risk assessment of the US may be interpreted
as their pessimist standing in the field of cybersecurity since they accepted the potential
dangers and damage from cyberspace, and they needed to build-up new strategies. In
the vein of burgeoning of cyberspace and cybersecurity, efforts to come up with
strategies for cybersecurity intensified in the second period of the Clinton
Administration as the securitization move became clearer.

3.4 Building-up Cybersecurity Strategy in Domestic Politics

When states tried to adapt to the international order as of 1991, priority of the national
governments was to modify security needs in this environment. In the very beginning,
as mentioned above, the agenda of the US mainly focused on developing economic
strategies. In this manner, developing strategies for cyberspace was not a priority

during the first term of the Clinton Administration.

One of the early examples of the secondary position of cybersecurity during the first

years of the Clinton Administration can be found in the report of Les Aspin, the

Secretary of Defense. In the Report on the Bottom-Up Review of 1993 which focused

on the new defense strategy of the US in the post-Cold War, threats from weapons of

mass destruction and aim of non-proliferation were kept constant as a critical matter of
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security, while regional dangers of illegal activities and overseas danger of democratic
transition period in the former socialist bloc were addressed together with dangers
embedded in the international economic system, and environment.1’® In light of these
threats, ways of modifying defense structure was sought. However, among the report,
there was no mention of cybersecurity or even security need deriving from
technological advances. Rather, the point was on the superiority of the US in terms of
weapons due to technological development.’’” Therefore, it could be argued that
cybersecurity was not yet on the agenda of the Presidency or top-level bureaucratic
agents as of 1993. However, the Department of Defense was not totally negligent in

cybersecurity; rather it was aware of the dangers from rising technological dependence.

In accordance with the factors that triggered cybersecurity, federal agencies as a whole
tried to figure out new nature of dangers throughout the 1990s. President and the
Department of Defense played critical roles in shaping the cybersecurity strategies in
domestic politics, while the legislative efforts were more limited in complementing

securitization move of the other federal agencies.
3.4.1 Role of the Department of Defense

As the DoD is mainly responsible with military security of the US, it takes part in both
process of implementation and formulation of security policy. The position of the DoD
over cybersecurity can be traced through the statements and official documents of the
Secretary of Defense who is the main representative of the DoD in addition to the
official documents of the DoD. In policy formulation process, common belief about

standing of the DoD based on the idea that the military personnel are more open to
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belligerent strategies than civilian policy makers.*’® However, the post-Cold War cases
of American use of force demonstrated just the opposite.’’”® In terms of national
cybersecurity strategies, as attacks and use of force in cyberspace are clearly
distinguished from conventional military use of force, it is worth providing details on

the debate of civilian and military officers.

Effective functioning of the DoD is highly dependent upon computers and
communications networks which make private sector an important actor. 12 In this line,
in the beginning, cybersecurity was just more about protecting information and other
advanced technologies for the DoD. Therefore, the DoD can be seen as the primary
agency that called for developing all-inclusive strategies which were primarily based
on collaborative strategies of public and private sectors against rising cyber threats.
However, since military bureaucracy was aware of the emerging danger on information
systems security, the attempts of the DoD were vital to call for new strategies. In the
report of Redefining Security which implied recommendations for ‘developing a new

approach to security’, dated 1994, it was claimed that:

With the end of the Cold War and facing new challenges to US economic
competitiveness, policymakers are focusing on the threat from foreign
government and nongovernment entities to US advanced technologies, defense-
related industries, proprietary data, intellectual property rights, and trade
secrets. The increased value of US technical information necessitates balancing
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national policy objectives and the importance of sharing information with the
need to protect our leading edge technologies. 18

In this report, first steps of a securitization move by the DoD as a critical securitizing
actor can be traced. Threats from both states and non-state actors to the technological
advancement of the US were emphasized as a new factor of protecting national
objectives of the US. This may be seen as the identification of existential threats to the
US national security. To deal with these emerging threats and to protect these vital
technologies, developing counterintelligence strategies were the primary
recommendation.*®? A recommendation for developing new strategies may be
interpreted as a step towards developing extraordinary measures. Moreover, in the

same report, the new phase opened by cyberspace was also asserted:

Networks are already recognized as a battlefield of the future. Information
weapons will attack and defend at electronic speeds using strategies and tactics
yet to be perfected. This technology is capable of deciding the outcomes of
geopolitical crises without the firing of a single weapon. Our security policies
and processes must protect our ability to conduct such infowars while denying
our enemies that same advantage. %3

There were two critical points about this report. Firstly, it defined the new domain as a
new battlefield contrary to the arguments of the cyber skeptics who do not accept
cyberspace a new battleground. This is significant since it also attempted to define new
strategies and measures for new battlefield. Secondly, it emphasized the importance of
keeping relative power of the US at top level to sustain cybersecurity. It may be

interpreted as a signal for an increase in offensive capabilities of the US which may
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help to overcome the problem of asymmetric power issue. Due to potential profound
effects of depending on information technologies, this report also underlined a call for
more comprehensive security strategies for immediate action in addition to the

counterintelligence strategies.*®*

In 1994, Defense Science Board Summer Study Task Force also worked on a reporton
Information Architecture for the Battlefield which evaluated the requirements of
information warfare in the emerging global security environment. The paradoxical

nature of the cyberspace was stated as:

The Department of Defense has been a leader, in adapting information
technologies. The DoD spends hundreds of millions of dollars to leverage this
commercial technology. These coincident activities have provided the DoD
with very powerful capabilities while simultaneously making U.S. forces
dependent on the same technologies. U.S. combat forces have begun to use
information per se as a powerful new weapon. Paradoxically, these same new
strengths create significant vulnerabilities. The tens of thousands of computers
connected to other computers has increased the damage that can be inflicted
from the vantage point of a single computer or computer-controlled network. *¢°

It could be claimed that demonstrating the vulnerabilities of the both public and private
systems seem like a vital part of the securitization move in terms of cybersecurity since
it may help uphold the attention and awareness of the audience. In addition to
demonstrating vulnerabilities of the DoD due to its dependence on information
technologies, in that report, importance of enhancing capabilities on information

warfare in both defensive and offensive ways was underlined.'8 In the same report, it
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was argued that in order to have improved offensive capabilities in this information
battlefield, enhanced systems of protection of the US military assets was needed.®” In
line with the defense advocates in cyberspace, priority was given to enhancing defense
systems for success in offense. The order between offense and defense of the DoD may
be interpreted as an aim to decrease the level of vulnerabilities of the US against the

existential threats from cyberspace by defending the domain.

The voice of military community became louder in time as the information attacks and
network intrusions get more frequent. As a result of increasing analysis on information
technologies and so on cyberspace, main characteristics of the cyberspace became more
obvious for the DoD in the consecutive report of the Defense Science Board in 1996

which was named as Information Warfare:

Information warfare offers a veil of anonymity to potential attackers. Attackers
can hide in the mesh of inter-netted systems and often use previously conquered
systems to launch their attacks. The lack of geographical, spatial, and political
boundaries offers further anonymity and legal and regulatory arbitrage; this lack
also invalidates previously established "nation-state™ sanctuaries. Information
warfare is also relatively cheap to wage, offering a high return on investment
for resource-poor adversaries. The technology required to mount attacks is
relatively simple and ubiquitous. During information warfare, demand for
information will dramatically increase while the capacity of the information
infrastructure will most certainly decrease. The law, particularly international
law, is currently ambiguous regarding criminality in and acts of war on
information infrastructures. This ambiguity, coupled with a lack of clearly
designated responsibilities for electronic defense hinders the development of
remedies and limits response options. *#
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In the report of 1996, attribution problem, low level of entry barriers, physicality,
temporality, permeation and accountability issues of cyberspace were emphasized. In
terms of securitization of cybersecurity, the significance of this report can be seen in its
clear analysis of features of cyberspace in order to take necessary steps both at national
and international levels, notwithstanding, the last part of this text proved that there was
no international cybersecurity measures. Following the report of Information
Architecture for the Battlefield of the Defense Science Board, the report of Information
Warfare recommended organizing and upgrading defensive capabilities for information
warfare as the primary strategy through underlining the “need for extraordinary action
to deal with the present and emerging challenges of defending against possible
information warfare attacks on facilities, information, information systems, and
networks of the United States.”3® The stress on ‘information warfare’ is essential for a
speech act because the nature of the word ‘warfare’ itself may be very useful for a
securitization move. The use of the phrase of extraordinary actions is highly
remarkable to securitize the issue, although the recommended strategies for
extraordinary measures in cyberspace are differentiated from the measures of

traditional domains.

Through the end of the Clinton era, critical infrastructure protection was paid more
attention by the DoD as well. In the roadmap of Critical Infrastructure Protection
Executive Plan, 2000 which was prepared for the Pentagon, cyberspace was given
special attention by underlining importance of the critical infrastructure protection at

this new domain.!®® In this document, protection of critical infrastructure at both
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physical and cyber domain was closely tied to military success due to dependence of

the DoD on this infrastructure.

All these show that it was the military wing, the Pentagon, who emphasized striking
capability of the US in military technology and thus vulnerabilities from cyberspace.
The DoD could be seenas a very important securitizing actor since it put into word the
dangers of cyber threats by pointing the US national security as a referent object. It also
showed its comprehension about the characteristics of cyberspace which may allow to
take proper measures. The measure that recommended by the DoD was based on a
working information-sharing mechanism among the actors of the public and private
sectors. Even though this measure is open to criticisms, the securitizing efforts of the

DoD during the burgeoning era were significant.
3.4.2 Role of the Presidency

Prior to second term of the Clinton Administration, cybersecurity was not a major
security issue. It became a critical issue as the Administration became more interested
in security issues. This started when President Clinton published the Presidential
Decision Directive-29 (PDD-29) in order to enhance coordination on security policies
in the new threat environment of the post-Cold War.*®* In parallel to this, the
securitizing efforts of the DoD were supported by the presidential initiatives and
policies. By the Executive Order of 1996, the Presidents Commission on Critical
Infrastructure Protection was established by bringing cyber threats into the security
agenda within the framework of critical infrastructure protection.’®? In one of the

commission reports which was named Protecting America’s Infrastructures, dated

191 William J. Clinton, “Presidential Decision Directive 29: Security Policy Coordination” (Washington,
DC: Government Printing Office, 1994).

192 william J. Clinton, Executive Order 13010 Critical Infrastructure Protection (Washington, DC,
1996).
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1997, vulnerabilities and cyber threats that could harm economic prosperity of the US
more than physical threats for main infrastructures which were transportation, oil and
gas production and storage, emergency services, water supply, government services,
banking and finance, electrical power and information and communications were
emphasized.*®® Furthermore, in the same report of the President’s Commission on

Critical Infrastructure Protection, the effects of cyberspace were introduced as follows:

[...] the cyber revolution brings us into a new age as surely as the industrial
revolution did two centuries ago. Now, as then, our continued security requires
a reordering of national priorities and new understanding about our respective
roles in support of the national goals. 1%

This text showed that the US accepted the challenges of cyberspace in its security
agenda. Moreover, the report referred the borderless characteristic of the new domain
beyond sovereign boundaries and wide range of cyber attacks and actors. Both the
awareness on the challenges and characteristics of cyberspace may be interpreted as the
pessimist standing of the Clinton Administration along with the discussion in the
literature. In addition to this, the President also underlined the importance of public-
private partnership in this document. Increasing information sharing efforts and
building a public-private partnership seemed like prominent part of American
cyberspace strategy at domestic level since operational capability of the US critical

infrastructure was mainly in the hands of the private sector.!%

193 Critical Foundations: Protecting America’s Infrastructures (Washington, DC: U.S. Government
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In light of this report, Presidential Decision Directive/NSC 63 (PDD-63) was published
in May of 1998. Briefly, this document intended to put a guideline to minimize or to
eliminate risks and vulnerabilities coming mainly from cyberspace.% It was again and
again emphasized that protection of critical infrastructure was vital for functioning of
both public and private services. Therefore, public-private partnership that enhances
information sharing capacity was presented as the primary way to achieve the national
goal of cybersecurity mainly by defensive strategies.'®’ In PDD-63, the public-private
partnership which was associated with critical infrastructure protection was presented

as a critical national cybersecurity strategy.

A National Coordinator for Security Infrastructure Protection and Counter-Terrorism,
Richard Clarke, was appointed to accomplish the aim of PDD-63. In his press briefing,
it was again very apparent that cybersecurity which was promoted as a national security
issue mainly referred to the protection of critical infrastructure. 1% Under this system, in
control of Clarke, security of critical infrastructure was considered as a part of strategy
of combatting terrorism.’®® Here, policymakers emphasized the importance of
cybersecurity through linking it with combating terrorism. This was important to get

support of the national audience as a critical part of the securitization theory.
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More clear standing of Clinton on cyberspace strategy came on the scene in his
commencement speech to the Naval Academy at Annapolis, in 1998. Similar to the
DoD reports, the president stated cyberspace as a new battlefield together with non-
traditional threats and attacks that could come from wide range of actors including

terrorist organizations.?%° As it was stated:

We also face threats to critical national infrastructures, which increasingly
could take the form of a cyber-attack in addition to physical attack or sabotage,
and could originate from terrorist or criminal groups as well as hostile states. 2%*

This statement of Clinton showed that the awareness of the cyber danger from
terrorists. It may be seen as a great contribution to the speech act by the DoD by the
top-level federal agency, the Presidency. Then, he declared an extensive strategy of
detection, deterrence and defense for fighting against cyber attacks aggressively.”%?
However, although it should be noted that characteristics of cyberspace would prevent
this conventional strategies to work, the attempts to develop emergency measures are
vital regarding the securitization of the virtual domain. Furthermore, in terms of
definition of cyberspace, it was an important step to represent it as the battlefield
because the word itself requires for a state policy and strategy and implies
categorization of this new domain together with traditional domains of war. Therefore,

the strategy declared can be seen as a result of this categorization.

Through the end of Clinton’s presidency, in 2000, a National Plan for Information

System Protection was prepared with the purpose of adapting the US security agenda to

200 «president Bill Clinton Speaks To The Naval Academy At Annapolis,” CNN, 1998,
http://edition.cnn.comV ALLPOLIT1CS/1998/ 05/ 22/clinton.academy/transcript.html.

201 «A National Security Strategy fora New Century,” White House, 1998.

202 1pjg.

69



the requirements of the information age. This plan can be seen as the final work of a
series of comprehensive efforts during the presidency of Clinton because it suggested

the US as the most vulnerable target. It may be understood from the below extract:

More than any other nation, America is dependent upon its cyberspace. Attacks
upon our cyberspace could crash electrical power grids, telephone networks,
transportation systems, and financial institutions. All of those sectors depend
upon control networks involving computer systems. In the next war, the target
could be America’s infrastructure and the new weapon could be a computer-
generated attack on our critical networks and systems. We know other
governments are developing that capability. 2°3

After ten years of efforts, it was understood that the cyberspace posed new threats to
national security of the US while growing capabilities also urged new security planning
for the US. Denoting the US vulnerabilities in cyberspace together with the increasing
potential dangers from other actors was like a final designation of the existential threat
in this new domain as a part of securitization move. With respect to dependence on
cyberspace, in this document, three steps — prepare and prevent, detect and respond,
build strong foundations- were determined as the main strategies to fight against cyber
threats at national level.?%* The three steps involved all the strategies that had been
recommended in previous reports and documents of the Pentagon. However, it was

important since it suggested a clear roadmap for strategies.

The role of the President in the burgeoning era seems very important since Clinton
joined in the securitization move by emphasizing existential threats and extraordinary

measures. His efforts were important in order to convince the public because of his

203 William J. Clinton, “Defending America’s Cyberspace: National Plan for Information Systems
Protection An Invitation to a Dialogue” (Washington: Government Printing Office, 2000),
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emphasis on vulnerabilities of the critical infrastructure of the US. However, these
attempts which may be defined as a securitization move did not bring in radical
cybersecurity strategies at national level. In this sense, domestic strategies of
cybersecurity can be summarized as having defense dominant nature which was based
on urgent requirement of public-private partnership in order to enhance information-

sharing mechanisms.
3.4.3 Role of the Legislative Efforts

Congressional power is regulated under Article | of the Constitution. Congress is the
main legislative authority, although there has been cyclical dominance of these
branches on policymaking process of critical issues due to shared responsibilities of
presidency and congress. Moreover, Congress, itself, is also a part of the system of
checks and balances by having two chambers —the House of Representatives and the
Senate-. They both have voting power; moreover, positive vote of both chambers is
required for finalization of legislative act. In the House of Representatives and the
Senate, after a bill is introduced by one of the members, mainly committees are

responsible for analyzing and reporting the process of the bill.

As it could be expected, legislative efforts to enhance cybersecurity were very limited
in time of Clinton. However, as this study names the Clinton era as burgeoning of
cybersecurity, legislative efforts may be expected to started in the Clinton period even
though they did not go one step further from introduction of the cybersecurity issue at
the Congress. Nevertheless, it should not be ignored that the Congress contributed to
the securitization move of cybersecurity by using the terms of cyber threat and security
for cyberspace. For instance, the necessity to revise national security was very clear in
one of the articles of the 104™ Congress which was titled as the National Security and
Information Age, dated 1996:
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[...] we must be willing to reconsider our previously defined notions of national
security. The threat from cyberspace, because it can emanate from a borderless
world that transcends national boundaries, eludes many of our traditional
national security assets. We cannot permit this problem to get lost in the seams
of our intelligence, enforcement and defense communities. We will
undoubtedly require the types of international alliances that has served us well
in our defense of our physical perimeters.?%°

This statement called attention to the distinguished features of cyberspace that required
reconfiguration of strategies. It can also be seen as a call for new emergency measures.
Consecutively, the 105" Congress also worked to address the threats from cyberspace
in another article which was named as the National Security and Information
Technology, dated 1998:

We need to come to this task with a clear sense of purpose and full
understanding of the urgency involved. America has gained much from
information technology, and stands to gain much more as these systems mature.
Our future depends on the success of this technology. But that success and our
security depend on finding the policies and practices that will identify and
correct vulnerabilities before they are exploited. 2%°

The statement which highlighted the strategic importance of cyberspace for the future
of the US boiled down the reason of the US interests in cyberspace. In addition to these

calls for actions, in 1999, a decision was arrived to increase the fiscal spending on the
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cybersecurity by 40%.2°7 It was an important step to increase national capabilities to

enhance national cybersecurity strategies.

The role of the Congress as another securitizing actor was relatively low compared to
the DoD and the Presidency. However, the congressional attempts by speeches and
hearings may be vital for convincing the audience about significance of the
cybersecurity which was a relatively new and strange subject. Empirically, it may be
argued that the limited efforts of the Congress tried to support the works of other

agencies to bring new measures to take necessary actions against cyber threats.
3.5 Building-up Inte mational Cybersecurity Strategy

International efforts for developing a more comprehensive cybersecurity strategy also
began through the end of the 1990s. Similar to national evolution of the cybersecurity
issue, it may be argued that this was related with the rising awareness of the cyber

threats and increasing use of cyber attacks in international crises.

It has been already mentioned that neither the US nor NATO responded to cyber
attacks during the Kosovo crisis, despite the fact that they had capability for hacking
critical infrastructures of Serbia. It was widely explained by emphasizing the US
commitment to legal principles or as any offensive response might be treated as war
crime.?%® In such an environment, it may be expected that international community

needs regulations at cyber domain.

The main attempt for international regulations came from Russian side. Russia

proposed a resolution “developments in the field of information and
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telecommunications in the context of international security” to the First Committee of
the United Nations General Assembly.2%° This is accepted as the starting point of the
debate on arms control in cyber domain between Russian Federation and the United
States.?!% The US rejected the Russian proposal.?!! It was not new for the US not to be
a part of international regimes. In the case of the Kyoto protocol as well, US had shied
away from signing when it was not totally compatible with its national interests. The
refrainment of the Clinton Administration from an international agreement on
cybersecurity could be explained through the characteristics of cyberspace which
prevent detection of the aggressive power, and thus hinder any law enforcement.
Therefore, it may be argued that due to the superiority of the US in both cyber offense
and defense, the White House did not want to limit its power and capability in

cyberspace through any institutionalization of cyberspace.

It is unavoidable that cyber operations critically required legal regulations that propose
international law enforcement especially to define the results of varied types of cyber
attacks and to control the use of cyber weapons as in the case of weapons of mass
destructions. However, this brings a question of rationality of such a regulation for a
technology superior state, the US who is able to utilize from the strategic advantages of
cyberspace, despite the asymmetry issue. With respect to this fact, there was no
consensus for an international cybersecurity strategy during the Clinton Administration.
Therefore, one may argue that the relatively successful securitization move of the

securitizing actors of domestic politics could not be observed at international arena.
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During this era, there was not a major successful attempt to take extraordinary

measures for international cybersecurity strategy.
3.6 Conclusion

In general, policy environment of the first term of Clinton was vague following the end
of the Cold War and emergence of more complex international political order.
Cyberspace and cybersecurity found a place within the context of the adaptation
process to new world order. Therefore, it can be said that in the first term of Clinton
period, security of cyberspace was also downplayed by the Presidency because policies
of the Administration had more passive characteristics. In the second term of the
Clinton Administration, the critical nature of cyber threats was more apparent and the
awareness increased. The increasing awareness was caused by the vulnerabilities and
risk assessment and the economic interests based on free-market trends at home which

were mainly consolidated by the primary cyber attacks of 1990s.

One may argue that this awareness led to a securitization move by the securitizing
actors which were primarily the DoD and the Presidency. The DoD was more active in
this process by the effective use of the speech act. At first, the DoD used the speech act
to introduce the vulnerabilities of the US in cyberspace. This may be seen as the first
step for securitization since it defined the referent object. Then, cyber threats were
defined as emerging existential threats to the national security of the US. The uses of
the critical words and phrases such as warfare, national security, battleground, and
capabilities while mentioning cyberspace were highly critical to securitize the issue
through speech act. The speech act was followed by the promotion of new strategies as
extraordinary actions. Although relatively ordinary characteristic of these strategies
which was based on enhancing information-sharing mechanism among public and
private sectors of the US may undermine the evolution of cybersecurity from
perspective of securitization, one may claim the existence of a securitization move at

national level.
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In this line, at national level, among the bureaucratic agencies, it may be argued that the
DoD shaped the perceptions on cyberspace and cybersecurity during Clinton era. The
position of the DoD stemmed from its explicit and distinct vulnerabilities due to cyber
incidents. The position of the DoD was supported by the Presidential actions only in
the second-half of the 1990s. Clinton, in person, tried to address the new threats
emanating from cyberspace and the need to protect national security by enhancing
protection of critical infrastructures through developing a common mechanism that
included public and private sectors which was the base of risk-based strategies of the
US. These may be interpreted as a relatively successful securitization mowve that

increased public awareness through federal efforts.

At international level, one could not see many parallels with the national efforts.
Although there was a call to develop an international cybersecurity strategy mainly by
Russian side, there was no concrete support from the US. Because of this, one cannot
claim of the existence of an international securitization move on the subject of
cybersecurity during the Clinton Administration. However, Clinton era can also be
defined as the burgeoning of strategic and tactical importance of cyberspace which
became more obvious with the use of offensive cyber weapons during the Kosovo
crisis. This era may also be accepted as the realization of opportunity-based strategies

that is based on strategic use of cyberspace.

All in all, for Clinton era, it could be argued that there were multilateral efforts of
securitizing actors at home in order to have a successful securitization move. Contrary
to the national attempts, the US did not seem to be willing to cooperate on issues of
institutionalism and international law which may put an enforcement mechanism by
preventing offensive use of cyberspace as it would limit its own opportunities to strike

back in the international cyberspace.
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CHAPTER 4

BUSH ERA: CYBERSECURTIY IN THE SHADOW OF TERRORISM

4.1 Introduction

The discussion regarding the rapid evolution of cyberspace and cybersecurity in the US
entered relatively a new phase by the Bush Administration, particularly with the impact
of rising terrorism discourse. This chapter aims to analyze evolution of cybersecurity
through the discourse of terrorism of the Bush Administration in the light of war on

terrorism.

In order to understand the evolution of cybersecurity strategies and its linkage with
national security, it is essential to discuss effects of the general security policy of the
Bush Administration which was primarily composed of global war on terrorism. In this
analysis, it is also important to analyze the positions and the roles of main bureaucratic
agencies in defining cyber threats and cybersecurity. In doing so, first an overview of
the foreign policy framework of the Bush Administration will be offered in order to
shed light on the main policy issues. Then, the roles of principle agencies in particular
the Department of Homeland Security, the Department of Defense and the President
will be analyzed. In addition to them, the effects of non-governmental organizations
and agencies will be discussed concerning the national dimension of the cybersecurity.
In order to shed light on international repercussions, the last section will focus on
questioning the development of the cybersecurity at international arena considering the
Russian use of cyberspace. Thus this chapter will analyze the effects of primary
security issues on the emergence of new threat perceptions in the US during presidency

of Bush.
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4.2 Foreign Policy Framework of the Bush Administration

During the election campaign, George W. Bush clearly pointed out his position on
foreign policy issues in his speech at Ronald Reagan Presidential Library, titled 'A

Distinctly American Internationalism':

American foreign policy must be more than the management of crisis. It must
have a great and guiding goal: to turn this time of American influence into
generations of democratic peace. This is accomplished by concentrating on
enduring national interests. And these are my priorities. An American president
should work with our strong democratic allies in Europe and Asia to extend the
peace. He should promote a fully democratic Western Hemisphere, bound
together by free trade. He should defend America’s interests in the Persian Gulf
and advance peace in the Middle East, based upon a secure lIsrael. He must
check the contagious spread of weapons of mass destruction, and the means to
deliver them. He must lead toward a world that trades in freedom. And he must
pursue all these goals with focus, patience and strength. I will address these
responsibilities as this campaign continues. To each, | bring the same approach:
A distinctly American internationalism. Idealism, without illusions. Confidence,
without conceit. Realism, in the service of American ideals.?*?

In this statement, Bush signaled a foreign policy which would be based on liberal
values of democracy and free trade with the support of realist applications. The national
and international developments after his election strengthened his position on pursing a
realist approach by merging it with idealism.?** It was the September 11, 2001 attack
that shaped the whole picture of the international politics and security studies in the
first decade of 21'" century. War on terrorism and growing terrorist threats, fight
against ‘axis of evil’, non-proliferation of weapons of mass destruction and invasion of

Afghanistan and lrag were the main developments that affected the Bush period. It
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could be said that while these developments and policy- making of the Bush term were
important factors in defining the US policy framework, they were also central in

analyzing the main policy issues of the 2000s.

The terrorist attacks on the World Trade Center and the Pentagon which are at hearth of
the US have opened the phase of fighting against terrorism for the US. This had
tremendous impact on political agendas of all bureaucratic agencies and public in
general. The major impact of 9/11 has been to lead the US to pursue more assertive

policies at national and international levels.?'*

At national level, there was great
congressional support for actions of the Bush Administration when it was about
combatting and defeating terrorism. Congressional authorization of the president to use
of force against terrorist attacks by the ‘Authorization for Use of Military Force’, the
US PATRIOT Act (Uniting and Strengthening America by Providing Appropriate
Tools Required to Intercept and Obstruct Terrorism), and the Department of Homeland
Security Act of 2002, which were adopted by an overwhelming majority in the
Congress can be seen as clear examples of this support. With this support, the Bush
Administration expanded its foreign policy agenda. It included humanitarian
interventions, peacekeeping operations, fighting against ‘axis of evil’ —Iran, Iraq and
North Korea- and resolving internal conflicts especially in the Middle East in addition

to the main combat against terrorism.?*®

At international level, the Bush Administration mainly followed the path of unilateral
actions whenever the multilateral actions were in deadlock.?*® In this light, it is

generally accepted that unilateral and preemptive actions were central parts of the Bush
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215 |bid., pp.180-181.

218 |bid., p.187.

79



Doctrine in achieving national and international security.?!’ As shown below, the
unilateral characteristic was asserted in the National Security Strategy, 2002, which

drew the international strategy of the US for the challenges from new threats:

While the United States will constantly strive to enlist the support of the
international community, we will not hesitate to act alone, if necessary, to
exercise our right of self-defense by acting preemptively against such terrorists,
to prevent them from doing harm against our people and our country. 2*8

After his reelection, Bush signaled that the promotion of democracy will be the main
goal of his foreign policy in the second term.?'® However, the second term of the Bush
Administration confronted growing criticism at home and abroad due to the unilateral
actions of Bush especially after the Iragi War.?% It may be argued that the decreasing
level of public and international support with growing skepticism on the policies of the
Bush Administration prevented Bush from focusing on other critical policy issues like

cybersecurity.

All these imply that the main mission of the Bush Administration was global war on
terrorism. In this sense, efforts about cybersecurity would find its place depending upon
its linkage to terrorism particularly in the first years of Bush. In the second term of the
Bush Administration, there was decreasing level of national and international support
for the policies of Bush which would also undermine the concerns regarding

cybersecurity.
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4.3 Developing Cybersecurity Strategy and Proliferation of Cyberterrorism

Discourse in Domestic Politics

Prior to 9/11 attacks, it can be said that there was an increasing rhetorical awareness of
cyberterrorism. For instance, in his election campaign, Bush also paid attention to
cyberterrorism by declaring that “American forces are overused and underfunded
precisely when they are confronted by a host of new threats and challenges — the
spread of weapons of mass destruction, the rise of cyberterrorism, the proliferation of
missile technology.”?%* It is very remarkable that Bush mentioned cyberterrorism along
with weapons of mass destruction and missiles, since they are treated as the main tools
of traditional warfare and traditional threat perceptions. This underlined the
significance of the cybersecurity along with the terrorism since the US cyberspace is
highly vulnerable to cyber threats not only from state actors but also from non-state
actors, due to increasing terrorist attacks and variety of actors in cyberspace. After
September 11, 2001, terrorist attacks, there were growing concerns for national security
of the US in the line of terrorism. Therefore, it may be expected that cybersecurity
would be dealt within the context of the national security of the US by Bush as much as
it was linked to terrorism as a continuation of Clinton era’s legacy with respect to

cybersecurity and cyberterrorism.

It was the concept of cyberterrorism that grabbed the public attention more in the first
years of Bush Administration since terrorism was the primary issue of Bush after 9/11.
Following the catastrophic terrorist attacks of 9/11, discourse on cyberterrorism and
cyber threats were again reshaped as the attacks posed serious challenges to the US
national security perceptions and interests. Cyberterrorism was defined as “unlawful

attacks and threats of attacks against computers, networks and the information stored
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therein when done to intimidate or coerce a government or its people in furtherance of
political or social objectives.”??? The motivation behind the attacks is the central part
that distinguishes cyberterrorism from traditional forms of cyber attacks such as

hacktivism which does not imply pursuit of political goals. %

On the other hand, the protection of the critical infrastructure from basic cyber attacks
was still important, even though with a lower emphasis compared to cyberterrorism
discourse. Despite that, some incidents fostered significance of critical infrastructure
for national security. For instance, in 2003, one of the fastest computer worms which is
called Sapphire was discovered. Due to its speed and extend that affected all the
internet connections around the globe in a very limited time, 43 % of the US machines
were infected and the infection resulted in slowing down of Web services, disruption in
bank services and airlines.??* Again in 2003, the Blaster computer worm was spread.
Its intrusion on computer systems of a closed nuclear power plant in Ohio clearly
displayed the importance of cyber attacks.?”® These are the early cases of the Bush
Administration that warned American public about their vulnerabilities even to more

basic cyber attacks.
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With the pressing issues such as terrorist attacks and urgency of critical infrastructure
protection there were several internal attempts in order to enhance cybersecurity as it

will be examined below.
4.3.1 Role of the Department of Homeland Security

The Department of Homeland Security (DHS) was established on 25 November 2002,
by the Homeland Security Act of 2002 as a result of the terrorist attacks of September
11, 2001. Since then, the DHS, which has incorporated cybersecurity into its main
topics, is one of the popular executive agencies on security issues. In the field of
cybersecurity, the DHS can be seen as the coordinator among the bureaucratic agencies
and sectors of the US.??® It could also be stated that concern of the DHS about
cybersecurity derives from difficulty of securing cyberspace which is vital for critical
infrastructure. In addition to the protection of critical infrastructure, combating cyber
crime, securing federal networks and information sharing are main themes that the
agency works for.??” In line with this, the National Cybersecurity Division (NCSD)
under the Department’s Information Analysis and Infrastructure Protection Directorate
was established in 2003 with the aim of developing a comprehensive cybersecurity
strategy to protect critical infrastructure.??® It was the first institutional attempt of the
DHS to promote national cybersecurity strategy of the US.

As an early attempt, a roadmap was planned to secure cyberspace under the leadership
of Richard Clarke, the National Coordinator for Security, who is called the first

‘cybersecurity czar’ and the head of the President's Critical Infrastructure Advisory
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Board. The final draft of the National Strategy to Secure Cyberspace which was
released by the DHS in 2003 tried to outline strategic objectives and actions that were

to be taken with the purpose of securing cyberspace.

There are two main points to be mentioned about this document. Firstly, this document
can be seen as one of the primary documents that clearly offer a roadmap for a strategy
to secure cyberspace in Bush era by suggesting an initiative as a response to cyber
attacks. Secondly, it was also a roadmap which was built on the ground of collaborative
actions of public-private sectors by accepting the strategic challenges from the
ascending cyberspace.??® In part of the Letter from President of the National Strategy to
Secure Cyberspace, 2003, Bush clearly stated that “the cornerstone of America’s
cyberspace security strategy is and will remain a public-private partnership.”?*° The
NCSD has been responsible for implementing this overtly emphasized cooperation
which included enhancing capabilities of each sector on analysis, management and
response to reduce vulnerabilities of cyber incidents which were vital for the US
economy and national security.?®! Establishment of a special division and the
responsibilities attached may be seen as decisiveness of the US for developing a
working mechanism between public and private sectors. This decisiveness may also
indicate the pessimist standing of the new administration in the subject of

cybersecurity.

This strategic document also emphasized the instantaneity and attribution problem,

which are very crucial in analyzing cyberspace as cyber-pessimists clearly underline as
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distinguished characteristics of cyberspace to deal with the threats from cyberspace.?%?
However, this comprehensive document was criticized by many analysts and security
experts. They claimed that these recommendations and motives of this strategy would
never be actualized unless there was a strong and specific implementation structure that
prompted private sector to take necessary actions.?*® Besides the lack of an
implementation mechanism, incentives of the White House on cybersecurity were not
very convincing because it was not given a primary role in time of fighting against
terrorism.>** In terms of securitization, the lack of an implementation mechanism also
undermined the speech act efforts since taking extraordinary measures is vital for

finalizing the securitization.

In February 2004, the DHS published its general guiding principles in the document of
‘Securing Our Homeland ' which was based on combatting terrorism. According to the
strategic plan of the DHS, three objectives to secure homeland were defined. These
were directly related with the terrorism by preventing terrorist attacks, decreasing the
level of vulnerabilities and damage to such attacks.?®® As it could be expected in the
information age, vulnerabilities in the information age do not only derive from physical

world but also from virtual world. In this vein, the DHS underlined the importance of
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reducing vulnerabilities of infrastructure at both physical domain and cyberspace.?*

This was important to understand the awareness of the DHS on such a critical topic.

In the consecutive years, the agency worked for fulfilling its missions as projected in
the National Cybersecurity Strategy and the Securing Homeland. For instance, in 2006,
the DHS administered and coordinated a ‘cyber storm’ which may be defined as a
simulation in exercising response and recovery mechanism in time of a cyber attack.*3’
This may be interpreted as a crucial step to materialize the information-sharing
mechanism between public and private sector. Moreover, such an exercise was also
vital to predict and classify the vulnerabilities and required responses. Although these
attempts of the DHS to take some emergency measures for enhancing national
cybersecurity were highly remarkable, they could not prevent cyber attacks on the DHS
networks which were reached 884 cyber incidents during 2005-2006.2%® The inability
to prevent such attacks may also increase the public awareness for the vulnerabilities of

the US.

The Comprehensive National Cybersecurity Initiative (CNCI) of the Bush
Administration, which was based on the idea of strengthening national cybersecurity
through defensive and counterintelligence activities of all related sectors and federal

agencies, was the final attempt that regulated roles and responsibilities of the DHS.?%°
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The CNCI which was an initiative that took place in between presidential terms of
Bush and Obama was actually planned by Bush in National Security Presidential
Directive-54 and Homeland Security Presidential Directive-23 in January 2008.
Therefore, although preliminary actions of the DHS on securing cyberspace dated back
to first term of Bush Administration, it could be said that its mission has become more
clear through the end of the decade by the realization of the CNCI. With respect to role
of the DHS in securitizing the cyberspace, it may be argued that the DHS was not very
active in defining and emphasizing the referent object and the existential threat. It
concentrated more on developing some emergency measures like enhancing
partnership mechanism as necessitated by its coordinating role. For this reason, one
may argue that the DHS, as one of the primary securitizing actors, could not effectively

use its securitizing power in the age of war on terrorism.
4.3.2 Role of the Department of Defense

During the Clinton period, it was the DoD which was mainly responsible for
cybersecurity strategy. This began to change with the establishment of the DHS as a
critical bureaucratic agency in terms of national security. Nevertheless the position of
the DoD was still significant in strategic planning of cybersecurity since it was the
main agency that conducted offensive and defensive operations in cyberspace.

Moreover, in international arena, the primary role still belonged to the DoD. ?*°

It could be argued that there was no change in the threat perception of the DoD as far as
cyberspace was highly concerned, because vulnerability of the US in the cyber domain
remained the same or even increased as the US military dependence on critical
infrastructure increased. Additionally, perception of high level of vulnerabilities was

consolidated as a result of the rising cyberterrorism discourse.
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Even though there was no empirical example of an act of cyberterrorism, the evidence
which implied that the access to advance technologies by terrorist organizations called
for actions. This made the issue more vital for the DoD since the role in taking actions
against terrorist organizations primarily belonged to it. In 2003, in the Computer Attack
and Cyber Terrorism: Vulnerabilities and Policy Issues for Congress which aimed to
address role of critical agencies, in particular the role of the DoD, in the field of
cyberterrorism, a Specialist in Technology and National Security Foreign Affairs,

Defense, and Trade Division reported that:

Members of Al Qaeda and other terrorist groups have a record of using
computer networks in planning terrorist acts. Evidence suggests that terrorists
used the Internet to plan their operations for September 11, 2001. Mouhammed
Atta, the leader of the attacks, made his air ticket reservations online, and Al
Qaeda cells reportedly were using the Internet-based telephone services to
communicate with other cells overseas. Khalid Shaikh Mohammed, mastermind
of the attacks against the World Trade Center, reportedly used the Internet chat
software to communicate with at least two airline hijackers. International
terrorist groups, including Al Qaeda, are also known to use advances in
technology such as optoelectronics (such as military night-vision devices),
special communications equipment, GPS systems, and other electronic
equipment, according to the DHS officials. The DHS Homeland Security
Bulletins advise that many terrorists may now have access to very expensive
high technology equipment. 24!

It was critical to address increasing capabilities of terrorist organizations in order to
evaluate the capabilities of the DoD in responding these threats. In addition to the
increasing capabilities of terrorist organizations, it was expected that terrorists’ access
to advanced technologies would increase the risk posed by terrorist-sponsoring states

which were defined as Cuba, Iran, Irag, Libya, North Korea, Syria, and Sudan as of
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2002.2*? It may be claimed that this extends the threat perception on cyberterrorism
from terrorist organizations to state enemies by naming them. These two points might
have been effective in strengthening measures taken by the DoD. In this respect, it also

included a preparation for offensive use of cyber weapons. 243

This broadened understanding was consolidated in subsequent strategic documents of
the DoD. The National Military Strategy of the US in 2004 defined cyberspace as a
new battleground in accordance with the extension of threat perception.?** In the same
document, it was accepted that impact of the cyber attacks may be ‘disruptive’ rather
than being ‘destructive’ and ‘lethal’.>*® Despite this fact —non-lethal impact- which
downgraded the significance of cyberspace from the skeptical side, the importance of
cyberspace was not ignored; rather it was included as a new sphere for the DoD to fight
in the same line with the arguments of cyber-pessimists. This became clear in the
National Military Strategy of the United States of America: A Strategy for Today; A
Vision for Tomorrow which was prepared by the DoD in 2004 with the aim of
identifying the role of armed forces to be successful in securing the US interests while

fighting against terrorism. It may be understood from the following extract:

Adversaries threaten the United States throughout a complex battlespace,
extending from critical regions overseas to the homeland and spanning the
global commons of international airspace, waters, space and cyberspace. [...]
The Armed Forces must have the ability to operate across the air, land, sea,
space and cyberspace domains of the battlespace. Armed Forces must employ
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military capabilities to ensure access to these domains to protect the Nation,
forces in the field and US global interests. The non-linear nature of the current
security environment requires multi-layered active and passive measures to
counter numerous diverse conventional and asymmetric threats. These include
conventional weapons, ballistic and cruise missiles and WMD/E. They also
include threats in cyberspace aimed at networks and data critical to US
information-enabled systems. Such threats require a comprehensive concept of
deterrence encompassing traditional adversaries, terrorist networks and rogue
states able to employ any range of capabilities. 24°

In addition to the emphasis on a combined version of active and passive measures
which may be defensive, deterrence was expected to be effective against varied range
of actors with broadened capabilities. However, it was critical for this document since
it underlined that the traditional deterrence capabilities may not work for adversaries

with asymmetric capabilities.?*” In the same report, it was also claimed that:

Some of these adversaries are politically unconstrained and, particularly in the
case of non-state actors, may be less susceptible to traditional means of
deterrence. Adversaries increasingly seek asymmetric capabilities and will use
them in innovative ways. They will avoid US strengths like precision strike and
seek to counter US power projection capabilities by creating anti-access
environments. 248

These texts were important since they showed consideration for new strategies apart
from deterrence. It may be argued that the official documents and the reports on
extension of threats, actors and battleground were used to show the urgency to develop
new strategies for security of cyberspace by attempting a securitization move. In other

words, it was critical for a securitization move to mention security weaknesses in
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cyberspace by labeling it as a new battleground in which varied range of actors may

utilize.

The subsequent document of the National Military Strategy for Cyber Operation, 2006,
aimed at emphasizing the superiority of the US in cyberspace by developing a
comprehensive strategy for cyber domain. It was clearly claimed that a coordinated and
a mix of offensive and defensive strategies needed to be developed because “the DoD
cyberspace operations are strongest when offensive and defensive capabilities are
mutually supporting.”**® With respect to this, “Network Operations, Information
Operations, Kinetic Actions, and Law Enforcement and Counterintelligence” were
described as primary actions to achieve this aim.>*® It was highly significant to
underline the probability of using kinetic actions which means conventional military
action in order to ensure superiority of the US in cyberspace while other policy
statements and official documents almost offered the same strategies of developing
capabilities in cyberspace by enhancing intelligence and information-sharing
mechanisms. To put it differently, it was suggested that the defensive nature of the
network and information operations which belong to cyberspace might be

complemented either by defensive or offensive kinetic actions.?*

Moreover,
highlighting the importance of an enforcement mechanism and counterintelligence
investigations were also significant to materialize the main military strategy of
deterrence in cyber domain. Therefore, one may argue that as the National Military

Strategy for Cyber Operation tried to implement number of missions and strategies that
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were mentioned before, it was the primary document that upheld promises for

cybersecurity.

Another critical aspect of the official documents of the DoD could be found in the two
sequential documents. At first, in the Quadrennial Defense Review Report of 2006,
China as an emerging power came to the scene with an emphasis on developing
military capabilities of China in both traditional and cyber domains. It was reported
that:

The pace and scope of China’s military build-up already puts regional military
balances at risk. China is likely to continue making large investments in high-
end, asymmetric military capabilities, emphasizing electronic and cyber-
warfare; counter-space operations. [...] It -the US- will also seek to ensure that
no foreign power can dictate the terms of regional or global security. >

Then in 2008, the National Defense Strategy, which addressed the strategic objectives
of the US in an environment of global struggle against extremism, expressed the same
point by reporting “China is developing technologies to disrupt our traditional
advantages. Examples include development of anti-satellite capabilities and cyber
warfare.”?®® These may be seen as significant claims in terms of expanding the
spectrum of threats by including both state and non-state actors. It may be argued that
the inclusion of state and non-state actors by naming them and stressing their
capabilities may be useful in convincing the audience for the required missions of
ensuring national and global security in the cyberspace.
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In this line of expansion, it was again suggested that strategy of deterrence needed to be

redesigned in that strategic document:

Finally, the number of potential adversaries, the breadth of their capabilities,
and the need to design approaches to deterrence for each, create new challenges.
We must tailor deterrence to fit particular actors, situations, and forms of
warfare. The same developments that add to the complexity of the challenge
also offer us a greater variety of capabilities and methods to deter or dissuade
adversaries. This diversity of tools, military and non-military, allows us to
create more plausible reactions to attacks in the eyes of opponents and a more
credible deterrence to them. In addition, changes in capabilities, especially new
technologies, permit us to create increasingly credible defenses to convince
would-be attackers that their efforts are ultimately futile. [...] We must build
both our ability to withstand attack — a fundamental and defensive aspect of
deterrence — and improve our resiliency beyond an attack. An important change
in planning for the myriad of future potential threats must be post-attack
recovery and operational capacity. [...] For the future, the global scope of
problems, and the growing complexity of deterrence in new domains of
conflict, will require an integrated interagency and international approach if we
are to make use ofall the tools available to us.*>*

This text shows that it became more apparent that the traditional deterrence might not
work in cyberspace. However, there was still no clear strategy of redesigning
deterrence or methods to fight cyber threats. Therefore, the efforts for a successful
securitization were downplayed since the DoD could not redesign strategies to secure

cyberspace.

Although its primary position on national cybersecurity strategy was undermined with
the establishment of the DHS, the DoD still played an important role both in pointing to
the vulnerabilities and threats and in shaping strategic moves during the Bush
Administration. It was very successful in targeting the adversaries and potential

vulnerabilities in terms of securitization. It revealed the dangers about increasing
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capabilities of state and non-state actors in cyberspace by clearly addressing China as
an emerging power at all levels and naming terrorist organizations that may cause
damage. Moreover, the DoD accepted cyberspace as a newly emerging battleground. In
this line, it brought the possibility of using cyberspace for offensive purposes. The
emphasis on offensive measures is also vital for a securitization move since the model
expects a concrete step as an extraordinary measure. All these provide that the
expressions and documents of the military wing of the Bush Administration were still

important for the evolution of the national strategy for cybersecurity.
4.3.3 Role of the President

It can be said that Bush was an active president in security issues in general. Therefore,
although his main interests were focused on terrorism, cyberspace also grabbed his
attention, as this domain clearly affected national security. As vulnerability of
networked systems posed serious threats for public and government with DoS of 1990s,
and computer worms which slowed down operation of systems, cybersecurity was also

embedded in national security policies in Bush Administration.

However, Bush’s policy and standing toward cybersecurity was a little bit ambiguous.
For example, while he emphasized the rise of cyberterrorism during his election
campaign which may be interpreted as an attempt for securitization of cyberspace,
there was not any cyber- prefix in for instance one of the most critical documents of the
Bush term, the National Security Strategy of the United States of America, 2002 which
included the immediate strategic reactions of the US to the terrorist attacks.?®® There
was only a limited emphasis on information operations and critical infrastructure

protection as follows:
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This broad portfolio of military capabilities must also include the ability to
defend the homeland, conduct information operations, ensure U.S. access to

distant theaters, and protect critical U.S. infrastructure and assets in outer

space. >

Following the National Security Strategy of 2002, the National Security Strategy of the
United States of America, 2006 did not also bring the cybersecurity issue to the table.
One and only mention of the existence and acceptance of cybersecurity can be found
while mentioning enhancing capabilities of the DoD in accordance with the new
security challenges. It was stated that the DoD renewed its capabilities to accommodate
‘disruptive challenges such as (such as biotechnology, cyber and space operations, or
directed-energy weapons’.?®” These can be seen as an indication of negligence with

regard to cybersecurity in the presence of other critical security issues, like terrorism.

Contrary to these critical and strategic documents of security strategy, Bush tried to
organize cybersecurity strategy through National Security Presidential Directives
(NSPDs) and Homeland Security Presidential Directives (HSPDs). In addition to these
national security strategies, Bush issued Critical Infrastructure Identification,
Prioritization, and Protection, HSPD-7. It can be defined as an organizing document
since it specified roles of the DHS and other federal agencies in developing a national
cybersecurity strategy. HSPD-7 may be interpreted as a pursuit for developing more
organized and enhanced strategies to protect critical infrastructures from terrorists since
it stated that:

Critical infrastructure and key resources provide the essential services that
underpin American society. The Nation possesses numerous key resources,
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whose exploitation or destruction by terrorists could cause catastrophic health
effects or mass casualties comparable to those from the use of a weapon of mass
destruction, or could profoundly affect our national prestige and morale. In
addition, there is critical infrastructure so vital that its incapacitation,
exploitation, or destruction, through terrorist attack, could have a debilitating
effect on security and economic well-being. [...] While it is not possible to
protect or eliminate the vulnerability of all critical infrastructure and key
resources throughout the country, strategic improvements in security can make
it more difficult for attacks to succeed and can lessen the impact of attacks that
may occur. In addition to strategic security enhancements, tactical security
improvements can be rapidly implemented to deter, mitigate, or neutralize
potential attacks.?>®

Although the influence of war on terrorism cannot be clearly seen in the blueprint for a
national cybersecurity strategy, it was apparent in presidential directive’s search for
enhanced strategies against both states and non-state actors. This expression may be
seen as one of the fundamental emphasis of Bush on security weakness of the US in
cyberspace. It was an important example of the speech act that included both the
referent object and existential threat in cyberspace. However, in terms of measures, this
directive again mainly foresaw an agency-based and coordinated protection plan at

national level similar to previous recommendations.?°

Through the end of his presidency two presidential directives and a roadmap for a
cybersecurity initiative were issued by Bush. Intwo concurrent presidential directives -
NSPD-54, 2008 and HSPD-23, 2008- roles and responsibilities of bureaucratic
agencies were again defined to enhance the national cybersecurity strategy. It may be
argued that these directives did not bring major proposals for cybersecurity strategy

apart from incentives on launching the Comprehensive National Cybersecurity
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Initiative (CNCI). Nevertheless, they were important in terms of the emphasis on the
importance of strategic use of cyberspace. In the directives, it was stated that ““the
United States must maintain restricted access to and use of cyberspace for a broad

range of national purposes”2¢° because:

The electronic information infrastructure of the United States is subject to
constant intrusion by adversaries that may include foreign intelligence and
military services, organized criminal groups, and terrorists trying to steal
sensitive information or damage, degrade, or destroy data, information systems,
or the critical infrastructures that depend upon them. Cyber criminals are intent
on malicious activity, including the manipulation of stock prices, online
extortion, and fraud. These activities cost American citizens and businesses tens
of billions of dollars each year. Hackers and insiders have penetrated or shut
down utilities in countries on at least three continents. Some terrorist groups
have established sophisticated on-line presences and maybe developing cyber
attacks against the United States.?%!

This text clearly displayed the security concerns of the US in cyberspace. It presented
the aims of intrusions and damage that were caused by cyber criminals. These
expressions were highly remarkable for securitization of cyberspace since the referent
objects, existential threats and damage were epitomized by Bush. Moreover, they also

demonstrated the impact of the discourse of terrorism on cybersecurity.

In this political environment, in general, it could be said that terrorist organizations
were treated as main aggressors that threaten the US national security. Once, in HSPD-
7, it was expressed that “terrorists seek to destroy, incapacitate, or exploit critical

infrastructure and key resources across the United States to threaten national security,
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cause mass casualties, weaken our economy, and damage public morale and
confidence.”?%? It continued in other directives. Although the perceptions on opponents
were getting expanded through the end of the Bush term, discourses and increasing
emphasis on ‘terrorist exploitation of vulnerabilities,” ‘terrorist threats’ and ‘terrorist
attacks on critical infrastructure’ were the main features of the Bush Administration
that differentiated him from the Clinton period.

The frequent use of ‘terrorism’ may be understood as a part of a speech act since the
audience mainly concentrated on the discourse on terrorism, so that it would be easier
for Bush to take some measures for other critical security issues. Therefore, although
the emergency measures and strategies were not very satisfying for a successful
securitization, Bush, in parallel to the arguments of cyber-pessimists, continued the
securitization move of cyberspace by using speech act to refer to the referent objects

and existential threats.
4.3.4 Role of the Legislative Efforts

Similar to the legislative efforts of the Clinton Administration, laws and regulations
that may support a comprehensive national cybersecurity strategy were limited in Bush
era. Therefore, the Congress was not very active as a securitizing actor during the Bush

period.

One critical legislative development regarding the cybersecurity may be seen as E-
Government Act of 2002 which regulated the use of the internet and electronic
government services with the aim of promoting security and advantages of these

services.?®® This law which was signed by Bush in 2002 included a subchapter for
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information security which was named Federal Information Security Management Act
of 2002 (FISMA, 2002). It concentrated on the unauthorized use of information
systems that could harm the US services. In order to overcome this problem, it defined
some requirements for federal agencies. For instance, FISMA, 2002 “requires each
agency's senior officials to provide security for the informationand systems that
support their operations and assets and to develop plans and procedures to ensure the
continuity of such information and systems.”?®* Such requirement would establish a

ground for enhancing information-sharing mechanism starting among federal agencies.

Other than E-Government Act of 2002, there were no major legislations. But, there
were some other efforts which may be considered as speech act. For instance, in one of
the House Resolutions of the early Bush Administration, cyberterrorism was defined as
“an emerging threat to the national security of the United States and the nation's
electronic infrastructure.”®®® It was an important step since it stated an emerging
existential threat to the US national security. The speech act which defined existential
threat was tried to be supported by more concrete actions. Cyberterrorism Prevention
Act of 2001 and Cyberterrorism Preparedness Act of 2001 were offered consecutively.

But, they could not find full support in the Senate, and could not become law.

Although the Congress was not totally negligent about growing threats from
cyberspace, it could not put effective regulations that may help securitization move of

cyberspace to implement more radical national strategies. Therefore, it may be argued
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that the role of the Congress as a securitizing actor did not imply a linear growth rather

there was a stagnation compared to the Clinton Administration
4.3.5 Role of the Non-Governmental Organizations and Agencies

It may be claimed that the effects of the media and research centers on national security
issues have increased as the access to media tools has become easier with the spread of
the Internet. Role of the non-governmental organizations and agencies was much
obvious in the Bush Administration. Although they were not considered as securitizing
actors, their role were crucial to support the main securitizing actors. There were
growing number of reports, analysis and news based on vulnerabilities of cyberspace

and cybersecurity.

In the early years of Bush Administration, risks and vulnerabilities of cyberspace were

expressed as follows in the Washington Post:

Cybersecurity is a problem that if not handled properly can dramatically affect
millions of our citizens and undermine core institutions of our society just as
effectively as a weapon of mass destruction. Fortunately, the terrorists have not
yet demonstrated the capacity to carry out large-scale terror, but that doesn't
mean they haven't achieved the necessary level of expertise to do it. And
beyond state-sponsored terrorism and organized terror groups, there are
countless small-scale cyber attackers and hackers lurking about -- mostly here
in America -- trying to manufacture similar chaos, as we are currently being
reminded by the latest "worm" attack. [...] This situation is alarming when one
considers that America has many thousands of dams, airports, chemical plants,
federal reservoirs and of course power plants (of which 104 are nuclear), most
of whose integral systems are operated and controlled by sophisticated
computer systems or other automated controllers. These systems are now
experiencing cyber attacks. In the second half of 2002 alone, 60 percent of
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power and energy companies experienced at least one severe cyber attack.
Fortunately, none incurred catastrophic loss. 2%

It was critical to demonstrate the potential effects of cyber attacks by concrete data of
examples and numbers. By doing this, through widespread communication tools of
media, the US would be more effective and successful in convincing the audience to
take any offensive measures in cyberspace, when necessary. Moreover, in addition to
the cyber attacks from traditional actors, there was growing sensitivity to
cyberterrorism although many of the examples of cyber incidents could not be defined
as cyberterrorism, which means destructive or disruptive computer based attacks by
terrorist organizations.?®” For instance, Dorothy Denning who is an important scholar
on information security claims that cyberterrorism should not be ignored and not to be

caught unprepared:

The next generation of terrorists will grow up in a digital world, with ever more
powerful and easy-to-use hacking tools at their disposal. They might see greater
potential for cyber terrorism than do the terrorists of today, and their level of
knowledge and skill relating to hacking will be greater. Cyber terrorism could
also become more attractive as the real and virtual worlds become more closely
coupled, with automobiles, appliances, and other devices attached to the
Internet. Unless these systems are carefully secured, conducting an operation
that physically harms someone may be as easy as penetrating a Web site is
today. At least for now, hijacked vehicles, truck bombs, and biological weapons
seem to pose a greater threat than cyber terrorism. However, just as the events

280 Rick White and Stratton Sclavos, “Targeting Our Computers,” The Washington Post, August 15,
2003, https://www.washingtonpost.com/archive/opinions/2003/08/15/targeting -our-
computers/a8836d55-7dd7-401b-b170-d486e468241c/.

257 Dorothy E. Denning, Is Cyber Terror Next? (New York, 2001),
http://poli.haifa.ac.il/~terror/homer/27.9.02/cyber terrorism.htm.

101



of September 11 caught us by surprise, so could a major cyber assault. We
cannot afford to shrug off the threat.2°®

This looks like a call for taking measures against increasing level of dangers from

cyberspace. Ananalogy with such a catastrophic event - the 9/11- may be interpreted as

a complete effort to define measures against cyberterrorism. Moreover, it may also be

argued

that the fear of cyberterrorism derives from the fear from unknown.

Capabilities, vulnerabilities and damage of cyber attacks represent challenges for

security perception since they differ from traditional capabilities, vulnerabilities and

attacks. It is because cyberterrorism issue proceeds on the probability of the cyber

attacks. It can be clearly seen in the following extract:

Unsettling signs of al Qaeda's aims and skills in cyberspace have led some
government experts to conclude that terrorists are at the threshold of using the
Internet as a direct instrument of bloodshed. The new threat bears little
resemblance to familiar financial disruptions by hackers responsible for viruses
and worms. It comes instead at the meeting points of computers and the
physical structures they control. U.S. analysts believe that by disabling or taking
command of the floodgates in a dam, for example, or of substations handling
300,000 volts of electric power, an intruder could use virtual tools to destroy
real-world lives and property. They surmise, with limited evidence, that al
Qaeda aims to employ those techniques in synchrony with "kinetic weapons"
such as explosives. 2%

Additionally, statements of the Homeland Security Chair, John Gordon may grab the

attention of the public since they touch upon cyberterrorism and traditional terrorism

from the same security perspective by stating:

268 |hid.

269 Barton Gellman, “Cyber-Attacks by Al Qaeda Feared,” Washington Post, 2002,
http://www.washingtonpost.com/wp-dyn/content/article/2006/06/12/AR2006061200711.html.
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Whether someone detonates a bomb that causes bodily harm to innocent people
or hacks into a Web-based IT system in a way that could, for instance, take a
power grid offline and result in a blackout, the result is ostensibly the same;
both are acts of terrorism.[...] “As long as there are major cybersecurity
vulnerabilities, someone will exploit those,” Gordon said. “The damage will be
the same whether the attacker was a bored teenager, an organized criminal or a
[hostile] nation or state. We need to focus on the vulnerabilities--and not get to
hung up on who the attacker will be.”?"°

During the Bush era one of the distinctive aspects was the increasing role of the media
and political research centers in terms of cybersecurity compared to the Clinton era.
Media also called next president for taking more serious action against rising cyber
threats since there was an urgency to have more strict policies against losing relative
power in cyberspace. This was done by analogies of September 11 and dealing with
cybersecurity in the same basket as a matter as important as terrorism which was the

main national security concern of the US, especially after the terrorist attacks.
4.4  An International Atte mpt?

Presidency of Bush did not come up with a great strategy for international
cybersecurity despite the need for it which became more apparent with the strategic use
of cyberspace to complement actions in traditional domains. Prior to 9/11, in June
2001, Secretary of Defense Donald Rumsfeld informed allies of the US to be ready for
new threats in post-Cold War. Among these new threats, cyber attacks were
categorized together with terrorism, weapons of mass destruction and high-tech

weapons as future security challenges for trans-Atlantic alliance.?’* This can be seen as

20 Elizabeth Montalbano, “Homeland Security Chair Likens ‘Cyber Terrorists’ to Al Qaeda,” CRN
News, 2004, http://www.crn.com/news/security/18825553/ho me land -security-chair-likens-cyber-
terrorists-to-al-qaeda.htm.

21 Gerry J. Gilmore, “Rumsfeld To NATO: Prepare Now For Emerging Threats,” American Forces
Press Service, June 7, 2001, archive.defense.gov/news/newsarticle.aspx?id=45921.

103



intimation for international cooperation to secure cyberspace. The intimation became

apparent with the National Strategy to Secure Cyberspace, 2003. It was stated that:

America’s cyberspace links the United States to the rest of the world. A
network of networks spans the planet, allowing malicious actors on one
continent to act on systems thousands of miles away. Cyber attacks cross
borders at light speed, and discerning the source of malicious activity is
difficult. America must be capable of safeguarding and defending its critical
systems and networks. Enabling our ability to do so requires a system of
international cooperation to facilitate information sharing, reduce
vulnerabilities, and deter malicious actors. >

This underlined that the US national security strategy of cyberspace needed to be
complemented by the international cooperation on cyberspace. It implied almost the
same strategic moves of national arena for international domain. Concerning this,
detecting and preventing through developing a system of ‘international watch-and-
warning networks’ which was based on enhancing information sharing capabilities at
international level were defined as central for a successful international cybersecurity
strategy.2’® However, there were no consecutive concrete initiatives to materialize these
strategic moves. Moreover, the discourses about international cybersecurity were not

that much incisive and rigid compared to discourse at domestic politics.

Nevertheless, legal side of the cyberspace was not ignored thanks to efforts for

promoting global integration into Council of Europe Convention on Cybercrime.?’* In

2004, this objective was realized with the ratification of the Convention on Cybercrime

272 ysh, The National Strategy to Secure Cyberspace.
273 Ibid.

274 1bid.
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by the Council of Europe.?”™ However, it should be noted that this convention was
ratified by only 26 countries while there were 20 countries which signed but not ratified
the Convention as of 2009.%7® Inadequateness of international strategies as in the case
this relatively unsuccessful initiative may be seen as a clear example of difficulty of

developing an international cybersecurity strategy.

Besides, during the Bush Administration, an international regulation that increased
information sharing and response mechanism in cyberspace was not accomplished. The
difficulty of developing a comprehensive international cybersecurity strategy may stem
from the strategic importance of the cyberspace. Although characteristics of cyberspace
make states more vulnerable to cyber attacks from non-state actors, they are also able
to use cyberspace during international conflicts against states as well. It means that

cyberspace offers states a hidden battleground to pursue their national interests.

There were two major cases that revealed strategic uses of cyberspace during Bush era.
Subsequently, Russia used cyberspace offensively in Estonian and Georgian cases.
Prior to intervention in Georgia, Russia already used cyber attacks against Estonia in
2007. In both cases, same methods such as DDoS attacks and web defacements were
used against Estonia and Georgia.?’” In Estonian case, cyber attacks disrupted the use

of electronic services.?’® In Georgian case, they had more strategic results since they

275 Nazli Choucri, Stuart Madnick, and Jeremy Ferwerda, “Institutions for Cybersecurity: International

Responses and Global Imperatives,” Information Technology for Development, (2013), p.16.
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damaged communication systems of a government which was in ‘state of war’. 2% The
two countries have relatively low level of dependence on network based critical
infrastructures and operational cyberspace compared to the US and other high-tech
states®® so that it may be claimed that the damage is relatively low for them. On the
other hand, it may also be argued that Russian strategic use of cyberspace shows the
importance of cyberspace in complementing an action in physical domain even against

an actor whose dependence on critical infrastructure is relatively low.

The strategic use of cyberspace by Russia also underlines the attribution problem one
more time as the source of the cyber attacks in Estonia and Georgia remains
unauthenticated exactly. By this means, cyberspace offers a strategic and tactical
ground in complementing traditional operations by its legally unbinding character.
Russian use of cyberspace for strategic purposes such as disrupting the communication
by attacking government and civilian infrastructure during invasion of Georgia can be
given as a good example of the refrainment from a restrictive international

implementation on cyberspace.

The cases of Estonia and Georgia pushed only the NATO to pursue more active
policies in cyberspace. In 2008, Bucharest Summit, it was decided to establish a Cyber
Defense Policy by asserting ‘“the need for NATO and nations to protect key
information systems; to share best practices; and to provide a capability to assist Allied
nations, upon request, to counter a cyber attack.”?®* Although the efforts of the NATO
were important for the partners in the alliance, it did not represent a general norm of

29 |bid., p.15.; John Markoff, “Before the Gunfire, Cyberattacks,” The New York Times, August 12,
2008, http://www.nytimes.com/2008/08/ 13/technology/13cyber.html?_r=0.
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behavior for cyberspace. Therefore, in such a strategic environment, it is not very
surprising not to have general international standards to ensure cybersecurity at

international level.
45 Conclusion

During Presidency of Bush, cybersecurity was still on the security agenda of the US
even though there were more important issues like Afghanistan and Iraq operations.
This study argues that through the end of the 43'™ presidency in post-9/11 period,
critical infrastructure protection, and more inclusionary, defense of cyberspace were
given emphasis by linking it with terrorism. As it can be observed, these national
efforts that were supported by presidential directives almost urged the same internal
strategy which was based on public—private partnership to enhance information sharing
mechanism as in Clinton Administration. By means of all these reports and documents,
national cybersecurity strategy of Bush term which was based on risk-based strategies
can be summarized with two main points. First, securing cyberspace is all inclusive
process. It means that not only federal agencies are responsible to ensure cybersecurity
so that cooperative actions of public and private sectors are vital for this strategy.
Secondly, as it is was suggested in the National Strategy to Secure Cyberspace, 2003, a
response team which signals for offensive strategies is required either to prevent cyber
attacks or to reduce vulnerabilities, if prevention is not possible. At international level,
for me, cyberspace may be used for strategic purposes, so that although an international
legal regulation seem to be required to prevent increasing level of cyber attacks, it is

not very possible and rational to restrict strategic actions in cyberspace.

When it is compared to Presidency of Clinton, it may be argued that the speech act of
securitizing actors were more limited but still striking. In terms of the roles of
bureaucratic agencies, it can be said that responsibility of them expanded in the Bush
era by inclusion of the DHS although the speech act by the DHS was very limited.

Therefore, the inclusion did not bring a successful securitization of cybersecurity at
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national level. Yet, it was still critically important to define cyberspace as a new
‘battleground’ and ‘part of terrorism’ by using speech act. It may be still defined as a
securitization attempt. On the other hand, one could not speak of the international
securitization of cyberspace. Although Russia, as one of the major opponents, utilized
cyberspace, there was no clear international move to prevent further offensive actions.
In addition to the emergence of the importance of the strategic use of cyberspace, two
interlinked and internal reasons may prevent the US to call for an international action:
the decreasing level of the Bush’s credibility and increasing level of unilateral
emphasis of the Bush Administration. Along with the reasons that may prevent
proposals for international regulations and the strategic use of cyberspace, opportunity-

based strategies continued to be influential at international level.
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CHAPTER 5

OBAMA ERA: INCREASING EFFORTS

5.1 Introduction

This chapter will examine how the Obama Administration handles cybersecurity at

national and international politics.

In parallel with the previous chapters on Clinton and Bush, this chapter will also start
with a brief introduction with the aim of introducing foreign policy issues of the Obama
Administration. Then, in the same line, it will try to show the growing internal
concerns over cyberspace by relying on policy statements of the main bureaucratic
agencies such as the Presidency, the Department of Homeland Security, the
Department of Defense and the Congress regarding the legislative efforts. In order to
examine the evolution of international cybersecurity strategy, primary cases of the
Obama era, such as the use of sophisticated Stuxnet worm on Iranian nuclear facility,
the outbreak of the cyber attacks on Sony Pictures Entertainment, and ongoing effects
of Chinese cyber attacks will be examined. These are highly critical cases to evaluate
and interpret bilateral and multilateral efforts of the US regarding the international

cybersecurity strategy.

As a conclusion, in the light of above mentioned internal and international
developments, it will be argued that the Obama Administration has brought in a
‘change’ on the development of the national cybersecurity strategy compared to the
Clinton and Bush era. Obama, in person, has shown his intention by making more
comprehensive efforts to demonstrate possible effects of emerging cyber threats on

national security. Regarding the presidential attempts, other critical federal agencies
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have mostly worked in coordination with the Presidency. On the other hand, lack of a
clear international cybersecurity strategy, which stems from diverse threat perceptions
among states about cyberspace and the possibility of strategic offensive use of
cyberspace to complement an action in physical domain will be examined to show the

‘continuity’ of his predecessors’ efforts.
5.2 Foreign Policy Framework of the Obama Administration

Barack H. Obama came to power in a political environment where there was a sharp
decrease in public and international support for the policies of the president. In such a
context, major promises of Obama during his election campaign focused on ‘hope and
change.’?®2 The election of Obama as the 44™ President of the US was very important
not only for the US but also for the globe as a whole because he came with promises of
‘hope and change.” Obama emphasized the global engagement with the US allies to
promote democracy and freedom, and he was expected to pursue a multilateral
approach in his foreign policy contrary to unilateral rhetoric of the Bush
Administration. These two notions that were mostly stated during the election
campaign of Obama can be seenas a reflection of his motive for changing the direction
of national and international policies of the US.283 It has mainly implied ‘resetting’ the
relations with major countries like Russia and ending running battles in Afghanistan

and Iraq.?*

282 “«Obama Speech: ‘Yes, We Can Change,”” CNN, January 27, 2008,
http://edition.cnn.com/2008/POLITICS/01/26/0bama.transcript/indexhtml?eref=rss_latest; “Transcript:
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http://edition.cnn.com/2008/POLITICS/ 11/04/obama.transcript/; “Barack Obama’s New Hampshire
Primary Speech,” New York Times, January 8, 2008,
http://www.nytimes.com/2008/01/08/us/politics/08te xt-obama.html?_r=0. (Accessed on 14.04.2016)
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In accordance with ‘hope and change’ and ‘reset and restart’, Obama announced his
foreign policy priorities as follows: non-proliferation by ‘stopping the use of nuclear
weapons,” ‘combating extremism within the rule of law,” ‘sustainable global economy,
which appear in the Millennium Development Goals and ‘selective promotion of
democracy’.?®® Regarding priorities of his foreign policy agenda, Obama has dealt with
the security issues such as wars in Afghanistan and Irag, fighting against extremist
groups, and Iranian nuclear ambitions, which were inherited from the Bush period in
his first years. He has also been interested in developing bilateral relations especially
with China and Russia. In addition to these critical policy issues, the Arab Spring
occurred in one of the most conflictual regions of the world- the Middle East-.
However, Obama has not been able to put forth radical changes in none-ofthese critical
issues. For many analysts, foreign policy approach of the US during Obama’s
presidency has been relatively successful in keeping up with the rhetoric of ‘change’,
Obama had promised; rather he was stuck between ‘continuity and change.’?%® In the
light of foreign policy issues and approach of Obama, this study argues that the
cybersecurity strategies of the Obama Administration have displayed a certain degree
of change, particularly at national domain when compared to policies of the previous

administrations while demonstrating continuity, particularly at international level.

28% Barack H. Obama, “Remarks by the President to the United Nations General Assembly” (New York:
Office of the Press Secretary, 2009), https://www.whitehouse.gov/the -press-office/remarks-president-
united-nations-general-assembly.
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5.3 Increasing Efforts on Enhancing National Cybersecurity Strategy

Obama took the office in 2009 when there was growing sensitivity on cybersecurity in
the light of the CSIS Report on cyberspace for 44™ Presidency. It was a critical report
since it underlined the growing risk of incremental capabilities of other states regarding
the cyberspace by stating “our most dangerous opponents are the militaries and
intelligence services of other nations. They are sophisticated, well resourced, and
persistent.?®™ As explicitly stated in this report, increasing capabilities of ‘dangerous
opponents’ could pose serious threats the US economic competitiveness. Additionally,
higher level of exploitation of vulnerabilities in cyberspace could be the base of
conflicts among states.?®® As indicated in this report, to protect the country against such
conflicts and to keep the US competitiveness at top, it was seen necessary for the 44"
Presidency to organize national and international cybersecurity strategies. Moreover,
this report openly linked cybersecurity to the US national security, and also claimed
that:

Cybersecurity can no longer be relegated to information technology offices and
chief information officers. Nor is it primarily a problem for homeland security
and counterterrorism. And it is completely inadequate to defer national security
to private sector and the market. This is a strategic issue on par with weapons of
mass destruction and global jihad, where the federal government bears primary
responsibility. 2%°

Once, Bush, in his election campaign, equated cyberterrorism with weapons of mass

destruction. Therefore, it was the second time that the issue of cybersecurity was
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handled in the same category with weapons of mass destruction. In addition to this, it
anticipated more clear strategies since cybersecurity is a critical national security issue
that should be handled separately. Furthermore, as it can be deduced from the CSIS
Report, the significance of cybersecurity and the call for top-level actions especially
from the Presidency, were much more highlighted during Obama’s presidency.
Considering the implications of this report, this study argues that Obama was expected

to be more active in defining more radical cybersecurity strategies at home.
5.3.1 Role of the Presidency

It was inevitable for Obama, whose computer systems at campaign headquarters during
his election campaign were exposed to cyber attacks to take necessary actions to secure
cyberspace. In presidential campaign of 2008, Obama actively used social networking
tools which can be described as a part of cyberspace. However, as increasing level of
dependence on critical infrastructures extends the vulnerabilities, very similarly, in this
case, the election campaign of Obama was quite vulnerable to cyber attacks. Computers
in the Obama’s campaign headquarters were hacked with the purpose of stealing data
about future policies and personal information of the users.?®® In November 2008,
Federal Bureau of Investigation (FBI) reported that hackers who intruded into
computer systems were from China but their origins and motives remained unknown?%!
It was also stated that the cyber intrusions were materialized despite the campaign team
of Obama had been warned before the attacks.??? This event proves that disregard for

the potentiality of cyber attacks, lack of serious attention may lead to security breaches.

290 “Obama, McCain Campaigns’ Computers Hacked for Policy Data,” CNN, November 6, 2008,
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Therefore, it caused concerns about cyberspace for the Obama Administration. He
voiced these concerns in a speech as follows: “It was a powerful reminder: in this
information age, one of your greatest strengths — in our case, our ability to
communicate to a wide range of supporters through the Internet — could also be one

2935

of your greatest vulnerabilities. It was an important start for the Obama

Administration since Obama was exposed to paradoxical nature of cyberspace.

In May 2009, President Obama issued a report that was called ‘Cybersecurity Policy
Review.’ This report directly asserted importance of cyberspace by underlining its
leading role in every segment of actions in the globally- interconnected world.?%* It was
like a roadmap of the cybersecurity policies that would be followed by the Obama
Administration. Insuch a critical domain, a striking national and international start was
advised through running more comprehensive campaign at home and strengthening
national and international partnerships under the leadership of the White House.?%® The
reason behind efforts for developing more comprehensive campaign stemmed from the
requirement of increasing the public awareness.?® It was important for securitization to

catch the public awareness to take necessary measures.

Following the Cybersecurity Policy Review, rising significance of cybersecurity can be
understood more clearly from the inclusion of cybersecurity into the National Security

Strategy while the documents of his predecessor, Bush, had downplayed the issue by

293 David A. Sanger and John Markoff, “Obama Outlines Coordinated Cyber-Security Plan,” The New
York Times, May 29, 2009, http://www.nytimes.com/2009/05/30/us/politics/30cyber.ntml?_r=0.
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excluding it from the security strategy. In the National Security Strategy of 2010, which
manifested the strategic security agenda of the US with a promise of ‘renewing
American leadership” at home and abroad?®’, Obama started to analyze cyberspace by
accepting it as a new domain, through differentiating it from traditional battlegrounds
due to its asymmetric power and threat issues. He showed it by saying “in addition to
facing enemies on traditional battlefields, the United States must now be prepared for
asymmetric threats, such as those that target our reliance on space and cyberspace 2%
and “this means credibly underwriting U.S. defense commitments with tailored
approaches to deterrence and ensuring the US military continues to have the necessary
capabilities across all domains—Iland, air, sea, space, and cyber.?%®” Here, it was
obvious that Obama referred to cyber threats as existential threats as anticipated by

securitization theory by addressing their asymmetric characteristics.

As cybersecurity was treated as a national security issue, it was defined as a new pillar

in strengthening security. It was asserted in the same document as:

Cybersecurity threats represent one of the most serious national security, public
safety, and economic challenges we face as a nation. The very technologies that
empower us to lead and create also empower those who would disrupt and
destroy. They enable our military superiority, but our unclassified government
networks are constantly probed by intruders. Our daily lives and public safety
depend on power and electric grids, but potential adversaries could use cyber
vulnerabilities to disrupt them on a massive scale. The Internet and e-commerce
are keys to our economic competitiveness, but cyber criminals have cost
companies and consumers hundreds of millions of dollars and valuable
intellectual property. The threats we face range from individual criminal
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hackers to organized criminal groups, from terrorist networks to advanced
nation states. Defending against these threats to our security, prosperity, and
personal privacy requires networks that are secure, trustworthy, and resilient.
Our digital infrastructure, therefore, is a strategic national asset, and protecting
it—while safeguarding privacy and civil liberties—is a national security
priority. We will deter, prevent, detect, defend against, and quickly recover
from cyber intrusions and attacks by: investing in people and technology and
strengthening partnerships. 3%

From this text, one may understand that it was the US national security that was
threatened by the existential threats from cyberspace. Moreover, this document may be
the first proof to understand how Obama would deal with cybersecurity and what he
would do during his presidency. Firstly, he apparently showed his interest in dealing
with cybersecurity as national security issue since this domain as a ‘national asset’
poses new and asymmetric threats due to vulnerabilities of the US.3%! Secondly, he was
aware of the dangers coming from various actors in cyberspace that required improving
offensive, defensive and recovery capabilities. In this regard, he called for a strategy
that relied on enhancing partnership both in national and international domains.®%? In
such a crucial document, it was understood that Obama attached more importance to
cybersecurity more than his predecessors. Nevertheless, the roadmap for cybersecurity
strategy was not that much different than his predecessors. Yet, he put more efforts in

order to realize these strategies as it will be mentioned throughout this chapter.

In this line, at national level, Obama continued to implement regulations on cyberspace
and cybersecurity that were inherited from the Bush Administration. He immediately
focused on the CNCI. By the CNCI, two major points were determined: ‘establishing a
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defense mechanism against cyber threats by considering the vulnerabilities, and
increasing information-sharing mechanism and counterintelligence capabilities’ and
‘promoting research and development in cyberspace to deter cyber intrusions’.3%® The
continuation of the emphasis on defense may be interpreted as the continuation of risk-
based strategies at national level. In order to achieve these national goals of the CNCI,
responsibilities were allocated to almost every critical federal agency, particularly to
the DHS. It was also important for increasing the numbers of the securitizing actors at

federal level under an institutional structure.

President Obama’s increasing efforts for sensitivity and awareness on cybersecurity
was emphasized one more time when he declared October 2009 as the National
Cybersecurity Awareness Month (NCSAM). It was an important proclamation which
was lead by the President although the NCSAM has been administered by the DHS
since 2004. Obama stated that “all Americans must recognize our shared responsibility
and play an active role in securing the cyber networks we use every day.3°*” By this
proclamation, he might have intended to get a nation-wide support for actions in
cyberspace, which may be interpreted as a strong incentive to convince the audience as

securitization theory suggests.

As of 2011, some important legislative efforts were carried out under the leadership of
Obama the Cybersecurity Legislative Proposal was released. The distinguishing
characteristics of this proposal were based upon its stress on the modification of the
Computer Fraud and Abuse Act (CFAA) of 1986, which specified penalties for
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unauthorized actions to federal computer systems.®°® There have been changes and
updates to some regulations with the aim of strengthening enforcement structure
against cyber threats at least at home. Apart from the common views of enhancing
cybersecurity by partnership and capabilities, relatively those changes with regard to

strengthening enforcement structure were itemized in four main points as follows:

1)  supplement the CFAA with a mandatory minimum penalty for
damaging certain critical infrastructure computers;

2)  increase the penalties for most violations of the CFAA;
3)  modify the conspiracy and forfeiture provisions of the CFAA,;

4)  and make felony violation of the CFAA a racketeering predicate
offense.3%

These four points can simply be summed as portraying the attempts of the Obama
Administration on extending the penalty mechanisms especially for cyber criminals,
the purpose of which was to decrease or to prevent misuse of cyberspace. It can be seen
as a concrete step to arrest cyber criminals and to fight them at legal level by forcing
legislative actions. Therefore, this concrete step may also be stated as an attempt to take

extraordinary measures in cyberspace as it was suggested in the securitization theory.

In October 2012, Obama issued Presidential Policy Directive-20 (PPD-20) on the US
Cyber Operations Policy which superseded the National Military Strategy for Cyber

305 Charles Doyle, Cybercrime: An Overview of the Federal Computer Fraud and Abuse Statute and
Related Federal Criminal Laws (Washington, DC, 2014), p.1. https://www.fas.org/sgp/crs/misc/97-
1025.pdf.

%% Gina Stevens, Legislative Attorney, and Jonathan Miller, The Obama Administration’s Cybersecurity

Proposal: Criminal Provisions (Washington, DC, 2011), p.2.
https://www.fas.org/sgp/crs/misc/R41941.pdf.

118



Operation of 2006. This directive was very critical since it may be accepted as a
blueprint in choosing and application of offensive and defensive measures and

strategies in cyberspace, as introduced in the below extracts:

The United States Government shall reserve the right to act in accordance with
the United States' inherent right of self defense as recognized in international
law, including through the conduct of DCEO” (Defensive Cyber Effects
Operations). [...] The United States Government shall identify potential targets
of national importance where OCEO** (Offensive Cyber Effects Operations)
can offer a favorable balance of effectiveness and risk as compared with other
instruments of national power, establish and maintain OCEO capabilities
integrated as appropriate with other U.S. offensive capabilities, and execute
those capabilities ina manner consistent with the provisions of this directive. 3%/

The United States Government shall reserve use of DCEO to protect U.S.
national interests in circumstances when network defense or law enforcement
measures are insufficient or cannot be put in place in time to mitigate a threat,
and when other previously approved measures would not be more appropriate,
or if a Deputies or Principals Committee review determines that proposed
DCEO provides an advantageous degree of effectiveness, timeliness, or
efficiency compared to other methods commensurate with the risks; The United
States Government shall conduct DCEO with the least intrusive methods
feasible to mitigate a threat; The United States Government shall seek
partnerships with industry, other levels of government as appropriate, and other
nations and organizations to promote cooperative defensive capabilities,

* Defensive Cyber Effects Operations (DCEO): Operations and related programs or activities - other
than network defense or cyber collection - conducted by or on behalf of the United States Government,
in or through cyberspace, that are intended to enable or produce cyber effects outside United States
government networks for the purpose of defending or protecting against imminent threats or ongoing
attacks or malicious cyber activity against U.S. national interests from inside or outside cyberspace.

** Offensive Cyber Effects Operations (OCEQ): Operations and related programs or activities - other
than network defense, cyber collection, or DCEO - conducted by or on behalf of the United States
Government, in or through cyberspace, that are intended to enable or produce cyber effects outside
United States Government networks.

397 Barack H. Obama, Presidential Policy Directive (PPD-20): U.S. Cyber Operations Policy
(Washington, DC, 2012), pp.6-9. http://fas.org/irp/offdocs/ppd/ppd-20.pdf.
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including, as appropriate, through the use of DCEO as governed by the
provisions in this directive; and Partnerships with industry and other levels of
government for the protection of critical infrastructure shall be coordinated with
the Department of Homeland Security (DHS), working with relevant sector-
specific agencies and, as appropriate, the Department of Commerce (DOC).3®

In this directive, it was asserted that the US would put either offensive capabilities or
defensive capabilities in action, in accordance with the national and international laws
in order to ensure its national interests. Moreover, ‘emergency cyber actions’ were also

defined as an option for cyber operations. It was stated:

A cyber operation undertaken at the direction of the head of a department or
agency with appropriate authorities who has determined that such action is
necessary, pursuant to the requirements of this directive, to mitigate an
imminent threat or ongoing attack against U.S. national interests from inside or
outside cyberspace and under circumstances that at the time do not permit
obtaining prior Presidential approval to the extent that such approval would
otherwise be required. 3°°

In the implementation process of these actions, main role was given to the Secretary of
Defense, which was the Pentagon. By the definition of ‘emergency cyber actions,’ it
was also stated that the actions may be taken even without presidential authorization.
The directive was interpreted by its assertive characteristics which implied more
offensive prescriptions in cyberspace.®!? Inthe light of these, it may be asserted that the

US tried to establish its own rules of engagement in cyberspace. To put it differently,

308 Ibid., p.8.

30% Ibid., p.4.

%10 Ellen Nakashima, “Obama Signs Secret Directive to Help Thwart Cyberattacks,” The Washington
Post, November 14, 2012, https://www.washingtonpost.com/world/national-security/obama-signs-secret-

cybersecurity-directive-allowing-more-aggressive-military-role/2012/11/14/70f51512-2cde-11e 2-9ac2-
1c61452669c3_story.html.
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the US defined both national and international measures by this document. Therefore, it
was another important step of the Obama Administration which may be understood as

following the path of securitization move.

In 2012, four months later, another PPD, concentrating on the critical infrastructures,
was issued. PPD-21: Critical Infrastructure Security and Resilience was the first time
for the Obama Administration to emphasize the protection of critical infrastructure
from both cyber and physical threats which were separate from cybersecurity. In the
implementation process of these actions, the main authority lied with the Secretary of
Homeland Security, the DHS. In the PPD-21, significance of coordinated protection of

critical infrastructures for national prosperity was underlined as follows:

Proactive and coordinated efforts are necessary to strengthen and maintain
secure, functioning, and resilient critical infrastructure — including assets,
networks, and systems — that are vital to public confidence and the Nation's
safety, prosperity, and well-being.3!*

It was crucial to highlight the national prosperity to make public more aware about the
cybersecurity. However, it may be argued and also understood that the directive did not
offer a new strategy other than putting an emphasis on the coordinated and

comprehensive efforts of the national and international partners. 3*2

In 2013, Obama issued the Executive Order 13636: Improving Critical Infrastructure
Cybersecurity which concentrated on developing a national cybersecurity strategy by
using the Constitutional authority given to the President. By this order, it was again

stated that “the cyber threat to critical infrastructure continues to grow and represents

311 Barack H. Obama, Presidential Policy Directive (PPD-21): Critical Infrastructure Security and
Resilience (Washington, DC, 2012), http://fas.org/irp/offdocs/ppd/ppd-21.pdf.
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one of the most serious national security challenges we must confront.”3*3 In order to
sustain collaborative actions between public and private sectors and to improve
capabilities of the private sector for protecting critical infrastructures from cyber
attacks, development of a Cybersecurity Framework by the National Institute of
Standards and Technology (NIST) was decided. Therefore, this document may be seen
as a part of an inseparable whole as it stressed the main arguments on information-
sharing and policy coordination among top agencies and sectors. Moreover, the
executive order also worked for improved institutionalism for a developed national
cybersecurity strategy. Contrary to the PPD-20 which tried to mobilize and organize
aggressive actions to secure cyberspace at both national and international levels, this
order has been repeating the same methods that have been offered over a decade. On
the other hand, it could be said that this order was more than welcomed by public,
who had strictly opposed to the bills that would violate private information because
the Executive Order did not implied privacy concerns as much as the bills.3*
Ultimately, the use of presidential executive authority was welcomed in an
environment where legislative efforts of the Congress for cybersecurity acts were in

deadlock due to privacy concerns>'® which will be detailed throughout the chapter.

With the beginning of Obama’s second term and through the end of his presidency,
cybersecurity and offensive cyber actions have become more significant due to the

Chinese and North Korean attacks on the US, and the use of cyber weapons by the

313 Barack H. Obama, Executive Order 13636 Improving Critical Infrastructure Cybersecurity
(Washington, DC, 2013), https://www.whitehouse.gov/the-press-office/2013/02/12/e xecutive-order-
improving-critical-infrastructure-cybersecurity.

314 7ack Whittaker, “Obama’s Cybersecurity Executive Order: What You Need to Know,” ZDNet, 2013,
http://www.zdnet.com/article/obamas-cybersecurity-executive-order-what-you-need-to-know/.

315 Gerry Smith, “Obama Drafts Cybersecurity Executive Order,” The Huffington Post, September 12,

2012, http://www.huffingtonpost.com/2012/09/11/cybersecurity -executive-order-
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US towards Iranian nuclear facilities. As these cases raised the awareness about
frequency of cyber actions, Obama issued a new Executive Order in 2015 to punish
hackers. In the Executive Order of Blocking the Property of Certain Persons
Engaging in Significant Malicious Cyber-Enabled Activities of 2015, which
empowered the Secretary of the Treasury to implement the sanctions against cyber
threats, Obama stated that:

Cyber threats pose one of the most serious economic and national security
challenges to the United States, and my Administration is pursuing a
comprehensive strategy to confront them. [...] This Executive Order authorizes
the Secretary of the Treasury, in consultation with the Attorney General and the
Secretary of State, to impose sanctions on individuals or entities that engage in
malicious cyber-enabled activities that create a significant threat to the national
security, foreign policy, or economic health or financial stability of the United
States. 3'°

This text complements the previous ones as speech act. However, there were still
problems in the realization of extraordinary measures. For instance, authorizing
sanctions program which can be defined as an emergency measure, may work
effectively in preventing or deterring the increasing number of attacks in traditional
domains. However, in cyberspace, as it is almost impossible to identify to the real
origin of the cyber attacks, there will always be grey zones in implementation of this
Executive Order. Nevertheless, this can be seen as an important attempt in terms of

taking promising legal measures against a national emergency situation.

In February, 2016, the Obama Administration planned a Cybersecurity National

Action Plan (CNAP) which aimed to ‘secure our digital society and keep America

316 Barack H. Obama, Statement by the President on Executive Order “Blocking the Property of Certain
Persons Engaging in Significant Malicious Cyber-Enabled Activities” (Washington, DC, 2015),
https://www.whitehouse.gov/the-press-office/2015/ 04/ 01/statement-president-executive-order-blocking-
property-certain-persons-en.

123



competitive in the global digital economy’.®'” Along with the requirements of this
plan, the President issued two new Executive Orders concerning cybersecurity. First
one, which was officially named as the Commission on Enhancing National
Cybersecurity, focused on establishing a commission. The Department of Commerce
was decided to be in charge of this commission in order to improve risk management
strategies especially of business sector.®'® Second one was about showing his
consideration for privacy concerns that were derived from legislative actions on
cybersecurity. In this line, Obama established a Federal Privacy Council to keep

personal data safer.3!°

With the establishment of these two new entities, it may be
asserted that through the end of his presidency, Obama has still been working on

enhancing cybersecurity strategies at national level.

Presidency of Obama can be seen as the peak of the urgency for improved
cybersecurity. The issue was always on top of his security agenda during his presidency
as it can be seen very clearly through the examination of the official documents of the
PPD-21, Critical Infrastructure Security and Resilience and the Executive Order 13636,
Improving Critical Infrastructure Cybersecurity. Both the Executive Order and the
Policy Directive regarded cybersecurity as a national security issue. It was critically
important in terms of speech act. Emphasis on the prioritization of cybersecurity can
also be seen as an indication of how Obama has paid attention and responded to the
calls for increasing federal responsibility with a new rhetoric that emphasized

perceived threat and security. The definition of offensive, defensive and emergency

317 «Fact Sheet: Cybersecurity National Action Plan,” The White House,
https://www.whitehouse.gov/the-press-office/2016/ 02/ 09/fact-sheet-cybersecurity-national-action-plan.

318 Barack H. Obama, Executive Order: Commission on Enhancing National Cybersecurity, The White
House (Washington, DC, 2016), https://www.whitehouse.gov/the-press-office/2016/02/09/e xecutive -
order-commission-enhancing-national-cybersecurity.
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cyber operations were also critical for the US to specify the measures regarding
cyberspace. Those more clear definitions which may be interpreted as the US’s own
rules of engagement in cyberspace may be seen as the successful securitization moves
of Obama. Furthermore, his active positions in speech act and legislative actions as a

securitizing actor have also been very critical for a securitization attempt.
5.3.2 Role of the Department of Homeland Security

It can be said that long-lasting efforts of the DHS have become more apparent with the
Obama Administration that has pursued more active policies to secure cyberspace.
Therefore, federal efforts of the DHS can be treated as to establish a roof for common
policies among federal agencies in the field of cybersecurity. These efforts have been
mainly defense-based from the beginning since federal system which is highly
dependent on information technologies need protection. There have been some
institutional attempts to materialize these defense-based strategies. For example, under
the National Cybersecurity Protection System (NCPS), which was planned as a system
to increase capabilities of ‘intrusion detection, analytics, intrusion prevention, and
information sharing,”®?° and the CNCI, EINSTEIN has been developed as an early

321 In addition to

warning system for cyber threats toward federal networks.
EINSTEIN, Continuous Diagnostics and Mitigation (CDM) program of the
Department of Homeland Security’s Federal Network Resilience Division, which was
an initiative to protect government networks through ‘providing adequate, risk-based,

and cost-effective cybersecurity and more efficiently allocate cybersecurity

320 «“National Cybersecurity Protection System (NCPS),” Department of Homeland Security, 2015,
https://www.dhs.gov/national-cybersecurity-protection-system-ncps

321 «Securing Federal Networks,” Department of Homeland Security, 2015,
http://www.dhs.gov/topic/securing-federal-networks.
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resources”>?? has also been supported and funded by the Congress which passed full
year spending bill.3?® These as part of risk-based strategies have been critical outcomes

of ongoing securitization efforts for enhancing national cybersecurity strategy.

In name of protecting critical infrastructures, the DHS have worked for strengthening
coordination between public-private sectors as it has always been the case. The
DHS’s National Cybersecurity and Communications Integration Center (NCCIC) and
NCCIC'’s Industrial Control Systems Cyber Emergency Response Team (ICS-CERT),
which have been the parts of information-sharing mechanism, have performed to
develop collaborative relationship on cybersecurity during the Obama term.2* Critical
Infrastructure Cyber Community Voluntary Program (C*VP) was launched in
February, 2014 with the mission of enhancing capabilities and effectiveness in risk
management. This program was comprised with number of actors from both
government entities and private sectors.®*®> Moreover, with the purpose of enhancing
public-private partnership, the DHS established Critical Infrastructure Partnership
Advisory Council which has offered a ground for communication and cooperation
between government and representatives from private sector®?® in 2014. Within the

legal framework of these institutions, the DHS has tried to work closely with public

322 «Continuous Diagnostics and Mitigation (CDM),” Department of Homeland Security, 2015,
https://www.dhs.gov/cdm

323 Nicole Blake Johnson, “2014 Spending Bill Funds Continuous Monitoring Program,” Federal Times,
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http://www.dhs .gov/topic/protecting-critical-infrastructure.
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and private sectors. However, these institutional attempts of the DHS that were also
strongly supported by the Presidency, generally lingered over privacy concerns from
the public, which feared the sharing of private information.3?” It may be inferred that
the DHS have worked intensively to realize one of the critical risk-based measure —
public-private information-sharing mechanism- to secure cyberspace which have been
suggested since the Clinton Administration. Efforts for fulfilling the mission also

demonstrate the critical role of the DHS as a securitizing actor.

In the Quadrennial Homeland Security Review Report (QHSR): A Strategic Framework
for a Secure Homeland, 2010, ‘Safeguarding and Securing Cyberspace’ was ranked as
the fourth mission of the DHS in addition to issues non-related to cybersecurity. This
mission was legitimized by showing the urgency of securing cyberspace since there are

varieties of opponents that try to exploit vulnerabilities of the US. It was stated as:

Yet as we migrate ever more of our economic and societal transactions to
cyberspace, these benefits come with increasing risk. Not only is cyberspace
inherently insecure as built, but as a Nation we face a variety of adversaries
who are working day and night to use our dependence on cyberspace against us.
Sophisticated cyber criminals and nation-states, among others, are among the
actors in cyberspace who now pose great cost and risk both to our economy and
national security. They exploit vulnerabilities in cyberspace to steal money and
information, and to destroy, disrupt, or threaten the delivery of critical
services. 3%

By attracting attention to adversaries, vulnerabilities and threats in cyberspace, the

DHS tried to justify that it had worked hard at raising the public awareness and nation-

%27 Ellen Nakashima, “White House Declassifies Outline of Cybersecurity Program,” The Washington
Post, March 3, 2010, http://www.washingtonpost.com/wp-
dyn/content/article/2010/03/02/AR2010030202113.html.

328 Janet Napolitano, “The Quadrennial Homeland Security Review Report (QHSR): A Strategic

Framework for a Secure Homeland” (Washington, DC: Department of Homeland Security, 2010),
https://www.dhs.gov/Xibrary/assets/ghsr_report.pdf.
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wide support on national cybersecurity strategy which was defined as a part of its goal
on promoting cybersecurity knowledge. Moreover, the emphasis on the variety of
adversaries, similar to Bush’s address on both terrorist organizations and terror-
sponsoring nations, was also important to take measures against them when necessary.
This may be seen as a significant contribution of the DHS as a securitizing actor

through the speech act.

Furthermore, by this report, the DHS put forth more assertive attempts against cyber

criminals by stating:

Through law enforcement efforts, we must identify and locate domestic and
international cyber criminals involved in significant cyber intrusions, identity
theft, financial crime, and national security-related crimes committed utilizing
the Internet. We must ensure that criminal organizations engaged in high-
consequence or wide-scale cyber crime are aggressively investigated and
disrupted, and their leaders arrested, indicted, and prosecuted. Through
counterintelligence efforts, we must identify and thwart hostile intelligence
collection activities and other cyber threats directed against the Nation. 3%

Enhancing legal aspects to improve cybersecurity was important to complement the
speech act by putting more strict measures. This can also be secen as a base of Obama’s
PPD-20, which was a kind of definition of the US rules of engagement in cyberspace,
and sanctions program that prescribe more aggressive action for any hostile nation or

organization in a legal framework.

Following the mission of ‘Safeguarding and Securing Cyberspace’ as it was stated in
QHSR 2010, the DHS published its blueprint for a secure cyberspace in 2011. There
were two main components of the Blueprint for A Secure Cyber Future: The

Cybersecurity Strategy for the Homeland Security Enterprise to implement the

329 Ibid., p.56.
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estimated strategies. Firstly, ensuring critical infrastructure protection which was
descrived as the backbone of the US economy was emphasized.®*° Secondly, the
intention of working for a nation-wide cybersecurity approach by integrating all related
sectors, companies and even individuals were asserted.®** It was apparent that in ten
years from its establishment, the responsibilities of the DHS did not change with this
document, but rather they were emphasized again. This may reveal that ongoing efforts
for national cybersecurity strategy should not be thought apart from risk-based
strategies as this blueprint re-emphasized by stating “risk-based decision making is
defined as the determination of a course of action predicated primarily on the

assessment of risk and the expected impact of that course of action on that risk.”3%2

Significant progress of the strategies of the DHS by the leadership of the White House
can be seen in its growing emphasis on law enforcement structure. It was asserted in
QHSR 2014 as follows:

Complementary cybersecurity and law enforcement capabilities are critical to
safeguarding and securing cyberspace. Law enforcement performs an essential
role in achieving our Nation’s cybersecurity objectives by investigating a wide
range of cybercrimes, from theft and fraud to child exploitation, and
apprehending and prosecuting those responsible. [...] DHS will work with other
federal agencies to conduct high-impact criminal investigations to disrupt and
defeat cyber criminals, prioritize the recruitment and training of technical

%30 Janet Napolitano, “Blueprint for A Secure Cyber Future: The Cybersecurity Strategy for the

Homeland Security Enterprise” (Washington, DC: Department of Homeland Security, 2011), pp. 7-8.
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experts, develop standardized methods, and broadly share cyber response best
practices and tools.®33

It can be seen as an important step to take necessary measures against cyber attacks.
However, as it is already underlined, although it is relatively hard to identify criminals
in cyberspace and the deterrence capability of law enforcement is relatively low, it was
an important development in terms of implementing new measures in combating cyber
attacks. In order to arrest the cyber criminals, the US federal agencies have worked
hard. The decisiveness was obvious in the process of arresting a Russian cyber
criminal, Evgeniy Bogachev, who was accused of computer hacking and wire fraud
that resulted with more than $100 million loss with a remarkable reward bounty.*** The
actualization of such striking criminal cases and the appearance of them in the news
together with the governmental efforts may be very important to increase the public

awareness on cybersecurity breaches.

All the efforts and institutional attempts of the DHS demonstrate it as an important
securitizing actor of Obama era. It has been successful in actualizing long-lasting
efforts for public-private cooperation through launching major initiatives. It was
important to materialize the extraordinary measures as securitization theory expects.
Moreover, it, as an important agency for security, has supported the presidential calls to
develop more effective legal measures through speech acts which may be seen in the
QHSR. Therefore, it may be argued that the DHS have accomplished its responsibilities

%33 Jeh Charles Johnson, “Quadrennial Homeland Security Review” (Washington, DC: Department of
Homeland Security, 2014), pp.44-45. https://www.dhs.gov/sites/default/files/publications/2014-ghsr-
final-508.pdf.
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and coordinating role in implementing national cybersecurity strategy during the

Obama Administration.
5.3.3 Role of the Department of Defense

The DoD has been one of the critical agencies since the beginning of the cybersecurity
debate in Clinton period. In this respect, the establishment of the US Cyber Command
(USCYBERCOM or CYBERCOM) in 2010 can be taken into account as the most
important signal of how seriously the DoD has tried to deal with the challenges from
cyberspace in both offensive and defensive manner. CYBERCOM was planned to
enhance both offensive and defensive capabilities.®*> Defensive focus is related with
assuring access to cyberspace, and offensive focus relies on improving capabilities for
“full spectrum military cyberspace operations’.>*® Its role and effectiveness were tried

to be increased after the publication of PPD-20%'

which directly outlined the
enhancement and the use of offensive capabilities in cyberspace. This attempt of
institutionalism which brought military power to the scene was important in terms of

securitization since it could be treated as an extraordinary measure.

By the year of 2011, the DoD was much more concerned about cyberspace since its
functional ability at military, intelligence, controland business hinged on networks and

computing devices.®*® Actually the policy statement of 2011 called Strategy for

335 «U.S. Cyber Command Fact Sheet,” US Department of Defense, 2010,
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Operating in Cyberspace, which was the first cyber strategy document of the DoD can
be seen as a summary of ten years debates over cyberspace as it portrayed cyberspace
as an operational domain, highlighting strategy of defense to protect networks, and
advising public-private partnership at home and allying at abroad. Moreover, this

document was important also for mentioning the asymmetries as:

Low barriers to entry for malicious cyber activity, including the widespread
availability of hacking tools, mean that an individual or small group of
determined cyber actors can potentially cause significant damage to both the
DoD and US national and economic security. Small-scale technologies can have
an impact disproportionate to their size; potential adversaries do not have to
build expensive weapons systems to pose a significant threat to US national
security. 3%°

It may be argued that the changing nature of power and the redistribution of power in
cyberspace alongside the possibilities of asymmetric power and asymmetric
vulnerabilities issues brought it into foreground the cybersecurity as a national security
issue. According to the DoD Strategy for Operating in Cyberspace of 2011, cyber
threats toward the DoD may raise in three ways as “theft or exploitation of data;
disruption or denial of access or service that affects the availability of networks,
information, or network-enabled resources; and destructive action including corruption,
manipulation, or direct activity that threatens to destroy or degrade networks or
connected systems.”*® It is understood that as activities of the DoD rely on a
functioning cyberspace, these kind of threats may directly decrease its operational
capability. To overcome such vulnerabilities, the DoD Strategy offered strategic

initiatives for the DoD. Among them, international cooperation was underlined as a
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requirement with respect to collective actions. Moreover, collective self-defense and
collective deterrence arguments came to the scene with this report. It may be argued
that developing a ‘collective’ understanding for cybersecurity with the allies of the US
could be more fruitful tool for deterrence against hostile actions in cyberspace. Despite
such efforts, this long-awaited strategic document of the DoD did not satisfy
cybersecurity experts, and it was highly criticized since it lacked a new and critical
strategy to response to cyber attacks when it is compared to previous policy statements
of the DoD.** Nevertheless, it was important for a securitizing actor to continue its

speech act through issuing official strategic documents.

After the first strategic document, the progress can be measured by the comparison
with the following policy statement of the DoD, the Department of Defense Cyber
Strategy 2015. Primarily, three missions of the DoD for the next five years were
decided as follows. First, it must defend its own network; second, it must have
capabilities to defend the US national interests; and lastly, it should be ready to pursue
offensive actions in cyberspace to complement attacks in traditional domains.®*? In this
line five strategic goals were determined. Among them, defending networks of the DoD
and the US national interests, and collaboration with the US allies remained constant,
while ‘building and maintaining ready forces and capabilities to conduct cyberspace
operations’ were included as an emphasis on increasing offensive capabilities. In the
light of these missions and strategic goals, it is possible to talk of a progress with

regard to offensive strategies despite the ongoing emphasis on defensive measures.
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There was also growing awareness on the requirement of building offensive
capabilities. Establishment of the new Cyber Mission Force (CMF) which consisted of
several teams to conduct offensive and defensive actions in cyberspace can be seen as
an obvious example of this progress. Similar to the establishment of USCYBERCOM,
the CMF can also be seen as an indicator of decisiveness of the US to promote national
cybersecurity strategy. Moreover, it may be also interpreted actualization of the
offensive and defensive missions of the DoD which were defined in the PPD-20,

namely the US Cyber Operations Policy.

Contrary to the much criticized 2011 strategic roadmap of the DoD, the new
cybersecurity strategy statement of 2015 was more welcomed. This time, it was
approved by the public and the Congress since there was a great expectation to
strengthen offensive capabilities of the US.*** This support may be understood from the
Congressional approval of the DoD budget request to increase spending on cyber
capabilities. *** Therefore, it may be argued that the DoD as a critical securitizing
federal agency have made a progress through this strategic document which was also

supported by other securitizing actor, the Congress.

By all these means, the DoD was expected to accomplish its missions for effective
cybersecurity. The authorization of the DoD to conduct cyber operations even without
presidential authorization for taking emergency actions and its emphasis on military
activities have been the primary parts of the role of the DoD in securitizing cyberspace

because these may be seen as important steps for extraordinary measures. The speech

3 Elvina Nawaguna, “U.S. Needs Offensive Strategy to Deter Cyber Attacks: NSA Chief” Reuters,
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act efforts of the DoD which were examined under the previous administrations were
supported by the strategic steps to materialize extraordinary measures during Obama
era. For this reason, the role of the DoD has been highly critical in securitizing

cyberspace to take necessary, and particularly risk-based, measures.
5.3.4 Role of the Legislative Efforts

During the Obama Administration, leading role of the presidency has been commonly
followed by the Congress in strengthening legislative structure for cybersecurity.
Therefore, Congressional actions should be examined in order to present legislative

side of the securitization process.

Legislative actions may be important in order to enforce strategies that are proposed in
the several policy statements of bureaucratic agencies. However, on subject of
cybersecurity, in contrast to efforts of the bureaucratic agencies, there were no major
legislative efforts that were enacted by the Congress before the late Obama period.
Especially, there was disappointment about legislative efforts of the 111'" and the 112"

Congresses, while there were great expectations from the 113" Congress in 2013.34°

Congressional involvement of the 111" Congress in the field of cybersecurity
legislation was very limited. It could be understood from the higher level of
involvement of the Executive Branch to push legislative branch which was driven
especially by cybersecurity legislative proposals of Obama. There were about 80 drafts
of cybersecurity legislations of the 111" Congress, but none of them has been able to

pass and become law.*® It was important that many strategic proposals stayed on paper
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despite the fact that federal agencies and executive branch prioritize of cybersecurity,

legislative branch failed to turn these proposals into bills.

Although legislative activities of the 112" Congress did not meet the necessities, it held
critical hearings to understand evolution of cybersecurity as a national security problem
through legislative policymaking process. During the Obama Administration,
Committees on Armed Services, Energy and Commerce, Financial Services, Foreign
Affairs, Homeland Security, Judiciary, Oversight and Government Reform, Permanent
Select Intelligence and Science, Space, and Technology have been the main
Committees which are interested in cybersecurity of the US. According to report of the
Congressional Research Service (CRS), the Committee on Homeland Security of the
112™ Congress holds eleven hearings about cybersecurity of the US.** For instance, in
the House Hearing titled America is Under Cyber Attack: Why Urgent Action is
Needed, James A. Lewis who is a senior fellow and program director at the Center for
Strategic and International Studies (CSIS), repeatedly pointed to cyber espionage and
cyber crime as critical threats to the US national security. He emphasized that states
should be treated as major opponents since they are more capable of intelligence
activities thanks to their highly developed agencies.®*® These major opponents were
named as Russia, China and two hostile states — North Korea and Iran since they
endeavor to increase capabilities in cyberspace.3*® More noteworthy aspect of his

statement was his emphasis on increasing capabilities of opponents which openly led to
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security dilemmas. His statement underlined that new threats and increasing
capabilities of other international actors could be seen as a summary of why
cybersecurity has evolved as a national security issue for the US. On the other hand,
addressing critical opponents was important in terms of speech act since the emphasis
on existential threats from such leading international powers might help to produce

more active security policies through effective securitization move.

In the light of the presidential proposals and statements, through the end of April 2013,
the House of Representatives of the 113" Congress met for cybersecurity reform. Some
analysts introduced this as ‘cyber week’ since several bills were introduced about
cybersecurity. In this period, the Cyber Intelligence Sharing and Protection Act (H.R.
624, CISPA); Federal Information Security Amendments Act of 2013 (H.R. 1163,
FISMA 2013); Cybersecurity Enhancement Act of 2013 (H.R. 756); and the Advancing
America’s Networking and Information Technology Research and Development Act of
2013 (H.R. 967) were passed and referred to the Senate.**® These were significant to

develop extraordinary measures for cybersecurity at national level.

CISPA may be seen as the most controversial proposed law about cybersecurity since it
touched upon personal information sharing. In other words, it has been part of debate
since the 112'" Congress mainly because private companies like Google and Facebook
or government were forced to provide third parties private information of users for the
sake cybersecurity. 3! While the bill was supported by a wide range of companies from
private sector, it was unacceptable for public and some civil-society organizations such
as the Electronic Frontier Foundation, the Center for Democracy and Technology and

American Civil Liberties Union due to privacy concerns were based on danger of abuse
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of CISPA.**? In such an environment, president Obama did not turn a deaf ear to
opposition, and he signaled that the bill would not be approved as long as it
undermined privacy of Americans.®*® The deadlock about CISPA demonstrated the
importance of the support of the general audience in taking extraordinary measures at

national level.

FISMA 2014 which was sponsored by Republican Representative Darrell E.
Issa brought amendments to FISMA 2002 after it became Public Law with the approval
of the Senate. This law underlined the authority of the Director of the Office of
Management and Budget (OMB) with oversight and the Secretary of the DHS with
implementation.*>* More importantly, there was ‘rule of seven days” which required all
federal agencies to share information on any security incidents.®*® This may be
interpreted as an amendment to strengthen information sharing mechanism in order to

ensure more collaborative federal action.

Similar to FISMA, the Cybersecurity Enhancement Act of 2013 and the Advancing
America’s Networking and Information Technology Research and Development Act of

2013 can be described as more technical legislative efforts that anticipated
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advancement of research and development activities of federal agencies through

collaboration, coordination and funding,**°

The cyber week in the 113™ Congress ended up with approval of FISMA and the
Cybersecurity Enhancement Act on the one hand, and decline of CISPA and the
Advancing America’s Networking and Information Technology Research and
Development Act by Senate. The approvals and declines of proposed laws brought the
dilemma between national and individual security concerns. In other words, although
there were ongoing efforts to enhance national cybersecurity strategy ofthe US through
legislative actions, privacy concerns of individuals were the main determining factor

for successful legislative efforts during the 113" Congress.

The Senate has been the authority that has hindered cybersecurity legislation. The
proposed laws that passed the House of Representatives were caught in dilemma of
national security vs privacy concerns in the Senate.**’ In 2015, Lewis in his
Congressional Testimony made recommendations on the subject of how the US should
secure cyberspace and what kind of strategies it should apply. Difficulty of deterrence,
particularly unilateral version, in cyberspace was highlighted, although it could be seen
as the primary strategy of the US since the Cold War. From this point of view, rather
than deterring threats emanating from cyberspace unilaterally, enhancing cooperation

by international agreements was proposed as a more rational strategy for the US and its
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allies that were also prone to cyber threats.3*® However, as cyberspace harbors variety
of actors that are also able to conceal their identity, the origins of threats may diversify

too. This may also prevent the development of international extraordinary measures.

As time passed with lack of enacted legislation, President Obama put more decisive
efforts on cybersecurity legislation. It became more apparent with the promulgation of
the Executive Order 13136. Especially in 2015, Obama got involved more in
motivating cybersecurity legislation. He called the Congress to finalize the draft

legislations which were generally stuck due to Senate’s privacy concerns.>>°

Legislative policymaking process of the 114" Congress concentrated again on the
similar bill to the House-led CISPA 2013 which was named as Cybersecurity
Information Sharing Act of 2015. CISA was not unfamiliar to public since it was first
introduced during the 113™ Congress. The latest version of CISA 2015 has allowed
private sector to share personal data of their consumers with federal agencies, as it was
stated:

Requires the Director of National Intelligence (DNI), the Department of
Homeland Security (DHS), the Department of Defense (DOD), and the
Department of Justice (DOJ) to develop and promulgate procedures to promote:
(1) the timely sharing of classified and declassified cyber threat indicators in
possession of the federal government with private entities, non-federal
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government agencies, or state, tribal, or local governments; (2) the sharing of
unclassified indicators with the public; and (3) the sharing of cybersecurity
threats with entities to prevent or mitigate adverse effects.*®°

The part of the proposed law has been the center of the concerns of the US citizens.
Almost the same objections have been voiced by the same organizations, as CISA and
CISPA seem like they were cut from the same cloth based on the same data-sharing
principles. This time Senator Ron Wyden, who, voted against CISA explained his
opposition by arguing for privacy rights of citizens and limited impact of information-
sharing legislation on cybersecurity.®®* Despite the opposition, this time, CISA passed
the Senate and was signed into law by Obama by late 2015.%% This was the primary
achievement of the Obama Administration on cybersecurity legislation. Furthermore,
by overcoming privacy concerns, it implied a ray of hope for further legislative efforts

to take measures in legal arena.

Legislative branch of the US administration has dealt mainly with facilitating
information-sharing mechanisms between public and private sectors, which was seen as
the first step for more comprehensive cybersecurity legislation. It has been mainly
advocated that information-sharing mechanism between public and private sectors
would allow the US to defend cyberspace and to respond to similar cyber incidents.

The point of enhancing an information-sharing mechanism was accepted by all federal

%50 Senate Committee on Intelligence, Cybersecurity Information Sharing Act of 2015, 114th Cong.,
March 17, 2015.

361 “Wyden: Cybersecurity Bill Lacks Privacy Protections, Doesn’t Secure Networks ”, March 12, 2015
http://www.wyden.senate.gov/news/press -releases/wyden-cybersecurity-bill-lacks-privacy-protections-
doesnt-secure-networks.

%62 pyerett Rosenfeld, “The Controversial ‘Surveillance’ Act Obama Just Signed,” CNBC, Dece mber 22,
2015, http://www.cnbc.com/2015/12/ 22/the-controversial-surveillance-act-obama-just-signed.html.

141


http://www.wyden.senate.gov/news/press-releases/wyden-cybersecurity-bill-lacks-privacy-protections-doesnt-secure-networks
http://www.wyden.senate.gov/news/press-releases/wyden-cybersecurity-bill-lacks-privacy-protections-doesnt-secure-networks
http://www.wyden.senate.gov/news/press-releases/wyden-cybersecurity-bill-lacks-privacy-protections-doesnt-secure-networks

agencies without criticism. However, the effects of the results of this overtly supported

strategy have not been realized yet.

All in all, one may argue that the Congress has been the main branch which takes into
account of the concerns of the public. This feature has restricted its ability in taking
extraordinary measures for cyberspace. But, as mentioned in the Presidency section,
insistence of Obama on cybersecurity legislations, which were in deadlock, through
executive orders and personal statements may be interpreted as an important
intervention on legislative branch. It demonstrates the determination of the top level
federal agency, the Presidency, on taking necessary measures to secure cyberspace.
Moreover, this also illustrates the difficulty of securitization of emerging and vague
threats when the securitization move is not complemented and supported by the
majority of the general audience as in the case of the Congressional drawbacks which
have been caused by privacy concerns of the US citizens. To put it differently, it
becomes harder to take extraordinary measures when the interest of the public, which is
privacy concerns, is clashing with the national interests of the US. Therefore, the
securitizing efforts of the Congress have been successful as much as it has overcome

the privacy concerns.
54 Towards an International Cybersecurity Strategy?

During the Presidency of Obama, strategic use of cyber attacks and increased cyber
capabilities of state and non-state actors have raised the awareness about the dangers
from international sphere. Chinese attacks on the US networks, Stuxnet worm on Iran
nuclear facilities which is also called Operation Olympic Games and Sony Pictures
Case with North Korea were the main events of the Obama period that shaped the
awareness and the threat perception at national and particularly in international levels.
Cyber attacks of Chinese origin have been like an inseparable part of the US
cybersecurity since it began in Clinton period and has continued since then increasingly

on daily basis. On the other hand, offensive use ofa cyber weapon —Stuxnet worm- and
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Sony Pictures hacking have more unique characteristics that influence cybersecurity

strategy.

In 2010, Stuxnet worm which was a jointly created cyber weapon by the US and Israel
was discovered and officially confirmed by Obama in 2012.%%® Stuxnet was a cyber
weapon that was used during peacetime when diplomatic efforts did not stop Iranian
nuclear ambitions with the aim of postponement of Iranian nuclear enrichment program
by damaging its infrastructure at Natanz facility. 3®* This sophisticated worm seems like
it fulfilled its aim as it damaged 1,000 centrifuges at Natanz.3®®> Operation Olympic
Games or infection by Stuxnet worm started in the last period of the Bush
Administration, however its intrusion did not stop until it was discovered in the second
year of President Obama.®*® It demonstrates how long a cyber weapon could
effectively be used to exploit vulnerabilities in cyberspace. Moreover, its easy use
during the peacetime without getting hindered by legal protection has revealed the
importance of strategic use of cyberspace one more time. Stuxnet indicates that a cyber
weapon can give damage in physical sphere; though cyber weapons are arguably less
dangerous than traditional weapons they are highly effective in causing intended results

either in physical sphere or cyber domain. Additionally, by use of Stuxnet, the US has
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showed its offensive capabilities in cyberspace. It can be seen as another critical point

of this case.

Contrary to Operation Olympic Games, Sony Pictures demonstrates the US
vulnerabilities in cyberspace one more time. Sony Pictures Entertainment which is an
important corporation of the US in the film industry was hacked by a group of hackers
in 2014.%7 It was just after the release of ‘The Interview’ which was about
assassination of North Korean leader Kim Jong Un.**® This made the US officials to
think that the attacks were originated from North Korea although it was almost

impossible to attribute it officially.3®

With the advantage of the attribution problem,
North Koreans denied any responsibility of the attacks.®”° Three important features
about this case were striking. Firstly, this hacking on a US corporation was the most
costly one which was about $15 millions.®”* Secondly, it demonstrated that any power
in cyberspace might be a potential critical opponent causing damage.®’? Lastly,
although none of the nation-states was officially blamed by the US administration,

Obama declared that the US will respond the attacks ‘proportionally’ and sanctions on

367 Andrea Peterson, “The Sony Pictures Hack, Explained,” Washington Post, December 18, 2014,

https://www.washingtonpost.com/news/the-switch/wp/2014/ 12/ 18/the-sony-pictures-hack-e xp lained/.
%% Ibid.
%%9 Ibid.

370 1bid.

371 Ryan Faughnder, “Sony Says Studio Hack Cost It $15 Million in Fiscal Third Quarter,” Los Angeles
Times, April 2, 2015, http://www. latimes.com/entertain ment/envelope/cotown/la-et-ct-sony-hack-cost-

20150204-story.html.

372 Steve Kroft, “The Attack on Sony,” CBS New, April 12, 2015, http://www.chsnews.com/news/north-
korean-cyberattack-on-sony-60-minutes/.

144



North Korea will be expanded.*"® The sanctions were decided to be imposed on three of

North Korean business and government agencies and ten government officials. 3"*

North Korea as a state of ‘axis of evil’ has already been exposed to sanctions due to its
nuclear program, but its malicious use of cyberspace required expansion of these
measures. By February 2016, the Congress, in accordance with the preferences of
Obama, has passed the bill that prescribed tightening sanctions on North Korea.®"®
Imposing new measures against a threatening state is significant as it means putting the

policies and strategies into practice rather than being a passive player in the cyberspace.

All these cases depict collaboration and regulation in international arena as vital for the
US to sustain its superiority in this new domain. It was important for the US to lead its
allies on the issue international cybersecurity. This would be possible through
demonstrating the global effects of cyber threats which meant not only the US had
vulnerabilities for cyberspace but also its allies might be exposed to these types of
attacks brought by their technological advancements. In this line, similar to his
predecessors, the first attempt of the Obama Administration was to make the US allies

familiar with the cybersecurity in order to urge collective security. In addition to the
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many policy statements which underlined the international vulnerabilities vis-a-vis
cyber attacks, the need for taking action was stated in 2011 in the International
Strategy for Cyberspace: Prosperity, Security, and Openness in a Networked World
which aimed to address the global challenges from cyberspace:

When warranted, the United States will respond to hostile acts in cyberspace as
we would to any other threat to our country. All states possess an inherent right
to self-defense, and we recognize that certain hostile acts conducted through
cyberspace could compel actions under the commitments we have with our
military treaty partners. We reserve the right to use all necessary means—
diplomatic, informational, military, and economic—as appropriate and
consistent with applicable international law, in order to defend our Nation, our
allies, our partners, and our interests. In so doing, we will exhaust all options
before military force whenever we can; will carefully weigh the costs and risks
of action against the costs of inaction; and will act in a way that reflects our
values and strengthens our legitimacy, seeking broad international support
whenever possible.3"®

Relying on self-defense and collective security were the main methods which were
emphasized in this document. By doing so, any offensive actions of the US might be
legitimized by using self-defense and collective security arguments. These could be
seen as the base of the opportunity-based strategies in cyberspace since characteristics
of cyberspace offered grey zones without any legal commitments. Grey zones have

been utilized by the strategic use of cyberspace.

Moreover, to show rising threats posed by cyberspace and to convince international
audience, threats from potential adversaries were indicated by the Secretary of Defense

as follows:
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Potential adversaries have invested significantly in cyber as it provides them
with a viable, plausibly deniable capability to target the U.S. homeland and
damage U.S. interests. Russia and China have developed advanced cyber
capabilities and strategies. Russian actors are stealthy in their cyber tradecraft
and their intentions are sometimes difficult to discern. China steals intellectual
property (IP) from global businesses to benefit Chinese companies and undercut
U.S. competitiveness. While Iran and North Korea have less developed cyber
capabilities, they have displayed an overt level of hostile intent towards the
United States and U.S. interests in cyberspace. >’

Increased cyber capabilities of critical actors in cyberspace were the primary reason for
the US to work on an international cybersecurity strategy with its allies. From the same
document, it may be inferred that Obama wanted to improve bilateral and regional
relations with emerging cyber powers. In order to deter these threats, building
partnership initiatives specifically with Middle Eastern allies, Northeast Asian allies
and allies from Asia-Pacific region in addition to the traditional allies —-NATO- were
defined as priorities for effective cybersecurity.®’® North Korea Sanction and Policy
Enhancement Act of 2016 which became law called for cooperation toward North
Korea. Asian allies -the Republic of Korea, and Japan- were vital in this cooperation.
Regarding the relationship with China, confidence-building measures as part of the US-
China Defense Consultative Talks have been tried to be established.®”® The calls for
developing bilateral and multilateral partnerships would be very important for a
collective securitization move. However, the efforts generally have not been
materialized so that it may be argued that the securitization move was not very clear at

international level compared to national level. In order to understand this, bilateral
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relations with two major countries —Russia and China- and their effects on security

strategy will be examined.
5.4.1 US-Russia: Strategic Game under the Roof of International Organizations

Russia was the first state which called international community to take actions for
cyberspace under the UN by the late 1990s. Afterwards, in terms of international
regulations, there were demands to strengthen cyber diplomacy among states as of
2009. The leading role in order to come up with international regulations has belonged
to the US under the Obama Administration. This was the result of Obama’s immediate
declarations in several policy statements immediately after he took the office. For
example, he already asserted the need for “a strategy for cybersecurity designed to

3805

shape the international environment and bring like-minded nations together in the

Cyberspace Policy Review of 2009.

The US’s attempt at improving international cybersecurity by strengthening UN
resolution was explained by the underlining position of non-state actors as emerging
threats in cyber domain.®®! This call was welcomed by the UN and also supported by
Russia who was the initiator of the resolution in 1998.3%2 The mutually accepted and
supported attempt under the UN structure showed the willingness of two important
global powers against new threats at least on paper. This may be interpreted as their
aim of keeping prestigious status in cyber domain as a compliant actor despite their

covert or unproven offensive use of cyberspace.
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However, this does not mean that the US and the Russian Federation have a general
consensus on securing cyberspace. This was understood when Russia and China came
with the proposal of the International Code of Conduct for Information Security to the
UN. The proposal was opposed by the US by claiming that the information security is
different than cybersecurity, so that any initiative that restricts free flow of information

is not acceptable for the US.3%3

Apart from the UN General Assembly resolutions, Russian attitude in cyberspace
which was demonstrated by the Estonian and Georgian cases lead NATO to emphasize
cybersecurity internationally. In this sense, in 2010 Lisbon Summit, NATO declared
that it included cyber conflicts in NATO’s doctrine and it would work for enhancing
defensive capabilities of the NATO allies to promote cybersecurity.*®* In 2012 Chicago
Summit, the emphasis on the cyber threats and cybersecurity became even more
explicit. As stated below, the perception of common security which foresaw a

collaborative approach with other organizations was tried to be established:

We will develop further our ability to prevent, detect, defend against, and
recover from cyber attacks. To address the cybersecurity threats and to improve
our common security, we are committed to engage with relevant partner nations
on a case-by-case basis and with international organisations, inter alia the EU,
as agreed, the Council of Europe, the UN and the OSCE, in order to increase
concrete cooperation. 38

This idea was reinforced by the following 2014 Wales Summit:
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Our policy also recognises that international law, including international
humanitarian law and the UN Charter, applies in cyberspace. Cyber attacks can
reach a threshold that threatens national and Euro-Atlantic prosperity, security,
and stability. Their impact could be as harmful to modern societies as a
conventional attack. We affirm therefore that cyber defence is part of NATO's
core task of collective defence. A decision as to when a cyber attack would lead
to the invocation of Article 5 would be taken by the North Atlantic Council ona
case-by-case basis. 3

These statements were highly in parallel with the expectations of the Obama
Administration which insisted upon international cooperation for cybersecurity on
behalf of collective security of the US allies. Moreover, through these statements, it
was emphasized that the growing vulnerabilities of both the US and its allies would be

overcome by cooperation which could enhance defensive capabilities of all.

With respect to these developments, this study argues that the achievement of a global
common ground with standardized law enforcement mechanism is almost impossible in
cyber domain which implies grey zones especially for powerful states. In other words,
states that have divergent national interests as in the case of Russia and the US cannot
find the lowest common denominator to prevent exploitation of cyberspace with
strategic purposes since they might have already benefited from this situation. Rather, it
seems like this discrepancy has lead the US to have primary role in shaping cyber
threat perception and in taking necessary actions for collective cybersecurity in its own

alliance structure.
5.4.2 US-China: A Cyber Cold War?

The relationship between the US and China is different than the US-Russia relations

since China can be seen as the main opponent in the cyberspace due to its everlasting

386 «\Wales Summit Declaration,” North Atlantic Treaty Organization, September 5, 2014,
http://www.nato.int/cps/en/natohq/official_texts_112964.htm.
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cyber espionage and cyber attack attempts against the US public and private networks
on daily basis. 3’

China, since Obama’s election campaign, has been accused of cyber intrusions. In
April 2009, the US accused China of disrupting its electricity grid.®® According to the
Wall Street Journal, Chinese hackers broke in the systems of the US Chamber of
Commerce to steal data in 2011. Against accusation of the US side, Chinese used the
attribution problem to de-escalate the issue. It was reported that a Chinese official said
that “the allegation that the attack against the Chamber originated in China ‘lacks proof
and evidence and is irresponsible,” adding that the hacking issue should not be
‘politicized’.”*® Therefore, the US was not able to launch a counter measure
concerning Chinese attempts.

The malicious use of cyberspace by China has not stopped. But, they have continued
denying every cyber incident that seemed to be originated from China. Additionally,
Chinese also blamed the US by cyber espionage, t0o.3%° For traditional domains, these
mutual actions might have lead to an escalation. However, in cyberspace, it has not
brought a major conflict between the US and China. During the bilateral meeting of

2013, between President Obama and President Xi Jinping of the People’s Republic of

387 paul Mozur, “Cybersecurity Firm Says Chinese Hackers Keep Attacking U.S. Companies,” New York

Times, October 19, 2015, http://www.nytimes.com/2015/10/20/technology/cybersecurity -firm-says-
chinese-hackers-keep-attacking-us-companies.html; David A. Sanger, “U.S. Blames China’s Military
Directly for Cyberattacks,” New York Times, May 6, 2013,
http://www.nytimes.com/2013/05/07/world/asia/us -accuses-chinas-military-in -cyberattacks.html?_r=0.

%88 Siobhan Gorman, “Electricity Grid in U.S. Penetrated By Spies,” Wall Street Journal, 2009,
http://www.wsj.com/articles/SB123914805204099085.

%89 Siobhan Gorman, “China Hackers Hit U.S. Chamber,” Wall Street Journal, December 21, 2011,
http://www.wsj.com/artic les/SB10001424052970204058404577110541568535300.
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China, emphasized their mutual concerns over cybersecurity which should be taken

internationally not bilaterally. 3

While there have been many claims about Chinese
economic theft by cyber intrusions on the US systems, no measures have been taken.
Therefore, the Obama Administration has been criticized for its passive foreign policy
against China.%2 However, the passive standing of the Obama Administration has not
prevented further escalation since China has continued exploitation in cyberspace. This
became clear when a group of cyber thieves from China who hacked computer systems
for economic gain were legally accused of being responsible for cyber incidents in
2014 by the Department of Justice.39® It was a critical action since it was released with
the title “First Time Criminal Charges Are Filed Against Known State Actors for
Hacking.”*%* Consequently, China decided to interrupt bilateral meetings. After that, as
of 2015, the US portrayed a more decisive position against Chinese hackers by
preparing a sanction mechanism. It was not surprising that this attempt was not

welcomed by Beijing. Moreover, some analysts from the US also believed that the

%91 Rancho Mirage, “Remarks by President Obama and President Xi Jinping of the People’s Republic of
China After Bilateral Meeting,” The White House, 2013, https://www.whitehouse.gov/the-press-
office/2013/06/08/re marks-president-obama-and-president-xi-jinping-peoples-republic-china-.
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sanctions would not deter China rather it would create a legal basis for China to impose

counter-sanctions against the US firms as retaliation. 3°°

Following the sanction crisis, it looked like the crisis was settled down by bilateral
meeting in September 2015 since two states agreed on the issue of cyber theft:

The United States and China agree that neither country’s government will
conduct or knowingly support cyber-enabled theft of intellectual property,
including trade secrets or other confidential business information, with the
intent of providing competitive advantages to companies or commercial
sectors, 3%

But, it was highly controversial whether this agreement would solve the problem of
cyber theft. According to the Reuters, cyber intrusions have continued from the
Chinese side even after the bilateral consensus.®®” In this regard, it can be said that
dropping from more preventive measures like sanctions in order to pursue a diplomatic

deal may not work in cyberspace.

In general, there was an ongoing deadlock to develop an international cybersecurity
strategy in the Obama period too. For example, even by late 2015, it was again stated

that there has been a consensus on ‘peacetime norms of responsible state behavior in

39 Ellen Nakashima, “U.S. Developing Sanctions Against China Over Cyberthefts,” Washington Post,
August 30, 2015, https://www.washingtonpost.com/world/national-security/administration-developing-
sanctions-against-china-over-cyberespionage/2015/08/ 30/ 9b2910aa-480b-11e5-8ab 4-
€73967a143d3_story.html.
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cyberspace’ which was negotiated at the 2015 G-20 Summit in Antalya, Turkey.>%

However, the summit did not define what kinds of norms were decided. Moreover, with
respect to aim of the development of multilateral efforts, Cybersecurity Coordinator of
the Obama Administration, Michael Daniel has declared “a new strategy to improve the
US government’s participation in the development and use of international standards
for cybersecurity” as of 2016. It has been a bottom-up approach that includes non-
governmental organizations, private sectors, as well as federal agencies. But, what the
future has in store for this approach does not hold very optimistic outcomes since the
bilateral side of the international cybersecurity has also been weak in developing
extraordinary mechanisms. Furthermore, it may be argued that it is easier to take
necessary actions against an isolated state -North Korea- than a state that has economic,
diplomatic and political ties, as can be seen when North Korean case is compared to
Chinese hacking issue. Therefore, despite all these statements, the US has not promoted
an extraordinary measure regarding international codification of cyberspace neither in

its bilateral relations nor under international organizations except North Korea.

All in all, neither bilateral relations nor multilateral initiatives have reached a final
international cybersecurity strategy through a securitization move. This is caused by
three interlinked reasons. Firstly, cyberspace includes wide range of actors who have
varied threat perceptions and security strategies which are mostly not coincide with
others. Secondly, cyberspace by its grey zones based on its characteristics offers a
hidden battleground for states to use the domain strategically. Thirdly, development
international law which is already difficult is more challenging in such a domain whose

characteristics allow for instant changes.

3% Lisa O. Monaco, “Administration Efforts on Cybersecurity: The Year in Review and Looking

Forward to 2016” (Washington, DC: The White House, 2016),
https://www.whitehouse.gov/blog/2016/02/ 02/ad ministration-efforts-cybersecurity-year-review-and-
looking-forward-2016.
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5.5 Conclusion

It can be observed that the main securitizing actor during this term was the president
himself, Barack Obama. Obama has clearly defined national interest of the US and thus
national security as the main referent object to be protected in cyberspace. He has put
national efforts to convince the audience to take emergency measures against
increasing cyber threats. The efforts of Obama have been supplemented by the other
federal agencies. All the bureaucratic agencies together with the Presidency have been
decisive in defining cyberspace as a new battleground, and cybersecurity as one of the
most important component of the national security of the US. The emphasis by
bureaucratic agencies of increasing capabilities of both state and non-state actors has
been crucial for more improved national security strategies. In parallel to this, the
administration has worked for more inclusive legislative actions which are based on
enhancing public-private partnership and information-sharing mechanism to take risk-
based measures against cyber threats, although the bills and proposed laws have
brought disagreement among the public. Therefore, cybersecurity has become an
essential part of the US national security through the impressive speech acts of the
securitizing actors, which have also been supported by some levels of extraordinary

measures as it was examined in the U.S. Cyber Operations Policy.

At international securitization of cybersecurity, one cannot argue the same
decisiveness, although there were three important cases with Iran, North Korea and
China which could have produce a successful securitization move if they had happened
in traditional domain. Sanctions which were expanded for North Korea have been the
one and only extraordinary measure taken after these cases. However, this did not turn
into a more comprehensive and international regulation. This shows that neither the US
nor other actors favor an international cybersecurity strategy that could limit their
actions. Moreover, the lack of clear securitization moves once more demonstrates the

strategic importance of cyberspace since there have been no international legal
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measures to prevent malicious use of cyberspace despite the clashing interests with

Russia and China.

As conclusion, despite the limited efforts at international level, growing importance of
cybersecurity has been in peak during the Obama Administration. This states that the
pessimism over cyberspace at national level has also increased in Obama era due to the
non-decremental vulnerabilities of the US and increasing capabilities of other states,
while the skepticism at international level has been continuing due to the possible

strategic use of cyberspace which have paved the way for opportunity-based strategies.
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CHAPTER 6

CONCLUSION

Negligence of cyberspace means negligence of the digital revolution or the information
revolution, while all the cultural, military, political and economic networks get more
and more connected in this age. Cybersecurity ascends from the paradox of technology
dependence which constitutes both advantages by new capabilities and disadvantages
by new vulnerabilities. Because of that, issues related with the prefix cyber- have got
the attention of academics, governments and the private sector. Rapid evolution of
cyberspace and debates of cybersecurity have mainly showed itself in rhetoric. Then,
there have been efforts to put strategies for cybersecurity at national level and
international level. In other words, businessmen and statesmen have been dealing with
the developing regulations and strategies to enhance protection. Recently, studies in IR
also increasingly touch upon the strong link between technology revolution and
information age, and their national and international effects. They can be seen as the
result of articulation of technology revolution into national security. Therefore,
cybersecurity is yet an important component of security studies due to new and
different characteristics of cyberspace and it may be important to analyze the
development of cybersecurity strategies in the context of emergence of new threats —
cyber threat- with the end of the Cold War.

As it is mentioned throughout this study, literature mostly is based on the debates on
severity of threats and cyber power, vulnerabilities of cyber attacks, and probability of
cyberwar. There is also attribution problem in cyberspace which is a great barrier for

detecting, and so then deterring the attacker. With respect to attribution problem, unless
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you authenticate the aggressor, it does not seem very rational to pursue aggressive
actions since you do not have an interlocutor. This makes offensive actions less
valuable. But on the other hand, it could be argued that three main characteristics of
cyberspace - temporality, permeation and fluidity- make defense harder because cyber
attacks also have these features. Therefore, it should not be very surprising for states to
have difficulty in deciding and implementing either offensive or defensive strategies in

this domain.

Although cybersecurity consideration of the US mostly stems from the need to protect
critical infrastructure, security understanding and strategies of an actor should not be
thought apart from other actors in international system. This means the US perception
of cybersecurity is highly connected with the rise of cyber strategies and capabilities of
other nation-states such as China and Russia as well as non-state actors like terrorist
organizations. Bringing non-state actors that are described as revisionists could
diminish the traditional arguments about ambition of superpowers to preserve status-
quo. In other words, security in cyberspace should not be represented in the context of
securing critical infrastructures or it is not only related to the possibilities of cyberwar.
It includes concerns for future of the issue by calculating capabilities and strategies of
actors while Russia, Iran and China, the important triple of the regional powers, declare
their intentions to increase capabilities in cyber domain. Therefore, underestimation of
cyberspace does not only imply the blindness of cyber threats, but also imply ignorance
of possibility of changes at power distribution at international system. In this line,
cyberspace may be secured via increasing capabilities of the US in cyber domain. To
put it differently, it is important for the US to keep its superpower status by sustaining
its power in this extraterritorial domain. In brief, cybersecurity for the US mainly
means protection of critical infrastructures which are vital for sustaining its operational
capability both in physical and cyber domains; but it has also been caused by the
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growing cyber capabilities of varied range of actors. These two clarify the X in the

causal chain which is malicious activities of various actors in cyberspace.

In order to illustrate the Y which is outcome in this causal chain the securitization
theory have been utilized in this study. Since the Clinton Administration, securitizing
actors, mainly the bureaucratic agencies, sought to challenge security discourse at
national level because it has been observed that cyberspace of the US have experienced
many types of threats emanating from cyberspace such as DoS, cyber espionage and
cyber crime due to wide range of vulnerabilities. The main securitizing actor of the
Clinton Administration was the DoD. It was more active than the Presidency in
defining vulnerabilities, referent objects and existential threats through effective use of
the speech act. Clinton complemented the active role of the DoD by underlining the
vulnerabilities of the US in cyberspace through the end of his administration. In the
Bush Administration, there was an expansion of securitizing actors with the
establishment of the DHS. However, the DoD continued to be the primary securitizing
actor by treating cyberspace as a new battleground. The efforts of the DHS and the
Presidency supported the attempts of the DoD as their speech acts were also important
to convince the audience. Regarding these two eras, one could not speak of the
effectiveness of the legislative branch, the Congress. The cybersecurity has been on top
of the national security agenda especially during the Obama Administration as it has
been examined in the reports and statements. In the Obama Administration, the main
securitizing actor has been Obama, himself. The Presidency has been relatively more
active in this era. Efforts of the Presidency have not only been limited by speech act but
there have been also clear attempts to enhance extraordinary measures. The active role
of the Presidency has played an important role in complementing the ongoing efforts of
the Pentagon. Moreover, the Congress has also been more active securitizing actor in
both defining existential threats and extraordinary measures through legislative acts.

Therefore, in general, positions of the military personnel about the cyber threat, as the
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critical official documents of the DoD illustrate, is more influential than other levels of
statesmen since military domain is highly based on information infrastructure which
should be kept secret and should be secured for its operational capability in both
offense and defense. The Presidency, the DHS and the Congress also tried to
demonstrate significance of the cybersecurity by showing the vulnerabilities of the US
regarding the cyberspace and how cyberspace of the US is threatened by variety of
actors. The actions of other federal agencies have been more successful when they have
been supported by the top-level federal agency, the Presidency as in the case of the last

administration.

All these express that at national level, there is a more successful securitization move
which is based on cyber pessimism. This is explained by two factors in this study. One
is related with the vulnerabilities of the US. It has been tried to be overcome by more
risk-based strategies which include more defensive investments, re-designation of
deterrence mechanism and enhancing information-sharing mechanism. Second factor is
related to the effectiveness of the securitizing actor. The DoD, the DHS, the Presidency
and finally the Congress are highly effective securitizing actors in this process.
Through their speech acts, audience has become more aware of the dangers from the
cyberspace. This allows the US to take risk-based emergency measures for cyberspace.
Therefore, it may be argued that securitization move at national level has been steadily
increasing through the efforts by the last three administrations even though we can still
not talk about a successful securitization yet. The major obstacle to successful
securitization at national level currently seems to be clashing interests of the public and
administration which prevents developing more comprehensive extraordinary
measures. The fact is also illustrative of the inherent dilkkmma of liberal theories of
security studies. The more free and open public space may harbor security threats and
challenges. Yet attempts to maintain security will be resisted by people as they may

harm individual rights and liberties.
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Securitization at international level differs from national level of securitization and is
based on cyber skepticism. It may be claimed that although the emerging cyber threats
have also been identified as an existential threat to prosperity of international
community, there have been limits for the range of policies that could effectively
manage international cybersecurity strategies. During presidencies of Clinton and
Bush, cybersecurity strategy mainly relies on domestic actions, and there were no
major international calls for cooperation or enforcement mechanism through
international law. The call has become more obvious with Obama era by urging
security for both the US and its allies. However, there has been still no final action
which may complement the need. The lack of final action is explained by two reasons
throughout the study. Firstly, at international level, the number of securitizing actors —
states and non-states actors- is higher than domestic politics. Based on this, the
audience that is needed to be convinced for an extraordinary measure is more diverse
since threat perceptions of each actor do not always coincide with others’ at cyber
domain. To put it differently, although cyberspace brings new and similar
vulnerabilities for each actor in the system, their opponents are not always the same.
The second reason is the strategic use of cyberspace which offers grey zones for actors
as a hidden battleground to complement their physical actions. Therefore, the
securitization move at international level is generally limited to relatively
inconsiderable speech acts of the US. Rather than working for development
international law and regulations for cyberspace, the US also tries to utilize from the
grey zones of the cyberspace by using cyberspace strategically as in the case of
Stuxnet. Therefore, it could be argued that characteristics of cyberspace do not allow
for a successful securitization at international level since the domain is more beneficial
for the US as an important techno-power in the absence of extraordinary measures at

international level.
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In conclusion, it could be argued that the US neither wants to lose its prestigious
superpower status by downgrading this new domain nor wants to get reaction by
escalating tension in that ambiguous battlefield. High level of concerns at national
politics which have generated risk-based strategies and non-escalatory policy choices at
international politics which have produced opportunity-based strategies may be
claimed being a result of this perspective. As a final word, for the terms of each
president one may conclude that there has been a growing level of domestic
securitization moves in the US whereas international securitization moves have been

limited due to strategic interests of states.
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APPENDICES

APPENDIX A: TURKISH SUMMARY

AMERIKA BIRLESIK DEVLETLERI’NIN ULUSAL VE ULUSLARARASI SIBER
GUVENLIK STRATEJILERi: GUVENLIKLES TIRME HAREK ETI?

Uluslararasi Iliskiler disiplininin dnemli alanlarmdan biri olan Giivenlik Cahsmalari’na
ait konular Soguk Savas’m sona ermesiyle birlikte giderek ¢esitlenmistir. Soguk
Savas’in bitmesi ve Sovyetler Birligi’nin dagilmasi bir yandan iki kutuplu sistemin
sona ermesi demekken diger yandan niikleer tehdidin azalmasiyla birlikte askeri
olmayan tehditlerin dnem kazanmasianlanmina gelmektedir. Ornegin, ¢evresel sorunlar,
insani meseleler ve ekonomik problemlere verilen 6nem bu donem itibariyle artis
gostermistir. Diger bir deyisle, Soguk Savas’in sona ermesi, giivenlik ¢alismalarida
devlet ve askeri tehdit odakli giivenlik anlayismmm degismesi ve yeni aktorlerin,

tehditlerin ve hassas noktalarm eklenmesiyle yeni bir donem baslatmigtur.

Bilgi ¢agmin baslamasi, degisen ve genisleyen giivenlik calismalarinda 6nemli bir
donliim noktasimi temsil etmektedir. Bu baglamda, 6zellikle 1990’ lardan baslayarak ve
2000’lerin ortasma dogru giderek artan bir sekilde bilginin ve bilgi teknolojilerinin
giivenligini saglamak 6nemli ve bir o kadar da tartismali bir mesele olmustur. Boyle bir
ortamda, pek coklar1 tarafindan aktorlerin giivenlik politikalarma ve stratejilerine
onemli etkileri oldugu ve olacagi one siirlilen bir calisma alani olarak siber alanmn
etkilerinin ¢aligilmast olduk¢a 6nemlidir. Siber tehditlerin ortaya ¢ikmasiyla birlikte
yeni zayif noktalarin neden oldugu iddia edilen bu etkilerin temel nedenleri olarak siber

alanin sahip oldugu benzersiz karakteristik 6zellikleri ve siber tehditlerin daha dnceden
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tanimlanmamis ve tanimlanamayan yapist gorililmektedir. Siber alanin uluslararasi
politikanin pargasi olan aktdrlerin politikalar1 ve stratejileri ilizerindeki etkilerinin
cabsilmas1 aynt zamanda siber giic diye adlandirilmakta olan bilgi odakh bir giic
belirleyicisinin ortaya ¢ikmasi ve bunun incelenmesi agisindan da &nemlidir. Ote
yandan, siber alan pek cok uluslararasi aktor ve siyasi isim tarafindan gilivenlik
caliymalarinmn bir pargasi olarak goriiliirken bu alanin incelenmesi uluslararasi politika

agisindan da 6nem kazanmistir.

Bu tezde, Amerika Birlesik devlerinin Clinton, Bush ve Obama yOnetimleri altinda
belirledigi ve belirlemeye calistigt siber giivenlik stratejilerinin - incelenmesi
hedeflenmistir. Bu ¢alismada Amerika lizerine odaklanilmasmin sebepleri siber alanin
onemli bir parcast olan aktorler arasinda siber saldirilarin en dnemli hedefi olmasi,
onemli bir teknolojik giic olmasi ve belirleyecegi stratejilerin diger aktorlerin
stratejileri ve siber gilivenligin gelisimi iizerinde kayda deger yansimalarinin olacagi

beklentisi olarak siralanabilir.

Siber alanm, siber giivenligin ve Amerika’nin bu alandaki artan dnemi gdz Oniinde
bulundurularak bu c¢alismada birbiriyle baglantili ki ana soruya cevap aranmustir.

Bunlar:

e Siber giivelik Amerika tarafindan nasil bir ulusal glivenlik meselesiolarak ele
alimmigtir?

e Siber giiveligin saglanmasiadina Amerika’da ne gibi ulusal ve uluslararasi
onlemler ve stratejiler gelistirilmistir?

Bu sorulara cevap bulmak igin birincil kaynaklarin niteliksel incelemesi ydntemin
temeli olarak belirlenmistir. Bu incelemenin nedensellik bagmi agiklayici gilicliniin
Kopenhag Okulu’nun Giivenliklestirme Teorisi ile desteklenmesi hedeflenmistir. Bu
teorik yaklasimda, bir sorunun bir giivenlik meselesi haline nasil getirildigi gesitli
kavramlar ve asamalarla gosterilmeye calisilmistir. Bir sorunun giivenlik meselesi

olabilmesi i¢cin varolussal tehdit (existential threat) tarafindan tehdit edilen bir referans
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nesnesi (referent object) bulunmahdir. Bu tehdit, s6z edimi (speech act) ile
giivenliklestirici aktorler (securitizing actors) tarafindan dile getirilmeli ve meselenin
¢cozlimiine yonelik almacak olaganiistii dnlemler (extraordinary measures) toplumun
(audience) ikna edilmesi yoluyla mesru kilmmaya ¢alisilmalidir. Bu ¢alisma boyunca
soz edimini gosteren resmi belgeler ve raporlar gibi birincil kaynaklara ek olarak
kavramlar1 ve literatiirde siiregelen ¢alismalar1 gézler Oniline sermek icin kitaplar ve

makaleler gibi ikincil kaynaklardan da yararlanilmistir.

Niteliksel analiz ve giivenliklestirme teorisi 1s1ginda yapilan incelemeler arasinda
nedensellik bagi agiklanacak olan X siber alanda cesitli aktdrlerin kotiiciil hareketleri
olarak tanimlanmustir. Bu siiregte sonug olarak ortaya ¢ikan Y’yi belirleme hususunda
temel rol savunma ya da saldir1 temelli stratejiler ortaya koymaya ¢alisan biirokratik
organlara aittir. Bu baglamda, tezin temel argiimani ulusal ve uluslararasi olarak ikiye
ayrilarak sunulmaktadir. Amerika’nin ulusal diizlemde yeni hassas noktalarinin neden
oldugu ulusal giivenlik kaygilarindaki artis ekseninde bir giivenliklestirme hareketinden
bahsedilebilecegi i¢cin daha risk ve tehdit odakli stratejiler belirlemeye ¢alistig
savunulur. Uluslararas1 diizlemde ise, net bir giivenliklestirme hareketinin olmayisi
sonucunda siber alanin gerektiginde saldir1 amagl kullanilmas1 gibi daha firsat odakli

stratejilerin belirlenmeye ¢alisildig1 savunulur.

Tezin arastirma sorusunun cevaplandirilmasi ve argiimanmm ortaya konulmasi i¢in
oncelikle tezin ikinci boliimiinde siber alanin genisleyen giivenlik ¢aligmalarindaki ve
uluslararasi iliskilerdeki yeri incelenir. Bu inceleme sirasinda siber alanin karakteristik
ozelliklerine ve bu ozelliklerin siber alani hava, kara, deniz gibi diger geleneksel
alanlardan nasil ayirdigmma deginilir. Ardindan siber savas, siber saldir1 ve siber
silahlarin etkileri lizerindeki literatiirde siiregelen tartigmalar incelenir. Bu tartigmalarla
birlikte siber alanin gii¢, hiicum-savunma dengesi ve uluslararasi anarsi ile belirsizlik
gibi kavramlarla etkilesimi ele alinir. Bu bolimii takip eden t¢lincii, dordiincii ve

besinci boliimler ii¢ Amerikan baskani donemini —Clinton, Bush, Obama- inceler. Ug
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boliim boyunca, temel giivenliklestirici aktorler olan biirokratik aktorlerin ve varsa
onlar1 destekleyen diger aktdrlerin siber giivenligin Amerikan ulusal giivenlik meselesi
olarak giivenliklestirilmesi iizerindeki rolleri s6z edimleri, referans nesnelerinin ve
varolugsal tehditlerin belirlenmesi, bunlara kars1 gelistirilmeye g¢aligilan olaganiistii
onlemler ve toplumun ikna siire¢leri kapsaminda incelenir. Uluslararasi diizlemde ise
her donemin 6nemli siber giivenlik meselelerine deginilerek Amerika’nmn uluslararasi
siber giivenlik stratejileri belirlenmesindeki tutumu ve bu tutumun nedenleri ile

sonuglar1 incelenir.

Amerika Savunma Bakanlig1 siber alan1 “internet, telekomiinikasyon aglari, bilgisayar
sistemleri ve gomiilii siire¢ler ve kontrolorlerden olusan kiiresel bir bilgi alan1” olarak
tanimlamaktadir. Bu tez de siber alami kapsadigi unsurlarin cesitliligi ve farklilig
1s1ginda ele almaktadir. Bu ¢esitlilik ve farkliliklarla birlikte siber alanin 6nemli
karakteristik 6zellikleri ortaya ¢ikmaktadr. Siber alan ve siber gilivenlik iizerine 6nemli
calismalar yiiriiten akademisyen Nazli Choucri bu 6zellikleri gecicilik (temporality),
fiziksellik (physicality), yayilma (permeation), degiskenlik (fluidity), katiimcihik
(participation), tanimlama (attribution) ve hesap verebilirlik (accountability) olarak
sralar. Son derece kritik yedi6zellik arasinda tanimlama problemi ve hesap verebilirlik
sorunsali siber alanda sorumlulugu azaltmalar1 ve cezalandirma mekanizmasin
engelliyor olmalar1 bakimmdan ayrica 6nemli ve belirleyici dneme sahiptir. Bu
ozellikler aym1 zamanda siber alani sinirlar1 belirli ve bu kadar degiskenlik
barindirmayan, sorumlulugun ve saldirgan tanimlamasmin daha kolay oldugu diger

geleneksel alanlardan ayiran temel faktorlerdir.

Farkl 6zellikler sebebiyle dogan bu tiir ayristirict 6zelliklere karsm, siber alan diger
geleneksel alanlarla dnemli benzerlikler de tasimaktadir. Bunlarin baginda siiregelen
anarsi durumu gelir. Oyle ki tipk1 hava, kara ve denizi kapsayan geleneksel alanlarda
oldugu gibi uluslararasi siber alan1 ydoneten ve diizenleyen bir iist otorite olmadig1 i¢in

anarsi devam etmektedir. Dahasi, tanimlama probleminin katkisiyla siber alandaki
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belirsizlik yadsmamayacak kadar fazladir. Siber alanin anarsik dogasi1 ve yiiksek
seviyedeki belirsizlik seviyesi, diger alanlarda oldugu gibi, giivenlik ve siber alan

iligkisinin kurulmasinda olduk¢a 6nemli rol oynamaktadir.

Siber alanin karakteristik 6zelliklerinden ve bu 6zelliklerin dogurdugu benzerlik ve
farkliliklardan hareketle akademik literatiiriin siber optimistler, siber pesimistler ve
siber kuskucular olmak {izere tic gruba ayrildig1 goriliir. Bu ii¢ grup arasinda esas
tartigma pesimistler ve kuskucular arasinda gegmektedir. Siber optimistler, siber alanin
sundugu demokratiklestirici ve olumlu etkiler iizerinde dururken, pesimistler ve
kuskucular siber alanin savas hali lizerinde etkileri olup olmadig: lizerinde durarak
ayrisirlar. Ornegin, kuskucular bugiine kadar goriilen hi¢bir siber saldrmin geleneksel
savas Ozelliklerini tagimadigindan bahsederler ve bu nedenle uluslararasi politikaya pek
yenilik getirmedigi i¢in yeni stratejiler belirlemenin ¢ok gerekli olmadigini iddia
ederler.  Pesimistler ise siber saldirilarn  geleneksel savas  Gzelliklerini
barmdirmamasmin bu alana gereken 6nemi vermemek i¢in bir sebep olmadiginin; siber
saldirilarin kendine has 6zellikleri ve farkli sonuglari oldugunun altin1 ¢izerek siber
giivenlik adma yeni stratejiler belirlenmesi gerektigini savunurlar. Literatiirde
pesimistler ve kuskucular tarafindan alt1 ¢izilen bu iki stratejik noktanin yansmmalari

Amerika’nin ulusal ve uluslararasi siber giivenlik stratejilerinde gbzlemlenebilir.

Ayrica, siber gic kavrami ile birlikte giliciin dagiliminda degisiklik olmasi
beklenmektedir. Oyle ki, siber silahlarmn iiretiminin konvansiyonel silah iiretimine gore
cok daha kolay ve ucuz oldugu siber alanda giic yalnizca devletlerin tekelinde
bulunmamaktadir. Dahasi pek c¢ok siber altyapt hizmeti kullanmak zorunda olan
devletler, devlet dis1 aktorlerle kiyaslandiginda daha ¢ok zayif noktaya sahiptir. Diger
bir deyisle, giiclin degisen dogas1 ve dagiimmin degismesiyle siber alanda birlikte
asimetrik zayifliklar ve asimetrik giic kavramlar1 belirginlesmektedir. Bu da hiicum-

savunma dengesi iizerinde Onemli etkiler dogurmaktadir. Ornegin, geleneksel
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caydiricilik, savunma mekanizmalar1 ve hatta hiicum stratejileri tanimlama problemi,

asimetrik glic ve zayifliklar meseleleri sebebiyle daha karmasik bir hal almaktadir.

Literatirde devam eden tartigmalarm incelenmesi ve degerlendirimesiyle, artan
belirsizlik ve giiciin dogasindaki degisim sebebiyle hiicum ya da savunma odakh
stratejilerin  sonuglarmin tahmin edilemezliginin siber alanda giivenlik ikilemini
besledigi sonucuna varilmaktadir. Dahasi, herhangi bir yasal yaptrmmm zorlugu ve
giicli bir uluslararas1 diizenlemenin olmayis1 sebebiyle anarsik durum da artis
gostermektedir. Buradan anlasilan odur ki, siber alan tanimlama sorunu ve asimetrik
problemler devam ettigi siirece hem yeni zayifliklar yaratan bir alan olacak hem de bu
belirsizliklerin yarattigi gri alandan aktorlerin ¢ikarlar1 ve giicleri dogrultusunda fayda

saglamasina neden olacaktr.

Amerika’da Bill Clinton’in baskanlhigi, Soguk Savas’in sona ermesiyle birlikte yeni
olusan uluslararasi diizen ve giivenlik kaygilarinin ¢esitlendigi bu ortamda baglamistir.
Bu donemde, Clinton yonetiminden ilk beklentiler yeni uluslararasi diizen kapsaminda
siyasi ajandanm belirlenmesi olmustur. Beklentilere, yeni ortaya ¢ikan tehditlerin ve
belirsizliklerin farkinda oldugunun altim1 ¢izerek cevap vermistir. Ayni konusmada,
ulusal ve uluslararasi ekonomik giivenligi saglamanin ve diplomasinin §nemini
vurgulayarak dis politika Oncelikleri hakkinda ipuglar1 sunmustur. Bu demegler
1s1g¢mda, Clinton ilk yillarinda ekonomik kalkmma odakli daha pasifpolitikalar izlemis;
bu nedenle sik¢a elestirilmistir. Yonetimine ve politikalarma yoneltilen elestirileri goz
oniinde bulunduran Clinton, ikinci donemiyle birlikte uluslararasi gelismelere daha ¢ok
onem vererek dis politika meselelerinde aktiflesmistir. Her ki donemi boyunca gerek
ekonomik gelismeleri yonlendirmeye calisan gerekse Bosna ve Kosova gibi yerlerde
yasanan uluslararas1 krizlere yonelik politikalar belirlemeye c¢alisan Clinton
yonetiminin siber glivenlik hususundaki tutumu bodylesi ulusal ve uluslararasi

gelismelerin yagandig1 bir ortamda sekillenmeye baglamistur.

185



Bu tez, Clinton doneminde gelisen siber giivenlik kaygilarmm nedenlerini birbiriyle
iligkili iki baghk altinda ele almaktadir. Bunlardan ilki, siber tehditlerin Amerika’nin
kritik altyapilarina yonelik verebilecegi zararlarm ve riskin fark edilmesidir. Daha dnce
de bahsedildigi iizere, bir teknolojik gilic olan Amerika’nin pek ¢ok operasyonel altyap1
sisteminin ¢aligmasi siber alanin basarili bir sekilde islemesine baghdir. Bu donem
icerisinde bilgisayar korsanlar1 tarafindan saldiriya ugrayan her Amerikan sistemi ile
birlikte bu farkindalik artmistir. Ayrica, ulasim, finans, enerji ve telekominikasyon gibi
onemli kamusal hizmetlerin de zarar gorebilirligi siber giivenlik algisinin gelisiminde

onemli rol oynamugtur.

Bununla birlikte, Soguk Savas sonrasinda artan teknoloji paylasimi ve rekabet ortami
da siber tehditlerin zarar verebilirlik boyutunu artirmistir. Bir diger deyisle, ekonomik
rekabet ada kaldirilmasi talep edilen her engelle birlikte Amerikan siber alan1 daha

cok zarar gorebilir hale gelmistir.

Siber giivenlik anlayismin Clinton doneminde yerlesmesine nedenleri olan bu iki
durumla birlikte 1990°larda yasanan siber saldirilar da yeni giivenlik kaygisinin bu
donemde iyice pekismesine katki saglamistr. Bu saldirilardan en 6nemlisi kimileri
tarafindan ilk siber savas olarak adlandirilan Kosova Krizi sirasinda siber silahlarin

hem Amerika hem de Kosova tarafindan kullanilmas1 olmustur.

Bu gelismeler 1518inda siber alandan gelen ve gelebilecek tehditlerden etkilenmesi en
olas1 biirokratik kurumlardan biri olan Amerika Savunma Bakanlhgi, Clinton
yonetiminin temel giivenliklestirici aktorii olarak dnemli rol oynamistir. 1994 yilinda
yayimladiklari raporla birlikte teknolojik gelismelerle birlikte gelen degisiklere cevap
vermenin givenlik acisindan alt1 cizilerek gilivenliklestirme hareketine ilk katki
saglanmigtir. Donem boyunca ¢esitli raporlarda ve demeclerde gbzlenebilen s6z edimi
hareketleriyle siber alanin getirdigi ve getirecegi tehditler ve bu tehditlerin Amerikan
ulusal giivenligine olas1 zararlar1 siirekli olarak vurgulanmigtir. 1996 yilinda

yayimlanan raporda olasi bir bilgi savasi durumu g6z Oniinde bulundurularak yeni
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olaganiistii Onlemlerin alinmas1 gerektiginin alt1 ¢izilmistir. Tim bunlar

giivenliklestirme hareketi agisindan olduk¢a 6nem tasimaktadir.

Birinci donemi ikinci donemine gore daha pasif olan Clinton ise siber giivenlik admna
giivenliklestirme hareketlerine ikinci donemi ile aktif olarak baglamistir. Yayimladigi
yonergelerle birlikte siber devrimin getirdikleri ve buna karsi alinmasi gereken
onlemlerin iizerinde durmustur. Genellikle 6zel sektdr elinde bulunan kritik altyapilari
koruma tabanli olan bu dnlemler 6zel ve kamu sektorii arasinda isbirliginin ve bilgi
paylasimmin Oniinli agmaya yOnelik hamleleri igermisti. Bu hamleler, Clinton
yonetiminde Kongre’de ¢ok da fazla yanki bulamamis olmakla birlikte yasama
organinin da siber giivenlik meselesine tamamen kayitsiz kalmadigi ¢cok kisitl olan s6z

edimleri ekseninde gbzlemlenmistir.

Uluslararas1 siber giivenlik stratejilerinin gelisimi agisindan bakildiginda ise Clinton
baskanlig1 giivenliklestirme hareketinin yok denecek kadar az oldugu ve siber alanin
stratejik oneminin fark edildigi bir dénemi temsil etmektedir. Oyle ki, Kosova’da
kullanilan siber silahlarla birlikte bir yanda bu silahlarin zarar verici etkisi ortaya
¢ikmis diger yanda ise siber alanin saldwr1 amag¢lh kullanilabileceginin de farkina a¢ik
bir sekilde varilmigtir. Bu farkindalik sebebiyle, Amerika herhangi bir uluslararasi
sinirlayict uygulamanin ne tarafi olmak istemis ne de boyle bir uygulamanin ya da

uluslararas1 hukuk zeminin olusturulmasina 6n ayak olmustur.

Sonug olarak, Clinton doneminde ulusal zeminde gdzlemlenebilen giivenliklestirme
hareketiyle birlikte ¢esitli risk tabanli stratejiler ortaya konmaya iddia edilebilirken
uluslararasi diizlemde siber alanin sundugu stratejik 6nemle birlikte daha firsat tabanl

stratejilerin belirlendigi soylenebilir.

Siber giivenlik, Bush doneminde, 11 Eyliil saldirilartyla 6nemli bir degisime ugrayan

Amerikan giivenlik kaygilar1 ve stratejileri ¢ergevesinde gelisim gostermistir. Bu

donemde, temel giivenliklestirici aktorler —Savunma Bakanligi ve Bagkanlik- ve onlar1

daha kistth bir sekilde destekleyen giivenliklestirici aktor —Kongre- sabit olmakla
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birlikte 11 Eyliil ile birlikte kurulan Amerika I¢ Giivenlik Bakanlig &nemli bir
giivenliklestirici aktor olarak eklenmistir. Temel giivenliklestirici aktorlere ek olarak
Bush doneminde arastirma merkezleri ve medya kuruluslar1 gibi hikiimet dis1
organlarin da siber giivenlik iizerinde etkisi olmustur. Detayli olarak incelendiginde, i¢
Giivenlik Bakanlhigi’nin siber giivenlik adma siirdiirdiigii kurumsallagsma hareketleri
g0ze carpmaktadir. Bu bakanligin siber giivenlik meselesindeki rolii daha ¢ok kamu ve
0zel sektor arasindaki isbirligi mekanizmasinin ¢alistirilmasmna yonelik olmustur. Hem
kurumsallasma hareketleri hem isbirligi mekanizmasmin gelistirilmesine yonelik
girisimleri hem de yayimlanan raporlarda terdrizmin boylesine yiikseldigi bir noktada
siber giivenligin dneminden bahsetmesi sebebiyle I¢ Giivenlik Bakanligi dénemin
onemli giivenliklestirici aktdrlerinden biri sayilmigtir. Savunma Bakanligi ise Clinton
doneminde belirginlesen aktif roliine devam etmistir. Siber giivenligin ve siber
tehditlerin 6nemini vurgulamak i¢in hem terdrist orgiitlerin hem de diger devletlerin
sahip oldugu giicii ortaya koymaya calisarak bu alanda kamusal bir farkindalik
yaratilmasinda 6nemli rol oynamistr. Ayrica, Amerika’nin karsisinda yer alabilecek
aktorlere karst yeniden diizenlenmesi gereken caydiricilik mekanizmasi tizerinde
durarak bir takim onlemlerin alinmasina yonelik adimlar atmistir. Bush, bu iki 6nemli
biirokratik kurumun oynadigi aktif rolii s6z edimi hareketleriyle tamamlamaya
calismigtir. Yayimladigr yonergelerde, Amerika’nin siber alandaki kirilganlignin
terorist orgiitlerce nasil degerlendirilebilecegine vurgu yaparak siber giivenlige karsi
almabilecek onlemleri ve yapilabilecek saldirilar: terorizm temelinde mesrulastrmaya
calismigtir. Kongre’nin rolii Clinton donemiyle benzerlik tagimaktadir. Yine de, siber
giivenligin terdrizmle baglantili olarak ele alinarak gilivenliklestirilmesi hareketine bir
siber terdrizm tanmm sunarak katki saglamistir. Hiikkiimet digi kurumlar ise siber
giivenlige dikkat ¢ekmekte daha net bir tutum izlemistir. Gerek medya gerekse diger
kurumlar siber terdrizmin sebep olabilecegi zararlarin alti ¢izerek daha aktif glivenlik
stratejileri belirlenmesi gerektigini savunmuslardir. Bahsedilen kurumlar ulusal siber

giivenlik stratejilerinin gelistirilmesi agisindan énemli rol oynamis ve siber giivenlik

188



anlayismin terdrizmle pekistirilerek yerlestirilmesine katki saglamistir. Boyle bir
durumda giivenliklestirme hareketinin devamindan bahsedilmekle birlikte hala

tamamlanmus bir giivenliklestirme hareketinden bahsetmek miimkiin degildir.

Bush donemi, uluslararasi a¢idan incelendiginde, siber alanin stratejik kullanim
acisindan Clinton doneminin devami niteligindedir. Amerika, her ne kadar siber alanin
dogurdugu zayifliklarin farkinda olsa da Rusya’nin da bir kez daha gosterdigi gibi siber
alanin stratejik olarak kullannmmi kisitlayacak herhangi bir uluslararas1 yasal

diizenlemenin taraftar1 olmadigini bu donemde de gostermistir.

Bu calismada, se¢im kampanyas1 srasinda bilgisayar sistemleri siber saldirtya ugrayan
Obama’nin baskanhgr siber giivenlige ait glivenliklestirme hareketinin en iist diizeye
¢iktig1 donem olarak degerlendirilmektedir. Bu donemde tiim giivenliklestirici aktorler
ve Ozellikle Obama’nin aktif rol oynadigi sdylenebilir. Baskan se¢ildikten hemen sonra
yayimlanan raporlarda siber alanin 6nemi vurgulanarak ulusal ve uluslararasi alanda
daha kapsaml stratejilerin gelistirilmesiyle hizli bir baslangic yapilmasi gerektigi
vurgulanmistir. Bunun adina, Obama, I¢ Giivenlik Bakanligi’nin ulusal diizlemdeki
diizenleyici roliinii genisletmeye ¢alismig; Amerikan halkinin siber giivenlik hususunda
bilinglenmesi icin 2009 yili Ekim aymi Ulusal Siber Giivenlik Farkindalik Ay1 olarak
ilan etmis; ulusal yasal diizenlemelerin yapilmasi1 adma yetkilerini kullanmistir.
Bunlarla birlikte Obama doneminin en Onemli stratejik belgelerinden biri olan
Amerikan Siber Operasyon Politikalar1 belgesini yayimlamistir. Bu belge, Amerika’nin
siber alan1 gerek savunma gerekse hiicum odakli olarak nasil kullanacagmi belirtmesi
acisindan olduk¢a onemlidir. Ayrica, Amerika Savunma Bakanligi gerektiginde ‘acil
durum siber hareketleri’ kapsaminda baskanmn onayma gerek duymadan hareket
edebilmekle yetkilendirilmistir. Ulusal ve uluslararas1 6nlemlerin belirlendigi bu belge
Clinton doneminden bu yana devam eden giivenliklestirme hareketinin en somut
sonu¢larindan biri olarak degerlendirilebilir. Baskanhk makammm rolii, I¢ Giivenlik

Bakanhgr’nin kamu ve 6zel sektor arasinda isbirligini saglamak ve ulusal bir siber
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giivenlik stratejisi belirlemek tlizere insa edilen yapilar dahilinde hizlanan
kurumsallasma hareketleriyle pekistirilmistir. Ayni zamanda, sz edimi ile diigman,
tehdit ve zayifliklar1 vurgulayarak giivenliklestirici aktor olarak ulusal siber giivenlik
stratejisinin ~ gelistirilmesinde Onemli rol oynamistr. Savunma Bakanligi’nin
giivenliklestirici aktor olarak rolii ise hem s6z edimleri hem bagkanlik makaminca
verilen yetkiler hem de Amerikan Siber Komuta Merkezi’nin kurulmasiyla daha net bir
hale gelmistir. Donemin en 6nemli gelismelerinden bir digeri ise Kongre ’nin artan rolii
olarak goriilebilir. Amerikan halkinin kigisel gilivenlik kaygilarin1 g6z Oniinde
bulundurarak hareket etmeye c¢alisan ve bunun sonucunda i¢ siber giivenlik
stratejilerinin hayata ge¢irilmesi hususunda ¢ok aktif rol oynayamayan kongrenin rolii,
bagskanmn hem yasamay1 hem de halkmn farkindaligini etkileyen hamleleriyle 6nemli bir
duruma gelmistir. Oyle ki, Clinton déneminden bu yana devam eden ¢ok daha kisith
s6z edimi hareketlerinin artmasina ek olarak ¢esitli siber giivenlik yasalar1 gegirilmistir.
Beklenenden az da olsa bu tarz yasalarin gec¢irilmesi giivenliklestirme hareketi
acisindan oldukca Onem tagimaktadir. Tim bu gelismeler 1 s1ginda, Obama’nin
baskanligi doneminde risk tabanli bir takim olaganiistii dnlemlerin gelistirilmesiyle

daha da belirginlesmis bir ulusal giivenliklestirme hareketinden bahsedilmektedir.

Uluslararas1 siber giivenlik stratejileri ise bu donemde gergeklesen ve hava,deniz ve
kara gibi alanlarda ger¢eklesmesi durumunda daha farkli sonuglar dogurabilecek
olaylarm etkisi dahilinde net bir boyut kazanamamustir. Bu donemin Onemli
olaylarindan iki Amerika ile Kuzey Kore arasmda gerceklesen ve tanimlama
probleminin neden oldugu belirsizlik dahilinde ilerleyen Amerikan film sektoriinden
onemli bir firmanin siber korsanlarca saldirtya maruz kalmas1 ve 6nemli bir ekonomik
zarara ugratilmasidir. Buna benzer ikinci durum ise Cin’den Amerika’ya yonelen siber
saldirilarin siklagsmas1 fakat tanimlama ve hesap verebilirlik problemleri sebebiyle net
bir yaptirim uygulanamamasidir. Bu saldirilar sonrasinda Amerika yine de gelismis bir

uluslararas1 siber giivenlik stratejisi belirleme taraftar1 olmamustir. iki gelismeden farkli
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olarak bu donem Amerika’nimn siber alani stratejik ve saldirt amacl kullanimmm ortaya
¢cktigi donemdir. Oyle ki, Iran’in niikleer silah gelistirmek {izere siirdirdiigii
faaliyetleri kisitlamak isteyen Amerika, Iran’in Natanz’da bulunan nikleer tesisine
Stuxnet ismini verdikleri siber silahla saldirmis ve bu saldir1 sonucunda tesisteki
niikleer faaliyetlere belirli bir oranda zarar vermeyi basarmistr. Amerika’nin siber
alandaki gri alanlardan faydalanarak diger alanlarda izledigi politikalar1 desteklemek
amagh siber alandan stratejik olarak faydalanmasi ve uluslararasi aktorlerin siber
alandaki tehditleri farkl tanimlamalar1 sebebiyle olusan farklhiliklar bu donemde de net
bir uluslararas1 giivenliklestirme hareketi olmayismi a¢iklayan sebeplerdir. Bir diger
deyisle, Amerika Clinton doneminden bu yana uluslararasi diizlemde daha ¢ok siber

kuskucular tarafindan dnerilen firsat odakli stratejik politikalar izlemektedir.

Sonug olarak, siber alanin yiikkselmesi ve karakteristik &zelliklerinin belirginlesmesi
sonucunda Ozellikle Clinton doneminde ortaya g¢ikan siber giivenlik algist siireg
icerisinde Amerikan ulusal giivenliginin 6nemli bir pargasi haline gelmistir. Bu siirecte,
baskanhk kurumu, Savunma Bakanhgi, I¢ Giivenlik Bakanhgi ve Kongre
giivenliklestirici aktorler olarak giderek daha 6nemli bir rol oynamis ve risk tabanh
ulusal siber giivenlik stratejilerinin belirlenmesine olanak saglammglardir. Yani, ulusal
diizlemde bir giivenliklestirme hareketinden bahsedilebilse de, daha kapsamli bir
olaganiistii Onlem hayata gegirilemedigi i¢in tamamlanmig bir giivenliklestirme
hareketinden bahsetmek heniliz ¢ok miimkiin goriinmemektedir. Uluslararas: siber
giivenlik ise ti¢ baskan donemi boyunca firsat odakli stratejilere odaklanmis olup net
bir giivenliklestirme hareketine dahi maruz kalamamustir. Siber alanin stratejik olarak
kullanimi ve uluslararas1 diizlemdeki aktorlerin fazlaligi sebebiyle belirlenemeyen —
hatta belirlenmek istenmeyen- uluslararas: dnlemler uluslararasi bir giivenliklestirme
hareketinin oniindeki en 6nemli iki engel olarak degerlendirilmektedir. Kisaca, ulusal
diizlemde siber pesimistlerin argiimanlarina daha yakm olarak yeni ve risk odakli

stratejiler giivenliklestirme hareketi kapsaminda gbzlemlenebilirken, uluslararasi
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diizlemde siber kuskucularmn argiimanlarma daha yakm olarak bir giivenlik lestirme

hareketinin yoklugunda firsat odakli stratejilere odaklanildig1 gdzlemlenebilmektedir.
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APPENDIX B: TEZ FOTOKOPIiSi iZIN FORMU

ENSTITU

Fen Bilimleri Enstitiist

Sosyal Bilimler Enstitiisii -

Uygulamali Matematik Enstitiisii

Enformatik Enstitisi

Deniz Bilimleri Enstitiisi

YAZARIN

Soyadi : Kiiglikaydin
Adit : Duygu
Boliimii : Uluslararasi iliskiler

TEZIN ___ADI  (ingilizce): NATIONAL AND INTERNATIONAL
CYBERSECURITY STRATEGIES OF THE UNITED STATES: A
SECURITIZATION ATTEMPT?

TEZIN TURU : Yiiksek Lisans ] Doktora

. Tezimin tamamindan kaynak gosterilmek sartiyla fotokopi almabilir. -

. Tezimin i¢indekiler sayfasy, 6zet, indeks sayfalarindan ve/veya bir
boliimiinden kaynak gosterilmek sartiyla fotokopialmabilir.

. Tezimden bir bir (1) yil siireyle fotokopi alinamaz.

TEZIN KUTUPHANEYE TESLIiM TARIiHi:
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