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ABSTRACT

AUTOMATIC DETECTION OF CYBER SECURITY EVENTS FROM
TURKISH TWITTER STREAM AND TURKISH NEWSPAPER DATA

URAL, OZGUR
MSec., Department of Cyber Security

Supervisor: Assoc. Prof. Dr. Cengiz Acartiirk

September 2019, 85 pages

Cybersecurity experts scan the internet and face security events that influence users,
institutions, and governments. An information security analyst regularly examines sources
to stay up to date on security events in her/his domain of expertise. This may lead to a
heavy workload for the information analysts if they do not have proper tools for security
event investigation. For example, an information analyst may want to stay aware of
cybersecurity events, such as a DDoS (Distributed Denial of Service) attack on a
government agency website. The earlier they detect and understand the threats, the
longer time remaining to alleviate the obstacle and to investigate the event. Therefore,
information security analysts need to establish and keep situational awareness active
about the security events and their likely effects. However, due to the large volume of
information flow, it may be difficult for security analysts and researchers to detect and
analyze security events timely. There have been attempts to solve this problem both from
an academic perspective and engineering purposes.

A recent challenge in this domain is that the internet community use different languages
to share information. For instance, information about security events in Turkey is mostly
shared on the internet in Turkish. The present thesis investigates the automatic detection
of security incidents in Turkish by processing Twitter and news media. It proposes an
automatic, Turkish specific software system that can detect cybersecurity events in real

time.

Keywords: Cyber Security, Event Detection, Turkish, Twitter, Hurriyet Newspaper.
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TURKCE TWITTER AKISI VE TURKCE GAZETE VERILERINDEN
SIBER GUVENLIK OLAYLARININ OTOMATIK TESPIT EDILMESI

URAL, OZGUR
Yiksek Lisans, Siber Giivenlik Boliimii

Tez Yoneticisi: Dog. Dr. Cengiz Acartiirk

Eyliil 2019, 85 sayfa

Siber giivenlik uzmanlar1 interneti taramakta ve kullanicilari, kurumlar ve hiikiimetleri
etkileyen giivenlik olaylaryla karg karsiya kalmaktalar. Bir bilgi giivenligi analisti, kendi
uzmanlik alanindaki giivenlik olaylarindan haberdar olmak icin kaynaklar: diizenli olarak
inceler. Bu incelemeler, giivenlik olay incelemesi i¢in uygun araglar yoksa, bilgi analistleri
icin agir bir is yiikiine yol acabilir. Ornegin, bir bilgi analisti, bir devlet kurumu web
sitesine yapilan DDoS (Dagitilmig Hizmet Reddi) saldirs: gibi siber giivenlik olaylarindan
haberdar kalmak isteyebilir. Tehditleri ne kadar erken saptar ve anlarsa, engeli azaltmak
ve gerceklegen olay1 aragtirmak i¢in o kadar uzun siiresi kalir. Bu nedenle, bilgi giivenligi
analistlerinin, giivenlik olaylar1 ve muhtemel etkileri hakkinda durumsal farkindaliklarini
olusturmalar1 ve aktif tutmalar1 gerekir. Bununla birlikte, biiyilk miktarda bilgi akisi
nedeniyle, giivenlik analistlerinin ve aragtirmacilarin giivenlik olaylarini zamaninda tespit
etmesi ve analiz etmesi zor olabilir. Bu sorunu hem akademik acidan hem de miihendislik
odakli ¢cozme girisimleri bulunmaktadar.

Bu alandaki son zorluk, internet camiasimin bilgi paylasmak icin farkli diller
kullanmasidir. Ornegin, Tiirkiye ile ilgisi bulunan giivenlik olaylarma ait bilgiler
internette ¢ogunlukla Tiirkce olarak paylagilmaktadir. Bu tez, Twitter ve haber medya
kaynaklarindaki Tiirk¢ce metinleri isleyerek giivenlik olaylarinin otomatik olarak tespit
edilmesini aragtirmaktadir. Siber giivenlik olaylarin gercek zamanh olarak tespit edebilen
otomatik, Tiirk diline 6zgii bir yazilim sistemi onermektedir.

Anahtar Sozciikler: Siber Giivenlik, Olay Tespiti, Tiirkce, Twitter, Hiirriyet Gazetesi.
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CHAPTER 1

INTRODUCTION

1.1 Motivation

On 3 January 2013, Google Inc. announced a security vulnerability which allowed spoofing
using fraudulent digital certificates issued by Turktrust Inc. (Langley, 2013) Other
companies such as Microsoft and Mozilla which may be affected by this vulnerability
followed Google and announced the vulnerability, shared their affected software and
devices and suggested actions. After these announcements, Twitter and Turkish
newspapers showed a quick reaction. As shown in Figure 1, T'witter users shared the news

on the same day immediately after the announcement on 3 January 2013.

L NG -3 Jan 2013 v
Olay cok buytk beyler!TurkTrust'in sertifikalarindan birisi *.google .com icin

uretilmis bir wildcard sertifikal
googleonlinesecurity.blogspot.com/2013/01/enhanc...

@ Translate Tweet

Q 2 1 18 Q 2 &

- - -3 Jan 2013 v
TurkTrust'in bu olayi Turkiye'nin DigiNotar olayidir.Hangi trafikler

dinlendi sertifikalari kim,nasil elde etti! blog.mozilla.org/security/2013/...

& Translate Tweet

Q 2 1 4 Q1 &

. D¢ 3 Jan 2013 v
TURKTRUST "sehven" iki tane CA sertifikasi yaratmis onlar da kendi google
sertifikalarini yaratmislar: blogs.technet.com/b/msrc/archive... #bigbrother

& Translate Tweet
Q m 1 Q1 &

Figure 1: Tweets in Turkish After the Turktrust Vulnerability Announcement on 3
January 2013. Retrieved June 28, 2019, from https://twitter.com.



Since Turktrust certificates were a significant part of certificate use market in Turkey,
numerous Tweets circulated in Turkish related to the vulnerability.

Security awareness tools help security analysts to protect an institution's sensitive and
mission-critical data from being stolen, damaged, or compromised by attackers. The
duration between the disclosure of a new vulnerability and the moment when the security
analyst becomes aware of it is crucial for taking appropriate countermeasures in a timely

manner.

Twitter is a major source of up to date information. According to Statistia, Twitter has
321 million monthly active users worldwide (Twitter, 2019). Turkey is the fifth country
in the list of leading countries with nearly 9 million active users, as of January 2019.
(“Countries with most Twitter users 2019 | Statistic,” 2019) Twitter users can tweet in
any languages they select. Although there are no statistics about the use of Turkish by
Twitter users from Turkey, it is very likely that most of the Turkish Twitter users share
their tweets in their native language.

A review of the literature and recent state of technology reveal that most of the research
conducted on security event' detection has been developed for analyzing the text in
English. As of our knowledge, research is lacking on real-time security event detection in
Turkish language streams.

Given the significant share of the use of the Turkish language on the Internet, it is
necessary to develop security event detection tools that process Turkish data. According
to wearesocial.com's 2019 Global Digital Report, Turkey has 82,4 million population.
Internet usage penetration in Turkey is %72 with 59.36 million internet users, and active
social media penetration in Turkey is %63 with 52 million people. (“Global Digital Report
2019 | Free Download | We Are Social UK,” 2019) With emerging internet adoption in
Turkey, there are much timely information shared in Turkish. Event detection systems
which developed for English texts are not useful for Turkish texts mining. Therefore, in
order to use Turkish texts at detection of cybersecurity events, we should add the Turkish

! According to advisera.com website information security event refers to “something that
can affect risk levels, without necessarily impacting the business or information.” On the
other hand, information security incident refers to “something that in fact negatively
affected the business or information which should be protected.” (“Differences between a
security event vs incident vs non-compliance,” 2018) The present thesis, we use event
term, because it is more suitable for our study.



language-specific methods and algorithms to the event detection systems and automate
such systems.

Social media is not the only option to extract information as such. A security analyst has
a wide range of sources available such as the specialized press, blogs, forums, news
agencies, newspapers, and so on to gather cyber threat information. However, their initial
source of information for detecting such security events is usually social networks. After
the emergence of a trending event, users increasingly share posts about it on social media.
For instance, a DDoS attack to a service or a website is usually recognized and reported
by social media users first, and they share the information on online platforms, by posting

tweets such as “X website is unreachable”.

An alternative way to extract information about security events is newspapers. After the
Turktrust SSL vulnerability in 2013, the newspapers also share that information fast.
Figure 2, shows an excerpt from Hurriyet newspaper related to the vulnerability. (“Yanhs
sertifika Google’dan dondii - Teknoloji Haberleri,” 2013)

Haberer Teknoloji Haberter fan dor

«<=>»

Yanlis sertifika Google'dan déndiu
00

Ilgili Teknoloji Haberle

- 2 Siber saldin nedir’
-
W 4
- Bilgisayar korsanl
2 kayitianm ele geci

Q Siber saldin mi va

‘ mu?
_ O S

=
Ed

Denizli'de liseliler

o =

Facebook coktiin
girilemiyor?

internet sitelerinin gvenirligini gdsteren sertifikalarin sahtesini basan Turk
sirketi Google ve Microsoft'u ayaga kaldirdi!

Turk guvenli web sitesi sertifikalandirma yetkilisi TurkTrust'in yanlshkla yayinladig: sertifika,

Google tarafindan ctigimiz hafta fark edildi. Bunun lzerine Google, Chrome web tarayicisini

guncelleyerek diger web tarayicisi gelistincilerini yazilmlannm guncellemeleri konusunda uyardi.
Figure 2: Hiirriyet Newspaper News after the Turktrust SSL Vulnerability is Detected.
Retrieved June 28, 2019, from http://www.hurriyet.com.tr/teknoloji/yanlis-sertifika-
googledan-dondu-22290509. Copyright 2013 by Hiirriyet Gazetecilik ve Matbaacilik A.S.



An autonomous system which can use various data sources for security event detection
has the potential to be beneficial for a security analyst. We designed and developed a
software system capable of detecting and monitoring cybersecurity-related events over
the Twitter Stream in Turkish. It can technically process millions of documents per day
and detect security events. To gain more accurate results, we added the Hiirriyet Turkish
newspaper stream to analyze and detect security events. The software solution’s
infrastructure supports adding new data resources, thus providing flexibility. For
example, we can add LinkedIn? Facebook®, Eksisozluk! website streams to gain more

accurate results.

1.2 Research Question and Objectives

The objective of this thesis is to develop a security event detection tool for processing
Turkish data. Current cybersecurity event detection tools are developed for extracting
data from English texts. Cybersecurity event detection rate will be low when they are
adapted to Turkish as they are due to the linguistic characteristics of Turkish. What can
be done to make the accuracy of a tool developed for Turkish as high accuracy as the
tools developed for English in terms of cybersecurity event detection? It is our research
question. This thesis also answers this research question by proposing a methodology and

its implementation.

For this, we reviewed the state of the art studies and software systems in real-time event
detection, as reported in the literature review chapter. We then investigated potential
data sources to determine the most suitable ones to use it for real-time event detection
with Turkish-text. We investigated methodologies and API's related to NLP (Natural
Language Processing) to use it for normalization® of Turkish texts.

We designed and developed a software system for real-time cybersecurity event detection
using Turkish texts. We designed the system as a framework to make useable it for further

2 www.linkedin.com
3 www.facebook.com
4 www.eksisozluk.com

’ “Normalization is a process that converts a list of words to a more uniform sequence.
This is useful in preparing text for later processing” (“Understanding normalization -

Natural Language Processing with Java,” 2015)



researches. Turkish datasets are used in various research areas like text classification,
author detection, automatic question answering. However, finding datasets in Turkish is
difficult since there are limited accessible datasets online. By means of this thesis software
framework, researchers will be able to access datasets in Turkish. Moreover, they will be
able to select and modify their queries by changing keyword vectors, thus changing the

concent of information to be extracted from online sources.

We validated the proposed approach using several detected events already shared in

Turkish-in online platforms.

1.3 Use Cases

Cybersecurity is an emerging topic in Turkey, just like the rest of the world. There exists
limited research about automated security event detection systems recently. However,
these studies focus on data mining in the English language. Although the available
cybersecurity event detection systems can be beneficial for detecting global level events,
such systems cannot be used with other languages like Turkish, because NLP data mining
is language specific. Security analysts who work in Turkey, or just interested in local
security events in Turkey can use data in Turkish to detect such events. By means of
automatic event detection systems, a security analyst establishes situation awareness in
cyberspace and take countermeasures against new threats. For example, a security analyst
who is working for a Turkish institution may use local websites APIs like Eksisozluk API
e-Devlet API or libraries/frameworks developed for focused Turkish people. If these
API's, libraries or frameworks have vulnerabilities, and someone discovers them, they are
probably discussed and announced within social media like Twitter in Turkish. It is likely
that Turkish newspapers publish it as breaking news too. To detect such events
automatically, the software system must listen to Turkish data sources and process the
text in Turkish. Our research aims at meeting these requirements by proposing a software

system and framework for security event detection.

1.4 Routine Tasks of an Information Security Analyst

According to the careerexplorer.com website (“What does an information security analyst
do? - CareerExplorer,” 2019), an information security analyst the primary responsibility
is to take countermeasures for protecting organizational-level, mission-critical and
sensitive information, as well as being prepared for cyber-attacks. To be prepared for a



cyber-attack, they use various tools and systems®. One of their responsibility is to analyze
data and to recommend changes to managers. However, security analysts are not
authorized to implement changes. Their main job is to keep cyber-attacks out.

In practice, a security analyst spends approximately one hour per a working day to get
caught up on the latest security news through bulletins, forums, news, social networks
and so on to identify new threats. They further spend two to three hours by repeated
investigation of potential security incidents using online resources. They spend the rest
of their daily time with manually copying and pasting information from disparate and
siloed tools to correlate data. They generally face with ten to twenty challenges daily such
as monitoring security access, analyzing security breaches to identify the root cause,
verifying the security of third-party vendors and collaborating with them to meet security
requirements and so on. (“What is a Security Analyst? Responsibilities, Qualifications,
and More | Digital Guardian,” 2019) Their investigation time gives cyber attackers
advantages if it is long enough, and it is challenging for a security analyst to keep up
with threats.

In Figure 3 (Borrett, 2017), statistics are shown about the security analysis, which
motivates why security analysts need automated systems.

¢ https://www.careerexplorer.com/careers/information-security-analyst/
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93% SOC managers are not able 4 % of security professionals ignore
to triage all potential threats a ‘significant number of alerts’

31 % of organizations are forced
to ignore 9, or more security alerts because
50 they can't keep up with volume

Figure 3: Research results of IBM Security Lab about Cyber Security Analysts

A manual investigation of security events is not sustainable without automation. To make
it sustainable, automated NLP analysis tools and Text mining methods need to be used.

1.5 Outline

Chapter 2 presents the relevant literature. In Chapter 3, we introduce the software system
in terms of its architectural and design perspectives. In Chapter 4, we present the software
system in terms of its implementation and evaluation perspectives. In Chapter 5, we
discuss thesis results. Finally, in Chapter 6, we present the conclusion and propose

possible future work.






In this section, we share the results of the literature review. We introduce the most
relevant researches with our research and explain how they give shape to our research.
Most of the following researches focus event detection and try to answer how can we

CHAPTER 2

LITERATURE REVIEW

obtain valuable information from streaming data.

2.1 Researches on Identifying Victims Affected by Cybersecurity

Attacks

On this research field, one of paper is “Weakly Supervised Extraction of Computer
Security Events from Twitter”. It is a research on identifying victims affected by attacks
in these categories as output, using the Twitter data and adding categories to the user

without being dependent on fixed categories. (Ritter, Wright, Casey, & Mitchell, 2016)

Table 1: Example high-confidence events extracted using the system published within

this paper.

[ Victim | Date | Category | Sample Tweet |

namecheap | Feb-20-2014 | DDoS My site was down due to a DDoS attack on NameCheap’s NS server.
Those are lost page hits man...

bitcoin Feb-12-2014 | DDaS Bitcoin value dramatically drops as massive #DDOS attack is waged on
#Biteoin hetp:/ ft.cofYdoygOGmhv

europe Feb-20-2014 | DDoS Record-breaking DDoS attack in Europe hits 400Gbpa.

barcelona | Feb-18-2014 | Account Hijacking | Lmao, the official Barcelona account has been hacked.

adam Feb-16-2014 | Account Hijacking | ©@adamlambert You've been hacked Adam! Arghl

dubai Feb-00-2014 | Account Hijacking | Dubai police twitter account just got hacked!

maryland | Feb-20-2014 | Data Breach SSNs  Compromised in University of Maryland Data Breach:
https://t.co/j60VelCddw

kickstarter | Feb-15-2014 | Data Breach I suspect my card was compromised because of the Kickstarter breach.
It's a card I don't use often but have used for things like that.

tesco Feb-14-2014 | Data Breach @directhex @Tesco thanks to the data breach yesterday it's clear no-one
in Tesco does their sysadmin housekeeping!




They determine candidate events as in Table 2.

Table 2: Example of high-weight features. Context words other than nouns and verbs are

replaced with their part of speech tags for better generalization.

Sample Feature |

security breach
A admits

Event Category |

Data Breach
Data Breach

| Feature Category |

keyword-context-Teft
victim-context-right

victim-context-right | X data breach affecting Data Breach
keyword-context-both DT ddos attack DDoS
keyword-context-left NNP NNP hit IN ddos DDoS
victim-context-right X pgetting ddos’d DDoS

PRP hackad X P0OS account
POS email was hacked
X POS NNP account

Account Hijacking
Account Hijacking
Account Hijacking

victim-context-both
keyword-context-left
victim-context-right

Then they are aiming at finding the victim, institution, or program affected by these

events.

Table 3: Seed Instances for DDoS Attacks.

| Victim | Date | # Mentions |
spamhaus 2013/03/18 26 |
50Ca 2011/706/20 84
etrade 2012/01/05 76
interpol 2012/02/29 45
ustream 2012705709 911
virgin media | 2012/05/08 15
pirate bay 2012/05/16 2,265
demonoid 2012/07/27 182
att 2012/08/15 2,743
sweden 2012/09/03 23
godaddy 2012/09/10 840
github 2013/07/29 102
reddit 2013/04/19 2,042
cia 2011/06/15 36
paypal 2010/12/10 LYi
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In this study, they focus on cybersecurity events detection using only Twitter. On the
other hand, we use both Twitter and Hurriyet Newspaper to detect cybersecurity events
in the present thesis. Moreover, they choose to use English texts as a data resource, while
we use Turkish texts as the data resource. Furthermore, they programmatically detect
victims. On the other hand, we use predefined vector sets to detect victims in our research.

Another example research is “Automatic Detection of Cyber Security Related Accounts
on Online Social Networks: Twitter as an Example”. In that paper(Aslan, Saglam, & Li,
2018), they use machine learning techniques; they investigated to find a method of
whether social media accounts related to cybersecurity. To prepare their dataset to use
in their research, they develop a crawler with T'witter API using Python programming
language. We also use Twitter crawler with Python programming language.

2.2 Cybersecurity Event Forecasting

One of example research in this research filed is “DDoS Event Forecasting Using Twitter
Data”. (Wang & Zhang, 2017) It is a publication to estimate the DDoS attacks that have
not yet taken place by processing Twitter data.

Table 4: Tweet Examples with Attack Targets.

[ Post | Target |
The Thai government is about to end their | Thai Gov-
citizens Internet freedom. ermnment

$00000000000 basically they are all leaving SONY
soon, sony is mad as hell. '

They tried to obtain this information using six popular supervised classification models.
To illustrate, one of the models which they used is the “negative term count.”. Neg-Term-
count is the baseline sentiment-based model. They count the negative words from tweets
each day, forecasting an attack if the number of negative words is more significant than
a threshold, which is the average number of negative words on training data.

Their research helps us to recognize a future work field which can be added to our
research. In the future, we can try to detect cybersecurity events that have not yet taken
place by processing streaming data using Turkish.

11



2.3 Drive-by Download Attack Prediction

Cyber attackers may use the URL abbreviation method to show malicious websites as if
a harmless website and share them on twitter as an abbreviated URL. Twitter users may
believe in this deception and click on such website abbreviations, and these links can
harm the users. “Prediction of Drive-by Download Attacks on Twitter” is an example
which researches this field. (Javed, Burnap, & Rana, 2019) They have explored what we
can do to prevent such malicious websites from being clicked like a safe website due to
this kind of abbreviation. They try various methods such as detecting malicious software
infection from the increase in the use of CPU or RAM with using Honeypot.

Our thesis research may be useful in informing security experts from current cybersecurity
events. The security experts may also want to inform such malicious URL’s. Therefore,
we may also try to add such functionality to our research as future work. However, we
will try to detect such an attack using Turkish T'weets.

2.4 Cyberattack Detection using Social Media

A sample study on this field is “SONAR: Automatic Detection of Cyber Security Events
Over the Twitter Stream”. They developed a self-learning framework called Sonar.
(Petersen, 2017) Sonar can automatically capture events related to cybersecurity by
processing twitter data. Developers give the system some keywords to follow. The system
can find other keywords to followed related to cybersecurity with the help of previously
given keywords.

Original List
of Keyvwords

hd
- Tweets {T} GloVe Naodel Keyvword
v Oé‘j" » Finder
= at¥ra ,
Tweets DI3 GloVe Maodel i
Training =
I —

Enriched List
of Keyvwords

Figure 4: Architecture of the Keyword Finder Component.
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They have also benefited from big data technologies. For the architectural design of our

system, we use this research in our present thesis.

GloVe
Keyword
Extender
Discovered
Kevwords Tweets
Spark
Cluster Storage
Preprocessing 3 s
Categorisation g
Cassandra

Tweets
> 3

Twitter
Kafka Spark

Tiae
Cluster Cluster

Consnltation

=

=
LELK Stack

Storage

FSD ]

Geo-Mapping L —
Cassandra

Consultation
Spark

Cluster — E
el

ELK Stack

Figure 5: Technical Overview of Sonar.

Another example is “Crowdsourcing Cybersecurity: Cyber Attack Detection using Social
Media”. (Khandpur et al., 2017) It is another study on detecting cybersecurity attacks
by processing Twitter data. They acknowledge that their work is like that of previous

studies, but they report more successful results.
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Figure 6: Streamgraph Showing Normalized Volume of Tweets (September 2015 through

October 2016) Tagged with Data Breach (red), DDoS Activity (grey) and Account Hijacking
(blue) Types of Cybersecurity Events.
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Figure 7: A Schematic Overview of Cybersecurity Event Detection System from The

Publication.

This research is one of the state-of-art projects in the cyber attack detection domain. We
also use this research to detect the boundary points of our research. They use Tweets in
English to detect cyber attacks. On the other hand, we focus on both Tweets and
newspaper data in Turkish. Moreover, while they research detecting cyberattacks, we
investigate detecting cyber events in the present thesis.
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CHAPTER 3

SYSTEM ARCHITECTURE AND DESIGN AND
METHODOLOGY

In this chapter, we explain the software system’s architecture and design and
methodology. Firstly, we explain the general approach. Then we present data collection
using Standard Twitter API, Twitter Premium API, Hurriyet API, and Selenium. After
that we mention how we can preprocess and process the data. Then we present how we
detect a cybersecurity event with using anomaly detection which is one of the machine
learning techniques.

3.1 Approach

Figure 9 presents a general overview of the architecture and design. First, we need real-
time streaming data to process. In order to establish a Twitter stream connection, the
software uses statically defined the configuration file values. To gathering the data in
real-time, we use Standard Twitter API. We create cybersecurity-related Turkish
keyword vector with using Term Frequency - Inverse Term Frequency analysis of past
security incidents. (See Appendix B) We explain the details in Section 3.2 determination
of cybersecurity-related keywords vector. We use this keyword vector to gather useful
Twitter stream and Hurriyet Newspaper stream for our research. We use the language
filter feature of the Twitter API in order to fetch only the Turkish Tweets. Hurriyet is a
Turkish newspaper, therefore we did not need a language filter for it. To establish the

Hurriyet Newspaper stream connection, the software also uses the configuration file.

The architecture of the software system is implemented considering new data sources may
be wanted to add. Before writing the fetched data to the database, both fetched data of
Hurriyet Newspaper and Twitter are formatted to a suitable form for writing database.
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After writing them to the database, the texts in the database are sent ITU NLP API to
normalize them. In Figure 10 (Eryigit & Torunoglu-Selamet, 2017a) a sample Turkish

text normalization pipeline is shown.

Rahat et Miigfik Kenter @smiley[:((]
(Rest in peace Misfik Kenter &)

rahat €ttt MUSFIK KENTER :((

Raw Data

Figure 9: Normalizer Sample from ITU NLP API

After the normalization step, we move forward to Named Entity Recognition” step of our
pipeline. In this state, we use the predefined string vector, which currently includes
institution names, government organization name, and country names. These strings

represent the potential victims of security events. (See Appendix B)

After that step, the software counts the number of mentions of the potential victims with
searching the predefined string vector elements in the normalized texts which are stored

in the database.

With this analysis, we will get a table like as shown in Table 5. The period of the table
is one day. Every new day, the number of mentions per victim is set and start with zero.

" Named-entity recognition (NER) (also known as entity identification and entity
extraction) is a subtask of information extraction that seeks to locate and classify atomic
elements in text into predefined categories such as the names of persons, organizations,
places, expressions of times, quantities, monetary values, percentages and more. (“What
is Named-entity recognition (NER)? - WordLift”, 2019)
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Table 5: Sample Table after the Analyze

victim Date # Mentions

twitter 24.04.2015 16
X newspaper 24.04.2019 700
¥ newspaper 24.04.2019 B

We add daily thresholds. (i.e. 10 per day) If the number of mentions is more than the
thresholds value, we will share this detected cybersecurity event within the user interface.

Table 6: Sample Information Sharing Plan Table

Date: 24.04.2019

Entity Representative Tweet Count

X hewspaper Tweet: X newspaper is hacked. 700

The software repeatedly checks the database and analyze new texts for detecting new
cybersecurity events. If one of the possible victim’s numbers of mentions in the
cybersecurity-related database texts exceeds the threshold limit per day, the software
system adds them to the table too like in Table 7.

Table 7: Sample Detected Events Table

Date: 24.04.2019

Entity Representative Tweet Count

X newspaper Tweet: X newspaper is hacked. 700
y newspaper  Tweet: y newspaper cannot be accessed. 323
z website Tweet: Z website has 2 malicious file. 312
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We will show these detected events in a dynamically created HTML file. In the future,
we can show them on a web page. Security Analysts can see the detected security events

from there.

3.2 Determination of Cybersecurity Related Keywords Vector

To create an optimum version of cybersecurity-related keyword vector, we used term
frequency-inverse document frequency(TF-IDF) technique, keyword-based analysis, the
statistical technique, and A/B testing.

Even if the Tweets or the news are in the Turkish language, there are widespread English
cybersecurity terms used in Turkish texts. Therefore we create the vector using both
English and Turkish keywords.

It is a numerical statistic that intends to reflect importance a keyword or phrase is for
within a document or a Web page in a corpus or in a collection. TF-IDF is the product
of two statistics, frequency of term and inverse frequency of the document. There are
several ways to determine the exact values of both statistics. (Rajaraman, A.; Ullman,
2011)

In the case of the term frequency tf (t, d), the simplest choice is to use the raw count of
a term in a document or the frequency with which the term t occurs in document d. If
we denote the raw number for ft, d, the simplest tf scheme is tf (t, d) = £ 4.

The inverse document frequency(IDF) is a measure of the amount of information provided
by the word, that is, whether it is common or rare in all documents. This is the inverse

fraction of documents containing the word with logarithmic scaling.

N
{de D:ted}

idf(t, D) = log

N: total number of documents in the corpus N = |D|

|{d € D: t € d}| : number of documents where the term t appears (i.e., tf(t,d) # 0). If
the term is not in the corpus, this will lead to a division-by-zero. It is therefore common
to adjust the denominator to 1 + |[{d € D: t € d}|.

Then Term frequency—Inverse document frequency(tf-idf) is calculated as

tfidf(t, d, D) = tf(¢t,d) - idf(t, D)
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In order to identify our cybersecurity-related keywords vector, we used the Term
frequency—Inverse document frequency technique. Firstly, we find one of the past
important cybersecurity events related to Turkey from history. We select “nic.tr DDOS
attack” as the cybersecurity event. Then we create three different training database
related to this attack with using Twitter Premium API. We select “nic.tr” as keyword
and filter only the Turkish Tweets. With using tf-idf technique, we identify the most
important words in these databases. Then we select the cybersecurity-related ones from
the results of the tf-idf technique. And then add them to the cybersecurity-related
keyword vector.

The first query includes tweets containing nic.tr keyword at the dates between 10.12.2014
and 13.12.2015. These dates are the one year period of time before the nic.tr attack. Then
we do term frequency-inverse document frequency (TF-IDF) analysis. TF-IDF is a
numerical statistic used in information retrieval to represent how important a specific
word or phrase is to a given document. For doing such an analysis, we used Voyent
Tools®. Figure 10 exemplifies the analysis of identifying important words with using the
Tweet database which created before the nic.tr attack.

® https://voyant-tools.org/
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Figure 10: Sinclair, S. G. Rockwell. (2019). TF-IDF Words Trends Results before
Nic.tr Attack Start Day. Retrieved September 7, 2019, from https://voyant-tools.org,.

Then we create another training database. That time we select the Tweets only at the
day of the nic.tr attack on 14 December 2015. We analyze the tweets in the database
with TF-IDF frequency analysis and do A/B test to select words from them to our
cybersecurity-related keyword vector.

Figure 11 exemplifies the analysis of identifying important words with using the Tweet
database which created at the nic.tr attack start day. Some of the important words
identified by the analysis are “DDoS”, “fidye”, “saldirisi”, “siber”, “viriis”, as you can see

in Figure 11.
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Figure 11: Sinclair, S. G. Rockwell. (2019). TF-IDF Words Trends Results at Nic.tr
Attack Start Day. Retrieved September 7, 2019, from https://voyant-tools.org.

Lastly, we create another training database. It includes the Tweets between 14 December
2015 and 28 December 2015. Within two weeks period of time, nearly 1000 Tweet had
been tweeted related with "nic.tr".

Figure 12 exemplifies the analysis of identifying important words with using the Tweet
database which created after the nic.tr attack start day. Some of the important words
identified by the analysis are “saldir1”, “saldirilar”; “saldirisi”, “DDoS”, “hacker”,
“hacklendi” as you can see in Figure 12.
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Figure 12: Sinclair, S. G. Rockwell. (2019). TF-IDF Words Trends after Nic.tr Attack
Start Day (2 weeks period). Retrieved September 7, 2019, from https://voyant-
tools.org.

Figure 13 shows Cirrus’ after nic.tr DDOS Attack Start Day (2 weeks period).

9 Cirrus is a word cloud that visualizes the most common words in a corpus or document.
The most common terms are centered and have the largest size. As the algorithm scans
the list and continues to try to draw words as close to the center of the visualization as
possible, it will also include small words in spaces left by larger words that do not fit
tightly. (“Voyant Tools Help”, 2019)
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Figure 13: Sinclair, S. G. Rockwell. (2019). Cirrus after Nic.tr Attack Start Day (2
weeks period). Retrieved September 7, 2019, from https://voyant-tools.org.

We analyze their results and create cybersecurity-related keyword lists for each one of
them. Then we used these keywords lists for A/B testing'. We compare the results of the
A/B test and update the elements in the keyword vector according to their success rate.
For A/B test we used the number of false-positive cybersecurity event detection and
number of cybersecurity event detection. If a keyword significantly increases the number
of false-positive detection, we do not add it to our cybersecurity-related keyword vector.
On the other hand, if a keyword does not affect so much the false positive detection but

" The A/B test is a randomized experiment with two variants, A and B. It includes the
application of the statistical hypothesis test or “two-sample hypothesis test” used in the
field of statistics. The A/B test is a method of comparing two versions of the same variable
and determining which of the two variants is more effective. (Pardot, 2012)
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increases the number of detection we add it to our cybersecurity-related keyword vector
list.

3.3 Data Collection

In order to collect data, we use Twitter and Hiirriyet newspaper. Both Hiirriyet API and
Twitter API need seed keywords to query them. In order to collect Turkish stream data,
we need Turkish cybersecurity terms. However, we cannot find a Turkish cybersecurity
terms dictionary. Therefore, we research the Turkish cybersecurity terms and gather them
as a list to use them in the query. However, we face a problem at that step. More than
half cybersecurity-related terms have no Turkish synonym. Even in Turkish Tweets and
Turkish newspaper texts, English expressions of the cybersecurity-related terms may be
used. Therefore, we decided to add both English and Turkish version of the cybersecurity-
related terms to our keyword list and use them in our query. To train our solution
algorithm, we need training data. Twitter’s standard search API (free version) allows
searches against a sampling of recent Tweets published in the past 7 days. However, we
need Turkey related past security events datasets such as nic.tr DDOS attack'' to train
our data.

Firstly, we searched online to find the sample datasets with our desired constraints. We
could find only Yildiz Teknik University Kemik Natural Language Processing Research
Group website'? which shares sample Twitter datasets in the Turkish language. We sent
mail and mentioned about our thesis project and ask sample datasets from them. They
accepted our request to send us Turkish Twitter dataset. However, we could not use their
datasets to train our solution algorithm because their dataset is created with random
keywords with a random time interval, and the dataset was not big enough to use as
training data.

We needed Twitter dataset in Turkish which created with cyber-security related keywords
and specific time intervals. Twitter’s Premium API can be used to create such datasets
because it allows searching within the full archive of Twitter. However, the API price is
between 99 dollars to 1900 dollars monthly. For educational purposes, Twitter may give
premium API for free to students. We had applied Twitter to request free Premium API

! Turkey’s official domain name servers had been under a Distributed Denial of Service
attack in 2015.

2 http://www.kemik.yildiz.edu.tr/
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usage. After the application one of Twitter staff reached us from e-mail and we share
some of the thesis details like abstract and approach section of the thesis. The Twitter
staff is convinced to support our research and give us Premium API access for free.

We used Twitter Premium API to create training datasets. However, the given Premium
APT has 50 request limits monthly. We used Twitter Premium API to create training
datasets. However, the given Twitter Premium API has only 50 request limits monthly
and we reached the monthly request limit in a short period of time and our research faced
with another problem. To solve this problem, we had two option. Option one was
upgrading our Premium API request limit with spending thousands of dollars money, and
the second option was to try to find an alternative way to collect the past Twitter data.
After researches, we realize that there is another option to collect Twitter data. Instead
of using Twitter API, we implemented a Python code to parse the Twitter website with
using Selenium automation tool and chrome browser web driver and, created our desired
training datasets. The selenium solution for fetching Twitter data is not a known method
and it is firstly had implemented by us.

In the subsections below, we shared the details of the methods we used to collect data.

3.3.1 Twitter Social Network as a Data Source

Twitter is an online social networking service, which was created in October 2006 by Jack
Dorsey, Even Williams, and Biz Stone. People use Twitter for various purposes.
(Huberman, Romero, & Wu, 2008)

First of all, One of its usage examples is as a social messaging service. Users can interact
with the other users, communicate with their friends and family, and share details of their
lives. Secondly, users can use it as a microblogging service for sharing details of a person’s
life. Thirdly, users can use Twitter as a marketing tool for public relations. Many
celebrities and politicians use Twitter for interacting with their audience. Lastly, Twitter
is an information platform on which users can get news via broadcasting agents’ or
journalists’ accounts fast and efficiently. Moreover, there are Twitter bots created by
developers for a precise function like Bitcoin ticker bot will tweet every hour the price of
Bitcoin in Turkish Lira.

According to the first quantitative study on Twitter “What is Twitter, a Social Network
or a News Media?” which is published in 2010 (Kwak, Lee, Park, & Moon, 2010), Twitter
is more an information-sharing network than a social network. They found that result
while working on Twitter follower graph. They decided that because of the low rate of
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reciprocated ties. People tend to use Twitter as a news feed by following multiple online
news media, but other Twitter users will only follow “real” users.

Twitter users can post a short message called tweet, which is limited to 280 characters,
or retweet another user tweet. Photos, videos, or URLs can be added to the tweets. Users
can follow other accounts and creates their networks. They can mention each other or
reply to each other within their tweets. To identify what the tweet is about, users use
word preceded by a hash sign (#). Twitter uses these hashtags to define trending topics,
both locally and globally. Users use the trending topic lists to identify favorite subjects
at that time on Twitter.

In default settings, all Twitter accounts are public. Users can interact with each other
like replying other user's tweets, sending a private direct message, and so on.

In Figure 14, sample Turkish Tweets related to a security incident is presented.

& _ E g 15 Dec 2015 v
’ nic.tr hacklendi yaklasik 12 saattir erisim yok.
TR Alan Adlari (Domain) Problemi

Bugtin saat 12:00 itibari ile... http://144.122.95.51/32

L ... - 24 Dec 2015 v
” An itibariyle Akbank, Garanti vb. suan down durumda. Ddos saldirilan bas
- gbstermeye bagladi...

& Translate from Turkist

3

QO (W SO AN ™M

Figure 14: Sample Turkish Tweets Related with a Security Incident. Retrieved June 28,
2019, from https://twitter.com/.

The Twitter API is a set of URLs. The URLs cant take parameters and let users access
Twitter features like finding tweets which contain a set of specific words and so on.
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Twitter provides several APIs to get tweets. Twitter’s Standart API allows users to get
tweets which includes specific parameters. Moreover, the resulting stream can be filtered
according to Tweet languages, geolocation and so on. However, this API cannot retrieve
tweets older than seven days. It gives users access to live data on Twitter and keeps
sending it until asked it to stop. Developers can access only 1% sample of all the tweets,
which is approximately one million Tweets per day due to Standart Twitter API
limitation. The resulting stream contains one or more elements of the keyword list per
each Tweet or news. We can get up to %1 of the Twitter stream. We use Twitter Standart
API for collecting the real-time Twitter stream.

Twitter’s Premium API has more capabilities like accessing the Full-archive of Twitter
data from as early as 2006. The API is sold with monthly prices according to allowable
request limit of the API. For academic purposes, Twitter may give support for free access.
After sharing our research details with documents, they gave us Premium API which
allows 50 requests monthly request limit. We used Twitter’s Premium API for generating
training datasets.

At one point, the monthly 50 request limit of Twitter’s Premium API blocked our
research. Therefore we develop another method to create training datasets with python
code with using Selenium Python Framework which automates browsers and chrome web
driver. With Selenium, The software opens a chrome browser as if a normal user, writes
the query specified in the code in the search box of the twitter, and parses the Html. The
Twitter Html file is a dynamically creating web page. To overcome this problem, the
software automatically scrolls down the page as it parses. This method gave us unlimited
training dataset creation right without using any API.

In the present thesis, we use two different data source, and one of them is Twitter. We
gather the unstructured data as Twitter text(tweets) and analyze them to detect
cybersecurity events. Our second data source, Hurriyet Newspaper, is introduced in the
following section.

3.3.2 Hiirriyet Turkish Newspaper as a Data Source

Hiirriyet is one of the major Turkish newspapers, founded in 1948. As of January 2018,
it had the highest circulation of any newspaper in Turkey at around 319,000. (“Tiraj |
MedyaTava - Yazmadiysa Dogru Degildir,” 2018)

We can 12,000 request per day in Hurriyet Newspaper API. Therefore, the keyword list
is essential to get relevant data in the result streams.
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Hiirriyet API is an interface which enables the usage of Hiirriyet data programmatically
in web, mobile, or desktop applications. It is a free service. With Hiirriyet API, developers
can reach news, columns, writers, photo galleries, and pages. Hiirriyet API has a RESTful-
based, resource-oriented architecture. Developers can access Hiirriyet newspaper data via
standard HTTP requests. The resultant set of results is in JSON format. Requests via
the API are limited to 5 per second and 500 per hour to prevent abuse. (“Hurriyet
Developers API v1.0 Docs — Hiirriyet Public API,” 2019)

In the present thesis, we use two different data source, and Hurriyet Newspaper is one of
them. We fetch the unstructured data as news text and analyze them to detect

cybersecurity events.

OData is a REST-based data source using the HT'TP protocol is a global protocol for
querying services. With OData standards, developers do not waste much time on basic
standards such as to request and response headers, status codes, HTTP methods (GET,
POST, and so on), and query options. Developers can only create RESTful APIs by
building business logic. Consuming OData services is easy. Client - interpretable can
quickly render OData metadata. Therefore, developers can quickly integrate it into robust
and expandable client applications. The OData structure has a unique query structure.
Below are some of the most basic query keywords and their functionality briefly outlined:

$ select: Limits the columns/properties in the response set from the query. Example use;
e https://api.hurriyet.com.tr/v1/articles?$select=Title

To limit relational properties such as Files, RelatedNews; it is necessary to use $ select
filter with $ expand. Example use;

e https://api.hurriyet.com.tr/v1/articles?$select=Files&$expand=Files
$ filter: By adding a filter to the query, the answer set can be limited. Example use;
e https://api.hurriyet.com.tr/v1/articles?$filter=Path eq '/gundem/'

Users can also use these keywords together to increase the number of filters in the result
set and make it easier to reach the desired result set.

Using OData protocol on Hiirriyet API service, articles in the system, columns in the
system, 1n-system photo galleries, the pages in the system and the pages assigned to the
pages, folders in the system and the writers can be queried and used in applications.
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Requests via the API are restricted to block abuse. These limits are five requests per
second and 500 requests per hour.

3.4 Data Preprocessing

Before writing the streaming data to our database, we need to format to texts. Firstly,
we should select the needed keys from JSON streams of Twitter API and Hiirriyet API.
For example, Hurriyet API requests return related news in a JSON which has “Title of
the News” key. The key can be useful for representing the detected event. On the other
hand, there are unrelated or unuseful data in the JSON too, so we filter them and do not
write in our database. We filter the Twitter API stream’s JSON keys too and select the
useful and relevant keys too.

In our database, we have a ‘Status’ column. When we first write the texts to our database,
we set the text’s status with ‘0. ‘0’ means that the text is not processed yet, and it is
raw data. We sent the raw data to ITU NLP API to normalize it. After the normalization
step, we update the text with normalized text and update the Status column of the row
which has the text with “1”. After the row is processed to detect cybersecurity events,
the Status column is set with “27”. “2” means that the data processed before and there is
nothing to do with that row of the table.

3.5 Data Processing

3.5.1 Natural Language Processing

NLP is “the ability of machines to understand and interpret human language the way it
is written or spoken” ("Teachbot(Teaching Robot) Using Artificial Intelligence and
Natural Language Processing," 2017). In Figure 4 (“Overview of Artificial Intelligence;
Role of NLP in Big Data - XenonStack Blog,” 2019), can be seen as a simple explanation
of What NLP does. In the present thesis, we used a few NLP techniques and Istanbul
Techincal University’s NLP API (“ITU Turkish Natural Language Processing Web
Interface,” 2019) for normalization of the texts.
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Figure 15: A Simple diagram to explain what NLP does.

In order to develop automated systems, NLP is one of the actively used concepts in text
mining. According to the data-flair website, “The role of NLP in text mining is to deliver
the system in the information extraction phase as an input. (“Text Mining in Data Mining
- Concepts, Process & Applications - DataFlair,” 2018)

3.5.2 Istanbul Technical University NLP API

Turkish NLP Tools and APIs developed by the Natural Language Processing group at
Istanbul Technical University. The program is available at “tools.nlp.itu.edu.tr” website.
(“ITU Turkish Natural Language Processing Web Interface”, 2019) The API is free to
use for academic purposes. To be able to use the API, we need access token and an
account for the token. In order to get them, we sent an email to briefly explain who we
are, why we need to access the API and our affiliation. Our application seems okay for
them. Therefore, they give us credentials.

The platform operates as a Software as a Service and provides the researchers and the
students the state of the art NLP tools in many layers: preprocessing, morphology, syntax,
and entity recognition. (Eryigit, 2015) It is a web API; developers can access it with an
HTTP request and can use GET or post method.
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The ITU NLP API components for stand-alone usage are the followings;

o Tokenizer

e Deasciifier

e Vowelizers

o Spelling Corrector

o Normalizer

o isTurkish

o Morphological Analyzer

e Morphological Disambiguator
o Named Entity Recognizer

Twitter API can also filter Turkish Tweets, and Hiirriyet is a Turkish newspaper.
Therefore, we do not need an “isTurkish” component of the API for the thesis. Currently,
we only use the “Normalizer” component of the ITU NLP API.

They divide the normalization tasks into two stages named IWD and CG. Input tokens
are analyzed in order to select the ones to be normalized in the IWD stage. CG stage
generates normalized output for its inputs coming from the prior stage.(Eryigit &
Torunoglu-Selamet, 2017b)

In Figure 16, you can see the normalization architecture of the ITU NLP APIL.
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Figure 16: Normalization Architecture

Normalization samples for complex error types and their normalized outputs are as in the
figure below.

[nput Normalized output Modules needed
gdcem gidecegim Accent normalization + Vowel restoration
(I'll go)

cagladan Cagla'dan Diacritization 4+ Proper noun detection
(from Cagla)

gitnicen gitmeyecegim Accent normalization + Diacritization
(I won't go)

Sekeeeeerim selerim Replacement rules + Diacritization

(my sweety)

Figure 17: Normalization Samples for Complex Error Types

After fetching the data, during the processing and presentation steps, we store
information in the database.
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3.5.3 Text Mining

The Oxford English Dictionary defines text mining as “the process or practice of
examining large collections of written resources to generate new information, typically
using specialized computer software.” (Stephanie Prato, 2013) Text mining consists of a
broad variety of methods and technologies. In this thesis, we used Keyword-based
technologies and statistics technologies. According to expertsystem website, Keyword-
based technologies definition is “The input is based on a selection of keywords in text
that are filtered as a series of character strings, not words nor concepts. (“Text mining
vs data mining: discover the differences,” 2016) Also, statistics technologies definition is
“Refers to systems based on machine learning. Statistics technologies leverage a training
set of documents used as a model to manage and categorize text. (“Text mining vs data

mining: discover the differences,” 2016)

In this thesis, we used keyword-based analysis and statistical techniques. We use two
keyword vectors for keyword-based analysis. One of the keyword vectors stores possible
victims who are tracked by our software solution. The other keyword vector stores the
possible useful cybersecurity-related Turkish terms such as “hacklendi” and
“erigilemiyor”. We analyze the results by comparing the past frequency statistics and

current results as described in the Approach section.

In the sections above, NLP and text mining concepts were presented. The text required
for text mining for cybersecurity event detection purposes is gathered from online

platforms.

3.6 Cybersecurity Related Event Detection

From the previous steps of the software system, we get the possible cybersecurity-related
texts from different sources. Then preprocess and process them and store them in our
database. In order to detect the events and find the possible victim of those events, we
prepared a named entity vector. This vector includes possible victims which we want to
track. Currently, this list includes institution names, government organization names,
and country names. The vector can be updated from changing the configuration file to
change tracked entities. Then with using term frequency-inverse document frequency (TF
- IDF) technique, keyword-based analysis, the statistical technique, and A/B testing; we
analyze past cybersecurity events and create cybersecurity-related keywords vector.
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As we explained in Section 3.1 Approach section, we analyze real-time Turkish text data
to detect cybersecurity events. In order to do this, we send requests to Twitter and
Hurriyet newspaper with our cybersecurity-related keywords vector and we add Turkish
language filter to our request. The possible victim vector of the solution periodically
checked in the database in terms of the number of occurrences. If the number of
occurrences of a victim shows anomaly™ according to its historical values, our solution
detects them as a potential cybersecurity event and shows that events in the user interface

portal.

¥ Anomaly detection is a machine learning technique. In data mining, anomaly detection
is the identification of rare events, items or observations which raise suspicions by
differing significantly from most of the data. Anomalies are also referred to as outliers,

novelties, noise, deviations and exceptions. (Zimek & Schubert, 2017)
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CHAPTER 4

IMPLEMENTATION

4.1 Multi-Process Architecture

We use multi-processed system architecture in the implementation of the project. There
are four processes as described in the subchapters below. These are Twitter API Stream
to Database, Hurriyvet API Stream to Database, ITU NLP API Normalization and
Security Events Web Portal Processes.

4.1.1 Twitter API Stream to Database Process

This process continually gathers Twitter API stream. Then preprocess the data and write
them to the database. Figure 12 is a sample screenshot of the database browser of SQLite
which stores the gathered data. As you can see in the figure, source, date, username, text,
and status columns are filled with data whereas the title column is empty for all rows,
because Tweets has no title.
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| Database Structure Browse Data EditPragmas | Execute SQL |

Table: | Table d ‘ E
Sot}’rce Date UserName Title Text Status
[Fiter  Jriter [Fitter [Fitter Filter Fiter |
1 twitter 2019-05-19 | r4bisofi - RT @mkulunk: Liderimiz Sayn Erdogan'in yaninda gelecek 1 asn Ingaa etmeye devam edecediz. Igimizde hig sénmeyen, Kuvai Milli Ruhu ile Mil... |2
2 twitter 2019-05-19  Forplay06 - RT @filiz175: Habur Oslo Megri Megri diye zirvalayanlar,Devletimiz Terér Orgiitine silahlan gémin, teslim olun, isi kan dékmeden neticelens... 2
3 twitter 2019-05-19 LegendaryLlege — RT @LegendaryLego: Karginiza gikacak "Canavar” kendiniz yarattiniz Bagakgehir!!! Aflamayn... 2
4 twitter 2019-05-19 | veyseliledeniz | — RT @;{i[m{Kumaﬂ: Bu edepsiz sabahtan aksama kadar Kirt sayfalarini ka_pat\p daha senra sayfasinda paylagiyor girin sayfasina géreceksiniz 2... 2
5 twitter 2019-05-19 ‘MuhammedLa... - RT @zaferates74: @medyaadami @NecatiOzkan @MuhammedLatif17 veri kopyalama ve casus yazilim konusunda tecribeli olduklan belli, daha 6... |2
6  twitter 2019-05-19 }qafasw’guzel - RT @umitkocasakal_: Bunun senucunda dlkemiz, kiresel viris ve mikroplara acik hale gelerek yeniden emperyalizmin etkisi, saldin ve kugatma... 2
7 twitter 2019-05-19 }aysnrglgurbm - Elime bilgisayan almazken igim disance hacker bile olabilecek kadar ustalasmama hayranim(S) 2
8 twitler 2019-05-19 ‘EnginAkBSMZ... - @{Elawusbey?pede?ﬂmﬁ;irkefﬁik Camias Tark futbolunun iginde ki virds OO fetosTray 2
9 twitter 2019-05-19 | sosyalismetl - @sedefecer sedef ecer. takildi kaldi bir saattir. viriis mil var ne? 2
10 twitter 2019-05-19 | ismailgezzer - Askerden sonra virils saldinsina ugradim saninm (&) G 2
11 twitter 2019-05-19 ‘hayarmarasli - @ﬂtyrpyrgsan @Melissaaavaii @ke_cirge;@(lzayproﬁl @eceminizzl Ahahahhahahhaha &3 @bhtyrpyrzasan kanki sakin ol virds &3 &3 & & 2
12 twitter 2019-05-19 ‘ Busezksaa - bir giin beni siber suclardan iceri alicaklar ama bakalim ne zaman olucak bu 2
13 twitter 2019-05-19 | ozlemalikilic - @omerturantv72 Omet bey inanamiyorum; gercekten bunlari siz mi yaziyorsunuz yoksa hesabiniz mi hacklendi? 2
14 twitter 2019-05-19  enformedya - Siber dusmanlar ig arayanlar gozane kesiyor https:/ft.co/Gzgilp8Rpu hitps://t.cof1TYNTMygeld 2
15  twitter 2019-05-19 Meraklimelah... — @oztrk_aydn Resmen solcular sagalar aynilmislar ama solcularin icinde bir kara virds var.. aman orda kalsin . 2
16  twitter 2019-05-19 | _selenga_ - RT @zaferates74: Veri kopyalama ve casus yazilim konusunda tecribeli olduklan belli oluyor, Rahmetli gazeteci # TELATCABUK yagamig zaten.D... |2
17 twitter 2019-05-19  WelayetNews | — Seon yilda Iran'a kars 33 milyon siber saldin yapildihttps://t.cofFj1PZaTPh] https://t.co/Zz4tCzKVKE 2
18 twitter 2019-05-19  Gerceklerkara |— RT @WelayetNews: Son yilda Iran'a karg 33 milyon siber saldin yapildihttps://t.co/Fj1PZaTPhl https://t.cofZzHCzKVKE 2
19 twitter 2019-05-19 benji37614541 — @cirkinoglu bunlar igimizdeki virds gibidir sémiirdikce yedikce deymuyorlar taaki tirkiyeyi mahvedene kadar 2
20 twitter 2019-05-19 merveeeeeee... — Siber terérizm ve Siber suglar adinda bir makale yaziyorum. Hackerlar ve hacker gruplanndan bahsetmek olmaz diyere... hitps://t.cofYémnzWayxb |2
21 twitter 2019-05-19 ‘gnawksel - AKP'nin paral tweet silicileri(!}is baginda veya benim,hesabima gonderdikleri viriis mesai yapiyor(!)Zira onlan hi... hitps://ft.co/pgNKSfMO7d 2
22 twitter 2019-05-19 1 just_a_bts - RT @ibtsblogs: hoseok su illeti viris gibi yayryor cocuklara namjeon'da ondan gorap yirekleri afizlara getiriyor, yakinda fandemin leglerin... 2
23 twitter 2019-05-19 ‘ bulgarsemsiyesi | — @blondesikhead AKP stepnelifi bu hastalifii derinlegtiriyor olmali virds bir kere girmig ilerliyor her daim vitesi artirarak. 2
24 twitter 2019-05-19 | THT_Zenotron |— R'Eofﬁc[al_THT: Malware Analiz Alaninda Egitilecek Asistan Alimlar Aglmigtir ¥ 2
25  twitter 2019-05-19 eceosmanoglu |— Kegke hacker arkadagim olsayd da herkesin instagramini patlatsaydik 2
26  twitter 2019-05-19 ‘frkkkn - @sﬂsmi Virils gibisiniz ya & 2
27 twitter 2019-05-19 ‘jeoxygenss - tam olay! zledim. resmen kizin Gzerine insan salmigsin. buna siber zorbalik deniyor. bagka yerlerde duyarlymig... —... https:/ft.co/fC7RjpaFqt 2
28  twitter 2019-05-19 | Lakyuz - RT @0nlyAnkaragucu: Getirildigi ginden itibaren hichir sorunu ¢6zmeyen, tek amaa ranta hizmet etmek olan, karaborsay: yasallagtiran, taraf... 2
29 twitter 2019-05-19  yunusemre04l | — hazari Sampiyon FavorisenDe viriis 2
30 twitter 2019-05-19  guvencyy - @coachaykutt Hesabin mi hacklendi yoksa sen ciddimisin 2

[W] [4] t-3tof4z7 [»] [M]

ETIR

Figure 18: Sample Stored Twitter Data in the Database File
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4.1.2 Hurriyet API Stream to Database Process

This process continually gathers Hurriyet API stream. Then preprocess the gathered data
and write them to the database. Figure 13 is a sample screenshot of the database browser
of SQLite which stores the gathered data. As you can see in the figure, source, date, title,
text, and status columns are filled with data whereas username column is empty for all

rows, because newspaper data has no username.
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Datzbase Structure | Browse Data | Edit Pragmas Exeaute SQL
Table: | databaseTable New Record,
Source Date erNar Title Text ,A
‘Filter |F\Iter | IFi\ter |F\\ter |
1 hurriyet 120190513 |—  |Kuantum bilgisayarlar siber givenlikie neleri defjigtirecek? Bu yilin baglarinda IBM tarafindan piyasaya sdrilen 'Q System One’ ile ticari uygulanabilirligi ortaya cikan kuantum hesaplama, siber givenlikie 120
2 hurrryeg’»2019—05—12 ﬁ Hem aydinlatiyor hem izletiyor TEKNOLOJIYLE birlikte hayatimizda giivenlik Gnlemleri almak oldukga kolaylagti. Akilh kilitlerden akilli alarm sistemlerine kadar pek ok gozim su
3 hurrlyet_‘-ZGIH&ln :‘}mneler Gunil gelen tehlikeye aman dikkat! Akl telefonlardan ve tabletlerden aligverig yapmak, tiketicilere aligveris merkezlerinde bulmasi zor olan o hediyeye, online aligveris sitelerinde
4 _hurriyel_’-2019—05—10_ - Dinya armatérlerinin ilk kadin bagkani dimene gegiyor jTURJ'&I'IEF’.:E’\ Bagkani Sadan Kaptanoglu, 14-15 Mayis 2019'da Atina'da gerceklesecek genel kurulda BIMCO'nun {Baltik ve Uluslararas: Denizcilik k
5 :hurrWeiZﬂIHS—lO j]eopolltlksmer saldin sayisinda sigrama yaganiyor ‘anhk APT trend dzetinde, Kaspersky Lab'in 6zel tehdit istihbarat aragtirmasindan ve diger kaynaklardan elde edilen ve aragtirmaalarin herke:
& 7hurriye14‘»2019—05—09 - Bitooin & hilldoiarln izerine qikin :Gegen ay kendi kripto para birimini piyasaya sirmeye hazirlandifi iddia edilen Facebook, Carsamba gind blockchain iceridine iligkin yasagimi kal
7 | hurriyet | 2019-05-09 ﬂSon dakika... DEAS'iIn Ganakkale'ye saldin plam ortaya qikiit ‘24—25 Nisan gini Ganakkale'de yapilan Anzak Ginleri'nde terr saldins: yapmay planladifi deferlendirilen Suriye uyruklu DEAS' sahis Abdulke
8 _hurriyet_‘-z«ﬂIHEI}Q_—hlarmandah:yyrnayan robot Avrupa finallerine tagidi _"Harmandall zeybedi" oynayan robot ile Turkiye birincilifine ulagan Manisal 6grenciler, ayn bagarm Avrupa'ya da tamimak istiyor.Manisa Fen Lit
9 _hurriyel_’-ZOIHS—w ——Plii\gisayar korsanlar 41 mityon delarlik bitcoin ele gegirdi _U'yeleri igin Bitcoin ve diger kripto para birimlerini depolayan Binance Exchange'in 41 milyon dolar degerindeki 7 bin bitcoini bilgisayar korsanlan
10 7hurriyret4’»2019—05—08 HSehﬂ polis Muamme; Ateg igin Bayburt'ta hazin téren Bayburt 1 Emniyet Midirligi éninde diizenlenen térenin ardindan dofidudu kdy olan Aydintepe ilcesine bagh Gatiksu kiyine getirilen gehit Atet
11 _hurriyet_‘-2019—05—07 ——}Beg bakanlik sanal tehditlere karg harekete geciyor igigleri Bakanhg koordinesinde, Aile Galigma ve Sosyal Hizmetler, Genglik ve Spor, Milli Egitim ve Ulagtirma ve altyapi Bakanliklar, gocuklann sa
12 _hurriyel_’-2019—05—07 - $-400 spekiilasyonlanna yanit: Tarihimizi ve konumumuzu an... BEDELT KOMSU ULKELER ODUYOR™Hatay gibi farkh dinlerin farkh dil ve mezheplerin asirlardir bir arada bang iginde yasadigi ilimize gidecek, inga
13 _hurriyet_‘-ZGI!HJSrﬂﬁ 7_|_Son dakika: Cumhurbagkam Erdojan‘dan NATO lop[antlsmd'a? Erdofan, NATO Konseyi ve NATO Akdeniz Diyalofu Ortaklan Toplantisi'nda, 2019 yilimin Akdeniz Diyalogu'nun 25, NATOnun kurulugunun 70'inci
14 _hurrwet_’-zom—os—os - gaCorfex_ad[I yeni bir fidye yazilim tehlike sagiyor Sophos givenlik aragtlrmacﬁar;daha ance nispeten alt siralarda yer alan bir tehdit olan MegaCortex fidye yazwllmmln_l Mayis'tan itibaren bagta
15 7hurriyret4’»2019—05—05 4fSon dakika... NATO'dan Tirkiye mesaji Stoltenberg, 6-7 Mayis tarihlerinde Turkrye 'ye gerceklegtirecedi ziyaret dncesinde Briiksel'de AA muhabirinin sorularini cevaplandirdi. Tirkiye'ni
16 _hurriyet_‘-ZGIEHJSr%_f—‘_ Kuruluglar siber givenlik olaylarina midahalede hazir degil Calismalar, hlr siber saldiry 30 gin iinde kontrol altina almak adina hizh ve etkin bir gekilde midahale eden girketlerin toplam veri ihlali maliye
17 _hurriyel_’-2019—05—04 TOBB Bagkani Hisaraklhoglu: e-ihracatta firsat cok biyik ] TOBB Bagkan Rifat Hisarciklioglu, Balikesir Avlu Kengre ve Kiltdr Merkezi'nde, Sanayi ve Teknoloji Bakani Mustafa Varank'in katlimiyla gercekle
18 _hurriyret_‘-2019—05—04 - Bakan varank agikladi! 1742 proje igin bagvuru geldi _Sanayi ve Teknoloji Bakani Mustafa Varank, KOBE-Gel Destek Programi kapsaminda imalat sanayinde dijitallegme cafinsi bagvurularinin 2 Mayis"
19 _hurriyet_‘- 2019—05—04_——|. ikri olanin 8nd aglacak o TICARET Bakanlifji koordinasyonuyla Turkiye dhracatgilar Meclisi (TIM) tarafindan dizenlenen Tirkiye Inovasyon Haftasi'nin agig konusmalanind
20 7hurriyret4’»2019—05—03 —4|»ABD’nln Iran endigesi CNN televizyonuna konugan ismi agiklanmayan ABD'li hdkdmet yetkilisi, Washington y('metl'm[ni; Tahran'in baskilara karsilik ABD'nin Orta Dogu't
21 _hurriyet_‘-ZGI!HJSrDB - TUSAS Genel Midird Kotil: 10 bin mihendise gidiyoruz Turk Havacilik ve Uzay Sanayil (TUSAS) Genel Midira Prof. Dr. Temel Kotil, "TUSA§ olarakyllda yaklagik 1 milyar dolar AH;e'ye para harcyori
22 _hurriyel_’-2019—05—03 - Siber givenlik alaninda énemli satin alma o Turkae’de yerli ve milli akill sistemler geligtirme konusunda onemll caligmalar yuriten Asis Elektronik ve Bilisim Sistemleri A.5, IDEF 2019°da di
23 7hurriyret4’»2019—05—03 %S]M degisikligi dolandinciig dolandinicihgs tehlike sagyor Operatdriin, telefon numaranz suclularin kontrolindeki bir SIM kartina aktarmaya ikna edilmesine SIM degisikligi dolandinciig adi veriliyor. Bz
24 _hurrwet_‘-zom—os—oa jsadece bir ginde 1.6 milyon siber saldir yapiliyor Kaspersky Lab; Giney Afrika'nin Cape Town gehrinde dizenlenen Cyber Security Weekend etkinliinde Ortadou, Tarkiye ve Afrika’nin yamzlra
25 7hurriyelg’»2019—05—03 - Drone'lan hack'lemek meger "cocuk oyuncadi'ymig! Kaspersky Lab'in Giney Afrika'nin Cape Town gehrinde dizenledigi Cyber Security Weekend 2019 etkinlijinde; "Cyber Ninja" olarak da taninan
26 _hurriyet_‘-ZGI!HJSrDB —|-S()syal medya gocuklar icin sakincali igeriklerle dolu Siberzorbalik.org Kurucusu, fletisim Uzmani ve Sosyal Medya Damgmani Nurhan Demirel, konu ile ilgili yaphigi a_gklamada "Sosyal medya si‘teie;
27 _hurriyel_’-ZOIHS—OS —|-Hacker"lar igi abartti, 30 milyar kez szmay! denedit Otomatize saldinlar drkitici bigim almaya bagladi. "Kimlik bilgisi deldurma’ (credential stuffing) ad verilen otomatik saldinlarda, katd amach kig
28 hurrryet;’»2019—ﬂ5—03 10'u sbzde st diizey 93 terdrist etkisiz hale getirildi Catakli, Bakanliktaki basin toplantisinda yaptigi n[sa;ayl degerlendirmesinde, Icigleri Bakanlgi koordinasyonunda yiritilen i givenlik operasyol
29 _hurrweitzom—os—os_ Igeriden gelen_siber tehlikeye aman_d\kkat! “Slber tehditlerin genel olarak dlsarldan gelecedi varsaylhr Ancak pek cok kez tehdit iceriden de ol'u.sab\hr" tespitini yapan ESET Turknre Satig M h
n . JE L Sy - -

(W] (4] -310r437 [0 ] [M]

Figure 19: Sample Stored Hurriyet Newspaper Data in the Database File
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4.1.3 ITU NLP API Normalization Process

This process continually checks the database. If the process can find columns with status
0, then sent the columns to ITU NLP API servers to normalize them. After the
normalization, the process writes back the texts to the database and update their status

row with “17.

4.1.4 Security Events Web Portal Process

This process continually checks the database to find columns with status row set with
“17. If it can find, it processes them to add the HTML page which security analysts can

monitor the events from that page.

4.2 Microservice Architecture

Microservices are small, and independent services focus on doing a task at a time and
ability to work together. Because the project has the potential to grow, we design it with
following microservice architecture. With this design, our software became resilient.
Failure in one service does not impact the other services of our project. For example,
assume that ITU NLP API service stops to work for a while and does not respond to our
project’s requests. Due to the microservice architecture of our software, the other services
can continue to work even if our software has monolithic or bulky service errors in one
service. Hurriyet API can still gather the streaming data, preprocess them, and write
them to the database; Twitter API can still gather the streaming data, preprocess them,
and write them to the database and so on.

Moreover, it has scalability. For example, if our database technology becomes insufficient
for our software, we can easily change the database technology with a more suitable one.

Furthermore, our software has less dependency and easy to modify its code and test them.
Our software can easily understand by other developers since the processes represent the
small piece of functionality. It is vital because our software solution will be an open-source
project and will be used by other developers and researchers. Lastly, this architecture
method gives us the freedom to choose technology. We can choose the best-suited

technology for each of functionalities.
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4.3 Database Architecture of the System

There are six columns in our database. Their properties are explained in the subsections

below.

4.3.1 Source Column of the Database

In our current design, this column must be filled. The column must be “twitter” if the
source of the row is the Twitter API stream. The column must be “Hurriyet” if the source
of the row is Hurriyet newspaper API stream. If new sources added to our system in the
future, new unique texts could be set to define the source of the raw data.

4.3.2 Date Column of the Database

This column must be filled. The period of the time is one day for our system. It means
that our software system counts how many entities exist in texts per each day. For
example, assume that Middle Fast Technical University is hacked, and people share
tweets; newspapers share news about that hacking event. Let us say the first day after
the hacking event; our software system can detect 100 tweets/news about that event. Let
us say the second day after the hacking event; our software system can detect 50
tweets/news about that event. Due to both first day and the second detections are
detected in separate days, our HITML portal which shows the detected evens shows this
detection information with two separate detection because the period of our software

solution is one day.

4.3.3 UserName Column of the Database

It is an optional column of our database file because users share tweets on Twitter, and

the users have a username. However, there is no user in Hurriyet newspaper data.

We store this value to control each Twitter user can affect the system with only one tweet
per day. For example, if a Twitter user shares one thousand Tweet about an event in a

day, our system allows only one of the user’s Tweet to write in our database for each day.

42



4.3.4 Title Column of the Database

It is an optional column of our database file because Tweets do not have a title while
news has one. We show a representative Tweet or news text in the HTML portal to
present information to security analysts. However, News texts can be very long to
represent. Instead of the full text of a news, we only represent the title of the news for
more clear representation.

4.3.5 Text Column of the Database

This column must be filled because both newspapers and Twitter stream data has text.
For Twitter data, this column is filled with Tweets. On the other hand, for Hurriyet
newspaper data, this column is filled with news texts.

4.3.6 Status Column of the Database

This column represents the instant status of that row data. The meaning of each status

number is explained in the table below.

Status Meaning of the Status

0 Text in that row is not processed yet, and it is raw data.

1 Text in that row was sent to ITU NLP API to normalize it, and the text of
that row was updated with normalized text.
2 Text in that row was processed before, and there is no work remains to do on

that row of the table.

4.4 User Interface of the System

It is a simple dynamically generated HTML page which will be used by security analysts
as a portal page of the system. A process continuously checks the database per minute to
detect new data and use them to show the new cybersecurity events in this user interface.
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4.5 Other Technologies Used in the Thesis Study

Except for the mentioned technologies from the previous chapters, we also used other
technologies too. In order to develop such a system in the present thesis, a software
implementation is required. We used Python Programming Language to implement the
system. “Python is an interpreted, object-oriented, high-level programming language with
dynamic semantics.” (Python, 2017) It is a multi-paradigm programming language and
supports so many paradigms like object-oriented programming, structured programming,
functional programming, and so on. It has enough frameworks and API to work on
cognitive science, text mining, NLP like areas. It is fast enough, and learning it is also
fast. Most big companies use Python in data mining projects. To illustrate, according to
a 2014 article in Fast Company magazine, Facebook chooses to use Python for data
analysis because it was already used so widely in other parts of the company. (“Businesses
Can Now Use The Same Stats Language As Universities, Thanks to Pandas,” 2014) In
this thesis, we use Python version 3.6.6.

We used SQLite as database technology. According to SQLite.org website, SQLite is an
in-process library that implements a serverless, self-contained, zero-configuration,
transactional SQL database engine. Using both commercial and private is free. SQLite is
the most widely deployed database in the world, including high-profile projects.
(Sqlite.org, 2013) It is an embedded database engine. Unlike most other SQL databases,
SQLite reads and writes directly to ordinary disk files. SQLite does not have a separate
server process. In the thesis project, we do not need the server-side. Therefore, we choose
SQLite to use in the thesis project.

We used Visual Studio Enterprise 2017 as IDE. It is handy, especially for debugging the
code. Moreover, we used JSON as a data-interchange format. We use git for version
service with GitHub' web-based hosting service. Our repository on GitHub is currently
private, but we are planning to make it public as an opensource project when we finish
the thesis.

4 The GitHub repository of the present thesis software project is available upon request.
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4.6 Summary of the Implementation Chapter

In this chapter, we mentioned the implementation details of the present thesis’ software
project. We used up to date software technologies, methodologies, and software libraries
during the implementation process of the project. There are sixteen implementations
related code file in the software project. These are config.py, hurriyetApi.py,
hurriyetApiToDb.py, ituNIlpPipeline.py, kamuKurumlari.json, logging.conf, manager.py,
pipeline.token, pipeline_ caller.py, securityEventsDataBase.sqlite,
securityEventsWebPortal.py, sqliteOperations.py, twitterStreamToDb.py,
twtiterPremiumApi.py, twitterSelenium.py and userInterface.html. These files include
thousands line of code mostly written with Python programming language. Our software
system has a configuration file. The configuration file includes constant values such as
Twitter API and ITU NLP API constants, logger constants, string vectors for named
entity recognition, and so on. The software system is developed as generic as possible for
the researchers can use them as a framework by changing just the configuration file. The
software project is licensed with Apache License 2.0. It is a permissive license whose main
conditions require preservation of copyright and license notices. Contributors provide an
express grant of patent rights. Licensed works, modifications and larger works may be
distributed under different terms and without source code.
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CHAPTER 5

RESULTS

In this chapter, we discuss the results of the cybersecurity events which are discovered
by our software solution. We focus on what our software system succeeded and what it
did not achieve. We share successful cybersecurity event detection samples and share the
not successful cybersecurity event detection samples. In Figure 20, the user interface of
our cybersecurity detection software can be seen. As described in the previous subsection,
it is a dynamically created HTML page. We divide the events by their dates. As
cybersecurity event information, we represent an entity, a representative news title or
tweet and a count which shows how many times the entity is seen in the data on the
same day.
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& > C @ File CyUsers/Ozgur/source/repos/MSThesis/userinterface. html ¥ w co ® | @

Cybersecurity Events

Entity Representative News Title or Tweet Count
meksika WhatsApp 'casus yazilimi® hakkinda neler biliniyor? (4]
israil WhatsApp, bir grup 'secilmis' kullamicisinin casus yazihmla hedef (6 ]
alindidini duyurdu

ingiltere Dijitallesme ile birlikte sirketlen tehdit eden siber riskler (5]
avrupa 2019'un siber givenlik trendleri aciklandi (4]
birligi

Entity Representative News Title or Tweet Count
iran RT @WelayetNews: Son yilda Iran'a kars1 33 milyon siber saldir yapildi Q

hitps:/it.co/Fj1PZaTPhJ https:/it.co/Zz4{CzKVKE

damistay Kumpaslann ‘bilirkisisi’ Estonya’da profestr cldu (5]
turkiye Kumpaslarin "bilirkisisi’ Estonya'da profesor oldu (2]
belgika  Kumpaslann ‘bilirkisisi’ Estonya'da profesér oldu (3]
tubitak Kumpaslann ‘bilirkisisi’ Estonya'da profesor oldu 4]
estonya Kumpaslarnn "bilirkisisi’ Estonya'da profesor oldu 6

Figure 20: User Interface of the Cybersecurity Detection Software

5.1 Historical Cybersecurity Event Detection Test with an
Independent Dataset - Nic.tr DDOS Attack

To reach the best version of our software solution, we train our software with training
data. In order to do that, we select an important cybersecurity event test that can our
solution detect that cybersecurity event.

Turkish Internet hit with massive DDoS attack started on 14.12.2015 and continues about
two weeks long. Turkey’s official domain name servers (Nic.tr) have been under a
Distributed Denial of Service (DDoS) attack. We created 3 separate databases using
existing keywords. 2310 tweets were found when we pulled the tweets during the 1-year
period before the attack. Then we analyzed these data, our solution can successfully find
the cybersecurity events that took place for a year. Some of the example detections can
be found in Figure 21.
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2015-11-24
Entity  Representative News Title or Tweet Count
estonya + Rusya'nin verdigi ceza, Estonya'daki 50.000 bilgisayara virlis bulastirarak, DDOS (servis aksatma) denilen siber saldinyi yapmak @D
oldu +

20150712

Entity Representative News Title or Tweet Count

ermenistan  Turk hacker, Ermenistan'l boéyle hedef aldi: hitp://www.yenisafak.com/hayatiiurk-hacker-ermenistani-hedef-aldi-2354549 ... ‘D

20151017
Entity Representative News Title or Tweet Count
rusya Rusya'min yurtdisi propaganda ajansi Rossiya Segodnya bu gece siber saldinya (DDos) ugramis, Sputniknews yayini da bir stire (B
kesilmis

2015-08-12
Entity Representative News Title or Tweet Count
fas Kazak kulibune Rus hoca tepkisi: Sayfasi hacklendi hitp-fiwww dirlisgazetesi com/bilim-ve-teknoloji/kazak-kulubune-rus-hoca-tepkisi- D

sayfasi-hacklendi-n1598 html  @dirilisgazetesi #gncel #haber #gazete #tirkiye #dirilis

2015-10-20
Entity Representative News Title or Tweet Count
abd 1-Beyaz Saray Basin Sgzcusu Josh Earnest, son Oc haftada ABD teknoloji ve ilag sirketlerine Cin'den 7 kez siber saldin yapildi [ 33 ]

Figure 21: Detected Security Events Before the Nic.tr Attack (2014-2015)

28 tweets were found when we pulled the tweets at the start day of the nic.tr DDOS
attack. Results of this day data were important for us because we wanted to see that our
solution could detect the event just after the attack happened. Then we analyzed these
data, our solution can successfully detect the nic.tr attack as you can see in Figure 22.
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2015-12-14

Entity Representative News Title or Tweet Count

nictr  Biraz dnce ".tr" uzantl web sitelerine giriste sorun yasandi. ODTU'niin [ 3 ]
(nic tr) DNS sunuculanna DDOS saldinsi yapildidr styleniyor.

ant Biraz énce ".tr" uzantill web sitelerine giriste sorun yasandi. ODTU'niin
(nic.tr) DNS sunuculanna DDOS saldinsi yapildid soyleniyor.

suriye KACIRIP FIDYE ISTEDILER hitp:/iwww.edessatv.com/sanliurfa/kacirip-fidye-
istediler-n15535.html ... #sanliurfa #idye #Suriyeli

cin #istanbul'da #Fidye icin kacirlan #lranh; "Siz olmasaniz 6lecektim”
http://fb.me/3xAle9241U

@ 6 o0 o

iran #istanbul'da #Fidye icin kacirilan #lranh; "Siz olmasaniz olecektim”
http://fb.me/3xAle9241)

Figure 22: Nic.tr Attack Start Day Detected Security Events Samples

The nic.tr attack lasted for about two weeks. Therefore, we analyze that two weeks period
(14.12.2015 — 28.12.2015) and we expected to detect the nic.tr attack. About 400 tweets
were found when we pulled the tweets for the given period. After running our software
solution with that database, the results were satisfactory. Our solution successfully
detected the nic.tr attack as you can see in Figure 23.
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2015-12-14

Entity Representative News Title or Tweet Count

nic.ir Ulusal Siber Qlaylara Midahale Merkezi (i@ TRCert) Mic.tr kesintisinin DDOS [ & ]
saldins: sonucu meydana geldigini belirtti. #nictr

20115-12-16

Entity Representative News Title or Tweet Count

rusya  ODTU/com.tr alan adi veren NIC. TR dDOS saldin altinda. Siber saldin [ & ]
Rusya/iran kaynakl olabilir.

iran ODTU/com.tr alan adi veren NIC.TR dDOS saldin altinda. Siber saldinl [ 4]
Rusya/iran kaynakl olabilir.

2015-12-26

Entity Representative News Title or Tweet Count

ekonomi Tirk Hacker grubu Ayyildiz Tim, aralannda Rus Ekonomi Bakanhdrnin @
bakanhd  sitesinin de bulundudu 19 bin Rus sitesini hackledi.

Entity Representative News Title or Tweet Count
ant Ulkenin Yurtdigindan erigimi siber saldin sebebiyle engellenmis durumda, _tr 0

uzantilan iptal. Haber bile dedil.

2015-12-15

Entity Representative Mews Title or Tweet Count

tirkiye Dilnya Torkivenin yeni yaptidi yaziimi konusuyor nasil sinyaller kesildi ve [ 55 ]
musula gece asker sevk edildi. Yazihm konusunda saskinlar...

Figure 23: Detected Security Events Samples between 14 and 28 December 2015
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As we explained in section 3.2 (Determination of Cybersecurity Related Keywords
Vector), we used one of the past cybersecurity incidents. We used Term Frequency -
Inverse Document Frequency (TF-IDF) analysis of the news and tweets just before the
cybersecurity event (premise) and immediately after the event. For immediately after
phase, we used two different time intervals for testing. First one is the attack day, and
the second one is the two weeks period after the attack. We used the attack day for
sensitivity test. Our solution is accepted as successful in terms of sensitivity if it can
detect the cybersecurity event at the attack day. We used two weeks of period after
attack for certainty. Our solution is accepted as successful in terms of certainty if there
is not so many (more than %30) false-positive cybersecurity event detection within two
weeks period after a cybersecurity event. According to these success criteria, we train our
software solution with the datasets and cybersecurity-related keyword lists. Then update

our keyword lists according to the results.

With using these lists, we tested the method and its accuracy in independent data set
which is nic.tr DDOS attack dataset in the present section. As can be seen in Figure 22
and Figure 23, our software solution can successfully detect the nic.tr DDOS attack in
terms of sensitivity and certainty and passed our test.

5.2 Successful Cybersecurity Event Detection Samples

In the following subsections, we share successful cybersecurity event detection samples
and briefly try to explain how a security analyst can use this information.

5.2.1 WhatsApp Spyware Attack

As can be seen in the Figure 24, our software system can detect this event on 5 May
2019. However, there are two different entities about the same event.
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2019-05-14

Entity Representative News Title or Tweet Count
meksika WhatsApp 'casus yazihmi' hakkinda neler biliniyor? (4]
israil WhatsApp, bir grup 'secilmis’ kullanicisinin casus yaziimla hedef (6 ]

alindigini duyurdu

Figure 24: WhatsApp Spyware Attack Detection

Assume that a security analyst wants to track security events related to countries. When
the security analyst sees the “WhatsApp Spyware Attack” event in the user interface
page with a country name entity, he should check the news or tweets to control whether
it is a positive or false positive event detection. If it is a positive and useful cybersecurity
event detection, the security analyst takes the required actions.

There are two entities as “meksika” which is the Turkish synonym of Mexico, and “israil”
which is the Turkish synonym of Israel. When we control the related news and tweets,
we can see that an Israel firm named NSO Group performs the cyber-attack. Therefore
“igrail” is passing six times in the detected news and tweets. A Mexican journalist is
affected by the cyber-attack. That is why we capture the “meksika” entity.

The security analyst can notice such attack with following our software solutions user
interface and can learn what the new WhatsApp cyberattack is, how one can protect from
such attacks and so on from the related news and tweets.

5.2.2 Vulnerabilities in Remote Patient Tracking System Applications

STM is a Turkish software company which does researches about cybersecurity domain.
They find a vulnerability about Remote Patient Tracking System Applications and share
this information from Twitter and with using newspapers.

2019-04-26

Entity Representative News Title or Tweet Count

stm Uzaktan Hasta Takip Sistemi uygulamalarinda tehlike (5]

Figure 25: STM Warns about Remote Patient Tracking System Applications
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If our software solution were to have used English texts as a data source, we could not
detect such a cybersecurity event published in Turkish. Because of our software solution
can analyze Turkish texts, we can detect such a cybersecurity event. This is an excellent
example to show what our solution can do while the other solutions in the literature
cannot do.

5.2.3 Other Successful Detection Examples

We share the following figures to exemplify the success of our software event detection
solution.

2019-03-26

Entity Representative News Title or Tweet Count

abd ASUS bilgisayarlara "arz zincir' saldirisi (2]

Figure 26: Supply Chain Attack Targets ASUS Computers Through Backdoored
Update

According to the Symantec website, ASUS update system hijacked to send out malicious
updates. More than half a million systems have affected from this attack. (“ASUS
Software Updates Used for Supply Chain Attacks | Symantec Blogs,” 2019) Our solution
can successfully detect this cybersecurity attack.

azerbaycan MuddyWater nedir? Iste interneti saran yeni tehlike (4]
pakistan MuddyWater nedir? Iste interneti saran yeni tehlike (5]
ardan MuddyWater nedir? Iste interneti saran yeni tehlike [5]
afganistan MuddyWater nedir? Iste interneti saran yeni tehlike [6]
lubnan MuddyWater nedir? Iste interneti saran yeni tehlike 9
irak MuddyWater nedir? Iste interneti saran yeni tehlike (5]

Figure 27: MuddyWater Attack

54



Figure 27: shows the MuddyWater attack detection.

irlanda MegaCortex adl yeni bir fidye yazilimi tehlike saciyor [ 5]
kanada MegaCortex adh yeni bir fidye yazihmi tehlike saciyor (3]
avustralya MegaCortex adl yeni bir fidye yazilimi tehlike saciyor (4]
endonezya MegaCortex adh yeni bir fidye yazihmi tehlike saciyor [ 4]
amerika birlesik MegaCortex adlh yeni bir fidys yazihmi tehlike saciyor (3]
devletleri

hollanda MegaCortex adl yeni bir fidye yazilimi tehlike saciyor (1]

Figure 28: MegaCortex Ransomware

Figure 28: shows a new cyber threat detection named MegaCortex Ransomware.

2019-04-01

Entity Representative News Title or Tweet Count

cin Siber suclular simdi de populer TV dizilerini kullaniyor (5 ]

Figure 29: Using Popular TV Shows to Spread Malware

Figure 29: exemplifies a new cyber-attack method detected by our software solution.

Entity Representative News Title or Tweet Count

rusya RTM Bankacilik Truva Ati sirketlere saldirmaya devam ediyor (3]

Figure 30: RTM Banking Trojan
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Figure 30 is a sample of Banking Trojan news detection.

nt Anneler GUno gelen tehlikeye aman dikkat! (3]

Figure 31: Mother's Day Cyberattack Alerts

ispanya Sevgililer Gund'yle birlikte kimlik avi saldirilarinda patlama yasaniyor
portekiz Sevgililer Gind'yle birlikte kimlik avi saldirlarinda patlama yasaniyor

venezuela  Sevgililer Gand'yle birlikte kimlik avi saldinlarinda patlama yasaniyor

000

yunanistan  Sevgililer Gind'yle birlikte kimlik avi saldirlarinda patlama yasaniyor

Figure 32: Valentine’s Day Phishing Attacks

Special day-specific cyber-attacks may occur. Figure 31 and Figure 32 are samples of such

attacks detected by our software.

fas Pirate Bay kullanicilarini bekleyen bayik tehlike (1]

Figure 33: Pirate Matryoshka Virus

Cyber-attackers may use websites. Figure 33 is a sample of that.

ant Televizyon izleyenleri bekleyen siber tehlike (3]

mali Televizyon izleyenleri bekleyen siber tehlike [ 1]

Figure 34: Cyber Attacks Using Smart TVs
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2019-04-03

Entity Representative News Title or Tweet Count
avusturya Siber saldirganlarin yeni hedefi: Akilli Evler Q
Figure 35: Smart Home Cyberattacks

Hardware can also be used by cyber attackers as mentioned in Figure 34 and Figure 35.

Our software solution can also detect such attacks.

mali Siber saldirt sonrasi banka operasyonlanni durdurdu (2]

cin Bakteri ve virus mucadelesinde badisiklik sisteminizi @
besleyin

ant Bakteri ve virus mucadelesinde badisiklik sisteminizi @
besleyin

ingiltere Siber saldiri sonrasi banka operasyonlarini durdurdu (1]

hong Siber saldir sonrasi banka operasyonlanni durdurdu @

malta Siber saldin sonrasi banka operasyonlarini durdurdu (1]

vemen Kurallarim vokl [ 1)

Figure 36: Valletta Bank Cyberattack
Detected news related to attacking a bank is in Figure 36.
yunanistan Gelen bu e-postalan sakin acmayin (1]

Figure 37: Business Email Compromise Attack
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Entity Representative News Title or Tweet Count

amerika birlesik devletleri Siber dolandincilar bu kez Netflix’i alet ediyor (1]

Figure 38: Cyberattacks Which Use Netflix Brand

ispanya Siber saldirganlar simdi de is arayanlar hedef aliyor (1]

brezilya Siber saldirganlar simdi de is arayanlarn hedef aliyor (1]

vietnam Siber saldirganlar simdi de is arayanlarn hedef aliyor (1]

avusturya Siber saldirganlar simdi de is arayanlarn hedef aliyor (1]

rusya Siber saldirganlar simdi de is arayanlan hedef aliyor (1]

Figure 39: Cyberattacks Targeting Job Seekers

cin Sosyal paylasim aglanna dikkatl Bu yontemle (6 ]
dolandiriyorlar

ant Sosyal paylasim aglarnna dikkatl Bu yontemle (3 ]
dolandiryorlar

bilgi teknolojileri ve iletisim Sosyal paylasim adlarnna dikkatl Bu yontemle (1]

kurumu dolandiryorlar

Figure 40: Phishing Attacks Targeting Social Media Users

New kind of phishing attacks is detected by our software as can be seen in Figure 37,

Figure 38, Figure 39 and Figure 40.

58



2019-03-21

Entity Representative News Title or Tweet Count
cin Reklamcihdin gizli aktdrleri: "cerezler” (4]
ant Reklamcihain gizli aktorleri: "cerezler” (2]
bursa teknik Reklamcihdin gizli aktdrleri: "cerezler” (1]
Universitesi

turkiye Reklamcihdin gizli aktdrleri: "cerezler” [ 1)

Figure 41: Zombie Cookies

Zombie cookies is a new kind of thread detected by our software. Related news detected

by our software as can be seen in Figure 41.

cin Milyonlarca e-mail adresi internete sizdil Tehlike kapida. .. [ 6 ]

Figure 42: Millions of Email Addresses Infiltrated the Internet

Important information can be stolen and shared by the attackers on the internet as you

can see in Figure 42.

trt @trthaber birlesik tlke ile prc siber savasi basladi bakalim daha neler [ 2]
gorecediz

Figure 43: The USA and China Cyberwar Started Tweet

Cyberwars also can be detected by our software solution. Figure 43 is exemplifying that.

59



Entity Representative News Title or Tweet Count

almanya Almanya'da hacker soku: Cumhurbaskani'nin bile kimlik bilgilerini (3]
caldilar

Figure 44: Angela Merkel and Hundreds of German Politicians Hacked
Politicians can be the target of cyber-attacks as you can see in Figure 44. Our software
can successfully detect related news of such events.

5.3 Unsuccessful Cybersecurity Event Detection Samples

Sometimes our software solution can detect false-positive events, or even it is a
cybersecurity event, the detection may not be a useful event for security analysts. The

following subsections examine such scenarios.

5.3.1 Sample False Positive Cybersecurity Event Detection

In the figure below, you can see an event from our user interface. Even the tweet has
“hacklendi” word, which is one of our keywords from our keyword vector; the event is
not a real cybersecurity event. Analyzing such tweets to realize that it is not a real

security event is hard for an automated system.

ant @omerturanty?2 Omet bey inanamiyorum; gercekten bunlari siz mi O
yaziyorsunuz yoksa hesabiniz mi hacklendi?

Figure 45: Sample False Positive Cybersecurity Event Detection

5.3.2 Sample not Useful Cybersecurity Event Detection

Sometimes, even the detected event is a cybersecurity event; it may be a personal status
primarily if it is published on Twitter. Security analysts should read the detected event
from the user interface and decide that it is useful or not for her/him.
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cin Beni takip eden butln takipcilerime duyurumdur: Twitter hesabim @
hacklendidi icin abuk sabuk reklam, ilan ve de tele. .
hitps #t.co/8nVICKING

Figure 46: Sample, not Useful Cybersecurity Event Detection

Even if the detected event is not a personal cybersecurity event, the detected event may
not be useful for security events. For example, an event may occur months ago, but a
Twitter user or a Twitter bot may share the event in a Tweet as if it occurred newly.
The time frame is configurable in our software system. Security analysts should configure
the software detection timeframe according to their needs. For example, if a security
analyst works for a big cybersecurity technology company and he/she wants to know
more detected security events, he/she can set the timeframe longer. However, if another
security analyst wants to know only the latest security events, he/she should set smaller

timeframe in our software solution.

5.4 Evaluation of the Results

When we run our software with too much the cybersecurity-related seed keywords vector,
our software system might receive more tweets than it can handle. Moreover, the false-
positive cybersecurity event detection may significantly increase. It decreases the
certainty of our software solution. On the other hand, if we run our software with too few
cybersecurity-related seed keywords, our software system might not detect some
cybersecurity events as fast as we expect from our software. It decreases the sensitivity.
We expect that we can detect an attack on the day of the attack.

Although we can verify with other sources that the detected events are indeed occurring,
or occurred, being sure that we have missed any events is very difficult. During our tests,
we realized that we could miss small events. However, our solution does not miss any
serious attack as far as we know.

Sometimes our solution detects an already detected event as if it is a new cybersecurity
event. Because our software uses one day as a period for its frequency calculation. For
each day, all calculations start from zero again.

For a limited time, we run our software for testing purposes. We cannot calculate
something like detected Tweet per minute or detected news per minute because it is
highly related with selected named entity vector or the selected period for the detection.
At a sample test run of our software solution, our database of the software includes 437
entries. One hundred eighty-six of them is Twitter Tweets, and 251 of them is from
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Hiirriyet Newspaper. After analyzing the entries in our database, our software solution
can detect 29 cybersecurity events. Twenty-two of them are positive detection, and 7 of
them are false positive detection. Our software solution’s success rate is approximately
%76." These statistics show that this methodology works in the detection of cybersecurity
events from Turkish texts with an acceptable success rate in term of certainty and
sensitivity. Cybersecurity analysts can use our software with preparing our cybersecurity-
related keyword vector and named entity vector and selecting a suitable timeframe.
Moreover, they can modify the keyword vector or named entity vector as they wish. If
we add new data sources in the future, our software can work with bigger datasets and
this leads to more accurate detection and it may increase the success rate percent of our

software solution in terms of certainty and sensitivity.

5 These results are for limited and have demonstrative constraints. Success rate is shared
just for giving an idea to readers and it is dependent external factors like time frame,
cyber-attack types, Tweet number, newspaper news and so on. The success rate can
increase or decrease according to these factors.
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CHAPTER 6

CONCLUSION AND FUTURE WORK

6.1 Conclusion

In the last few decades, automation has been increasingly used in various field of people’s
life due to its benefits like cost reduction, productivity, availability, reliability, and
performance. Cybersecurity is one of the fields which automation is often used. However,
every automation software system has unique requirements to achieve its purposes. It
leads to lots of research areas and unique automation systems. Automatic event detection
is one of these research fields. Social media is one of the fastest ways to detect
cybersecurity events because people and bots share such events in there. Newspapers are
also shared such cybersecurity events and processing the newspaper data is relatively
more straightforward because false-positive cybersecurity events are rarely shared in the
newspaper websites.

In this thesis, we investigated automatic event detection of cybersecurity events from
Turkish Twitter Stream and Turkish newspaper data. We work on real-time data to
achieve that our research can be used by security analysts. Existing publications about
real-time cybersecurity event detection system generally use English texts to analyze and
detect the events. We cannot find any research which use Turkish data sources to detect
cybersecurity events. Using Turkish data sources for cybersecurity event detection is a
new topic for literature. We believe that this research contributes to the literature by
filling an uninvestigated field. We proposed an automated software system which works
using different data sources, named entities, text mining methods, and "state of art"
software techniques. Then we analyze the results of our software system. Even if our
software system detects few false-positive cybersecurity events, it was often able to detect
a useful cybersecurity event. For example, our software system can detect cybersecurity
events such as WhatsApp Spyware, MuddyWater Attack, the Remote Patient Tracking
System Applications vulnerability, Pirate Matryoshka Virus, Zombie Cookies threat.

We concluded that event detection with using Turkish texts is applicable, and security
analysts can use such a system like our software system as a helper tool.
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6.2 Future Work

Currently, our software system works on a local computer. We will plan to move our
project to a server, obtain a website. After this, security analysts do not need to work on
software codes. They can easily follow current Turkish security events from a website.
Even journalists or regular people can visit our software to follow security events. When
we move the software to a server(i.e., AWS), our software can work 7x24, which will be
useful for detection success. If our software can work with bigger data, it will detect more
events with more accurate event detection. To increase the streaming data, we are
planning to add new Turkish data sources from other websites like Eksisozluk, Linkedin,
Facebook, and so on. This improvement will make our datasets an excellent resource for
future work. After these improvements, our datasets can be useful not only for us but
also the other researchers work on cybersecurity, cognitive science or computer science
field.

Moreover, we may try to detect cybersecurity events that have not yet taken place by
processing streaming data using Turkish. Even there are researches about it; these
researches do not use Turkish texts as a data source. We may research that topic by

using Turkish texts using our infrastructure done in the scope of this thesis.

We do not handle the named entity recognition ambiguities yet. We are planning to

handle them in the future.

Lastly, we can add malicious URL detection to our software system, as we mentioned in
the literature review section. Sometimes people share malicious URLs from social media.
We may try to detect such an attack using Turkish Tweets.
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APPENDICES

APPENDIX A

IMPLEMENTATION DETAILS OF THE CODE FILES

manager.py File

It is the code file which starts the whole software system. It is written with python.
“multiprocessing” library is imported for multi-process usage. This manager defines four
processes like below and starts them.

. pl = Process (target=startTwitterStreamToDb)

° P2 = Process (target=startHurriyetApiToDb)

o p3 = Process (target=startItuNlpApi)

o p4 = Process (target=securityEventsWebPortalStart)

The processes always work in parallel.

config.py File

It is the configuration file of the system. Static constants and configuration items are
stored in there.
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Twitter API Related Constants Stored in the Config File

CONSUMER_KEY
CONSUMER__SECRET
ACCESS_TOKEN

ACCESS_TOKEN ACESS_SECRET

ITU NLP API Related Constants Stored in the Config File

CONSUMER_NAME
CONSUMER__PASSWORD
ITU _NLP_API TOKEN
PIPELINE_ENCODING

DEFAULT_TOOL

The list which will be used for named entity recognition step in Appendix A. It is also
stored in “config.py”.

The software has a logger mechanism. Because the logger related codes are also
configurable, the logger codes are stored in “config.py” file too.

hurriyet ApiToDb.py File

One of the processes fetches the news from Hurriyet Newspaper API and store them in
the database. It uses an open-source Hurriyet API wrapper coded for python language.
It imports the following python libraries to use.

e requests

e json
e time
e sched
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The code does the following explaining in pseudo-code.

for each keyword in cybersecurity keyword list:
data = api.search (keyword)

writeDatabase (data)

ituNlpPipeline.py File

It has the process code regularly checks the database for finding new entries. If it can
find, the process sends the raw data to normalize it with using the ITU NLP API. After
that, it updates the related field of the database with the respond texts of the API request.

High-level pseudo-code of that process is as the following.

1. Create a database connection

2. Select the rows of the database which has Status column = ‘0’

3. Send the selected rows one by one to ITU NLP API to normalize their texts.
4. Wait 10 seconds between each request

5. Update the database with the responded text of ITU NLP API request and set

their Status column with ‘1’

6. Wait one minute before next control of the database for new entries.

It imports the following python libraries to use.

e time
e e
e urllib
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securityEventsWebPortal.py File

It has the process code which regularly checks the database for finding new entries with
Status ‘1’ column. Status = ‘1’ means that the row is normalized, filtered its alphanumeric
characters, and omit the rest of the characters and ready for analyzing to find
cybersecurity event. If it can find, the process dynamically creates or updates the user
interface HTML page. Then set the processed row’s Status column with ‘2’. ‘2" means
that that row is used before, and the user interface is updated according to the processed

row’s results.

It imports the following python libraries to use.
* re
e string
o datetime

¢ BeautifulSoup

import time

According to the crummy website “Beautiful Soup is a Python library for pulling
data out of HI'ML and XML files. It works with your favorite parser to provide idiomatic
ways of navigating, searching, and modifying the parse tree.” (Richardson, 2015)

sqliteOperations.py File

We develop a library for commonly used SQLite operations in our software system. It

contains the following methods.

e Create SQLite Table
o C(Create Connection
e Select Task by Status

e Update Text Column of the Row by Status
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It imports the following python libraries to use.
e gqlite3
e json
e datetime

e BeautifulSoup

twitterStreamToDb.py File

One of the processes listen to Twitter streams and store the streaming data in the
database. The process codes are in this code file. We use the Tweepy library for this
implementation. According to Tweepy website, Tweepy library is “ An easy-to-use
Python library for accessing the Twitter API. ("Tweepy," 2019) It imports the following
Python libraries to use.

e tweepy
e string
o gqlited
e time

The code does the following explaining in pseudo-code.

1. Connect the Twitter API with using Tweepy library.

2. Listen to Twitter Streams and filter Turkish Tweets, which includes the

cybersecurity keywords in Tweets.

3. Write the filtered data to the database and set their status with O.

userInterface.html File

At first, it includes a template HTML file. “securityEventsWebPortal.py” python code
update and modify this HTML file and populates with cybersecurity-related events. The
HTML refreshes itself regularly in ten seconds periods.
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APPENDIX B

NAMED ENTITIES AND CYBERSECURITY RELATED
KEYWORDS VECTORS IN TURKISH

CYBERSECURITY RELATED KEYWORDS

anonymous, "erigmekte giiclik", "session hijacking",
"sayfa agilmiyor", "erigim saglanamiyor", "spear-phishing",
"bigisayar korsani", "erigim problemi", "spear phishing",
"bilgisayar korsanlari”, "firewall", "sql injection attack”,
"brute force attack", "fidye yazilimi", "sql injection saldirisi”,
"brute force saldirisi”, "forensics", "sizma.",
"casus yazilim", "glivenlik duvari”, "s1zmig",
"clone phishing", "hack", "sizint1",
"cross-site scripting", "hacklendi", "sistem agigi",
"cross site scripting”, 'hacker", "siber",
"credential reuse’, "istihbarat", "ulagilamiyor",
"cyber", "link spoofing", "unreachable",
"cyberattack", "malware", "whaling",
"cyberwarfare", "man-in-the-middle", "website spoofing”,
"coktii", "mitm", "yvemleme",
"down olmug", "virlis bulagt1”, "xss",
"denial-of-service", "virlis ¢ikiyor", "zafiyet",
"dictionary attack", "oltalama', "zararh yazilim"
"dictionary saldirisi”, "oturum calma', “trojan horse”
"dos", "phising", “turuva at1”
"ddos", "ransomware", “rootkit”
"kullanicr hesaplar ele "rainbow attack", “buffer overflow”
gecirildi",
"kimlik av1", "rainbow saldiris1", “backdoor”
"erigilemiyor”, "sayfa acilmiyor’, “worm”
"erigim gligliigii”, "saldir1", “data breach”

75



Named Entity Vectors in Turkish

Institution and Government Organization Names

Country Names in Turkey

"Tiirkiye",
" ABD " ,

'Amerika Birlegik Devletleri",

"Adalet Bakanligi",
'Adiyaman Universitesi',
"Adli Sicil ve Istatistik Genel Miidiirliigii",

"Afganistan", "Adli Tip Kurumu Bagkanhg",

"Almanya", 'Afet ve Acil Durum Yoénetimi Bagkanligi",
"Andora", "Agr Ibrahim Cegen Universitesi',

"Angola', "Ahmet Yesevi Universitesi',

"Anguilla", "Aile ve Sosyal Politikalar Bakanlig1",
"Antarktika", 'Aile ve Toplum Hizmetleri Genel Miidiirligii",
"Barbuda', 'Akaryakit Tkmal ve Nato Pol Tesisleri Isletme",
"Arjantin', "ANT",

"Arnavutluk', 'Amelebirligi",

"Aruba’, 'Anadolu Ajansi Genel Muditrligii",

"Avrupa Birligi",

"Anadolu Universitesi",

"Avustralya", 'Anayasa Mahkemesi Bagkanlhg",
"Avusturya', 'Ankara Ticaret Odast",

"Azerbaycan", 'Antalya Bilim Universitesi",
"Bahamalar", "Artvin Coruh Universitesi',

"Bahreyn", "Asker Alma Dairesi Bagkanlig:",
"Banglades", "Askeri Yargitay Bagkanligl",

"Barbados", "Askeri Yiiksek Idare Mahkemesi’,
"Belgika", "'Atagehir Adigiizel Meslek Yiiksekokulu",
"Benin", "Atatlirk Aragtirma Merkezi",

"Beyaz Rusya',

"Atatirk Kiiltiir, Dil ve Tarih Yiiksek Kurumu
Bagkanhig:",

"Bermuda', "Atatlirk Kiiltiir Merkezi",
"Bhutan", "'Atatiirk Orman Ciftligi",
"Birlesik Arap

Emirlikleri", 'AB Bakanligi",

"Avrupa Birligi Egitim ve Genglik Programlar
"Birlegik Krallik",
"Bolivya", "Avrupa Birligi ve Dis Iliskiler Genel Miidiirliigii",

Merkezi Bagkanlig:",

"Bosna Hersek", "Balikgilik ve Su tiriinleri Genel Miidiirliigi",

"Botsvana'", "Bandirma Onyedi Eyliil tiniversitesi",
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"Bouvet",
"Brezilya",
"Brunei",
"Bulgaristan”,
"Burkina",
"Burundi",

"Cape Verde",
"Cebelitarik",
"Cezayir",

"Cibuti",

'Cad’,

'Cek Cumhuriyeti”,
'Cin’,
"Danimarka",
"Dominik Cumhuriyeti",
"Salvador",
"Endonezya",
"Ermenistan”,
"Estonya',
"Etiyopya",

lIFaSH’

" Fiji " ,
"Fildigi Sahilleri",
"Filipinler",

"Filistin",

"Finlandiya",
"Fransa",
"Gabon'",
"Gambia',
"Gana',
"Gine-Bissau",
"Granada",
"Gronland",
"Guadeloupe',
"Guam',

"Guatemala',
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