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ABSTRACT

ELLIPTIC CURVES AND USE OF THEIR ENDOMORPHISM RINGS IN
CRYPTOGRAPHY

Siilce, Ali Mert
M.S., Department of Cryptography
Supervisor : Prof. Dr. Ersan Akyildiz

September 2019, [68] pages

Although elliptic curves have been studied for hundreds of years, the inception of
elliptic curve cryptography is 1985 by Koblitz’s and Miller’s independent proposals
that is based on the discrete logarithm problem on an elliptic curve defined over a
finite field. After that date, there are a lot of advances and studies in elliptic curve
cryptography(ECC) which provide high security with relatively small block sizes and
high speed compared to the other public key cryptosystems. For instance, 160-bit el-
liptic curve key provides the same level of security as a 1024-bit RSA key. Meantime,
quantum computers, which provide efficient and very fast parallel computation, are
developed. In the near feature, widely used public key cryptosystems, including ECC,
are vulnerable to quantum algorithms which means not only ECC but also almost all
public key cryptosystems will be dead or seriously wounded in the near future. There-
fore, efficient public key systems should be designed for post-quantum world. In this
world, elliptic curves with some properties do not lose their popularity. In this work,
we shall study the mathematical backgrounds of elliptic curves and isogenies on el-
liptic curves which are the essential concept in post-quantum cryptography(PQC).

Keywords: Elliptic curves, isogeny, endomorphism, endomorphism rings of elliptic
curves
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0z

ELIPTIK EGRILER VE ONLARIN ENDOMORFIZMA HALKALARININ
KRIPTOGRAFIDE KULLANIMI

Siilgce, Ali Mert
Yiiksek Lisans, Kriptografi Bolimii
Tez Yoneticisi : Prof. Dr. Ersan Akyildiz

Eyliil 2019, [68]sayfa

Eliptik egriler yiizlerce yildir calisiliyor olmasina ragmen eliptik egri sifrelemesi-
nin(ECC) dogusu Koblitz’in ve Miller’in sonlu cisimler iizerinde tanimladiklar: elip-
tik egrilerde ayrik probleme dayanan calismasiyla 1985 de gerceklesmistir. Bu tarih-
ten sonra, diger agik anahtarli kripto sistemlere gore daha giivenilir bir sistemi daha
hizl1 ve daha kiiciik boyutlu anahtarlarla bize sunan ECC ile ilgili bir¢cok ¢alisma ve
ilerleme yasanmistir. Ornegin, 160-bit eliptik egri anahtariyla saglanan giivenlik an-
cak 1024-bit RSA anahtariyla saglanabilmektedir. Bu siire zarfinda, daha etkili ve ¢cok
daha hizli hesaplamalar yapabilen kuantum bilgisayarlar1 gelistirilmistir. Eliptik egri
kriptosistemleri dahil yaygin olarak kullanilan acik anahtarli kriptosistemler kuantum
bilgisayarlar ile savunmasiz hale gelmiglerdir ve bu da acik anahtarli kriptosistemle-
rin yakin gelecekte kirilmasina ya da ciddi bir sekilde zarar gormesi anlamina gel-
mektedir. Bu nedenle kuantum sonrasi diinya icin kuantum algoritmalarina dayanikli
acik anahtarli sistemler tasarlanmalidir. Bu diinyada baz1 6zellikleri ile birlikte eliptik
egriler popiilerligini kaybetmezler. Bu ¢alismada, biz eliptik egrilerin matematiksel
temellerini ve PQC i¢in temel kavram olan eliptik egrilerdeki izojenileri calisacagiz.

Anahtar Kelimeler: Eliptik egriler, izojeni, endomorfizma, eliptik egrilerin endomor-
fizma halkalar1
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CHAPTER 1

INTRODUCTION

Cryptography, which began around 2000 B.C. in Egypt where hieroglyphics were
used, is one of the oldest fields of technical study which goes back at least 4000 years.
The only purpose of the primary cryptography, derived from ancient Greek kryptos
meaning hidden and graphein which means writing, is the study of message secrecy.
However, in modern world, cryptography that is considered a branch of mathematics
and computer science is used in many areas from the top secret government commu-

nication to get a cash from an ATM.

The information that one part(say A) wants to send the other part(say B) is called
plaintext. A who has the plaintext encrypts it by using the key and gets the resulting
ciphertext. Over the channel such as internet, A sends the ciphertext to B. The channel
is always assumed as insecure. Although one can see the ciphertext in the insecure
channel, she cannot find out the plaintext. However, B, who has the key, can decrypt

the ciphertext and obtain the message from A.

There are four main goals for information security and cryptography. They are con-
fidentiality, authentication, data integrity and non-repudiation. Algorithms, protocols
and systems which is used to satisfy these main aims of cryptography is called cryp-
tosystems. However, the security of the cryptosystems should be based on the key,
not on the obscurity of the cryptosystems which is known as Kerckhoffs’s principle.
Today, there are two major types of cryptosystems: the symmetric(private) key and

the asymmetric(public) key.

In the symmetric key cryptosystems, the encryption or the decryption keys are known



by both A and B. Keys are generally same or they are derived from each other easily.
An important advantage of this systems is that they are usually fast, but the difficulty
of key exchange between between A and B is a major disadvantage. Symmetric key
cryptosystems are divided into two parts: block and stream ciphers.In block ciphers,
the message in fixed length strings called block is encrypted at a time such as DES,
IDEA, AES. On the other hand, it is operated on a single bit of the message at a time
in stream ciphers such as RC4, AS.

In the asymmetric key cryptosystems [[7]], there are two different keys, namely, private
and public key, used for encryption and decryption for each user. It is computationally
difficult to obtain one key from another. Also in public key systems, one-way function
is used. When we use those functions, we can easily compute the output for a given
input, but it is hard to find the inverse of given output. Behind the one-way func-
tions, there are several difficult mathematical problems such as integer factorization
problem(IFP) and discrete logarithm problem(DLP). Rivest—-Shamir—Adleman(RSA)
algorithm, the Digital Signature Algorithm(DSA), Elliptic Curve Digital Signature
Algorithm(ECDSA) are well-known and commonly used examples of asymmetric

key cryptosystems [[11]].

Four decades ago asymmetric key cryptosystems made a revolutionary breakthrough
in cryptography. However, Peter Shor showed that quantum computers could break
asymmetric key cryptosystem based on IFP and DLP [2]. Nowadays, quantum com-
puting and post-quantum cryptosystems are two of the most trending topics of cryp-

tography.

Elliptic curves have been studied as a pure mathematical concepts for hundreds of
years. Today, it plays an important role in crytography, especially in asymmetric
key cryptosystems and post-quantum cryptosystems [4]] and [6]. In this thesis, we
give an overview of the properties of elliptic curves. In Chapter 2, we introduce
some mathematical backgrounds of elliptic curves such as varieties, morphisms and
divisors [[17], [15]. Then we study Riemann-Roch’s theorem [16] and define the genus
I curves. In Chapter 3, we study isomorphism on elliptic curves and classificate the
elliptic curves according to the characteristics of field where curve is defined over. At

the beginning of Chapter 4, we define the group structure on elliptic curves and we get



the point addition and point doubling formulas [13] and [14]. Then we concentrate
on the isogenies between elliptic curves. Lastly, we research the endomorphism rings

of elliptic curves [1]. In Chapter 5, we give the conclusion of the thesis.






CHAPTER 2

PRELIMINARY TO THE ELLIPTIC CURVES

In Chapter [2] we are going to give mathematical basics which are essential to un-
derstand elliptic curves. In this respect, some facts about fields, affine and projec-
tive varieties, maps between them and divisors have been given. Lastly, we study

Riemann-Roch theorem and define the elliptic curves.

2.1 Fields
We define a field K as a set with two binary operations + and -, called addition and
multiplication satisfying

+ K« K —>K

(a,b) »a+b

T Kx K —-K
(a,b) —a-b
e K is an abelian group under addition(with identity element O),
e K\ {0k} is abelian group under multiplication,

e The multiplication is distributive on to addition at the right and the left, that is,

a-(b+c)=a-b+a-cand(a+b)-c=a-c+b-cwhereVa,b,ce K.

5



Ex 2.1.1. Q C R C C are infinite fields. Z \ pZ = {0,1,2,...p — 1} is finite field

with p elements with a prime p.

For a field F', K which is a subset of I is called a subfield of F' if K is also a field
under the binary operations of /K. F'itself is naturally a subfield of F'. A subfield K
is named proper if X' G F.

Let F be a field and K be a subfield of F'. Then we say that F' a field extension of
K. IftK ; F’, the extension is called proper.

A prime field P is a field which does not have any proper subfield. For instance, Q
and Z \ pZ are prime fields.

The smallest positive integer n satisfyingnlp = 1p+ ...+ 1p = Op is characteristic
of F. If there is no positive such n then we say that /" has characteristic zero. If there
is a positive integer k such that k1 = 1r + ... + 1 = O then we say F' has nonzero

characteristic.

Ex 2.1.2. char(C)=char(Q)=char(R)=0 and char(Z \ pZ) = p for any prime p.
Let F be a field. The smallest(w.r.t. inclusion) subfield P of I’ (which is the intersec-
tion of all subfield of F') is called the prime field of the field F'.

Q, if char(F)=0
, (F)

12

Z/pZ, if char(F)=p
Let F be a field, K be a subfield of F' and S be a subset of F'. The smallest (in the
sense of inclusion) subfield of F' containing K and the subset S is denoted by K (5)
and called the extension of K by adjoining the elements of S. In fact, K(5) is the
intersection of all subfields of /' containing K and S. If S = {«} then we can denote
K(S) as K(«a). K(«) is called simple extension of K and « is a defining element
for K(a).

Ex 2.1.3. Qv2 = {a+ bv/2 | a,b € Q} is a simple extension of Q.
The degree of field extension /' over /K is the dimension of /' as vector space over

K. The degree of F//K is [F : K] = dimgF. If [F : K| < oo, then F'/K is called

finite extension. Otherwise, F'/ K is called an infinite extension.

6



Ex 2.1.4. R/Q is an infinite extension. C/R is a finite extension. In fact, [C : R] = 2

because {1, i} is a basis for C as a vector space over R. C = {a + ib | a,b € R}.

Let F' be a field, K be a subfield of F' and a € F'. Then « is said to be algebraic over
Kifa,a" + -+ aja + ag = 0 for some a; € K not all zero forz = 0,...,n with
n > 0 integer. In other words, « is algebraic over K if and only if 3f € K[z], f #0
and f(a) = Op. Let F be a field, K be a subfield of F' and o € F. Then « is said to
be transcendental over K if and only if there is no ag, aq,...,a, € K not all zero

such that a,a" + - - + a1 + ag = Op.

Ex 2.1.5. /2is algebraic over Q. e, 7 are transcendental over Q.

Let £ be an extension of /. We say F' is an algebraic extension of K when each

element of [ is algebraic over K.

Theorem 1. If L is an algebraic extension of F' and F' is an algebraic extension of

K, then L is an algebraic extension of K.
Proof. see [9] page 213. [l

Let /' be a field, « € F'and K < F' be a subfield of F'. If « is algebraic over K, then
there is a unique irreducible monic polynomial ¢ € K|[z| such that g(«r) = Op. The
polynomial g is the minimal polynomial of a over K. We can define the degree of

a over K to be degy (a) = deg(g).

An irreducible polynomial g € K|[x] is separable if it has no multiple roots in any

extension of F'. Otherwise, it is said to be inseparable.

Let K < F. An algebraic element o € F' is separable if its minimal polynomial is

separable. Otherwise, it is inseparable.

When every element o« € F'is separable over K, an algebraic extension K < F'is

separable. Otherwise, it is inseparable.

Let ' be an algebraic extension of a field K and let 0 : K — L be an embedding of
Fin L that is an algebraically closed field. The cardinality of the set hom, (F, L) is
the separable degree of I’ over K and it is denoted by [F' : K]s.

7



Theorem 2. If K < F' < E is algebraic then [E : K|gs = [E : F|s.[F : K]s.
Proof. see [12] page76. [l

If (z — «)" is the form of the minimal polynomial of F' for some n > 1, then an
element « is purely inseparable over F'. When every element is purely inseparable

over F, an algebraic extension £ of F'is purely inseparable.

If F < F is finite we know [E : F|s | [E : F]. Therefore we can write [E : F| =
|[E : F|s.[E : F); where [E : F|; is called inseparable degree of £ over F.

Remark: Let F < Eand [E : F| = [E : F|, - [E : F);. Then

o If[E: F];=1,then [E: F] = [E : F],; and E is separable over F.
o If [E: F]; > 1, then E is inseparable over F.
e If [£: F|, = 1, then E is purely inseparable over F'.

Theorem 3. Let E be an algebraic extension of F. Let E' be the composition of all
subfield K of E such that F' C K and K is separable over F'. Then E' is separable
over F and FE is purely inseparable over E'. That is F C E’ separable extension,

E' C FE purely inseparable extension: F C E' C E.

2.2 Basic Algebraic Geometry

For notation, if we denote a field by K, then K is a fixed algebraic closure of K.

2.2.1 Affine Varieties:

Given K and positive integer n, n-dimensional affine space over K is the set

K'=A"=A"K)={P=(1y,..,2,) : 7; € K}.

Also, K-rational points points of A" is



Let K[X] = K[Xi,..., X,] be a polynomial ring and I be an ideal such that I €
K[X]. Then we set V' C K" such that

V=V)={P=(x1,..,0,) €K": f(P)=0 Yfel}

V' is called affine algebraic set defined by I. If the ideal I defining V' = V/(I) has a
generator whose coefficients in A, then we say V' is defined over /K. In this case, the

set of K -rational points of V' is the set
V(K)=VNA(K).

When the polynomials f, fo,- - - , fs are the set of generators of /, denoted by [ =
(fi, fo, -+, fs), V. = V() = V(fi, fa, -+, fs) is the set of all points such that

fulP) = fo(P) == f(P) =0.

Examples:

In the plane R? with the algebraic set V(2% + y* — 1) is the circle centered at the
origin with radius=1 .

The algebraic set V(X Z,Y Z) over K2 is the union of the plane Z = 0 with the line
of equation X = 0and Y = 0.

The algebraic set V(X™ + Y™ = 1) over Q for n > 3 is

(1,0),(0,1), if n isodd,

2

%4
(£1,0),(0,£1), if n iseven.

For an algebraic set V', we can define ideal of V'
I(V)={f¢€ K[X] :f(P)=0, VPeV}
We cansay V(I(V)) =V;but I(V) =1 ={f € K :3n | f* € I'}=radius of I.

Remark: Let fi, fo, -, fs € K[X]. Then (fi, fo, -+, fs) € I(V(f1, -, fs)).
However, the equality may not occur. For example, (f1, f2) = (22, y*) C I(V (22, y?))

but (x2,y?) # I(V (2% y?)). Since 2° = y*> = 0, V{2?,4?} = {(0,0)}, but ideal
of {(0,0)} is (z,y). Itis clear that z € (z,y) but z ¢ (22 y?) so (22, y?) #
I(V(2?, %))

An affine algebraic set V' C K™ is irreducible if it is not a non-trivial union of two
algebraic set. In other words, V' is irreducible whenever V' is written in the form

V = Vi UV, where V] and V5 affine varieties then either V =V or V = V5.

9



Ex 2.2.1. The affine algebraic set V(X Z,YZ) € K3 is not irreducible. The affine
algebraic set V(X — x4, ..., X;, — x,,) is irreducible.

Remark: An affine algebraic set V' is irreducible if and only if /(1) is a prime ideal.
An affine algebraic set V is called an affine variety if /(1) is a prime ideal in K[X].

Let V' be affine variety. Its coordinate ring is the quotient ring defined by K[V] =
K[X]/I(V).If V is avariety. then K[V]is an integral domain. Its fraction ring(quotient
fild) is denoted by K'(V') and called function field of V.

The dimension of an affine variety is the transcendence degree of K (V) over K and

denoted by dim(V).
Ex 2.2.2. e dimK" = n.

e If V C K™ is given by a single nonconstant polynomial equation f (X7, ..., X)) =
0, then dim(V'(f)) =n — 1.

Let V be an affine variety, P € V and fi,..., fn € K[X] be a set of generators

for I(V'). V is non-singular at P if the m x n matrix (3){’ (P))1<i<m has rank
/ 1<j<n

n — dim(V). V is smooth if it is non-singular at every point.

Ex 2.2.3. V(y? — 2 — ) is smooth. V (y? — z3 — x?) is not smooth.

2.2.2 Projective Varieties:

The projective n-space over a field denoted by P" or P"(K) is the set of lines
through the origin or, equivalently, is the set of all (n + 1) tuples (zo, ..., ,,) where

each z; € K such that at least one x; is non-zero.
PM(K)= (K" =0\ ~)

where (g, ..., ) ~ (Yo, ..., yn) if there exist a A € K* such that x; = \y; for all
i. An equivalence class {(Axg, ..., \z,) : A € K*} is denoted by [zg : ... : x,] and

called homogeneous coordinate.

10



The set of K -rational points in P"(K) is the set
PYK)=A{[zo:...:x,) € P" :Vx; € K}.

For 0 < i < n, the affine chart U; C P™ is the set {[zg : ... : =) : z; # 0}.
The affine chart U; is one-to-one correspondence with the affine n-space via the map
{lxg oo s y] — (Z—?, ,2—‘11,3”%—42’1, ,%) Then the set {[xq : ... : @] : & = 0} is

isomorphic to P"~! and is the hyperplane at infinity in U;.

A polynomial f € K[X] is called homogeneous of degree d if for all A € K,
f(xo, ..., Ax,) = M f(xq, ..., ,,). It means also all of the monomials of f have total
degree d. An ideal / C K[X] is homogeneous if it is generated by homogeneous

polynomials.

Let f € K[X]| = K[X}, ..., X,)] be a polynomial of total degree d. Then
h_ derTl

=g

is a degree d homogeneous polynomial in K [X;, ..., X,,] and it is called homogeniza-

tion of f.

Ln
) l’o

Conversely, for a homogeneous polynomial g € K[Xy, ..., X,],
g =9g,z1,....,x,) € K[Xq,..., X}}]
is dehomogenization with respect to X of g.
Ex 2.24. f(x,y) = y* — 23 — 2% — 1 is a polynomial of total degree d = 3. Then

fh=2%f(%,%) = ZY?— X*— ZX?— Z?* is homogeneous polynomial. Conversely,
M(X,Y,1) =y* — 2% — 22 — 1 = f(x,y) is dehomogenization with respect to Z.

For each homogeneous ideal I € K[X], we can write V = {P € P" : f(P) =0
for all homogeneous f € I} which is a subset of P". A projective algebraic set
is any set of the form above V' € P"(K) for a homogeneous ideal I. If fi, ..., f, €
K[Xj, ..., X,] are a set of homogeneous generator of /, then V is the set of points P

such that f1(P) = --- = f{(P) = 0.

For a projective algebraic set V, the homogeneous ideal of V' which is represented

by I(V') is generated by

{f € K|X]:f ishomogeneousand f(P)=0,VP eV}

11



A projective algebraic set is called a projective variety if its homogeneous ideal (V")

is a prime ideal.

Ex 2.2.5. Given a projective variety V (y? = 2® + z + 7), the homogeneous equation
isY2Z = X3+ XZ?+77% where v = % and y = 7.
To find the point at infinity, we put Z = 0 then oo = [0 : 1 : 0]. Thus,

V(Q) = {(z,y) € A2(Q):y* =2+ 2+ 7} U{cc}.

Some significant properties of a projective variety P” can be defined in terms of affine
subvariety P*NA". For the following definition, let P" be projective variety, A” C P"
be affine variety, P"MA" be affine subvariety and a point P € P"NA". The dimension
of P" is the dimension of P N A™. P" is nonsingular or smooth at P if P" N A" is
nonsingular at P. The function field of P" denoted by K (P"), is the function field

of P N A". The function field of P", K (X, ..., X,,) = K(P") consists of rational

functions F'(X) = % for which f and g are homogeneous polynomials of the same

degree. In other words, the function field of a projective variety P" is the field of

rational functions F'(X) = f(z)/g(z) such that

e f and g are homogeneous of the same degree,

e g I(V),

e two functions f;/g; and fy/gs are equal if f1go — fog1 € I(V).

2.2.3 Maps Between Varieties
2.2.3.1 Affine Morphism

Let X C A" and Y C A" be affine varieties. A morphism f : X — Y is
a map defined by polynomials f,---,f, € K[Xy,---,X,,] such that f(P) :=
(f1(P),---, fu(P)) where f(P) €Y for all points P € X.

If f: X —>Yandg:Y — Z are morphisms of varieties X, Y, Z where X C A™,
Y C A"and Z C A", then (go f) : X — Z such that

(g0 )(P) = g(f(P)) = (g1(/r(P), -, fu(P)), -+, g (J1(P), -+, [u(P))).

12



Ex 2.2.6. f: A?> — A? is a morphism defined by f(z1,z2) = (21, 7179).

Theorem 4. Every morphism f : X — Y of affine varieties is continuous. That is,

the inverse map [~*(Z) for any algebraic subset Z C'Y is an algebraic subset of X.

We say that two affine varieties X and Y are isomorphic if there exists f : X — YV
and g : Y — X such that both f o g and g o f are the identity morphism on X and Y,
respectively. It is denoted by X ~ Y.

2.2.3.2 Rational Maps and Morphism of Projective Varieties

Let X C P™and Y C P" be projective varieties. A rationalmap f : X — Y isa
map of the form f = [fo : - : f,] where fy,-- -, fn € K[X] not all zero and for any
point P € X at which fy,-- -, f, are all defined: f(P) = [fo(P):---: fu(P)] €Y.
Alternatively, we can define the rational map f : X — Y as a tuple of homogeneous
polynomials in K[Xj,--- , X,,] that all have the same degree and not all of which lie
in I(X). If there is A € K* such that Afy, -, Af, € K[X]then [fo:---: f,] and

[Afo: -+ : Afn] give the same map on points.

A rational map f = [fo : -+ : fu] : X — Y is regular at P € X if there is
homogeneous polynomials g, - - - , g, € K[X] such that gg, - - - , g, have same degree

and at least one g; is non-zero and also f;g; = f;g; (modI (X)) forall 0 < i,j < n.
A morphism is a rational map that is regular at every point.

We define the isomorphism between projective varieties same as affine varieties. In
other words, let X and Y be projective varieties. We can say X and Y are isomor-
phic, X ~ Y if there area morphism f : X — Y and g : Y — X such that both
fogand go f are the identity maps on X and Y, respectively.

2.3 Curves and Divisors

In this part, we introduce curves and divisors. Divisors are essential part to understand

the group structure of elliptic curves.
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2.3.1 Curves

By a curve C' defined over a field K, we mean one dimensional non-singular projec-
tive variety C' = V'(fi, ..., fmn) in P" where f;(xo, ..., z,) are homogeneous polyno-

mials defined over K foreachi = 1,...,m.

Notation: A curve over a field K is denoted by C'(K). If the curve defined over K
then it is denoted by C'(K) = C. We know that C(K) C C.

Curves of degree 1,2,3,4 are called lines, planes, cubics and quadratics, respectively.

Examples:

C = V(f) where f(x,y, z) = ax + bz — y over K. Then
C={lx:y:1]:(x,y) € K* suchthat ax —y=—b}U{[l:a:0]}.
C =V(g) where g(x,y, z) = ax® + by? + cry + dxz + eyz + fz* over Q. Then
CQ ={z:y:1]:(r,y) €Q® st ax®+by*+cry+dz+ey+ f=0}U{oor,00}.

C = V(h) where h(x,y,z) = 2° + axz?® + bz® — y?z over K. When we put z = 0
we have 23 = 0. So co = [0 : 1 : 0]. Then

C={[z:y:1]:(v,y) € K* st y*=2"+ar+0b}U{oo}.

Every rational map ¢ : C — V from a smooth projective curve C' to a projective

variety V' is a morphism.

Field of rational function on C is all morphisms from C' to P!,
K(C)={f:C— P} = Mor(C,P")

which is a field of transcendental degree 1.

Remark: The projective curve C' C P"™ may be singular but there is always a non-
singular model C'in K (C) = K(C).

Let ¢ : C) — (5 be a non-constant rational map. Then there is a map (called pull-
back map which will be discussed in next section) ¢* : K(Cs) — K(C}). The degree

of morphism of curves ¢ : C| — (5 is the degree of the corresponding extension
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of function fields deg ¢ = [K(C}) : ¢*K(Cy)]. If ¢ is constant, then we define the
degree of ¢ to be 0.

Remark: Let ('} and C5 be nonsingular projective curves and ¢ : ¢ — C5 be a
morphism. Up to isomorphism, there is a unique curve C'3 and ¢ : C| — C' can be

factorized via a separable map ¢, : C'3 — (.

qﬁ:Cl—}Cg

(bl\l /I (/52
(inseparable) (separable)

Cs

Figure 2.1

2.3.2 Divisors

Let P € C. The local ring at the point P is the subring of the function field of C
defined by

K[Clp ={(%) € K(C) : g(P) # 0}.
There is a unique maximal ideal
Mp ={y € K[C]p : (P) = 0}.

If C'is a curve and P € C is nonsingular point, then K[C]p is a discrete valuation
ring with Mp = (t,), generated with ¢,. ¢, is called uniformizing parameter such

that ¢,(P) = 0.

Each function f € K[C]p can be written in the form of f = ¢].g where » € Z and
g(P) # 0, g(P) # oo. The integer r is the order of f at P and symbolized by
ordp(f) = r. Given any f, g € K[C]p, we can define the order of f/g as

ord(f/g) = ord(f) — ord(g).

Let f : C' — P! be a nonzero morphism then for any y in P! f~1(y) = {z € C :

f(z) = y} is a finite set because C is irreducible projective curve. In particular,
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F7H0)={pe€ C: f(p) =0}is called zeros of f in C, f~'(c0) ={qe C: flq) =
oo} is called poles of f in C' are finite sets. Therefore, ordp(f) = 0 except for finitely
many P € C. When P is a pole, ordp(f) < 0 and when P is a zero, ordp(f) > 0.

Ex 2.3.1. On y* = 2® — 2, f(z,y) = x. Then t, = y is uniformizer at point
P = (0,0) because z = y?—~. Note that g(z,y) = —— is nonzero and finite at P.

Thus, ordp(f) = 2

Let C be a curve over K with K = K. A divisor of C is a sum

D=> np(P)

pPeC

for all but finitely many integer np = 0. The set of points P for which n, # 0 is
called the support of D.

The degree of divisors is defined by

deg(D) = Z np.

pPeC

The divisors of curve C' defined over K form a free abelian group under addition. It

is called divisor group of a curve C' and denoted by Div(C).
Remark: The divisor of degree 0
Div’(C) = {D € Div(C) : deg D = 0} C Div(C)
is a subgroup of Div(C).
Let f be a non-zero rational function in K (C)*. Then the divisor of f is given by

div(f) =) ordp(f)(P)

is called principal divisor. In other words, if D = div(f) for some f € K(C)* then
divisor D € Div(C) is principal .

For any principal divisor div(f) = > . ordp(f)(P), we can define

divo(f) = > ordp(f)(P)

ordp(£)>0
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which is called divisor of zeros, and

divee(f) = Y —ordp(f)(P)

ordy(£)<0

and call divisor of poles.

Property: Let C be a smoth curve and f € K(C)*, then

i. div(f) = 0if and only if f € K*,
ii. deg(div(f)) = 0.
Two divisors are linearly equivalent, Dy ~ Ds, if Dy — D, is principal. It means

D, — D, = divf for f € K(C). The Picard group or divisor class group of C' which
is denoted by Pic(C) is the quotient of Div(C') by its subgroup principal divisors:

Pic(C) = Div(C)\ ~ .

Because of the above property, the principal divisors form a subgroup of Div’(C).
We can define the Picard group of C to be the quotient of of Div’(C') by the subgroup

principal divisors:
Pic’(C) = Div’(C)\ ~ .

Let ¢ : C; — Cy be a morphism and ¢* : K(Cy) — K(C)) be the corresponding
morphism of function fields. The ramification degree or the ramification index of

¢ at P, denoted by e, (P), is

ep(P) = ordp(¢"ts(p))
where t4p) € K(C5) is uniformizer at ¢(P).
Remark: e4(P) > 1. If e4(P) = 1, then ¢ is unramified at P.

Proposition 1. Let ¢ : Cy — Cy be a nonconstant map of smooth curves. For every
Q € Cy,

D> es(P) = deg(9).

Peop—1(Q)
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Ex 2.3.2. Let ¢ : P! — P! be a map where ¢([X,Y]) = [X3(X — Y)?,Y5]. Then ¢
is ramified at the points [0, 1] and [1, 1]: e4([0,1]) = 3 and e4([1, 1]) = 2. Therefore,

Y. eo(P)=eo([0,1]) + ep([1,1]) = 5 = deg(9).

Peg=1([0,1])

Let ¢ : C; — C, be a morphism defined over K.

The pullback map ¢* on divisors is the homomorphism

¢* : DiVCQ — DiVCl
(@)= > esP)P)

Ped=HQ)
where (()) denotes the divisor in DivC; with support () and ng = 1.

The pushforward map ¢, on divisors is the homomorphism

¢* : DiVOl — DiVOQ
¢.((P)) = (¢P)

Properties: Let ¢ : C; — (5 be a nonconstant map of smooth curves.

i. deg(¢*(Dy)) = deg(Dy) deg ¢ for all D, € Div(Cy),
ii. deg(¢.(Dy)) = deg(D;) for all Dy € Div(C}),
iii. ¢*(div(f)) = div(¢*(f)) forall f € K(Cs),

iv. ¢.(div(f)) = div(¢.(f)) forall f € K(Cy),

V. ¢, 0 ¢*(Dy) = (deg(¢)) Dy for all Dy € Div(Cy),

vi. If ¢ : Cy — Cj is another such map, then (¢ 0 ¢)* = ¢* o ¢0* and (¢ 0 @), =
¢* o ,[7Z)*’

vii. Both ¢* and ¢, are group homomorphisms.

In particular, ¢* takes Div®(C5) to Div?(C}) and it maps principal divisors to principal
divisors, similar to ¢,. Thus, they induce maps

¢* : PiC()(Cg) — PiCO(Cl)7

b : Pic’(C}) — Pic?(Cy).
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2.4 Riemann-Roch Theorem

Let D = > np(P) be adivisor on C' and ordp(D) = np. If n, > 0 for every P € C
then D > 0 and we say that D is effective(positive). Moreover, we say D; > D,
where Dy = ) np(P) and Dy = Y mp(P) are two divisors in Div(C) if and only
if n, > m, forall P. Fora f € K(C)*, when we assume f is regular at everywhere

except one point P € (' and has a pole of order at most n at P, we can say that
div(f) > —n(P).
Let D € Div(C'), we define
L(D) = {f € K(C)* : div(f) > —D} U {0}.

L(D) is a finite-dimentional vector space over K because

o divhf =divf +divA =divf forall A\ € K*,

e ordp(f 4 g) > min(ordp(f),ordp(g)).

We define its dimention by I(D) = dimgz L(D).

Ex 2.4.1. Let D = 3[P] — 2[Q]. Then L(D) is the set of function in & (C')* such that

functions have at most triple pole at P and at least double zero at ().

Proposition 2. Let C be a curve over K and Dy, D, be divisors on C.

i. IfdegD <0, then L(D) = 0.

ii. If Dy ~ Dy, then L(Dy) ~ L(Dy).
iii. L(0) = K.

. (D) < .

v. Ifdeg(D) =0thenl(D)=0o0rl(D) = 1.

The following theorem is adapted from Rieman-Roch’s theorem.
Theorem 5. There exists a positive integer g € N such that
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1. (D) > deg(D) — g+ 1,

2. (D) =deg(D) — g+ 1ifdeg(D) >2g —1

for all divisors D € Div(C'). The integer g is called genus of C.
Lemma 1. [f C is isomorphic to P* then (D) = deg D + 1 for all d > 0.

Theorem 6. Let C' be a curve defined over K. Then

1. C has genus zero if and only if it is isomorphic to P*.

2. C has genus one if and only if it is isomorphic to a plane cubic of the form
y:+ azy + asy = 23 + asx? + aux + ag (%)

with ay, as, az, ay, ag € K.

Proof. 1. Let C be a curve such that C' ~ P!. Then C has genus 0 from above
Lemmad]l and Riemann-Roch Theorem[3]

Now assume C' has genus 0 curve and P is a rational point. Since deg D =
1>29g—2=—2holds, (D) =degD —g+1=1—-0+1 = 2. Then we
have a non-constant function f € L(D). This function f has a pole only at P
and there is no pole at anywhere else. Therefore, div,, = deg P = 1 and so f
gives a morphism from C' to P! whose degree is one. Since isomorphism is a

degree-one morphism and f € K(C'), C is isomorphic to P!

2. Assume C'is a curve with ¢ = 1 and P is a rational point on C. For any

n € 7", we have deg(nP) =n > 2g — 2 = 0. By Theorem
[(nP)=degD—g+1=n+1-1=n.

Now, let n = 2. Then dim(L(2P)) = 2. Forsome = € (K(C)—K), L(2P) has
a basis of the form {1, z} since K € L(2P) and 0 > —2P. Forn = 3, L(3P)
which contains L(2P) has dimension 3 and for some y € K(C)*, {1,z,y} is
the form of basis for L(3P). The functions 1, z, y, z* contained by L(4P) are
linearly independent because poles of functions have distinct orders which are

0,2,3,4 at P, respectively. For this reason, we can say that L(4P) has a basis of
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the form {1, z,y, z*}. Similarly, we can say that L(5P) has a basis of the form
(1,z,y, 22, zy). However, all of 1, z,y, 22, 23, y? vy are in L(6P). Although
the dimension of space is 6, there are 7 elements in K -vector space. Therefore,
they must be linearly dependent. A linear equation which is satisfied by these
elements must contain terms az® and by? with a,b # 0. If we change = by
ax/y and y by by/a, after multiplying through by b /a* and homogenizing we

obtain an equation in the form (x).

Conversely, we assume a curve C' over K is defined of the form (*). When we

homogenize this equation, we get
Y2Z 4+ XYZ +asY 7% = X34+ 0o X?Z + au X7 + ag Z°.

P=(0:Y:0)=(0:1:0) is the only rational point with Z = 0.

As a curve, C is an irreducible algebraic set, so equation of (k) is also irre-
ducible. Moreover, K (C') = K(z,y) and the minimal equation of y over K (x)
has degree 2. Therefore, the function z is a morphism (X : Z) from C to P! of
degree 2. Therefore, divor = 2 Since any nonzero function on a curve has the
same number of zeros and poles, we have div,.x = 2. The function = only has
pole at points with Z = 0 which means that function x has double pole at P.
Because of the same reason, the function y has a pole of order 3 at P. {z'y’}
denotes the set of functions whose poles of order n = 2: 4 35 at P forn = 0
and all n > 2. None of these functions has any other poles. Thus we can con-
struct a set of n linearly independent functions with poles of order 0, 2, 3, ..., n,

all of which lie L(nP). When we applying Theorem [5| with n
n <Il(nP)=deg(nP)—g+1=n—g+1

so the genus of (' is at most 1.

Now we need to show g # 0. Let 7 be the rational map such that 7 : (X :
—Y — a1 X —a3Z : Z). On the RHS of the equation (*), the map 7 changes
nothing. On the LHS, we have

T(Y(Y + alX + agZ)) = (—Y - CllX - CL32)<—Y - CL1X - agZ + alX + agZ)
= (Y(Y —|— CL1X —|— agZ))
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so the map 7 also changes nothing on the LHS. Therefore, 7 is a morphism
from C'to C. Since she morphism 7 is invertible and its inverse is also 7, 7 is
an automorphism. Clearly 7(0 : 1: 0) = (0 : 1 : 0) is fixed. To find points with
Z # 0 which are fixed, Y = — (Y + a; X + a3Z). Suppose char(K') # 2, this
is equivalent to Y = —(ay X + a3Z)/2. There are then three possibilities for

X, corresponding to the roots of cubic
X3 b apX? + ay X + agZ + (a1 X + a3 Z)* /4.

These roots are distinct because a repeated root would corresponds to a singu-
larity on the smooth curve C. Thus 7 fixes exactly 4 points in K (C). If g = 0,
then C is isomorphic to P! and the only automorphism of P! that fixes four

points in P! is the identity map. But 7 is not the identity map on K (C). Thus,
g # 0.
With different argument, we can show g # 0 if char(K') = 2.

Hence, g = 1.

O]

Equation in the above form (x) is called Weierstrass equation. A Weierstrass equa-

tion with a; - as - a3 = 0 is called short Weierstrass equation.

An elliptic curve E over finite field K is a genus one curve.

Remark: Let E be elliptic curve defined over K.

1. If the characteristic of K is different than 2 and 3, E can be defined by the

following short Weierstrass equation
y2 = 2% + ayx + ag

using change of coordinates.

2. If char(K) = 2, then E can be written in the following forms

y2+$y:x3+a2m2+a6
or

y2+a3y :x3+a4x—|—a6.

22



3. If char(K) = 3, then E'is
y? = 2% 4 axx? + ag
or

y2 = 2% + ayx + ag.
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CHAPTER 3

CLASSIFICATION OF ELLIPTIC CURVES

As we have seen in previous chapter, genus one curves are called elliptic curves and
they correspond plane cubic curves in P? given by Weierstrass equation. Our aim in
this chapter is to classify theese equations up to isomorphism. If you want to see the

proofs of some theorems in this chapter, you can look [3], [8]] and [[1O].
Let K be a field and E(K) be an elliptic curve over K given by

E(K) : 9?4+ ayzy + asy = 2° + asx® + aux + ag
where a1, as, a3, a4, a¢ € K.

The discriminant of elliptic curve E which is denoted by A is A = —d3dg — 8d5 —
27d% + 9dyd,ds where

dg = a% + 4&2,
d4 = 2@4 + ajas,
d6 = CL% + 4@6,

2 2 2
dg = ajag¢ + 4@2@6 — ai1asay + Q203 — Ay.

Remark: When A # 0, we can say the elliptic curve is smooth.

Let £} and E» be two elliptic curves over K which are given by Weierstrass equations

as follows

By + azy + asy = 23 + asx? + auz + ag,

By y? + @iy + dzy = 2° + doa? + @y + dg
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where all a;,a; € K.

It can be checked that £ is isomorphic to Es over F' if and only if there exist

u,r,s,t € F' such that the change of variables
(z,y) — (vPx +r,udy + usz + 1)

transforms equation F/; into the equation E5. We note that the isomorphism is defined

over Fwhere K C F C K.

There is an important parameter for elliptic curve which is j-invariant. j-invariant
o . C . =

of elliptic curve E is j(F) = ﬁ where ¢, = d5 — 24d,. Isomorphisms over K can

be checked by means of j-invariants. In fact, there is an isomorphism form £ to F,

over K if and only if j(E)) = j(E).

The admissible change of variables can be simplify the Weierstrass equation. We
study separately each case where the underlying field K has characteristic 2 or 3 or
different from 2 and 3. In the following table, we can see the short elliptic curve

equations after the transformations.

2 - P >
E:? + aizy + azy = 2° + aga® + agr + ag over K

Char(K) different from 2 and 3 Char(K)=2 Char(K)=3
Ei =2 +ar+b
Ay = —16(4a® + 27b%)
Ifa #0 Ifa; =0
Ey:yt+ry=a*+az?+b Ey:y’4+ey=a2+az+b
Ay =b A3 = el
If a1 # ‘7@ If af = —as
Ey:y?=a%+az?+b Es:y?=a*+az+b
Ay =—a’b As = —a®
Figure 3.1

3.1 Isomorphism Classes of Elliptic Curve over Fields K with char(K) # 2,3

Let £ : y? + a1xy + azy = 22 + asx? + aux + ag be elliptic curve defined over

K where char(K) # 2,3. This Weierstrass equation can be simplified by applying
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admissible change of variables

T — 3a% —12ay y — 3a1x a‘;’ + 4ai1a9 — 12a3

36 T 216 24 )

(@,y) = (
transform E to E; : y? = 2% + ax + b where a,b € K.

Since A = —d%dg - 8di - 276% + 9d2d4d6 and d2 = 0, d4 = 2(1, d(j = 4b, dg = —CL2
for F;, the discriminant of F; is A = 0 — 64a® — 27 - 4 - 4b*> 4 0 which is equal to
A = —16(4a® + 27b%).

3
Since j(F) = % where ¢, = d3 — 24dy, we get
: (—48a)? 4a?
E)) = = 1728 ————.
I = g+ om) (4a® + 2702)

Ex3.1.1. Let B, :y? =23 +a+1, By : y? = 23+ 162 +64 and By : y? = 23 +40+8
be elliptic curves defined over Q. Then

4
() = 1728 —
o 7 831’ 4(16)3 4
— 1728
(@16° + 27.62) 2857
. 4(4) 4
By) = 1728 _ 1798
IE) = 1T s oy — 185y

s0 j(E1) = j(Ey) = j(F3). Thus, we can say Ey,E and E3 are isomorphic to each

other in Q.

In fact,

¢1 :F1(Q) — Ex(Q)
(z,y) = (2°2,2%)

is a group homomorphism and clearly 2 € Q. Therefore, F; is isomorphic to E; over

Q.

02 1E1(Q) — ES(Q)
(2,y) = (V2'2,V2'y)

Therefore, £, is isomorphic to F3 over Q(+/2), but not over Q.
Two elliptic curves F4, E5 over K (with any characteristics) are said to be twist of

each other if they are isomorphic over K. They are called quadratic/cubic/quartic

twists if they are isomorphic over a quadratic/cubic/quartic extension of K.
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Ex 3.1.2. F; and Ej5 in the previous example are twist elliptic curves.

Basically, we have 3 different cases for F : y* = 23 + ax + b.

Case 1: j(E) =0

4a3

Since j(E) = 1728— &
ince j(E) (4a3 + 270?)

, j(E) = 0 implies that a = 0 and b # 0.

If B/(K) : y* = 2 + band Fy(K) : y*> = 23 + uSb for some u € K*, then F; ~ Ej.
There exists £ € K* such that £ = u° foru € K*. K*/(K*)% = {¢%: g € K*} The
number of K*/(K*)% is also the number of non-isomorphic class of E. Therefore,

there are 6 non-isomorphic class of j = 0 curves and they are

v =2+ 1~y? =a2® b,
gt = 2% € g = 28 4 b,
g = 2P €2y = 1B 4 €2,
g = 2P €3y = B 1 63,
g = 2P et g = B 1 e,

y2=x3+§52y2=x3+§5u6,

where Vu € K*.
Case 2: j(F) = 1728
J(E) = 1728 implies that a # 0 and b = 0.

If £y(K) : y* = 2° + az and Ey(K) : y? = 2® + u*az for some u € K*, then
El QEQ.

There exists ¢ € K* such that £ = u? foru € K*. K*/(K*)* = {¢*: g € K*}) =
(€Y = {1,&,£2%,€3) The number of K*/(K*)* is also the number of non-isomorphic

class of E(K) : y* = x® + ax. Therefore, there are 4 non-isomorphic class of
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7 = 1728 curves and they are

y' =’ +u,

y* = a2’ +¢&a,
y* =2’ + &,
y2 — I3 +€3I

where Vu € K™.
Case 3: j #0,1728

Assume that j# 0,1728 and E; : y*> = 2° + ax + band F, : 3y*> = 2 4 ax + b.

. . . J 4a® 4a* L
If ]<E1> = ](EQ) =1 then m = _ﬁ = _ﬁ This lmphes that
b b
g 3 = (=)2. Therefore, we can say that F;, ~ F, if and only if g 3= (=)2 Letu
b Y Y b
a - a

b
be a solution of u? = 3 - (=) where u € K*.Then,
b
a

T S S S A S N S
w=(0C)- ) =67 G) =g.s0b=u-b
a b
E, ~ B, if and only if% 7= u? = ¢ € K* is a square if and only if £ € (K*)2.

Therefore, there are 2 non-isomorphic elliptic curves over K with the same j-invariant.

They are:

y* = 2° + ar + b,

y® = 2° + ax + £D.

4 3
Ex3.13. Let B : 42 = 2° — 3z +band b # +2 (because j(E;) = 1728@
and 4° + 27b% = 4(—3) 4 27(b*) # 0 <> b # +2) over F,. Then

A(—3) s
=172 .
A(—sp o) - B p

§(By) = 1728
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Let By : y? = 2° — 3z + ba. If a € (K*)?, then j-invariants are different.

So we can choose q;21 distinct(non-isomorphic) elliptic curves over F,,.

3.2 Isomorphism Classes of Elliptic Curves over Fields K with char(K) = 2

Let E : y? + a1xy + azy = 1 + ax® + aux + ag be elliptic curve defined over
K where char(K) = 2. This Weierstrass equation can be simplified by applying
admissible change of variables.
According to the coefficient aq, there are two different cases.
Firstly, let us suppose that a; # 0, then the admissible change of variables

2 2

as ajas +a
(:E,y) - (CL%IL‘ + _7a§y + 1—33)

transform E to F; : y? + xy = 2® + ax® + b where a,b € K.

This curve is non-singular iff b # 0. Equation has discriminant A = b and the

j-invariant is j(E;) = 3.

When E : y? + xy = 23 + ax® + b, we have two isomorphism classes over K. For

given b1 € K*, they are

Ei:vy* +oy=a®+ 0x + b,

Ey:y?+ay=a+~vyx+b
where T'r(y) = 1.

Secondly, if a; = 0, then the admissible change of variables

(z,y) = (¢ + as,y)
transform E to Ey : y?> + cy = 23 + ax + b where a,b,c € K.

This equation is non-singular if and only if ¢ # 0. Such curve has discriminant

A = ¢! and the j-invariant is j(FE;) = 0.
When E : y? + cy = 2% + ax + b over K = F, = Fom, we have 2 different cases.
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For odd m, there are 3 isomorphism classes of elliptic curves over Fom. A represen-

tative form of each class is

By’ +y =2,
By +y=1+u,
By +y=a>+2+1.
For even m, there are 7 isomorphism classes of elliptic curves over Fom. Let v be a

non-cube in Fyn and let a, 3,5, w € Fym be such that Tr(y2a) = 1,Tr(y4p) =1,

Tr(d) # 0, Tr(w) = 1. Then a representative from each class is

By oy =a° (Typel),
By +yy=2+a (Typel),
Es:y? + 7%y = a° (Typel),
By +7%y ="+ (Type2),
Es ) +y=2a°+6x (T'ype3),
Ee ' +y=2a (Type3),
Bl +y=2"+w (Type3)

3.3 Isomorphism Classes of Elliptic Curves over Fields K with char(K) = 3

Let B : y*+ayxy+asy = 23+ asx? +asx +ag be elliptic curve defined over K where
char(K) = 3. This Weierstrass equation can be simplified by applying admissible

change of variables and then ' is given by a medium Weierstrass equation
E'y? =23 + apr? + aur + ag

with as, a4, a6 € K.

In fact, we can separate two cases for simplicity.

If a% # —as, then the admissible change of variables

d d
(xvy) — (ZL’—I— —4a?/+a1$+a1—4 —|—CL3)
ds ds
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where dy = a% + a3 and dy = a4 — a;jas, transforms E to the curve
v =23 +ar?+b
where a, b € K.This curve has discriminant A = —a?b.

Let £y : 42> = 2% + ax® + band E, : y?> = 2° + az® + b be elliptic curves over

F, = F3» and E; ~ E5. Then we have an isomorphism such that

o1 :E1(Fy) — Ex(F,)

2

(z,y) = (u’z,u’y)

where u € F,. When u = 1, then ¢ gives an automorphism. Since we have (¢ — 1)
distinct values for u, simple calculation shows that (¢ — 1)?/((¢ — 1)/2) = 2(q¢ — 1)
isomorphism classes exist. Thus, the number of isomorphism classes of F : y? =

3+ ar? + bover F, = Fan is 2(q — 1).
If a% = —as, then the admissible change of variables

(z,y) = (x,y + a1 + a1x + a3)
transforms F to the curve

v =23 +ar+0b

where a, b € K.Such curve has discriminant A = —a?®.

To find the number of isomorphism classes of F : y* = 2 + ax + b over FF,,, we study

2 different cases.

Firstly, we suppose that F is defined over I, = F3» where n is odd. In this case, there
are exactly 4 distinct isomorphism classes of elliptic curves over F,. Let o, 3,7y €
F, with Tr(a) = 0, Tr(f) = 1 and Tr(y) = —1. The representation of these

isomorphism classes is
Ei =242 +1,
By =23 —z+a,
By =23 —x+ 8,

B, =a2%—2+47.
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—1)-
% curves and each of

—1)-
% curves.

Moreover, the isomorphism class of £; contains exactly

the isomorphism class of Fs,F3 and E, contains exactly

Secondly, we suppose that E is defined over IF, = F3» where n is even. In this case,
there are exactly 6 distinct isomorphism classes of elliptic curves over Fj,. Let { be a
primitive 4th root of unity in £, and «, 8 € F, such that Tr(c) # 0 and Tr(%) # 0.A

complete list of representation of these isomorphism classes consists is

Ey =24z,

Ey oy = 23 4+ wz,
By y? = 2 + wix,
Ey oy =2 +wix,
Es =2+ 2+ a,

Ee 1 = 2° +w?z + 3.

Moreover, each of the isomorphism class of £; and F5 contains exactly % curves,
each of the isomorphism class of F, and F, contains exactly @ curves and each
of the isomorphism class of E5 and Fg contains exactly % curves.
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CHAPTER 4

GROUP STRUCTURE AND ISOGENY

4.1 Group Structure

We recall that for an elliptic curve E defined over a field K, Pic’(E) = Div’E/ ~
where Dy ~ Dy iff D; — Dy = div(f) for some f € K(E)*. Moreover, Pic%(E) =
Div).E/ ~forany field K C F C Kif D; = a;(P) for P € E(F).Clearly, Picard
group has an additive Abelian group structure and Pic?. is a subgroup of Pic’(E). We
note that for £ given by Weierstrass equation 4% + ayzy + asy = 23 + asx? + a4z + ag

where a; € K, and oo = [0 : 1: 0] is an element in E(K).

Theorem 7 (Canonical Form of D € Picp(FE)). Let F be a field such that K C
F C K. Then for any D € Pic%(FE), there exists a unique P € E(F) such that
D ~ [P] — [o0]. [18]

Proof. Let D = D1 — D2 and D1 = Eml[Pl] and D2 = Z ]{ZJ[QJ] and Zmz =
i=1 j=1 i=1

Z k’j = n.

j=1

Firstly, we want to find D;. Let Dy = [Py] + [P] + [Ps] + - - -.

Say l; = P, P, is aline joining P; and P, in F'(E). This line cuts E at a unique point
Ry € Esowehave [y NE = {P, P,, R }. Thendiv(ly) = [Ry] + [P1] + [P2] — 3[o0].

So we can rewrite D such that
Now say I, = Rjoc is aline joining R; and the point at infinity. [,NE = { Ry, Ra, 00}.
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Therefore, div(ly) = [R1] + [R2] + [00] — 3[c¢]. So
Dy = div(ly) — (div(ls) — Ry — [00]) + Py + - - — n[o]
Dy = [Ro] + [Ps] + -+ -+ (n — 1)[o0] + div(%)

When continuing this procedure by applying similar steps,we get
D, = [P] — [oo] + div(l;)
And similarly, we can get
Dy = [Q] = [o0] + div(l;)
Therefore; D = Dy — Dy = [P] — [Q] + div(%).
Now say S = [P] — [Q], we can rewrite S.

Let [3 = Qoo be a line joining () and oo, so

div(l3) = [Q] + [Q] — 2[o0]

S = [P] +[Q] — 2[o0] — div(ls)

Letl, = PQ be a line joining P and Q , so

div(ly) = [P] + [Q] + [Rs] — 3[oc]
l
S = ~[Rs] + [oc] + div(;")
3
Let [5 = R300 be a line joining R3 and oo, so
div(ls) = [Rs] + [Rs] — 2[o0]
— l
S = —[Rs] — [o0] + div(—)
lsls
When we put S in the D, we get

D = [R] — [o0] 4 div(g)
]
Remark: The algorithm given in the proof actually computes f € F'(FE) such that
D = [P] — [o0] 4+ div(f).
Let us do this in the following example.
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Ex 4.1.1. Let F be an elliptic curve over [Fy; given by
v =13+ 4z
and P = (0,0),Q = (2,4),R = (4,5) and S = (6, 3) be points on £.Then D =
[P+ [Q] + [R] + [S] — 4[o0].
The line joining P and Q) is [; : y — 2z = 0. It is tangent to F at ().
div(ly) = [P] 4+ 2][Q] — 3[o0].

The line joining () and oo, that is vertical line through Q) is ly : © — 2 = 0 and
Enly={(2,4),(2,—4),00}.

div(ls) = [(2,4)] + [(2, )] + [00] — 3[oc].
Therefore, D = [(2, —4)] + div(%) + [R] + [S] — 3[00].

Similarly, we have

y+ax+2

[R] + 18] = [(2,4)] + [oc] + div(:—=

).

Therefore, D = [(2, —4)] + [(2,4)] — 2[oo] + div(£EEE2) + div(%) which is

yrr+e +;‘;+ %)+ div(l—;)
(y — 292(3—; T+ 2)) _ div(g)

D = div(ly) + div(

D = div(

When the function g is simplified, we have D = div(2? — y).

Fact: Let C be a smooth curve. If there exists a morphism f : C' — P! such that
div(f) = [P] — [Q], then f is an isomorphism, namely, C' = P'.

The Canonical Form Theorem allows us to introduce an abelian group structure on
E(F) as follows:
¢ : E(F) — Pic%(E)

P— [P] =[]

¢ is one-to-one and onto map: Let P, € E(F) and ¢(P) = ¢(Q) then [P] — [o0] ~
[Q] — [00]. Therefore, div(f) = [P] — [Q]. So there exists f such that

f:E—DP!
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P+—0
Q —
By the fact, f is an isomorphism so £ = P!, Since F is genus 1 curve and P! has

genus 0, this is a contradiction. Thus ¢ map is 1-1 map.

Also, ¢ is onto map because of canonical form theorem. That is for all D € Picg(F),

there exists a P € E such that D ~ [P] — [Q)].

1-1 and onto map ¢ : E(F) — Pic%(E) introduces a unique group structure on
E(F). In this group, identity element corresponds to oo = [0 : 1 : 0] and the inverse

of P = (z1,1) is unique P = (79, 3>) € E(F).

1) Inverse: Given P € E(F), finding inverse of P, i.e., P € E(F).

Let P = [z :y: 1] € E and FE is given by the equation
E:Y’Z+uXYZ+aYZ? =X+ aX°Z + X2 + agZ°.

Assume that [ = Poo is a line joining P and oo such that/ : AX + BY + CZ = 0.
Since P = [x; :y; : 1Jandoo = [0: 1: 0] bothon Eandl,wecanfind A =1,B =0
and C' = z;. Therefore | : X —x,Z = 0and {P, 00} € ENl. Say ENl = {P, P, 0}.
Then

div(l)

I
v
+
v
4
8

|
ol
8

Thus, —([P] — [00]) ~ [P] — [oc] which means that inverse of P is P. Now, we will

calculate P = [x5 : 45 : 1].
Since P € [, we get vo — xy = 0. Thus o = 2.

Since P € E :Y2Z + a1, XYZ 4+ ayYZ? = X3 + a4, X%27 + a, X 72 + agZ> and
Z=1land X =2, = 29, Y? + ay21Y + a3Y = 23 + ap2? + ayx1 + ag = c where ¢

is a constant. Therefore, we get a polynomial of degree 2.
Y2+ (a2 +a3)Y +c=0
Since the roots of polynomial are y; and y, we can conclude
Y1 +y2 = —(a171 + as)
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Thus , if P= ($17y1) thenf = (1‘2, yg) = (1'1, —(a11’1 + a3 + yl)).

Remark: We recall that the short Weierstrass equation of elliptic curves changes

according to the characteristics of fields K where the curve is defined. Therefore;

i. If char(K) # 2,3, then E) : y*> = 23 + a4x + ag. Let P = (z,y) € Ey, then

inverse of P is P = (x, —y) because a; = a3 = 0.

ii. If char(K) = 2 then either Fy : y? + 2y = 2% + as2® + ag or B3 : y* + azy =
23 + aqx + ag. For Ey, where a; = 1 and a3 = 0, given any point P = (z,y) €

Ey, P = (z,—x —y) = (x,x + y) since char(K') = 2. For E3, where a; = 0,
given any P = (z,y) € Es, inverse is P = (v, —y — a3) = (z,y + a3).

iii. If char(K) = 3 theneither F, : y* = 2® +asx® +ag or E5 : y* = 2° + a4z + as.
In both case, a; = a3 = 0. Therefore, for any P = (z,y) € Eyor P = (z,y) €
Es we have P = (z, —y).

2) Point Addition: Given Py, P, € E(F),finding P; € E(F') such that P; = P + P.

Let E :Y2Z+a XY Z+asY Z? = X3+ay,X?Z +as X Z* 4 a2 be an elliptic curve
andP1 = [.ﬁlﬂ'l LY 1],P2 = [.1'2 Yl 1] e k. WewanttOﬁndP;g = [i[}g Y3 1] such
thatP1+P2:P3.

Assume [ is a line joining P; and P. Then there is another point R € E N[ such that
Enl={P,P,R}.

div(l) = [P] + [By] + [R] - 3[o0]
div(l) - ([R) - [oc]) = [P1] + [Py] — 2[ox]

Thus, [P] + [P] — 2[occ] ~ —([R] — [o0]). It means P, + P, = —R. Now, let us to
calculate P; = —R.

Since Py =[xy : 41 : 1] and Py = [xg @ 4 : 1]

X T Tr1 — T2
yl = |y | Tt |y — e
z 21 0
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Tr— T _ Yy—1u
T — X2 yl—yz'

t =

Therefore, [ : PPy : (X —x1)(yh —y2) — (Y — 1) (x1 —22) =0

U2 Xy —y2) + Y (22 — 1) + 2192 — Ton

y1—y2)

When we say A = ((th) we get

T1Y2 — T2Y1

Y =X+
(z1 — 22)

=X\+ec

Since both R € [ and R € E we can put y in the elliptic curve equation:

(XA + ) + oy X (XA +¢) +az(XA +¢) = X3+ a, X? + as X + ag
0=—-X3+ (A2 + a1\ —a)X? + (2\c + arc + azc — ay) X + (¢® + azc — ag)

Sum of roots of above equation is
T+ 29+ 23 = (A2 + ar ) — ag).
Therefore, 25 = A\ + a1\ — as — 1 — 9.
Since R = [z3 : y3 : 1] € [, R satisfies the equation
[: PPy (25— 1) (1 — y2) — (y3 — 1) (w1 — 22) = 0

(x5 —21)(y1 — y2) = (y3 — y1) (21 — 22)

B (963 - 351)(91 - yz)
Ys = (@1 — 72) + U

Therefore, y3 = A(x3 — x1) + 41.

Remark: We can adopt P, + P, = P3; = —R according to the short Weierstrass

equations:

i. If char(K) # 2,3, By = y*> = 23 + ayxv + ag. For P, = (x1,11), P =
(z9,12), P, + Py = Py = (w3, 13) where 25 = \> — 21 — x5 and y3 = (2] —
l’é) — U1

ii. If char(K) = 2 then either Fy : y? + 2y = 2% + a2 + ag or B3 : y* + azy =
x3+a4x+a6.ForP1 = (xl,yl),Pg = (Jfg,y2> on EQ where a; = 1,P1+P2 =
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Py = (x;,yé) wherex; =N+ A—ay—21—22= N+ \+2,+25+asand
y; = MNay —1—3;;) + 11 + 3. On the other hand, for P, P, € E3, P+ P, = P3 =
(x;,ylg) where a; = a9 = 0 :v/g =\ 42, +29and yg = (A\)(zq +xé)+y1 + as.

iii. If char(K) = 3, then either E, : y* = 23+ asx? +ag or E5 : y* = 23+ ayx +ag.
For Py = (z1,41), Py = (22,12) € Ey where a1 = 0, P + Py = Py = (23, s
where x;) =N — 12, — 2y —ay and y;) = ANz — xé) — 1. On the other hand,
on B, x5 = A — 1y — x, for any given Py(x1,51) + Pa(22,y2) = Ps(ws, ys)
where P;, Py, P; € Es since a; = ay = 0 and y3 = Mz, — 73) — y1.

3) Point Doubling: Given any P, € E(K) finding 2P, = P, € E(K).

Let B :Y*Z+a XY Z+a3Y Z? = X3+ ay X?Z + a4 X Z +agZ* be an elliptic curve
and P, = [x1 : 4 : 1] € E. We want to find P, = [x5 : yo : 1] such that 2P, = P.

Assume [ is a tangent line to £ on P;. Then there is another point R € E N[ such
that EN Il = {P, R}.

div(l) = [P] + [P1] + [R] — 3[o¢]
div(l) — ([R] — [o0]) = 2[P1] — 2[o0]

Thus, 2[P;|—2[oo] ~ —([R]—[oc]) which implies 2P, = —R. Now let us to calculate
p2 == —R

Tangent line to £ at P:

: (a1 — 323 — 2a0m1 — ag)(X — 1) + (21 + arzy +a3)(Y —y1) =0
(322 + 2a0x1 + ay — a1y1) (X — 1)
2y1 + a1 + as
(322 + 2a9xy + ag — ayy)
2y1 + a1x1 + as

[:Y = + 1

When saying p = Y = (X —xp) +y1.

For easy computation, firstly we compute Y?:
Y2 = p3(X? = 200 X 4 o) 4 2un X — 2uxyy; +

Since R € E/, we put Y and Z = 1 into the F equation:

E 22 + Quyy — 2u°1) X + p’a) — 2uxiys + vt + an(u(X — 2q) +y) X +
as((X —z1) +y1) — X? —aX? —ayX —ag =0
— X3 (P 4 ayp — ag) X? + (2uy; — 2px) — arry + oy +agp —ag)) X +c=0
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Sum of roots of above equations
201 + 19 = u2 + app — as.

Therefore; x5 = u2 — ayjt — ay — 2x1.That is

322 + 2as71 + ay — a1y,
291 + a1z + as

322 + 2a9m + ag — a1y,
291 + a1 + as

)? + as (

172:( )—GQ—QZEl.

Since R € [, R satisfies the equation

liyz :/,L(.fg —ZU1) + y1.

Remark: We can adopt 2P, = —R = P,(z, y}) according to the short Weierstrass

equations:

i. Forchar(K) # 2,3, By = y? = 2° + ayx + ag. For P, = (vy,y,) € F1,2P, =

2
(o _ _ _ 1 _ (3xitaay2
Py = (25,y5) on E where a1 = ap = a3 = 0,25 = (=5, —)° — 2z; and

3z2+a
vh = (FE) — (11— ) — w1,
ii. If char(K) = 2 then either By : y? + 2y = 2% + ag2® + ag or F3 : y* +
azy = x® + ayx + ag. For P, = (x1,y;) on Ey where a; = 1,a4 = a3 =

_ ro ) 3x242a221—y1 \2 3x24-2a021—y1
0,2P1 = Py(xy, y5) where zy = (&5 =0 —)" + (F5, 15— ) — a2 — 221

2 2
. : + +
Since char(K') = 2 we can rewrite @, such as x5, = (%)* + (=**) +ag and

yh = (2 +g_1)(x1 +22) +y1 + 1y = 22 4 275 + %x§+x§. If P, € E3 where

322+a . z?+a
a; = ay = 0, then 25 = (2yi—+a:)2 — 2x1. Since char(K) = 2, 2, = (—1a3 1)2.
z+ay

and vy, = () (1 + %) + y1 + as.

as

iii. If char(K) = 3 theneither F, : y* = 2® +agsx®+ag or E5 : y* = 2° + a4z + as.

If P1(l‘1,y1) S E4 where ] = a3 = a4 = 0 then Ilz = (315%‘;%)2 — a9 — 225'1.
Since char(K) = 3, 25, = (*22)? + 21 + az and y, = (“22) (21 — 25) — Y1
If P, € E5 where a; = a3 = ay = 0, then 2}, = (3932%;&4)2 — 2x. Since
char(K) = 3, 2, = (2%)2 +xyand yy = (g4) (21 — 23) — Y.

To sum up, we can see all inverse, addition and doubling formulas according to char-

acter of K.
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E: y? = 2% + auz + ag Y2+ oy = 2 + axx? + ag y? +asy = 2° + ayx + ag y? = 2% + apr® + ag
P. Inverse (z,—y) (x,z+y) (z,y + as) (@, —y)
. =2 -2 — 2y =24+ A+ay+a+ 2 =N+ 2+ 3 =2 -2 — 29 —ay
P. Addition
y=MNa1—x)—1y y=ANoi+z)+y+z y=MNz1+2)+y1+as y=MNa1—x)—1y
P. Doubling r= (3I21v+1a4)2 - 21 T = (mty] )2 + (I%;yl Ytay | xz= (L;M)Z r= (nzjl)z + 21+ az
. 27 Fa, : 22 4a, o .
y:(3$;1)*(901*$)*y1 y=ai+tmnz+ Lot y= (L)@ )ty tas | ¥ = ()@ —2) —n

Table 4.1: Point inverse, addition and doubling formulas

The map
¢ : B(F) — Pic%.(E)

is introduced a group structure on F(F'). Note that once we have an abelian group

structure on E/(F’) defined on above, then we can define the sum map:
sum : Divp(E) — E(F)
as sum() _ a;[P]) = Y a, P, which is well-defined and group homomorphism.

This induces a group homomorphism

sum : Divi.(F) — E(F)

To able induce a group homomorphism on Pic%.( E), we have to show that sum(div(f)) =

oo forany f € F(E)*.

Proof. This is indeed the case as one can show by using arguments discussed above.
Let D; and D, be two elements in Pic}.(E). Therefore, D; — Dy = div(f) for some
feF(E)"

From the proof of the canonical form of D, we see that

D; = [P] — [oo] +div(] [ 1)
i=1
where [ means line. Then
Dy — Dy = [Pi] — [Po] +div(] ] 1)
J
Since £ % P!, we know P, = P;. Therefore,
div(f) = Dy — Dy = div([ [ &) = div ) _(&divi;).

J J
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Due to the group structure on E'(F') we know that sum(div(l;)) = 0. Thus,

sum(div(f)) = sum(}_ +(divl;))

j
= Z +sum(divi;)

= OO

Therefore, the inverse of ¢ : E(F) — Pic%(E) is nothing but the
sum : Pic%.(E) — E(F)

sum(» " a;[P]) — > a;P
[P] — [00] — P — 00 = P

4.2 Isogeny Between Elliptic Curves

We recall that for two varieties V' C P"(K) and V' C P™(K), a rational map ¢ :
V= V'is¢p=|[fo:...: fm]suchthatforany P € V, $(P) = [fo(P) : ... : fm(P)]
where all f; € K(V)™*1\ {0,...,0} are defined and do not all vanish.

Let ¢* be a pull-back map ¢* : K(E,) — K(E,) for two elliptic curves £, and E,.
Then the degree of morphism between elliptic curves, deg ¢, is the degree of corre-
sponding field extension [K (E;) : ¢*(K(E»))]. We say deg¢ = 0 if ¢ is constant.
The map ¢ is separable if the corresponding field extension K (E;) \ ¢*(K(E»)) is
separable which means the minimal polynomial of any element has no multiple roots

in algebraic closure.
Remark: If ¢ is a morphism with deg ¢ = 1, then ¢ is called isomorphism.
Let E be an elliptic curve and P € F.

[-]:E— F
P—-P

is an isomorphism.
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Translation-by-Q map

g —FE
P—-P+Q
is an isomorphism for all ) € E.
Multiplication-by-m map
m| :E — E

P—P+---+P
is an morphism for all m € N*.

Remark: A rational map between elliptic curves induces a group homomorphism if

and only if it preserves the identity element.

Let ¢ : E; — FE; be a morphism with ¢(c0) = oco. We know that there are maps
Yy : By — Pic’(E)), push-forward map ¢, : Pic’(E;) — Pic’(E,) and the sum map

sum, : PicO(Eg) — Ej5. Since 11, sums and ¢, are all group homomorphisms, then

¢ : sumsy 0 ¢, o Y

is also group homomorphism.

¢ FE, — Iy
U1 \L r SUMe

¢s : Pic®(Ey) — Pic’(E»)
Figure 4.1

If ¢ : 1 — E5is amorphism with ¢(c0) = 0o, then ¢ is called isogeny. Two elliptic

curves are called isogenous if there exists a non-constant isogeny between them.

Any morphism between elliptic curves ¢ : £y — FEj, can be written as ¢ : ty(0) © ¢
where £y 18 translation map defined above and ¢ is an isogeny. In other word,

@ : T_y(o0) © ¥ is an isogeny for a morphism ).

45



We denote the set of isogenies from F to Fs by
Hom(FEy, Ey) = {isogenies from FE; to FE}

If £1(K) and E5(K) are defined over a field K, then we have isogenies defined over
K. We denote this case with Homg (E}, Es).

Let ¢ : E; — FE5 be a nonconstant isogeny. We know that there are maps 1), :
Ey — Pic’(E,), push-back map ¢* : Pic’(E,) — Pic’(F)) and the sum map sum; :

Pic’(E;) — E,.Since 15, sum; and ¢* are all group homomorphisms, then
Qg:sumlo¢*o1p2

is also group homomorphism. There is a basic fact that é is given by a rational map

SO we can say thatqu : By — Ej is an isogeny. The isogeny g§ : By — Ej satisfying

O Eg — El

v, l r Sumnm,

¢*: Pic'(Ey) — Pic'(En)

Figure 4.2

¢ o ¢ = [deg¢] = [m] is called dual isogeny.

Properties: Let ¢ : F/; — E» be a nonconstant isogeny.

i. Dual isogeny ¢ : Ey — [, with the property ¢ o ¢ = [deg ¢] = [m] is unique.

ii. Let A\ : K5 — FEj3 be another isogeny. Then

—

Xop=do

ASS

iii. Let : Ey — FE5 be another isogeny. Then

—

o+ =+

iv. Forallm € Z,



and

deg[m] = deg[m] =m

v. deg(¢) = deg(¢)
vi. d=¢
Proof. i. Suppose that qg and (13’ are two dual isogenies. Then
(¢—d)od=(do0)—(¢o¢)=[m]—[m]=[0]
Since ¢ is non-constant,(¢ — ¢) must be constant. Thus, ¢ = ¢/

ii. Letn = deg A. Then

(poX)o(Aog)=gdon]o¢

I
ASE
o
ASE
o
=
I
3
=

For the uniqueness statement

)

-
o
>
|
>~
O

<

ii. See [15] page 83.

iv. This proof can be shown by induction.
By definition, we know that this is true for m = 0 and the situation is clear for
m = 1. Now we assume this is true for m — 1, that is, [m — 1] = [m — 1]. Then

using property (iii), we can write

—_—  ~

[m] = [m = 1]+ [1] = [m = 1] + [1] = [m]

—~

Thus, [m] = [m)]
Now let deg[m| = d. Consider the multiplication-by-d map.

Since Hom(FEy, Es) is a torsion free Z-module, it follows that d = m? =

deg[m]
v. Let m = deg ¢ then by property (iv) m2 = deg[m] = deg(¢ o ¢).So
m? = deg(¢ 0 9) = deg(9) o deg(9) = m deg(9)
Hence, m = deg(¢) and deg(¢) = deg()
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vi. By definition and properties (i), (ii) and (iv)

>>

Thus, ¢ = ¢.
O

Ex 4.2.1. Let char(K) # 2 and a,b € K with b # 0 and r = a*> — 4b # 0. Consider

E; and Es two elliptic curves

Ei:y? =23 + az? + ba,

Ey:3* =7° — 203° + 17

let ¢ and gg be two isogenies between £ and F,

¢ZE1—>E2
2 2
y© yb—z7)
(xay)%(;7T)
QZASZEQ—>E1
2 = =2
- y* ylr —7%)
(I,y)%(rjgyw)

We can compute ngﬁ o¢ =[2]on E; and ¢ o ngﬁ = [2] on Ej5. Therefore, gzg and ¢ are

examples of dual isogeny.

Let E be an elliptic curve and let m € N*. The m-torsion subgroup of E which is

denoted by E[m] is the set of points of order m.
E[m|={P € E: [m|P = oo}
In other words, the set of m-torsion points of E is
E[m] = ker[m]
The torsion subgroup of E is the set of points of finite order.
Eiors = U E [m]
m=1
If E is defined over K, then Ey,.s(K) denotes the points of finite order in F(K).
Remark: If m and n are coprime, then E[mn| ~ E[m| x E[n]
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Theorem 8. Let E be an elliptic curve over K and m € K* so either char (K) = 0
orp = char(K) > 0 and p { m. Then

Let B : y*+a,xy+asy = 23 +asx®+asx+ag be an elliptic curve with ay, as, as, a4, ag €
K and o : a — a? be the Frobenius morphism. The Frobenius morphism between

elliptic curves is
¢, — E°
(z,y) = (2", 9")

where E7 : y* + alzy + aby = 23 + abx® + d}x + df is an elliptic curve over K. It is
clear that A(E?) = o(A(F)) = A(E)? and j(E?) = 0(j(E)) = j(F)P. Therefore,

E? is nonsingular.

Ifg=p", then®, = P,0---09,

®,:F — B
(2,y) = (2%,y%)

Of course, the Frobenius map is a rational map and ®(co) = oo. Therefore, the

Frobenius map is an important isogeny.

If K = F, where ¢ = p", then E(©)" = E and A, is the identity map on E(F,) but it
is not identity on E. In fact, A,(P) = P iff P is [F,-rational.

For a nonzero isogeny ¢ : E| — Fy, ker¢p = ¢~ 1(0).
Theorem 9. Let ¢ : £y — E5 be a nonzero isogeny. For every () € E,
number of ¢~(Q) =| ¢~ (Q) |= deg, ¢.

Moreover, for every P € E;

s(P) = deg; 6.

Proof. See [15] page 72. [
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Corollary 1. Let ¢ : £y — E5 be a separable isogeny. Then ¢ is unramified. More-
¢~ (00) |=| kerg |= deg ¢.

Remark: Frobenius morphism @, : £ — E° is purely inseparable isogeny of degree

P-

As @ is injective map, | ker® |= 1 and the ramification index e4(Q)) = p for every

Q@ € E. Although @ is bijective, it is not an isomorphism because deg ¢ # 1.

We recall that for any morphism between curves ¢ : C; — C5, we have a unique

factorization ¢ = 1) o A\ where 1) is separable and ) is inseparable.

@ch—}'CQ

(m%eparab&l (separable)

Figure 4.3

Also, we know deg(¢) = deg,(¢). deg,;(¢) where deg(y)) = deg,(¢) and deg(\) =
deg;(¢) so deg(¢) = deg(v)). deg(A).

Remark(*): For isogeny between elliptic curves ¢ : £y — F, this factorization is
nothing but the following map ¢ = 1 o ®, where ®, : By — E\”" and ¢ : B —
Es.

o: By —> Ez

{m%eparab&l (separable)

Figure 4.4

Note that when char(K) = 0, all maps are separable, so non-separable case occurs

when char(K) = p > 0.
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Let ®, : E — E° be p-Frobenius isogeny. Then
Vp ! B = F
is the dual of the Frobenius isogeny.

By definition of dual isogeny, we know ¢ o ¢ = [deg @] = [m]. Therefore, V,0®, =
[deg ®,] = [p]. Since deg[p] = p?, we conclude that deg V,, = p by multiplicativity

of degree.

We have two different cases about V/,.

1. V, is separable.
This case is ordinary case. The elliptic curves such that such that V), is separable

where V), : £° — F is called ordinary elliptic curves.

2. V, is not separable.
Then there exists an isogeny ¢ such that V,, = ¢ o ®, like remark(*4.2] When
we look the degree of 1), we see deg 1) = 1 so ¢ is an isomorphism. Therefore,
V, is injective and so [p] = V,0®, = 1o®,0d, is also injective. Thus, ker[p] =
{oo}. The elliptic curves such that V,, is not separable is called supersingular

elliptic curves.

Corollary 2. Let E be an elliptic curve over K with char(K) = p > 0, then either
Blp] = {oc} or Elp] = 7,

Proof. Let ®, be the p-Frobenius morphism. We know

Ep)={Q € E:pQ =00} and |¢ (Q)|=deg,¢

Therefore, | E[p| |= deg,[p].

By definition, deg,[p] = deg,(®, o V},). Since ®, is purely inseparable, deg, (P, o
Vp) = deg,(V3,).

1. If V,, is separable, we know deg,(V,,) = p. It means | E[p] |= p. Thus,
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2. If V,, is not separable, then deg,(V,,) = 1.Therefore, | E[p] |= 1. Thus, E[p] =
{o0}.

]

We can categorize the elliptic curves according to the E[p|. If E[p] ~ Z,, then we
call ordinary elliptic curves. If E[p] = {oo}, then E is called supersingular elliptic

curves.

Remark: If ¢, is q-Frobenius map where ¢ = p", then Elg = p"] = {oo} for

supersingular elliptic curves and E'|q] ~ Z, for ordinary elliptic curves.

4.3 Endomorphism Ring of Elliptic Curves and Hasse’s Theorem

Let E be an elliptic curve over a field K. A homomorphism o : £/ — E given by
rational function is called endomorphism. In other words, if « is an endomorphism

then
e a(c0) =00

e a(P+Q)=a(P)+a(Q)for PQeE

e There are rational functions R, (z,y) and Ry(x,y) with coefficients in K such

that
VP(x,y) € E’ a(x,y) = (Rl(xmy)aRQ(:U?y))

In the last section, we denoted the set of isogenies from F; to Fy by Hom(E, Es).
If £ = E1 = EQ, then

Hom(E,E) = End(E)

End(E) denotes the set of all endomorphism of E. End(F) is the ring under the
following addition and multiplication laws which is composition. For all ¢,1 &
End(E), define

D) (¢+¥)(P) = o(P) +v(P)
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(i) (¢9)(P) = ¢(¢(P))

forall P € E.
End(FE) is called endomorphism ring of £.

If we study the endomorphisms of F(K'), we restrict our attention to endomorphisms

defined over K which are denoted by Endg (FE).

Ex4.3.1. Let P = (z,y) € Eand Ebe givenby F : > +y =23+ 2+ 1 over K
where char(K) = 2.

a:F— F
P — 2P

Ry(w,y) = (2" + (@ + Ra(z,y)) +y +1

Of course a(oc0) = oo and a(P + Q) = a(P) + a(Q) forall P,Q € E. Also, « is
given by rational functions R, (z,y) and Ry(x,y). Thus, we can conclude that « is an

endomorphism . Moreover, by definition deg(«) = deg([2]) = 4.

Remark: The map

Z — End(FE)

m — [m]

is an injective ring homomorphism. This implies that End (E) is characteristic zero
ring. If af = 0 for any «, 5 € End(FE), then either « = 0 or 5 = 0. Indeed,
deg(apf) = deg(a) deg(f) and a = 0 iff deg(a)=0.

Similar to isogenies, we have the following properties for ¢, 1 € End(FE)

(i) deg(¢vp) = deg(¢) deg(v)),
(ii) deg,(¢v) = deg,(¢) deg,(v),
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(iii) deg;(¢y)) = deg,(¢) deg; ().

Let P,QQ € F and ¢ € End(E). Then | $~1(Q) |=| ker(¢) | and if ¢ is separable
| ker(¢) |= deg ¢. Otherwise, | ker(¢) |= deg, ¢ < deg ¢.

In particular, ¢1) is separable if and only if both ¢ and 1) are separable.

Let V' be a vector space over a field F. A bilinear form B on V is a function of two

variables V' x V' — [F which satisfies

e B(v; + vy, w) = B(vy,w) + B(vy, w),
o B(v,wy 4 ws) = B(v,w1) + B(v,w),
e B(av,w)=aB(v,w) Va €T,

e B(v,aw) =aB(v,w) Va€T.

Let A be an abelian group. A function
d: A—R

is quadratic form, if it satisfies

o dla) =d(—a), YaeA,

e AxA—R
(a,8) = d(a+ B) — d(a) —d(B)

is bilinear.

A quadratic form d is positive definite if it satisfies

o dla) >0 a€A,

e dla)=0iffa =0.

Theorem 10. Let E be elliptic curve. The degree map

deg: End(E) — R

is positive definite quadratic form.
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Proof. deg(—a) = deg([—1]oa) = deg([—1]) deg(a) = deg(«) Also, we know that
deg(a) = 0iff @ = 0 and deg(a) > 0 for all &« € End(FE). Therefore, the only thing

to prove is

(¢,9) = deg(¢ + 1) — deg(p) — deg())

is bilinear.

Both sides are integer so we can look at their action E [| : Z — End(FE) and compute

[(6,)] = [deg(6 + )] — [deg(6)] — [deg(s)]
= (0 +0)e @+ 1)~ (09) ~ (o)
= (0 +9)o(@+ 1)~ (b09) ~ (o)
=((bo @)+ (@ ow) +(do0) +(dov) — (60¢) — (Y ov)
= (o) +(bov)
Therefore,
(61 + 82), )] = (0 (61 + 62)) + (61 + 82) 0 ¥)

O

o ¢1)+ (¢109) + (Vo dy) + (daot)
(D1, 0)] + [(f2, )]

Similarly, we can show (6, (4 + )] = [(6,11)] + [(6,¢2)] and [(mg, n)) =
mn[{(¢, )] forall m,n € Z and ¢, € End(E).

(
= (o) + (o) + (dr0w) + (41 00)
= (
=

Thus, degree map is positive definite quadratic form. [
Corollary 3. (Parallelogram Identity) Let v, € End(E). Then we have

deg(a + 8) + deg(a — B) = 2deg(a) + 2deg(B)

Proof. We know («a, ) = deg(a + ) — deg(«) — deg(/3) is bilinear. Therefore, the
equality (a, — ) = —(a, 3) holds and this equality is nothing but the parallellogram
identity.
(o, =B) = —(a, B)
deg(a — ) — deg(a) — deg(—f) = —(deg(a + f) — deg(a) — deg())
deg(a + B) + deg(a — 38) = 2deg(a) + 2deg(pB)
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]

We know the degree of the multiplication by m map is deg([m]) = m? as a property

and we proved it in Section Now we can prove this property in a easier way:

Proof. We can prove this property by induction. Clearly, this is true for m = 0, =1, 2.
That is one can show easily deg([0]) = 0,deg([£1]) = 1 and deg([2]) = 4 using point
addition formulas in Chapter 3]

Now assume deg([n]) = n?is true forall 1 < n < m.

Since deg([n+1])+deg([n—1]) = 2 deg([n])+2 deg([1]) by Corollary3|and deg([n+
1]) + (n — 1)? = 2(n)? + 2.12 by induction step, we get deg([n + 1]) = 2(n)? + 2 —
(n—1)2=(n+1)>2

Hence, we can conclude that deg([m]) = m? for any m € Z. O

Let o, f € End(FE). We define
(o, B) : End(E) x End(E) — Q
(0,8) = 3 (o ) = 3 (deg(ar + ) — deg() — des(5))

Proposition 3. («, §) is a positive definite symmetric bilinear form.

Proof. («, 8) = (3, a) symmetric bilinear form because («, () is bilinear. Moreover,
(a, ) = %deg(a + a) — deg(a) — deg(w)
= 5 (dea2)deg(a) — 2deg(a))
= S (4deg(a) — 2deg(a)
= deg(a)
Hence, (o, ) = deg(a) >0 H

Proposition 4. Let o, f € End(E). Then VYm,n € Z

deg(ma + nB) = m? deg(a) + 2mn(a, B) + n* deg(B)
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Proof.

deg(ma + npf) = (ma + nf, ma + np)
= (mo, ma +nf) + (nf, ma + np)
= (ma, ma) + (ma, nf) + (nf, ma) + (nf, np)
= m?deg(a) + 2mn(a, B) + n? deg(B)

]

Corollary 4. (Cauchy-Schwartz) Let o, 3 € End(FE), then (a, 3)? < deg(a) deg(f3)

Proof. If « = 0 or 8 = 0, both sides of inequality are zero and there is nothing to

prove. Otherwise, consider the map

7x7— Q

(m,n) — deg(ma + nf)

We know deg(ma+ng) = m? deg(a)+2mn(a, 3)+n? deg(f) is symmetric bilinear

form given by the matrix

deg(a) (a,p)
(o, B)  deg(p)

This is positive definite if and only if the form

M =

QxQ—=Q
(z,y) = (x,y).M(z,y)"

is positive definite.

Thus, its discriminant deg () deg(8) — (c, 3)? must be positive

deg(a) deg(B) — (o, 8)* > 0
deg(a) deg(8) > (a, B)?

Let « € End(FE). Trace of « is denoted by tr(«) € Z and given by tr(a) =
1 4 deg o — deg([1] — ).
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Note that by parallelogram identity
tr(a) =1+ dega — deg([1] — o) =deg(a+ 1) —dega — 1
Hence, we can write tr(a) = 2(a, 1) = deg(a+ 1) — degar — 1
Theorem 11. Let o € End(FE). Then « satisfies the following relation
aoa— [tr(a)] oa+ [deg(a)] =0

We will use the short form of this relation o* — tr(a)a + deg(a) = 0, or
o —ta+d=0.

The polynomial X? — ¢tX + d is called the characteristic polynomial of o.

Proof. To show o? — ta + d = 0, it is enough to prove deg(a? — ta + d) = 0.

deg(a® —ta+d) = (o® — ta + d,a* — ta + d)

= (a* o —ta+d) — (ta,a® —ta+d) + (d, 0 — ta + d)

= (a?,0?) — (a®,ta) + (?,d) — (ta,a?) + (ta, ta) — (ta, d) + (d, o®) — (d, ta) + (d, d)
= (a?,a?) — 2(a? ta) + 2(a?,d) + (ta, ta) — 2(ta,d) + (d,d)
= (a? a?) +t* (o, ) + d* — 2t(a?, a) + 2d(a?, 1) — 2td(a, 1)

= deg(a?) + t* deg(a) + d* — 2t(a?, @) + 2d(a?, 1) — 2td(a, 1)
= d?® + t*deg(a) + d* — 2t(a?, o) + 2d(a?, 1) — 2td(a, 1)
=2d* + t*d — 2t(a?, @) + 2d(a?, 1) — t3d

=2d* — 2t(a?, o) + 2d(a? 1)

Firstly, we will compute (a2, a)
(07 0) = 3 (de(a” + 0) — deg(a?) — deg(0)
= 5 (des(a) deg(a + 1) — deg(0?) — des(a))
= £ dog(a)(deg(a + 1) — deg(a) — 1)
= deg(a)(a, 1)
So, (a2, a) = 2deg(a)(a, 1) = td.
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Secondly, we will compute 2d(a?,1) = —2d(a?, —1)

2(a?, —1) = deg(a® — 1) — deg(a®) — deg(—1)

= deg(a — 1) deg(a + 1) — deg(a)* — 1

= (deg(a) + 2(a, 1) + 1)(deg(a) — 2(a, 1) + 1) — d* — 1

=(d+t+1)(d—t+1)—d*—1

=&’ —td+d+td—t"+t+d—t+1—-d° -1

=2d —t*

When we replace back, we get
deg(a? — ta +d) = 2d* — 2t(a?, o) — 2d(a?, —1)

= 2d*> — t(td) — d(2d — t?)
=2d* — t*d — 2d* + dt®
=0

[
Remark: Let E be an elliptic curve defined over I,. We know Frobenius endomor-

phism @, is purely inseparable map. For m,n € Z, [m] + [n]o ®, : E — E'is
separable if and only if p t m.

Corollary 5. Let E be elliptic curve over F,. Then E(F,) = ker(®, — 1) and |
E(F,) |= deg(®, — 1)
Proof. Let P = (z,y) € E(F). Then

(2%, y7) = (z,y) = @o(P) = P
(2, —1)(P)=0
«—— P e ker(®,—1)

Therefore, E(F,) = ker(®, — 1). By the above remark we know that (®, — 1) is
separable. Thus,

| E(Fy) [=] ker(®q — 1) [= deg (g — 1) = deg(®y — 1)
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Let E be an elliptic curve. It is very important to know the number of points of E for

cryptographic applications.

Theorem 12 (Hasse’s Inequality). Let IF, be the finite field with ¢ = p™ elements for

a prime p and E be the elliptic curve over F,. Then we have

~2G <| E(F,) | —(q+1) <24

Proof. Let ®, be Frobenius endomorphism
o, = E
(z,y) = (27, y7)

where deg(®,) = ¢

By Corollary [ | E(F,) |= deg(®, — 1).

By Proposition[4.3] deg(®, — 1) = deg(®P,) — 2(Py, 1) +1 =g+ 1 +2(P, 1)

So | E(F,) [= ¢+ 1+2(®,1).

By Ccorollary [} (®,,1) < deg ®, - deg1 = ¢.

Therefore, | (®4,1) [< (/g

Since | E(Fy) |= ¢+ 1+2(P,, 1), we get || E(Fy) | —(¢+1) < 2/7. O

Thus, for an elliptic curve over IF,, Hasse’s theorem gives a bound for the number of

rational points on E

q+1—-2/q<|EF,) |<q+1+2q
Ex 4.3.2. Let E be an elliptic curve over [F;;. Then the Hasse’s inequality implies that

11+1-2VI1 <|E |< 11+ 1+2V11
4<|E|<20

We see A, (X) = X2 —tr(a)X +d is the characteristic polynomial of endomorphism
«. When o = &, € End(E), then A(X) = X? — tr(®,)X + ¢ is the characteristic

polynomial of Frobenius map of E defined over IF,.

Corollary 6. For a elliptic curve E(F,) and Frobenius map ®, of E(IF,),

tr(®q) = q+1- [ E(F,) |
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and

27 < tr(®,) < 24/

Proof. From the proof of Hasse’s inequality, we know that

| E(F,) |=deg(®, —1) =q+1—2(P, 1)
Thus, tr(®,) = 2(P,, 1) = ¢+ 1— | E(F,) |
By Hasse’s inequality, we know

q+1-2/q<|EF,)[<q+1+2\q

Hence, —2,/q < tr(®,) < 2,/4/q O
Proposition 5. Let &« € End(FE). For an integer k > 1,

tr(a*™?) = tr(a)tr(a**!) — deg(a)tr(a®)

where o™ € End(F) and o™ = o - - - o o (m times).

Proof. We know that A,(X) = X? — tr(a)X + deg(a). Then Aym(X) = X? —

tr(a™)X + deg(a™). For any prime [ # p, we have o; and oy linear maps on Z7.

If M € M,(K) elementary computation enough to show
tr(M*2) = tr(M)tr(M*) — det(M)tr(M*)
with ¢tr(M°) = 2 and M° = Id.

Since tr(a™) mod [ = tr(a}") and det(a™) mod [ = det(«]") for infinitely many

primes I, we get the result
tr(a*t?) = tr(a)tr(a**!) — deg(a)tr(a®)
forevery k =1,2,--- with tr(a) = 2(, 1) and tr(a®) = 2 O
Corollary 7. Let &, € End(FE) and t; be the trace of ® . = (®,)*. Then
ty = tr(®g)" = (Pgr) = ¢" + 1= | E(F ) |
and
by =111 —q tro
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Proof. It is easy result of the Proposition {.3] O

This corollary allows to compute | E(F ) |= ¢* + 1 — t, very efficiently as soon as

E(F,x) is known.

Corollary 8. The elliptic curve E over IF, is supersingular if and only if p | tr(®,)

Proof. Assume E is supersingular. Then V, = &, = (isomorphism) o ®, and [q] =
Vg 0 &, = (isomorphism) o ®, o &, s0 &2 = 1) o [q] where 1) is an isomorphism

Characteristic polynomial is ®? — tr(®,)®, + ¢ = 0. So

O7 + g = tr(D,)®,
vola] +la] = tr(2)
(0 + 1)g = tr(2q) Py

When we look the degrees both sides
mg® = [tr(®,)].q

mq® = (tr(2,))".q
mq = (tr(®,))

So q | tr(®,)? and thus p | tr(®,).

Conversely, if p | tr(®,), then tr(®,) = k.p for some k € Z. Characteristic polyno-
mial is
g — [k][p) 2y + [ =0

o = [k][p)®g — g
We know ®2(P) = oo for P € E. But ®, is bijective. Therefore, P = co. So
E[p] = {oo}. Hence, E is supersingular curve. O
Corollary 9. E' is supersingular elliptic curve over F, with p > 5 if and only if
tr(®,) = 0. Then | E(F,) |=p+ 1.
Proof. E is supersingular elliptic curve over IF,, if and only if p | tr(®,) by Corollary
B}If p > 5 and tr(®,) # 0, then | tr(®,) [> p but | tr(P,) |[< 2,/p by Hasse’s
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inequality. Therefore, p < 2,/p so p < 4. This contradict to p > 5 so tr(®,) = 0. By
Corollary[6] tr(®,) = ¢ + 1— | E(F,) |. Thus, | E(F,) |=p+ 1. O

Remark: As we see in Theore every o € End(F) is at worst quadratic over Z:
It satisfies the quadratic equation X2 — tX + d.

The above remark forces End(E) = R where Z C End(E) = R C K.

If char(K) = 0, R is either rank 1 or R is of rank 2. Namely,

Y

7 x 7. = Zo).

End(E) =

Note that R is torsion free; that is,

a™ =0+ deg(a™) =0 deg(a) =0 a=0
< ma = 0 > deg(ma) = 0 <> deg[m] deg(a) =0

< m?deg(a) =0 m=0ora=0

If rank(R) = 2, then R = Z|«] so endomorphism ring is an order in an imaginary

quadratic filed. This case is CM-case(Complex Multiplication Case).

Thus, endomorphism ring of elliptic curves over K where char(K) = 0 is isomorphic
to either Z or an order in an imaginary quadratic filed R = Z[a| C Qv/—D where

D > 0 1is an integer and « satisfies the monic polynomial with integer coefficient(eg.

Z[i), Z[v/=5)).

Ex 4.3.3. Let E(K) : 3? = 2° + 2 over K = Q(/4) where i*> = 1 and o(x,y) =

(—,1y). Then « is an endomorphism with o* = 1 since

QQ(xvy) = a(_J;?iy) = (‘T7 _y)'

In this case, End(F) = Z[i] = Z[a].

The Hamiltonian quaternions [18]] is
H={a+bi+cj+dk|a,bcdeQ}

where i? = j2 = k* = —1 and ij = k = —ji. This is a non-commutative ring where

every nonzero element has multiplicative inverse.
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In general, a definite quaternion algebra is a ring of the form
© ={a+ba+cs+dap|a,b,c,deQ}
where
a?,32eQ, a’<0,82<0, fa=—ap.

To be a definite, a®> < 0 and 3% < 0 are the requirements. In such a ring, every
non-zero element has a multiplicative inverse. If again non-zero element has a mul-
tiplicative inverse when p-adic coefficients for some p < oo, then the quaternion

algebra is ramified at p. Otherwise, it is split at p.

If char(K) = p > 2, End(E) = R where Z C R C K is torsion free and
7 #7 x Z ~ Z|o|] C R. Then R is either rank 2 or rank 4.

Ex 4.3.4. Let E be a Koblitz curve such that F : y?+xy = 23+ 1 over Fy. | E(Fy) |=
4=2+1—tthent = —1=2(0o,1) (trace of ). The characteristic polynomial of &
is X2—tX +d = X2+ X +2 = 0. So, End(E(F,)) ~ Z[o] = Z|X] /(X2 + X +2).

The following theorem summarize situation for characteristic p. For the proof of this
theorem, see [5]].

Theorem 13. Let E be an elliptic curve over a finite field of characteristic p.

1. If E is ordinary, then End(E) is an order in an imaginary quadratic field.
2. If E is supersingular, then End(E) is a maximal order in a definite quaternion
algebra that is ramified at p and oo and split at the other primes.
Thus, we have 2 cases for End(E) = R where char(K) = p > 2.
1. Usual case: End(E) has rank 2 is called ordinary case as the Example4.3.4 of
Koblitz curve.

2. Unusual case: End(FE) has rank 4. In this case E is called supersingular and
End(E) = R is non-commutative and isomorphic to an order in a quaternion

algebra.
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CHAPTER 5

CONCLUSION

Elliptic curves are important and widely used in many areas in both asymmetric key
cryptosystems and post-quantum cryptosystems. After we gave mathematical back-
grounds of elliptic curves in Chapter 2, we classified the this curves according to
characteristic of field K in Chapter 3. We got 4 different short Weierstrass equation
and we counted non-isomorphic classes for each case. Namely,

if char(K) # 2,3,
y2 = 2"+ ayx + ag;
if char(K) = 2,
y? 4y = 2% + apx® + ag
or
y® + azy = ° + a4 + ag;
and if char(K) = 3,
y* =2 + asr® + ag
or
y2 =z + a4 + ag.

In Chapter 4, we introduced the abelian group structure on elliptic curves with canon-
ical form theorem. Then we studied isogeny on elliptic curves, dual isogeny and
Frobenius morphism. Lastly, we focused on the endomorphism rings of elliptic
curves. Moreover, we categorized the elliptic curves into two part: ordinary and

supersingular.
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