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ABSTRACT

MULTI-PERSPECTIVE ANALYSIS AND SYSTEMATIC BENCHMARKING
FOR BINARY-CLASSIFICATION PERFORMANCE EVALUATION
INSTRUMENTS

Canbek, Gurol
Ph.D.,Department ofnformation Systems
SupervisorAs s o cC . Pr oTffak kbary.a TTuef nbiaz e |
Co-SupervisorPr of . Dr . keref Sajérojlu

September 201936 pages

This thesis proposes novel methods to analyze and benchmark -tassification
performance evaluation instruments. It addressegal problemsfound in the literature
clarifies terminology and distinguishes instruments as measure, metricasard new
category indicator for the first time. The mulperspective analysis introduces novel
concepts such as canonical form, geometry, duality, complementation, dependehcy, a
leveling with formal definitionsas well aswo new basic instruments. An indicator named
Accuracy Barrier is also proposed and tested hevaduating performances of surveyed
machinelearning classificationsAn exploratory table is designed to remes all the
conceptsfoover50 i nstr ume nt siseca3ebueh at domdispatific metica |
reporting are demonstrated. Furthermdhes thesis proposes a systematic benchmarking
method comprisin@® stagedo assess metrids r o b wwert rewecensepts such as meta
metrics (metrics about metricsiand metriespace. Benchmarking 13 metrics reveals
significant issues especially in accuracy,F1, and normalized mutual information
conventional metrics and identifies Matthews Correlation Coefficganthe most robust
metric. The benchmarking method is evaluated with the literature. Additiotfsiythesis
formally demonstratepublication andconfirmation biaes due to reporting norrobust
metrics. Finally,this thesis gives recommendations ongse and concise performance
evaluation comparison and reporting. The developed software library,
analysis/benchmarking platformisualizationand calculator/dashboartbols, and datasets
were also released onlinelhis research isexpeceéd to re-establish and facilitate
classification performance evaluation domagwell asontribute towards responsible open
research in performance evaluation to use the most robust and objective instruments.

Keywords: Binary-classificdion, performance evaluation, performance metrics, machine
learning, artificial intelligence
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CHAPTER 1

INTRODUCTION

This thesis is the result of a work spanning over five years. As a result of examining the
relevant literature regarding thetassification process of machine learnimgsed Android
mobile malware detectignl saw important problems in applied methodologies and
considerable gaps in the literature witleiachphase such as classification probldomain
taxonomies, sample collection and preprocessfeaure extraction and engineering,
building datasets, modef) machine learning algorithms, and finally performance evaluation
and tried to propose a systematic overall process. Afterwaodjng furtherinto the
literature for each phasadependent from the classification problem domain, | found that
there are significant problems in performance evaluation dmehce focused on the
performance evaluation instrumegtampletely

Thus, this thesis examines binargssification performancevaluationinstruments that are
acceptedas primary references which all searchers use to see what achieved for their
evaluations as well as to refer them in reporting, comparing, and highlighting the
performances. To begin with, briefly, no study in the literature makes a comprehensive
evaluation of binarclassification perfomance evaluatiorinstruments Considering my
literature review as well as observations, we (with my advisors) have seen that performance
evaluation instruments should be revised againsarttiis has becom¢he main motivation

of the thesis.

Due tothe nav developments and increasing interest in machine learning algorithms such as
deep learning, many researchers aisproposenew machine learning algorithrfisr various
problems. Since the general focus is on improwlagsification performance in a prebh
domain with their proposed methodologgsearchersften refer to the metrics previously
utilized in the papers they cited and do not question pertinence of these metrics for their
problem. For example, some miglstaim 98% successwith accuracy but arother
classificationrmethodin the samelatasetouldappear t@chieve higher performangehen a

more appropriate metric is chosen

With this respect, s 0 Me2we sure of the instrdmeng weeused i o n s
as a performancene t r iWhatar efit he dr awbacks ofsitanpeci f i«
objective Doesi ermateROoOpufi speci fidstheregnyi r e men
aspect thamightaf f ect t he <classification performance

discussed or addressiethe previous studies

Hence, researchers continue to use the legastookmetrics in existing domains or choose
the metrics reported by previous works in new domains which are also inbyirattier
existing domains. For exanep it is hardly possible to see a different metiiber thanF1

1



reported in information retrieval domain. At the same time, difficult to know the reason
behind using-1 in other domains. Likewise, accuracy is still the most preferred metric in
mostof the domainsNote that tie same problems aedsovalid in multi-label and/or multi
class classification performance evaluation

Therefore, we can add theoretical or methodological questions about performance evaluation
into the practical ones aforeniem o n e d Da Weoagree:on lfasic concepts, definitions
and methodabout performance instrume@t® How b act while reporting the performance

of a classification st udywWhabather problemsacan heg among s
expected in performancevea | uati on?0 or considering a | arge

literature andongoing researches apdactics wi t hi n e a ¢éldw cahavenbeisare i

that scientific measurable progressmsa d e ? 0 . The | iclammateonthese doe s
guestions specifally. Worse, as easily observed in any domain, a ssjitead confusion is
seenevenin fundamental terminologyBased on this main motivation, this thesis revisits
performance evaluatiormore comprehensively and systematicaliyd redefines the
performance evaluation instruments from a broad perspective.

In all these respects, this theeifersa new perspective tihe literature by validating with
scientific methods. The thesis is structured around this motivation amelstharchs guided
by the followingmainresearch question

RQ: How to establish andmprove our knowledgen binaryclassification performance
instrumentscomprehensively and systematically order to enabé researchers to make
informed decision®n choosing the righihstrument(sland follow objective approacheis
performance evaluation, reporting, aswimparisof?

Binary-classification performace evaluation correspondsttee evaluation phase in CRISP
DM (CRossIndustry Standard Process for Data Mining) comprising

1 business understanding,
1 data understanding,

i data preparation,

1 modeling,

i evaluation, and

1 deployment

phasegHuber, Wiemer, Schneider, & Ihlenfeldt, 2019)

As anyone who studies and conduexperiments irmachine learning (MLpasedbinary
classificationproblemsconfirms thatperformance evaluation is an overlookadivity in the
entire knowledge discovenprocessor ML workflow compared to otherincluding data
preparatiorfcleaningin preprocesdsg, feature engineering, and model buildifRgsearchers
usually focus, put effortsand spends time on collecting samples, preprocessing, building
and mining datas, andefining the ML algorithmgCrowdFlower, 2016, 2017)

Considering performance evaluatiornoae of aperformance evaluatiometric amonga
large number of alternatives ¢@nventional omot explicit in many domaing2ractitioners
as well asresearcheramost likely think thatperformance evaluation is a wsludied and
established topic without any uncertaintidor the practitiones, fiaccuracy or fitrue

not



positive raté@ n a mighs have a clear anaonvincing meaning for evaluating the
performance of their classification apgations.

Fromtheresearch perspectiven the other hangerformance evaluatioss adomain seems
to have no area to improwa no gap tostudy further.The following headingshighlight the
sevenmain problemshat areobservedothin theliteratureandin practice anéddressed in
this thesisNote that most of the problems aiso clearly demonstrateaver a case stugd
domain in Section2.3 and the preliminaries are summarized in Sectithh The main
research question was formed based on the prominent arguments in these problems.

Note that italic terms are theerformancenstrumentgshat havea limited range €.g, ACCin

[0, 1)) whereas boldtalic terms refer to measures without a lower and/or upper limieg (
FP = 44) and boldonly terms refer to corresponding metsigace that is proposed in this
study €.g, MCC, seeSection5.1.]).

1. Confusing terminology: performance measure or performance metric?

In a general perspective, performance instruments are expressed by various terms such as
Aperformance metri cs 0ff e viapleuraftoiromma nmea smeraessuor,e -
s c o reePaformance val uati on based on 2x2 contingen
accuracyo or At est(vara Stralenrea al.y 2009irn finsekdiilcli nec or
iforecast skillo i rvs. observagion r obassesiwilks, (2006)r e c a s t
Classificat on term itself is called as (famau& gor i z a
I.Webb, 2011) The lack of consensus in naming the instrumémifcatesa fundamenal

problem in performance evaluation.

Historically, evaluating the trends of different phrases expressed in the corpus of one million
English books between 1930 and 200#ichel et al., 201%) Aper f or madmce mea
iperfor mance indicator (s) o, and Aperf or man
terminologies, which have been used since the 1950s, 1960s, and 1980s, respetively

shown in Figure 1.12. Ot her e v al uat gedormanbescaosr eesdaluationie i

me a s u rskdlosc o riiefarecastéc or e 0 , predictionl sc Gir & b u s Aper f or me
metricod is rather a new phrase.

Concerning he | iterature in classification scope;
fimetricso, fiscoreso, ficriteriao, Afactor so c

the studies related to classification performance use the related termecigksp
Aperformance measureso and fAperformance met
studies expressing performance instruments with different notations, abbreviations, and
symbols(Powers, 2011)

1 Nevertheless, anfusion might also occur when it comes to different nhaming of the instruments such as
Aiprecisiono, firecall o, fisensitatcvi tyo, Aispecificityo, i
2 The books can be in any subject apart from classification performance.
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2. Disregarding negativeclass performance, domainspecific tradeoffs and enduser

requirements

Performance of a classifier can be examined from the standpoint of failure instead of

success. In this case, the number of falsssificationsin positive and negative clsss
namely typel errors EP) and typell errors EN), respectively,become theforemost
concern.However,it is common that type | errors are the main focus and Itypeors are
disregardedinterestingly, forinstance people are more interested inayperrors than type
Il errors according to Google search engine trends since 2004 (78:29 on aasragejvn

in Figurel.2.
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The following are the top search suggesti ons
Negative i no phr theGemle selrechrgind at teeximer obwiting:d i n

1 Typel error | A F prégeancy s, natwolk geeurity, ELASA or HIV
test, security, AntMoney Laundering (AML), visual field test, psychology, indirect
Coombs test, logistic regressi@ndsoftware testing.

T Typell erra / i Fal s e :MNecgritytstatice a dlassiication table, network
security, psychology, software testing, object detection, and early pregnancy.

Each example areas actually shows the performamostiesof the em-usersthat should be
considered for performance evaluation of the classifiers modelédat scopeln some
fields such as security, network security, and psycholihgytop searchesppearingn both
error typessuggestthat those fieldsput equal emphasis on both types of errdrbus, a
successful classifieaccepted by endsersin network security €.g, a network intrusion
detection systemjor instance should minimize both error types, therefore the performance
should be evaluated froboth perspectivedote that the trends can change aftend

The dominance of typeerrors over typél errors can also be seen in the corpus of English
books from 1930 to 2008 as show Figurel.1 above Provided figures show that a sort of
related knowledge supply.€. written books) andcorresponding knowledgdemand i(e.
search queries) attach more importance to false positiyes! errors)than false negatives
(typell errors)

Besidesa tradeoff between tydeand typell errors might be observed eachdomain and
its specific aplicatiors. Such as;

1 In critical engineering and especially in medical research, type Il errors can be more
serious or worse than type | errdesg, breast cancer diagnogl. Liu, Qi, Xu,
Gao, & Liu, 2019).

1 In information retrieval applications such as document filterfiagse positives
might be criticaKenter, Balog, & De Rijke, 2015)

1 In malware analysis, it could leet t er t o mi stakenly | abel
Amalignd (also known as malicious softw
software by incorrectly labeling it as beniglower FP or type | error) Because
labeled malware could be prioritized and an expettd go through further manual
malware analysis to eliminate false positi(¥srima, Sezer, & McWilams, 2014)

1 An antimalware product should be designed or configured to deckéase avoid
annoying interruptions due to excessive malware warnings

1 Inlaw or social perspective, the oppogite. low typell errors against high type I
errors)is likely to be valid to ensure the presumption of innocénabe same way
as precautionary logic focuses on more underestimai®$) than overestimates
(FP) in criminal justice(Lomel, 2012)

Someclassificationapplications mightare forboth error types equally. Thusperformance
instrumentthat is sensitive to both types should be usgkfly, researchersnight choose
instruments without knowing the domanadeoffsand user requirements and matching them



to the chosen instrumentdence, the expected performance of a classificajaplication
might notconsiderdomainspecificconditions anéndu s eperspéctive.

3. Using instruments without being aware of the pros and cons

The performance instruments are selected accordirg toonventions per domaires g, F1

is frequently used in information retrieval domain) or the researchers unconsciously follow
the practices ofprevious studies they would like to improve. The weak and strong
characteristics of the instruments are nqtliek in a broad perspective. Some instruments

do not behave as expected in certain conditions or from specific aspects and mislead both
authors and readers. For example, accuracy exhibits high performance in class imbalanced
datasetsife. the number opositive samples are less than the negative ones).

Continuing usingsuchstockinstruments such drue positive rate or accuraggnerates a
saturation where the prbepoesciosertanhagimusivdlueer s 6
(e.g, 0.99 accuracy) that blurs the distinguished achievement of a remarkable study.
Researchers need more granular instruments to identify the best classifier. Moreover, which
performance instruments should be preferred is unknown if the standpoint of achlieveme
(i.e. practical goabf abinary classificatiorapplicatior) shifts into other aspects instead of in

favor oftrue positivesonly such as

1 False classificationsr error typegfalse positive and false negativeor type | and
type Il errors,

1 Negative clas performance at the sameightasfor positive class, and/or

1 Eliminating other external factors such as class imbalance

The followingfour problems are especially observed in the literature.

4. Need for explaining performance instruments

In academicpublications on binarclassification problems, it is frequently observed that
researcherseedexplairing performance evaluation for the sake of completenasthin a
smaller or largerbody of text confusion matrix, performance instruments aritheir
abbreviatios, equationsand brief descriptionareexpressed usualin a separate sectiaf

the articles However, the terminologyand notationsvary unexpectedly Moreover, his
repeatingsection takes considerable spaceha text, requires féort in every study, and
takes the time of not only the authors but alsa¢véeswers andeaders.

5. Indeterministic performance reporting and comparison

With respect to performance publicatidrhave not seeany consensusn how many and

what instruments should be used in reporting performanides.number of instruments
reported and the instrumendslected vary from study to studBecause compariserof
performances of different classifiers in terms of different instrusn@ng, accuracy of1)

yield different results, it isinclearwhich instrument should be used for the ultimate ranking.

In a broader scope, the relations among such a large number of instruments are also not truly
explored. Similar metricightbe usededundantly to report the performance.

3An interadive graphic is prepared and released onlinatgt//bit.ly/performancerankt® show the ranks of
mobile malware classification studies in terms of different performance metrics
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6. The gap in responsibigpenresearch

As an upto-date development in scientific studies, the initiatives such as OpenAlRE
European Union and Zenaday CERN aim common, responsible, and reproducible open
reseach approaches where research data become available to all researchers. While these
initiatives encourage researcher community to share their studies along with the datasets to
establish a widely common platform, we could not see the same efforts in degedop
common standard for evaluating the performance of those studies. Yet, scientific progress
cannot be achieved in the right direction unless the objective comparison methodologies are
determined clearly and followed by all the researchers.

7. The omplexityof the performance instruments

From the practical point of view, thgractitionerswho are not experienced statistics need
assistance toeport the classification performance whiksearcherseedalso assistance
deep dive into theinstruments specifications in order to select thmost appropriate
performance instrumefs#) according to their objectives and/or domairspecific
requirementsFor example, which metric or metrics should be used ar&# PPV, and
ACCand what their differences are not clear.

1.1 Research Questions

As already mentionedt the start othis chapterthis researchddressing the problems above
is guided by the followingnainresearch question:

1 RQ: How to establish and improve our knowledge on birdagsification
performance instruments comprehensively and systematically in order to enable
researchers to make informed decisions on choosing the ingtntiment(s)and
follow objective approaches performance evaluation, reporting, and comparison?

The specific research questionfor binaryclassification performance evaluatiaas an
enumeratedist areas follows:

RQ1:
1 What are the problems in performance evaluation rep@rting
RQ2:
1 Can classificatin performance evaluation terminology be clarified and improved?
91 Are all theperformance instrumentse samesemantically and formalfy
1 Are there any propertiesrelated toperformance instrumentiat reveal and define
their characteristics
1 Are there anysimilarities, relationships anddependencies among the performance
instruments?
RQ3:
i How to enhance comprehending, using, representiegorting, learning, and
teaching binanclassification pgormance instruments?
RQ4:
Which instruments are robust to use in binary classification?
What should beeported for expressing classification penf@nce?

=a =

4 https://lwww.openaire.eu
s https://zenodo.org



1.2 Research Contributionsand Strategy

The thesis provide the following summarized contributions addressing the research
guestions

1 First, he problems in performance evaluation terminology and reporting are
revealed speifically via a comprehensivesurvey in Android mobile malware
detection as a typical andmerging example domain in binary-classification
problems Such a systematic survey is the first in the literatline genericfindings
that are observed in other domaingre clear evidence of the problems
aforementioned above

1 Second, ovel concepts are introduced via multi-perspective analysis of
performance evaluation instrumenighich is conducted on the largest set of
instruments studied in the literatubg far. Hence, the foundation of performance
evaluationis completelydefined for the first timeboth in a sematic and formal
manner The conceptsntroduce essential properties to comprehand identify
each of the instruments as well as to see the similarities and differences among them
by categorizing the instruments from different perspestives a result ofthis
breadth and depth analysise terminology isalsoclarified, existing instruments are
categorized as Aperfor mance ®enadsther es 0 and
representation of the instrumelifesg, notationandvisualizing is standardizeds a
proposal

9 Third, two basic instrumest a new instrumentcategorynamedii per f or manc e
i ndi c andanrosvoe | indi carhoy Batitedr d@dAasuthe first
the new categorare introduced tosimplify andenhance the understanding of the
instrumentsand avoiding common pitfall that cause misleading performanc
evaluation.A case studyis conducted to revaluate the surveyed classification
studies via theproposedindicator. Moreover, aggregating all theomcepts, an
exploratory table for 50 binamglassification perfanance instruments called
fiPToPb (Periodic Table of Performance Instrumentshich is the pictorial
specification or blueprint of instruments and their essentialepti@g is designed
The real usecases of PToR, which is a unique application oknowledge
organizationsimilar to the pendic table of elemenisare also described handy
calculator and dashboartbol called fiTasKabe to calculate and visualize
classification resultgh tems of all the instruments also designedlo enhance the
interpretation of performance and subsequent performance varial@sisar also
visualizes the common performance metriacs new types ofgraphics proposed in
this study.Note that loth tools that camlsobe usedor educational purposeme
presented online to the research community.

1 Forth, a novel systematic benchmarking method me d A B e rfar hifdmrt r i ¢ 0
classification performance nries is proposed by introducing new concepts such as
metametrics (.e. metrics about performance metrics) and medgace.
BenchMetric methodtested onthirteen metrics TPR TNR PPV, NPV, ACC
INFORM, MARK BACC G, nMlI, F1, CK, andMCC) revealsinteresting robusbr
nonrobust behaviors eveim common and/or suggested metrics. The metisod
comprehensively evaluated with the limited comparison approaiffexedin the

6 Tasnif Karnesiin Turkish (classification report)



literatureand itis also testedvith recentlyproposed metricén the literatire. The
results of both of the tests have shown tH&C is the most robust metric. The
thesis is further notable to suggedtat theoptimalinstruments arén classification
performanceeporing in academic or industrial studiedloreover, itdemonstrtes

via a case studthat reporting biases such asftonation and publication biases
might occur inthe literature wherelassification performances reported in terms of
nonrobust metricsThelasttwo contributions in performance reportiage expected
to initiate discussiongrom responsibl@penresearch perspectives.

As a summary,this thesisstudy comprisesone exploratory stug via multiperspective
analysis two complementing toolghree surveysthreecase stuigs, andtwo experimens

for the benchmarkingall of which were performed in order to explore, generalize and
validate the proposezbncepts, instruments, tools, and methods

1.3 Research Objectives
Thisthesisis intendedo

1 make the research communiipderstand the criticality of performaa evaluation
instrumentsandaware of the fundamenthalt overlookedroblemsin theory and in
practicewhich cause misleading resylts

1 provide novel concepts from multiple perspectives to increase our overall
understanding of a large number of perforneewaluation instrument@nd their
characteristics

1 present convenient tools to facilitate performance evaluation aciivityding
learning and teaching performance evaluation instruments

9 assist the researchemsmaking informed decisions on choosimg tright metrics by
ranking the metrics and showing the robustness issues, and

i introdue a comprehensive systematic method to asslessrobustness oany
number ofmetrics which camlsobe used to benchmar&centlyproposed metrics.

Note thatthis thess attaclesas much importance to organization and representation of the
proposedconcepts as the concepts themselves.

More specifically the aims are to describsary-classification performance evaluation
instruments in a clear and understandable manner and reestablish classification performance
evaluation foundation by clarifying and standardizing the terminology, providing formal
definitions, categorizing the instruments, and providing new instruments
organizatiorvisualizatioricalculation tools and benchmarking methods facilitate the

overall approach. Hence, researchers will be abigraspeach of 50 instruments without

any doubts or mistakes via the proposed concepts, know their simijatiffesencesand
robust/wealkbehaviorsand select and use the proper instruments conveniently.

The high-level goal of ths thesisis to allow researchers to Isertainin their classification
performance evaluations amwodncentrate on thether criticalpha®s of their classification
problems such as ensuring dataset quality or selecting the most optimum MLamddellp
to standardie performance evaluation process



1.4 Research Scope

The scope of thishesisis the instrumentsummarizing the confusion matrig evaluae the
classificationperformance obinary-classifiers In high level, ML workflow isthe problem
domainand performance evaluatiathe problentopic of this thesis study.

Including the threeadditionalinstrumentgTC, FC, and ACCBAR proposedn this study,
over 50 instruments are coverethe fifteen metrics, namelffPR TNR PPV, NPV, ACC,
INFORM, MARK BACC G, nMI, F1, CK, andMCC, which are the eventualset of non
redundanperformance instruments, are included in beechmarkParametric instruments
such asWwACCor F band instrument variants suesnMI (nMlai [default], nMlgeq NMljoi,
nMImin, NMImay are alsoreferred for the sake of completenesBesides, five recently
proposed metrics are also reviewed amd of themincluded in thesecondbenchmarking
experiment. Note that thesewmetrics seem not to be accepted by the research community
therefore they were not included in PToRoreover the covered instruments can be
extended in a straightforward mannethwihe new instruments that will be proposed in the
future.

To the best of myhkowledgethe literature does not cover suchraat extenof instruments
that are als@xamined and evaluatedth a broad perspectivd PR PPV, ACC, andF1 are
the most stued instrumentgs described iBection2.2 (Literature Review.

Note that AreaUnderROG-Curve AUC) metric and instruments based omprababilistic
interpretation of classification error.€. the deviation from the true probabilitg,g, mean
squared error and Loloss) are out of the scope of this study becauke former is not
based orsingleinstance oftonfusion matrix and calcukd by varying a decision threshold
for different TPR and False Positive Rat&RR) pairs in a specific binarglassification
application(Berrar & Flach, 2012and the later ones are for mulbelclassification(Ferri,
HernandezOrallo, & Modroiu, 2009)

1.5 Significance of the Study

In general perspective,ifithesis is an epistemological stuijiowing exploratory research
that focuses and clarifieiow to know that we kno@&aboutclassification performance
evaluation especially binary-classification performance instrumepisby laying the
foundation of knowledge with the comprehensif@mal definitions organizing the
knowledge, aligning the common @proachesresulted fromconventionswith truths or
objective factsandavoidingerrorproneor misleading conclusions about the performance
The thesis developatbvelmethods and concepts with respect to exploratory research.

This thesis isignificant from several perspeais.

9 First, it revisis and reestabligs the existing literature with compgrensible
conceptsalong withnew clearformal definitions. The proposed concepts will help
to assess the individual performance instruments #sagesee the similarities and
subtle differences among instruments convenierilyen, distinguishing between
fiperformance measur@snd fiperformance metricsand naming all kind of items
derived froma confusion matrix agiperformance instrumerisvill clarify and lay
the foundations of classification performance evaluation.
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1 Second, the thesis will extend the current literature by proposing a new instrument
category namediperformance indicatodsand also proposing a novel indicator
namedfaccuracy barri® for detectingclass imbalance problems. The indicatmres
expected tobring a completely new perspective in performance evaluations for
whom wants to quick sense of classification performances or need evaluating the
performances othe bulk of classifers or presenting them for visualization or
dashboard applications.

9 Third, this thesis is notable to present a unique application of knowledge
organization for representing the mudimensional concepts in a single picture
called PToPI (periodic table gferformance instruments). Similar ttee uniquede
factoposition ofthe periodic table of elements in chemistry, PToPI is a handful tool
for not only researchers amitacttionersbut also anyone who wants to learn or
teach performance instrument¥he tesis provides another tool called TasKar to
calculate all the instruments as well as visualize the base metrics in new gtaphics
enhance the interpretation of classification performance

9 Fourth, this thesis is the only study that answers what the wimsstrperformance
metric is comprehensivelyFurthermore the thesis points to the insufficiency in
using even a rokai metric alone and for the first time suggests additional measures
to avoid misleading conclusions. The holistic performance reporting approach
suggested in this thesis expected t@hange the assessments of future applications
in classification problemxamples i.e. switching to using a more robust metric) as
well as make the performances achieved by the existing or previous applications
susceptible to reconsideg.§, representing the performances in terms of the robust
metric).

1 The last but not the #est,this thesisis expected t@ngagehe attention ofthe whole
research communityo a possibility of a confirmation or publication bias in
classification performance reporting where the performances are reported in terms of
metrics demonstrating higlegormance.

The thesisattemptsto overcome most of thebstaclesin front of precise and concise
objective performance evaluation for all the parties from researchers, practitioners to
students, teachers and align the research community independenhérspetific domains

to conducia common objectivandresponsible research.

1.6 Online ResearchData and Materials

Tablel.1 liststhe online datasoftware, ananaterialsprepared to present extra informoat
about thesis contributions.

7 The periodic table was also formed by Mendeleyev in a textbook in 1870 to teach students the elements and
facilitate their understandin@rito, Rodriguez, & Niaz, 2005, p. 85)
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Tablel.1 Online research data and materials

Data/ Platform Contribution Description / Online Access Address

Datal
(Mendeley Data

Tool 1
(GitHub)

Tool 2
(GitHub)

Codel
(GitHub)

Code2
(GitHub)

API 1
(GitHub)

Experimentef
(CodeOcean)

Data2
(Mendeley Data

Data3
(Mendeley Data

Visualizationl
(Tableau)

1.7

Surveyl

PToPI

TasKar

Method1:
ACCBAR

Method1:

Binary-Classification Performance Evaluation Reporting Su
Data with the Findings
: i 2
The proposedperiodic table of (binarglassification) performant
evaluation instruments (PToPl) in fultsolution in various view
(full, plaln simplified, minimal, and minimum)
Pl
Binary-Classification Calculator/Dashboard and Metric Graphics

https://github.com/gurol/TasKar

Opensource scripts for calculation Accuracy Bariigticator

https://github.com/gurol/PToPI

The full-resolution dependency graph for all the instruments ar

Dependency DOT (graph description language) files to produce it via Graphv

Graph
Method3

Method3

Method3

Method3

Method 2

Pl
Opensource pedrmance metrics benchmarking software librar
scripts of the developed API for conducting the prop
benchmarkingnethod
https://github.com/gurol/metametrics
An online interactive experimentation platform running the prov
API for benchmarking of thirteen metrics
https://doi.org/10.24433/c0.1564477.v2
Metric-spaces data: Base measure permutations and corresy
metric-spaces for 13 performance metrics per different sample
values. The data is used in the benchmark.

The detailed benchmarking results data.

http://dx.doi.org/10.17632/2936672s5f.2

Ranks of mobile malwarelassification studies in terms of differ
performance metrics

http://bit.ly/performanceranks

Published Works during the Thesis Study

During the thesis studyfive articles were publishedn peerreviewed conferences and

journal as listed iTablel.2. Note that the articléGirol Canbek, Sagiroglu, Taskaya Temizel, &
Baykal, 2017directly related to the thesis study has been cited by three works from medicine
(Nnamolo, Hussain, & England, 20183yber securityKaiafas etal.,

2018) and software

engineeringUlysses, 2018)disciplines

8 At the time of writing, the article is also appeared at the top or in the first page of Google search with the

following queries: binary classification performance, classification performance metrics, etc.
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http://dx.doi.org/10.17632/5c442vbjzg.2
https://github.com/gurol/PToPI
https://github.com/gurol/TasKar
https://github.com/gurol/PToPI
https://github.com/gurol/PToPI
https://github.com/gurol/metametrics
https://doi.org/10.24433/co.1564477.v2
http://dx.doi.org/10.17632/64r4jr8c88.1
http://dx.doi.org/10.17632/2g36672s5f.2
http://bit.ly/performanceranks

Tablel.2 Published works in thesis study

Publication title Year Thesis relation

1 New Comprehensive Taxonomies Miobile Security2016 Understanding the caséudy domail
and Malware AnalysigGurol Canbek, Sagiroglu, (i.e.ML-based Android mobile
Baykal, 2016) malware detection)Section2.3)

2 Clustering and visualization of mobile applicat2017
permissions for end users and malware ane
(Gurol Canbek, Baykal, & Sagiroglu, 2017)

3 Binary classification performancmeasures/metric2017 Preliminary  work  of  muld
A comprehensive visualized roadmap to gain perspective analysis (Chap®r
insights(Gurol Canbek, Sagiroglu, at., 2017)

4 New Techniques in Profiling Big Datasets 2018 The aiticality of sample size i
MachineLearning with a Concise Review of Andrt precise and concise performal

Mobile Malware DatasetéGurol Canbek, Sagirogl reporting (Sectior®.8)
& Taskaya Temizel, 2018)

5 Cyber Security by a New Analogy: "The Allegory 2018 Understanding the case study don
the 'Mobile' Cave(Gurol Canbek, 2018) (Section2.3) and analogical metho
(AppendixD)

6 Canbek, G., Taskaya Temizel., & Sagiroglu, $2019 Publication in multi-perspectivi
(2019). MultiPerspective Analysis of Binar analysisscope(Chapter3)
Classification Performance Evaluation Instrume
Information Processing and Managemenindel
review)

1.8  Organization of the Thesis

The rest of the thesis is organized as follows. Ch&uggves the preliminaries for the thesis
study and reviews the literature on binatgssification performance evaluation and
instrumentslt presents a comprehensive survey (SutMegn the performance evaluation
approaches iML-based Android mobile malware detection as a bhtagsification case
study domain. The domain is introduced andsigaificantfindings based on systematically
selected 78 studies are given in Chagter

Chapter3 clarifies the terminology, introduces categories for performance instrunagiats,
proposesoncepts related to instrumestsch as formal definitions of measures and metrics,
canonical formsn instrument equationmstrument geometrs, dualiies and complements.

Two new measures are introduciedthis chapter where dependencies and levels are also
defined. Summary functionsother equations formgbase measuregjirecthigh-level
dependencynd equivalent form), class counterparts mattlindancy are also introduced and
described.Chapter3 also proposes the first example of performancelicators called
iAccur ac yACBBAR W indicatée saal | ed fAaccuracy paradoxo
effect. Asa case study, the proposed indicator is used iaveduating performances in

Android mobile malware detection domain.

Chapterd designs and proposes a knowledge organization tool called PToPI to represent
over 50 instruments in a single compact pictime employing structural andvisual
techniques. Reakorld use cases of this exploratory tdlwht is similar tathe periodic table

of elementare presented through the literature examples in various dorGhiagterd also
proposes dool called TasKarcomplementing PToPI to calculate all the instruments and
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visualize some metrics with three new graphics. The chgptesa newspecification of the
coloring scheme and providesme example usagesTisKar

Chapters provides a systematic benchmarking method named BenchMetric with three
stages to assess and compare thestabss of performance metriCBhe novel concepts

such as universal base measure permutations, mpaee andmetametrics (metrics about
performance metrics) are introduced. BenchMetric is desciibastage by stage and also

being tested on 13 existinperformance metrics. The intermediate results per stage and
overall resultare provided and interpreted. The chapter also makes a detailed assessment of
very similar MCC and CK metrics. Further, BenchMetric is evaluated with the literature
comprehensivgl and tested by including two recently proposed metrics. Finahgpters
discusses precise and concise performance evaluation and reporting and suggests a proper
approach.

Finally, Chaptei6 summarizes the thesis contributions, discuskeslimitations, provides
ongoing and planned future studies, and gives conclusions.

AppendixA gives a complete list of performance instruments along with thenes,
abbreviations, alternative namesgtegoriesand levelsas well as details othe proposed
color scheme AppendixB gives a complete list of the equations of the instruments.
AppendixC shows tle full view of PToPl whereadppendixD gives insights about the
analogy between PToPI arle periodic table of elements by listing and depicting the
similarities among the source and target domaippendixE describes the selection
methodology for the survey of 78 Mhased Android mobile malware detectias a cae
study domain.AppendixF providesthe references of those surveyed studies along what
analyzes are conducted per each stéypendixG summarizes BenchMetric findings as
well as the overall robustness issues combined per metric sorted in alphabetic order.

AppendixH focuses on a critical aspect of classification performance reporting in the
literature and searches for the potential signs of biases where the performances are reported
in terms of norrobust metrics. In this regard, this sieintroduces some equations to reveal

the confusion matrix of a given study that reports a few metrics. Having performances in
terms of the most robust metric, a case study is conducted and the presence of publication
and confirmation biases are discukse
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CHAPTER 2

LITERATURE REVIEW

This chaptersummarizes the preliminaries for binarassification performance evaluation
and reviews the related literaturegeneral perspective

2.1 Preliminaries

Classification andsupervised machine learning

Classification is a leading specific problem or task in machine learning (ML) at which a
computer program i.e. classifier) improves its performance through learning from
experience and it requires a wspecified task, robusperformance instruments, and
representative source of training experie(déchell, 1997, p. 17)The experience is gained

by providing labeled examplebdq. training dataset) of one or more classeg(positive or
negative) that share common properties or chaiatits to the classifier mapping the
properties into the class labels. The performance of the trained classfiar What degree

it predicts the labels of known examples) is optionalhevaluated and then finalized on
different labeled examplesi.€. validation and test datasetsespectively. After this
supervised learning phase, the classifier is supposed to be ready to predict the class of
additional unknown or unlabeled examples.

Binary-classification and classes

In binary-classification or tweclass classification, a classifier separates a given example into
two contrasting classes. In symmetric binelgssification, each class is equally important

(e.g, A f e muslienbal ed) whereas in asymmetric binar.y
valuable than the othee(g,iposi ti ved over fAnegativeodo for a
di sease, Arespondo over Ano respambo fFfoar aa
mail, fAmali cdemabwaseftwaer {beniogwedr sfonfarwaar e
in fault identification of electric power systems). Such binary classes having one state is
actual | y c aSymmettic binarp alassesyace collectively exhaustive there is

no possibility except the two classes).

A classification separating more than two mutually exclusive classes is calledaiags
classification If the classes are not mutually exclusive.@n exampleould be one or more
of the available classesimultaneously, it is a multilabel classification (or angf or
multivalue classification). Binary and malti-class classification are singlelabel
classificatiors.



Confusion matrix

The binaryclassification performances in training, validation and test datasets asniae
by a 2x2 contingency table or confusion matiibe.(the number of correct and incorrect
classification per positive and negative class@3)e four figures are the numberTd®, TN,
FP, andFN of the classified examples with known labefusampéso.

Overall machine learning workflow

From a broader perspective, clagsifimodeling machine learning,and performance
evaluation are the criticalctivities of an overall ML workflow (i.e. ML-based
classification) The workflow from start to endomprisesstagedactivities each of which
defines the repeating and/or incrementaks Briefly, several ML models are tried and
tested to achieve the best performance.

Performance instruments and evaluation/reporting/comparison

Evaluation and comparison of a binargssification performance stated in terms of four
figures simultaneously are difficult. Therefore, several classification performance
instruments have been proposed to summarize these four figures as a singlédignudti¢
objective optimization or in other words compressing these values into a single number)
This thesissystematicallycovers and analyzesser 50 performance instruments for the first
time in the literature. Refer tbable 3.1 and Table A.1 in AppendixA for the instruments,
notation, formatting and other relateformation

Highlighting that performance instruments are used in the following scopes:

1 Performance evaluatiom training, validating and testing a classifier
1 Performance reportingn publishing the performance of a classifier
1 Performance comparisan comparing a classifier with the other proposed ones

2.2 Literature Review

Japkowicz and Shah (2015, p. 45) give a basic taxonomy of performance evaluation
instruments apart from binaglassification instruments based tme confusion matrix.
Considering binarclassification performance evaluation instrumentsstnof te literature
gives introdutory information about common metricguch astheir equations Others
interpret common metrics ovar number of common ML algorithms tested on example or
hypothetical dataseto demonstrate thdehaviorsof different metrics For example,
Sokolova et al(2006)cover three measures and six metvizstwo classifiersand Tharwat
(2018) addresses four measures and twelve mettiescribed with a single simple
classification result

9 Those four element§ P, FP, FN, andTN) willbenameca s fibase measur esd2d4s described
10 Two terms used especially in clinical research are also related to confusion matrix and classification
performane : figold standardo and fAground trutho. The for mer
performance and the latter the reference values used as standard for comparison. Additionally, prevalence has

also slightly different meaning than it has in gehectlassification context (i.e. positive class ratio): the

probability of an individual to have the disease (based on clinical characteristics and demographic data) in a
population including both newly diagnosed and existing cg@asloso et al., 2014, p. 28)

11 Apart from some codbased approachese reward for correct classifications and penalty for incorrect

classifications)
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Most of the related literature partly addresses the issues researchers encounter when they use
binary-classification performance evaluation instrumefitse effect of class imbalancéor

ficlass skewd o r fi pr eval ennperlormanéefmeettids és the most studied issue
(Brzezinski, Stefanowski, Susmaga, & Szczicl
Heras, 2019; Straube & Krell, 2014ost of the performance metrics that are based on
confusion matrix elementgrom both classare actually sensitive to class skeivawcett,

2004, p. 10)Without any change in the classifierpgemetricschangeas the distribution of

the positive and negative class samplehanged.

The skew sensitivityn metricsis examined in a narrow perspective in the literature. For
example,Straubeand Krel (2014) conclude the skew sensitivity &CC, F metrics MCC,

and nMI and the skew insensitivity dDPR, BACC WACG and Gm based on a single
example via a hypothetical classifier haviRnBR=0.9 andTNR=0.7. Note thatROC graphs
based onTPR and FPR dimensions where each dimension strictly depends on one class
exclusively TPRwithin the positive classFPR within the negative classire not sensitive

to class skew.

ValverdeAlbaceteandPelaezMoreno(2014)analyze se&c a | hoewlacyfparadax whae r e
classifier with a lowewralue of accuracynight have a greater level of predictive power and
vice vesa. Other aspects reviewed in the literature @rance correctior{Labatut & Cherifi,
2011) costbased evaluatiofHu & Dong, 2014) constraints(Forbes, 1995) and the
relationship between diversity.€. the degree of disagreement within an ensemble) and
performance metric@Vang & Yao, 2013)

Some studies examine the propert@sinstruments from specific perspectives such as
invariance in confusion matriggokolova & Lapalme, 2009¢hronology of the instruments
(SeungSeok, SungHyuk, & Tappert, 201Q) patterns in the instrumefts equati ons
(Warrens, 2008)and decomposabilitinto the sum or average of individual losses on each
sample(Yan, Koyejo, Zhong, & Ravikumar, 2018\ulti-class/multilabelled performance
evaluation is also address@blo, 2011; Pereira, Plastino, Zadrozny, & Merschmann, 2018;
Sokolova & Lapalme, 2009Dthers propose approaches to compare metrics. In a qualitative
approach, Straube and Krél014, p. 2)Jndicate the following criteria for choosing a proper
metric: i) performanceoriented (notdataoriented),ii) intuitive (interpretable), andii)
comparable (accepted in the literature). In a quantitative approach, Huang a200&gp.

302) suggest consistency and discrimioprdegrees for comparing performance metrics
throughACCandAUC-ROCexample metrics in balanced and imbalanced dataset examples.

Some of the binarglassification performance instruments are the same as binary similarity
or distance measurd&ocher & Savoy, 2017}hat are also based on a 2x2 contingency
table. For examplei-l and ACC are referred to as Dice and simple matching coefficient,
respetively. Tulloss (1997) first suggests some requirements and recommendations for
similarity measures. Theoretically, performance and similarity instruments can be formed in
numerous ways by changing the caméints or weights in the equations. Koyejo et al.
(2014)and ParadowsKr015)provides parametric equatiotisat alsageneralize most of the
performance evaluation instruments

The literature touches upon prehiatic performance metrics especiallR PPV, ACC,

andF1. The recommended metrics are also varied because of evaluating them from a single
perspective:
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9 ValverdeAlbacete and Peladdoreno(2014) report that higher Accuracy values
could be misleading.

1 Powers(2015, p. 5)discusses some fallacies Bl that come from information
retrieval such as focusing on one class only, assuming prediction and real class
distributions are identical and biased by the majority class

1 Shepperd2013, p. 16plso indicates th&tl yields significantly high values (about
0.7) on highly skewed datasetsdaalso exhibits a misleading high performance in
low prevalence datasets.

9 Labatut and Cherifi(2011, p. 13)recommendACC as covering both classes
otherwiseTPRandPPV.

9 Straube and Krel{2014) recommendPR BACC WACC andG instead ofACC,

F1, MCC, andnMI consideringclass imbalanceffect.

1 Schréder, Thiele, and Lehng011, p. 6uggest usingNFORM, MARK andMCC
instead ofPPV, TPR andF1.

1 Forbes recommendsV as a nontraditional metr{¢-orbes, 1995)

Considering the literature in general, the studies on performance evaluation instruments
examine a small nuber of issues most of which are related to class imbalance on a few
common metrics especiallfl and ACC. To the best ofmy knowledge, such a broad
analysis ofa large number operformance evaluatiomstrumentsas well as asystematic
benchmarking on thse instrumenthas not been conducted in the literature.

The problems in performance evaluation approaches in a case study domain is described via
a survey in the next sectiohMote that he following comprehensive literature revievan

specific areas ofgrformance evaluation instruments are expreasedevaluatedeparately

in the related chapters

1 Survey2 in Sectiond.2.2 Confusion matrix visualization methods.
1 Survey3 in Chapteb: Metric comparison methods.

The methods reviewed iSurvey 2 and Survey are also compagd with the methods
proposed in this thesis.

2.3 Survey 1: Problems in Classification Performance Evaluation
Approaches

ML-based binary classification is used in numerous domains such as unusual event
detection, medical diagnosis, customer target marketing, multimedia, biological, and social
media analysis, and doment categorizatiofAggarwal, 2015) This thesisevaluats the
performance evaluation approaches of some specific classification application examples
such as term extraction in medical records, computer system intrusion deteatigihspam
detection, and software design defects detectidpeiction4.1.3

This chapt eMhatdadrmes stense fipr obl e ms in performance
researchguestion RQ1) by systematically surveying Mbased Android mobile malware

detection as a case study domain throughout this tHdsisdomaindescribed belowvas

chosen because it is gabt to a rapid change and is one where binary classification

(malicious or benign software) is frequently us€be survey also presertkear evidences

for the problemd,, 2, and 5 below, all of which adescribedn Chapterl above
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Confusing terminology: performance measure or performance metric?
Disregarding negativelass performance, domaspecific tradeoffs, and endser
requirements

Using instruments withat being aware of the pros and cons

Need for explaining performance instruments

Indeterministic performance reporting and comparison

The gap in responsible open research

The complexity of the performance instruments

e

Noo,r®w

Note that somdindings of Surveyl that are not expressed heage given in the other
sectiors wherethey are related.

2.3.1 Brief introduction to survey domain

Mobile applications are normally expected as benign software satisfying different user
requirements without any implicit/explicit and/or direct/indirect harm. However, they could

be malign software or malware seeming innodarttactually contain payloadwsesides the

intended purpose to cause harm to-amdrs in different forms such as sending SMS (Short
Message Service) messages to theGuplCanbekum nur
et al., 2016) The followingsgive some insightabout the domain:

1 6,140 new mobile applications @verage are released every day in Google Play

Store( AAver age Number Rd|l dNesve AnRlgroi DlaVp®d 201
1 The official application market includes 3.8 million applications in total in 2018

(ANumber of Apps in Leading App Stores, 0
1 Many more Android applications are also released in over 300-gaitg

applicaton markets worldwide in a rather uncontrolled w@pgtiev, 2018)

Within thisvolume and speed, distinguishing whether an existing or new mobile application

is malign or benign is highly challenging. Because, detecting them solely by malware
analysis conducted bg small nhumber b specialists is impossible, Mbhased malwar
classification is a promising and effective solution. Both in academia and industry,
researchers build and test classifiers trained on labeled mobile application samples to detect
malware in new applications.

Within these conditions along with the incseay threat environments, diversifying risks,

and technical challenges, Mtasedmobile malwareclassification is a prominent research
area. In Android malware classification studies, the number of available malware datasets,
especially positive sampleseasmall, which results in class imbalance. The features which
can be extracted by statice( file/code analysis) and/or dynamice( runtime) malware
analysis is high dimensiondGurol Canbek et al., 2016, fig. 11A very-specific attack
vector {.e. technique to deliver the malicioymyloads) could be embedded into a benign
popular application and transformed into malware. (epackaged apps). Malware writers

(i.e. hackers) alter these vectors and/or combine others that lead to different instances of
malware {.e. malware variantsi malware families).

With respect to these attributes summarized above, we saw that performance evaluation is
the critical part of malware detection studies in the literature where reseactaiarsheir
improvements by comparing different classifiershwiterformance metrics. Nevertheless,

the problems introduced here can be encountered in any other domain like in software defect
predictionsummarizedtthe beginning oAppendixH.

16



2.3.2 Surveyscope

Total 78 studies from 2012 to 2018 reporting their biralgssification performances with
different ML algorithms on Android static mobitealware detectionseeAppendixE andF
for the selection methodology and the references of the stadesyrveyed

2.3.3 Findings: Blurring terminology

The studies use different terms while reporting classificatenfiormance evaluation. Of the

surveyed studiegi 2 % use fAmetricso for perf thisti®mce metri c:
will formally define it (seeDefinition 3.2 in Section3.2.3 , whereas 15% use fimea
and even 25% use both interchangeably.

Various ot her phrases such as ffaccuracieso, fir
Aquality measur eso, Asummary measur es o, Afassur
Afdetection performance0, etdaevald exmesseddm o r i t eri a or
the studies. The terms for individual metrics also vary as listédbie2.1.

Table2.1 The distribution of alteative terms used in 78 studies for referimgndividual metrics.

Metrics Terms

ACC  ACC (80%), Detection Rate (or Ratio) (11%), Detection Accuracy (7%). Success Ri
Ratio), Overall Accuracy (or Efficiency), Correctly Classified Instances Rate

F1 F-measure (43%),-Bcore oi-1 score (39%)F1 (22%),Fm

TPR  TPR(39%), Recall (26%),TPRand Recall (at the same time) (15%), Detection Rate |
Sensitivity (5%), Accuracy Rate, Fraction of Malware Thread Identified Correctly, Hit
Rate of Corectly Detection of Malware, Recall Malicious, Recall Malign

PPV  Precision (86%)PPV(8%), Precision Malicious, Precision Malign, Detection Rate

FPR FPR (96%), False Alarm Rate (7%), Rate of Incorrectly Detection of Innocent Applic
as Malware

TNR  TNR (60%), Specificity (27%), Recall Benign (13%), Pass Rate, Benign Applic
Recognition Rate

Other metricsFNR FNR NPV: NPV, Precision BenignyICR ERR CK: CK; MCC. MCC

The blurring terminology in a fundamental levglso widespread that the literature even on
performance evaluation sometimes intermingles fpfg
met r i c sedq, (Baklir Brumak,(Chauvin, Andersen, & Nielsen, 2000; Ferri et al., 2009;

Huang & Ling, 2005; Labatut & Cherifi, 2011; Sokolova & Lapalme, 2R09)

The terms commuy used in other domains such as pattern recognition and information

retrieval are also borrowed for use in generic birdagsification contexte(g, Arecal l 0 or

Asensitivityo instead of Aitrue positive rateo,
val ueo, and fAspecificitydlheiclass retatton is aldo nait r ue neg:
explicit (for exampl eTNRaindh vieirrswe rrseec ap rl ec ii ssi ounsoe di

NPVrather in a compulsory mann@rharwat,2018).

Different terms for the same metrics could be used in the same study. For example, 15% of

the surveyed studies use pwithlrecddorimonlyeusedmsi t i ve r at
information retrieval, at the same timein pure binary-classification context. More

interestingly, even six of the surveyed studies (7.7%) publighedamelP / P value two
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times one referring aBPRandone agecall redundantly. In addition, the same terms could
beused for different ende fiPRianddACC| Ehe gpsults sujgkstt e ct i
that in order to establish a common approach in scientific studies, the fundamental
terminology should be clarified first and correct terminology should be followed by all the
researchers.

2.3.4 Findings: Reporting inconsistencies andendencies

Table 2.2 shows the key findings of our survey in reporting the performance obased
malware classification. As seen irable 2.2 (a), the number of performance evaluation
instruments reported in a single study is discrepant. The studies tend to report two or three
instruments but they may cbee from only one instrument (on&CC or F1) to seven
instruments inclusive. Tough they are primitiié?R FPR andACC are the most reported
metrics as shown iable 2.2 (b). Note that the same variance in selected metrics was also
observed in multlabeled performance reportiiBereira et al., 2018)

Note that 12% of the studies report the confusion matdx their best classifier
configurations. Reporting confusion matrix enables calculating all the performance
evaluation instruments but comparisons via the four elements of the matrix are impractical
unless the sample size and class ratios are the same.

Table 2.2 The statistics of performance metrics reported from 69 applicable studies of 78 surveyed
studies:a) the distribution of the number of metrics reported in a study (minimum one metric and
maximum seven metrics were reported in the same sh)dy)stribution of the reported 11 metrics

c¢) Distribution of 31 unique combinations of the reported metrics.ekample, out of 69 studies, 14
studies reported onlyfPR and FPR metrics, 7 studies reportetdPR PPV, and F1. The top six
combinations (53%) are shown (other 25 combinations: 49)%he distribution of the components

of the reported metrics accordingtteir distribution in (b) revealing positivdass focus tendency

@)

one two three  four five SiX seven -metrics
9% 32% 13% 13% 13% 1% 3%
(b)
TPR FPR ACC PPV F1 FNR TNR NPV, MCR CK, MCC
75% 64% 55% 36% 30% 20% 17% 7%
(©)
TPR __FPR 20%
TPR PPV F1 10%
ACC 7%
0,
FPR ACC FNR 7% 53%
TPR ACC PPV 4%
TPR _FPR ACC 4%
(d)
7 N IE TN FP 7€ FcC
k 6% 36% 2% 15%A 1% 4% 9% 13%) 8% 5%
Y Y
positiveclass related negativeclass related
60% 27%

12 Studies: #17 (in Tabl@); #32 (in Tables, 7, and8); #39 (in Tabl&); #40 (in Tablel); #57 (in Table5); and
#18 (in Tables, TPRand recall equations are given at the same time)
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Table 2.2(c) shows the most notable finding regarding an inconsistency found in
performance evaluation reporting: in almost half of the surveyed studies, the mesgae
varying combinations of metrics for performance reporting.

When we looked into the roots of the metrics reporiesl ¢alculated according to the
canonical measures introduced refinition 3.1 in Section3.2.3, 60% of the selected
metrics are positivelass relatedig. based onTP, FN, P, and OP) whereas 27% are
negative. Interpreting the overall findingsTable 2.2, the performance evaluation reporting
seems discretionary.

Though it is outof-scope of this study, the perfornee of a classification workflow and/or a
classifier should be evaluated in tirapace. We saw that 35% of the studies publish some
sort of time measures (e.g. classifier training time in seconds). Time performance should be
published and standardized il the classification studies considering the computational or
time complexity of the machine learning algorithms uséid algorithm complexity is also a
related subjeah time performancéKearns, 199Q)

2.4 Conclusion

Contrary to the common assumption that performance evaluation is-angelistood and
studied area, his chapter reveals fundamental problems in performance evaluation
approaches in Mibased classification studies in the #emre. Besides, wide-spread
confused terminology, there is nonsensus in performance reporting and publication

It should be highlighted that performance instrumeangslso the key to making decisions in
other ML workflow activitiesbesides final performance evaluation and repodingh as

1 comparing different feature sets selected for the same ML model,
1 comparing different ML models with the same feature sets, and

91 finally comparing the best approach achieved overall with other ML studies in the
same context.

The findings have shown thegsearchersise a differenhumber of metrics selected from a
limited number of conventional oneamely TPR FPR ACC PPV, andF1. On the other
hand, e¢her alternatives covered in this thesich aB8ACC G, nMI, CK, andMCC have not
been commonly used in the literature

Note that he findings ofthe survey conducted on a specific domadiveringseven years are
actually generic that could be encountered in other domains. In the next settt®ns,
proposedapproach is presented, which aims to help to overcome such problems by clarifying
the fundamental terminology and providing a formal mpétisgective analysis and tools for
binary-classification performance evaluation instruments.
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CHAPTER 3

MULTI -PERSPECTIVE ANALYSIS OF PERFORMANCE INSTRUMENTS

This chapteraddresses a group BRQ2 research questiorg/ introdudng novel conceptsia
amulti-perspective analysis methon

clarify and improve the terminology,

examine whether any difference exists in instruments semantically and formally,
introducenewessential propertiamcoveringand defining their characteristics, and
revealtheir similarities, relationships, and dependencies.

=A =4 =4 =4

3.1  Categorization of Instruments: Measure, Metric,and Indicator

As revealed in Surve¥ in Section2.3.3 terminology confusion is widespreathe first
conceptualization of this thesis is ppopose a fundamental terminolog@y classification
context For the first time in the literaturdhis thesis

1 refers the references derived from a binatgssification confusion matrix as
Aiperformance instrumentsao,

1 categorizei nstruments as fnaaddwstier es o and fAmetri
9 introducesa new instrument category nan@ddicators.

A measure is defined as fithe di mensions, ca
measusamdggometric (often metri csi)according fba st an
MerriamWebster. A measure is quaatively derived from measurement while a metric is

close to inferring qualitative subjects. A metric is a calculated or composite measure based

on two or more measures and typically stated as percentages, ratios, or fractions.

Two related works are founth the literature that specifically covers the terminology
confusion observed in software engineering \
are also wused interchangeably along with o
fi s ¢ a Olsira and de los Angeles Martirf2004) points at the lack otonsensusn the

terms evaluating related concepts such aditgyuand productivity They present an ontology

to suggestclarification based orsoftwarerelated 1SO standardsnd recognized research

articles. Similar to the adopted approach described below, they also order the terms as
measures, metrics, and indiocet goingthrough distinct activities namely measurement,

13 https://www.merriarawebster.com/dictionary/measure
14 https:/iwww.merriarwebster.com/dictionary/metric
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calculation, and decisioiGarcia et al(2006)approach to the terms mdifferent way and
completely avoid he use ofBecausst Aeuntesdn Asoftware metrico
imprecise to the contratg any other engineering disciplines.

As specifically examined from the general perspective by T@@13) measures, metrics,
and indicators refer to different but dependent concdptparallel with the semantic
distinction among instrumentwoposed in this thesisneasures are numerical values with
little or no context whereas metrics possess a colleatib measures in context, and
indicators are the comparison of measures and/or metrics to a baSgjure3.1 illustrates
performance measurmetrid indicator dependencies, their relative characteristics, and
typical values or range3he levels per instrument type are described and formally defined
in the next section.

Typical Values/Range A Precision: Coarse, Interpretation: Easy A

gE

< ’ =]
perfect S 3
¢ ) £ 2
good 2
‘f' 2y a

air e

A A4

‘limited’

1 * 2nd Level Metric
ol Metrics * 1st Level Metrics
il | * Base Metrics

¢ 3rd Level Measures

[/ +°; M » 2nd Level Measures
\ i easures Ist Level Measures
o Ki * Base Measures

¥V Precision: Fine, Interpretation: Hard ¥

Figure 3.1 Dependency and relative characteristics of performance evaluation instrument types. The

attached semicircles on the left show the typical values or ranges for each instyo@eRor binary
classification performance measures and metrics, the
whereas indicators have nominal values.

3.2 Formal Definition and Organization of Instruments

The following formal definitionsare proposedfor organizing and describing binary
classification performance evaluation instrumentable 3.1 shows the special notation
proposed for differentiating measures anetnas as well as the instrument transformations
described in this study.

Table3.1 Performance instrument notations

Notation Style Meaning Example

M Italic Any metric/indicator or measures inlimited ACCin [0, 1], MCCiin [-1, 1],
range PREVin [0, 1]

M + Bold Measures with no lower and/or upper limit TP, Sn, OR

M- or M+ * superscrip'Dual of PREV=BIAS

0 ord Overbar Complement of "YO 'Y "00 'Y

M Regular bolcMetric-space of thenetric GeeSection5.1.) MCC
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Note that canonical measures are usually not written in bold in equations.

3.2.1 The basemeasures TP, FP, TN, and FN)

In this thesis,the four conventional direct outputs of classification performance, that are
presented in a 2x2 contingency table or confusion matexcallecbase measures because
all other instruments can be expressed by them. The different names of theehasemare
provided inTableA.1in AppendixA.

3.2.2 First levelmeasures P, N, OP, ON, TC, FC, and Sn)

The first level measures are the composition of the base measures by sumfatidiN
measures that are column totals (also known as marginal totals in probability theory) of a
confusion matrix represent the real or actual sizébefwo classed.€. the real labels). For
example, a classification test dataset with 3,000 malign and 2,000 benign application
samples is expressed Bs= 3000 andN = 2000. These measures correspond to the reality,
observed or ground trut@P and ON measures that are row totals (also known as marginal
totals in probability theory) of a confusion matrix represent the prediction (test or
classification result) of théwo classes. For the same example, a decision tree classifier
predicing the examples a3,100 malign and 1,900 benign is expresse®Bgs 3100 and
ON=1900. These measures correspond to the prediction, hypothesized or estimated
(classification) output.

Moreover, True ClassificatiomC) and False ClassificatiofrC) are defined as the totals of

diagonal base measureBP(and TN) and/or offdiagonal onesHP and FN), respectively.
Substituting those totals have ossiagththeiri cant |
interpretation. For instance ACC that is defined as TP+TN)/Sn (even as
(TP+TN)/(TP+ FP + FN + TN)) could be expressed simply &€/Sn with TC. Including

TC and FC where appropriate makes the equation easy to interpigt the rdio of the

number of correct classifications to total sample size instead of the ratio of the number of
positive and negative samples correctly classified to total sample size). Note that this
notation also simplifies the multlass performance instrumentor example, the accuracy

of a ternaryclassification is agaimC/Sn.

It may be argued th&n could be classified as a base measure because sample size is always
available at the very beginning before starting classification. However, our formal
perfomance evaluation approach in this study is based on direct outputs of classification
performance P, FP, FN, andTN) and the leveling is determined by dependencies. Hence,
sample size§n=TP + FP + FN + TN) is above base measures Iker N.

3.2.3 Instrument equations. the canonical form

The terminology confusion describedSection2.3.3can be efficiently avoided by defining

a formal logic that determines wther a given equation of a performance evaluation
instrument is a metric or measure. The first step in the proposed formal definition is to
standardize the equations. In canonical form, the equations are expressed with the base
measures and the first lduaeasuresTP, FP, FN, TN, P, N, OP, ON, TC, FC, andSn).

For exampleMCR= FC/SnandF1=2TP/ (2TP + FC) are expressed in canonical form.



Definition 3.1 (Canonical Forn.

M is a performance metric or a measure expressed in a canonical tgerf 5

L "YHOFHOR YD) Ay () OR Y&HOGTYE v v° dmftb andy® 1 ° w

where ) YO 006G "O0 YW 6 YO 0616 6 YO "OU'YS YO
"YOTO6 OO "OUYE 0 G GO GO YS "06 YO OO YO "Ou

Note that any equations listedrefinition 3.1 above must be reduced into total for K,

OP, ON, TC, FC, Sn) while converting an equation into canonical foreag( a TP+FN

should always be reduced inf. Highl e v e | dependency form is
Geometriesodo subheading bel ow.

3.3 Performance M easuréM etric Definition

A binary-classification performance evaluation metric in canonical form is expected to have
at least one of the base measures and its range is limited as dictated in semantic

interpretation described in SectiBrl Hence, the following definition is applicable to
performance measures. Otherwise, the given equation in the canonical form is called as a
performance metric.

Definition 3.2 (Measure/Metrig.
M is a (binaryclassification performance)measuré expressed in canonical form where
00 a and (AT 0 P ORR 0O OAYE or (I ED Han di/ A®

H)).

OtherwiseM is afimetriod.

For exargplelijEV: P/ Snis a measure because d&®REV) is equal to P, Sn} whereas
oy YuUyu olicop i stil a measure everAl iGY “YHOKNOH YD R

OR) A th) 0R'YZ because range @R is limitless,i.e.[ O , ."OD)"Y&"YGGW is a

metric becausaeitherdom(G) is not subset of @, N, OP, ON, Sn} (because of P andTN)
andnor its range is limitless (randgg)l = [0, 1])as

3.4  The Geometry for Measures/Metrics

Figure3.2 (a) is drawn to depict the geometry of canonical measures defined &mvaN

are column type (total of base measures in vertical cells in confusion matrix) that is related to
reality only, OP andON are row type (total of base measures in horizontal cells) related to
prediction only, andfC andFC that are named are mixed type (total of base measures in
diagonal or offdiagonal cells). Note tha®n is mixed geometry and has no effect on

15 First measure is defingd becausewmgutricsv are deriv'ed' from or above ‘measures. Nevertheless, metrics could be
defined explicitly by AT 10 p “YWHOKOGY) and { ED Hba nidA @ H)).
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the geometries of all the measures and metrics is used as a guide for thesgpropos
exploratory table (PToPI) shown iRigure 4.1 in Chapted to position thedifferent
measures and metrics in the table layout. Note that the geometry type is represented by
dashed and solid edges describedlable4.1 in Chapter.
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Mixed 2nd Level Metric
MCC
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’ IXe!
F1, FO, FO.5, INFORM, BACC, DPR, LRP, R, P
8. Ck WACC, G LRN
Mixed T | Base'Metrics
DR, CRR Column
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HOC, MI PREV, SKEW, NIR, NER HC

Figure3.2 The origin of laying out of performance evaluation instruments in PToPI

(b) Geometry types and layout of all measures and metrics
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This thesisextend this column/row geometry to any measure/metric as showkigare
3.2 (b) apart fronP, N, OP, ON, TC, FC, andSnwith the following definitions:

Definition 3.3 (Instrument Geometjy

M is a metric/measure expressed in a canonical form vihefe©® s

The geometryomi s 6 Col umnd )(depicted as
ifAT 10 p O andAT 10 ¢ /OR GRYHOS

The geometryomi s fARowo (0depicted as
fAT 10 p OW 06 andAT 10 ¢ ORAYSHOS

Otherwise, the geometry fi s 6 Mi xedd Y depicted as

In our survey, 26% of the studies, published column geometry medrisSTPR TNR FPR,
and/or FNR). 19% published truelassificatioronly metrics €.g, TPR TNR PPV, NPV,
and/or ACQ). Interestingly, 3% publishe®PR with FNR, which is a subset of false
classificatioronly metrics.

3.5  Transforming Geometry: Metrics/Measures Duality

The extended geometry divides classification performance measures/metrics into two
orthogmal dimensions besides the mixed ones: column (reality aslyjow (prediction

only). This approach brings about transformations in corresponding measures/metrics.

Essentially, duality is to transform one concept into another concept in a bilaterak nieanne
could be perceived as interchanging antecedent and cons@gaerts, 2011)

Definition 3.4 (M-, Duality).

M is a metric/measure expressed in a canonical form vihe#e® s and the geometry of
Mi s ACol umno, i Rowo, MieM-wiieMi x e d o0 . The dual

if the geometryomi s A Coll ymno (

(o]
AT 10 qu Aiid?
if the geometryoMi s A Ro)wo (

(¢}
(o}

AT 16w AT I0°
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A transformation via switching the column to row geometries and vice versa corresponds to
reality versus prediction perspective change. The introduced transformation via duality
makes researchers become aware of the spetadions in corresponding metrics/measures.
Basically, a dual of a column/row type measure/metric is formed by swapping betRjleen {
and {OP} and between W} and {ON} respectively. For instanceTPR=PPV or
PPV=TPR. As seen in the examples, the symmpdinvolution) is always valid for the
duality of performance measures/metrigs( 0 andd ° 0 ,i.e.if 0 is the dual of

0 ,thend is the dual ob) ).

The duality is important to transform a mapping in one concept (dimension) doats
concept. For example, a functiof) ¢f two columngeometry metricslk andd ) could
be transformed or sought in their corresponding duel fow geometry metrics) metrics
(0 andd ) as described as below:

L0 g~ 0 "YHOWOWYHOR) R (h) G YOTYdivermQnd — mb 31)
* :

Q0 Q0 Q0

For exampleL.RP is a mapping betweefPRandTNR The dual olLRP =TPR/ (17 TNR

is TPR /(17 TNR) =PPV/ (17 NPV), which is not common in existing classification
performance evaluations. |t is called fARel a
epidemiology, clinical research, and diagnostic t¢Siegerink & Rohmann, 2018)he

relation revealed by duality can connect classification performance evaluation domain with

these domains.

The example given foLRP is related to the transformations of column or row geometry
instruments. As for mixed geometry, duality transformation of feglel mixed-geometry
instruments reveals different dependencies (note that dual of a mixed type metric/measure is
equal to itself). For instance, the following transformatiorAGIC from Eq.(3.2) showing
PREVdependency reveaBlASdependency oACC.

066 "YO'Y D YOIwYD YY) Y (3.2)
86D YO DYTGHYDY YO Y (3.3)
5660060 GOWOOKHFO WO O (3.4)

Increasing the class imbalance leads to a higher performance valA€@ias shown in

Eqg.(3.2), which causes a higher bias as shown in(84). Dual instruments should be
interpreted correctly. (Péewers, 281%,.n3pdt the godPaf wer s 0
the classification model is achieving the equality of dual instruments suBRE¢= BIAS

TPR= PPV, or TNR= NPV should be clarified by addinfin the highest possible metric

value® constraint ¢.g, TPR=PPV=TNR= NPV & 1.0). Because a random classifier with

all the base measures equalg TP =FP =FN =TN =50) also satisfies all these three
equalities.
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3.6 Instrument Complements

Binary-classification performance metrics and some of the measures are normalized ratios
having ranges in [0, 1] or{l, 1]. The complement of a measure/metric is defined as follows:

Definition 3.5 (M, Complement

M is a metric/measure whebedt=© 5. The complement of thiéh value ofM is O where

iAd Oh OEIM A®
0 (T EW O0h OETED hn
Oh T ED mnATIAA® n

For instanceTPRis a metricM, which has a range [0, mas] = 1], if TPR = 0.999, then

the complement of PR (i.e. FNR) is 117 0.999= 0.001. Lkewise,INFORMis a metricM,

which has arange [miN) =7 1, M)& X].(f INFORM = 0.500, then the complement of
INFORM i s 1T0.500. I n contrast wi t h duality, havi
complement does not contribute any extra information. A complement could be used for
simplification of equations or switching the primary point of view to another one such as
switching from positive clasbased viewd.g, TPRor PPV) to a negative onee(g, FNRor

FDR) or focusing on errorsi.é. MCR) instead of correctnessg. ACC). Redundancy in
performance reporting is another issue related to complementation. Out of 51s studie
surveyed in the performance reporting context, 16% have redundant metrics fddRely
with FNR (14%), TNRwith FPR (12%), andACCwith MCR (2%).

3.7  Class Counterparts

Classspecific instruments have counterpart instruments. For exafpRfor positive clas

with TNRfor negative class (with their complemerfdRwith FPR), PPV with NPV (FDR

with FOR), andLRP with LRN. Counterpart relations can be uncommon unless otherwise is
required. For example, the counterpart RIREV (=P/Sn) is NER (=N/Sn) that is not
common. However, the counterpart BFAS (=OP/Sn), (ON/Sn) or the counterpart ofl
(2TN/(2TN + FC)) are not used at all. Counterparts are also applicable in-clads
performance evaluation above binary classification.

3.8 More Geometries: Dependencies, Levels, and Highevel Dependency
Forms

A dependency grapis preparedo show the dependencies among 49 binary classification
measures/metrics and reveals their similaritiégure 3.3 andFigure 3.4 showa partialand

full view of the dependency graphespectively The fultresolution graph and the DOT
(graph descriptin language) files to produce it via Graphviz are provided online at
https://github.com/gurdiToPl  High-level  equation forms i€. substituting
measures/metrics other than base level measures/metrics and 1st level maasuwss)
where possible to ideify direct dependencies. Otherwise, the dependencies are calculated
based on the equations in canonical form. For example,
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1 TPR TNR PPV, and NPV metrics and their complements depend on canonical
measures. Therefore, they are considered as base metrics.

1 INFORM depends oTfPRandTNR MARK depends ofPPV and NPV. Therefore,
they are 1st level metrics.

066 MOUL OO MDO Y shows thatMCC has direct dependencies ofNFORM and
MARKmetrics in highlevel. ThereforeMCCis a 2nd level metric.

-6--. @

. B
™ ~ ™~
(_Acc )

@ () D @

Figure 3.3 Partialview of dependency graph showing a@adundant metrics only.é. without FPR,
FNR andMCR). See https://github.com/gurBIl oPIfor source files to generate dependency graphs

Beyond the wetknown ones, the literature rarely examines itigrument equations with
different expressions like in EB.2) and Eq.(3.4). Press(Press, 2008, p. 12jor example,

finds the equivalent form dPPV and NPV by expressing them witiPR and TNR The
high-level degndency actually reveals another kind of redundancy observed in performance
evaluation reportingi.€. reporting a metric with its direct dependencies). For example, out
of 51 studies surveyed in the performance reporting context, 27% pubkdheldng wih

the two directdependencies (the harmonic meafBRandPPV).

3.9  Upper-Level Measures and Metrics Leveling

Applying the leveling approach described above, measures have four levels and metrics have
three levels including base levels as showhigure3.2 (b). The final levels are

1 MeasuresBase, 1st2nd,and 3rdevel
i Metrics Base, 1st, and 2rdvel

The complete list of levels and correspondimgstruments in threedimensional
representation are depicted Figure 3.5 and listed in alphabetic order infable A.1 in
AppendixA. Note thatDP is not in a new leveli.e. 4th-level measures) because it only
transformgOR measure without changg its dependent&RP andLRN or TPRandTNR.
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3.10

Summary Functions

High-level metrics summarize the dependent metrics into a single figure on:

91 Dual dependent metrics for a mixed geometry meMicC is the geometric mean of

INFORM and MARK and F1 is the harmonic mean ofPR and PPV. nMI has
various summary functionse(g, arithmetic/geometric means, minimum and

maximum) applied oklC andHO.

Classcounterpart metrics for a column geometry metiid-FORM with addition,
BACC with arithmetic meanWWACC with weighted mean, an® with geometric

mean ofTPRandTNR

In parametric instruments such\AACCor Fb (seeequatiors (17') and (20" inrableB.2 in
AppendixB), the summary function depending on two or more instruments can be adjusted
according tadhe importance given each dependganter et al., 2015)

Leveling not only allows the rearchers to distinguish similar instruments from a large
number of instruments but also shows the dependencies among levels and their
summarization degree. For examMe&;C as a 2nd level metric depends on and summarizes
the 1st level metrics that depena and summarize the base metrics.

2nd level metric (%4
»>

MCcC

1st level metrics (15-23)

INFORM, MARK, BACC, (WACC),
G, nMI, F1,(Ff), F0.5, F2, CK

Base metrics (' -4

TPR, FNR, TNR, FPR, PPV,
FDR, FOR, NPV, HOC, M,
DR, CRR, ACC, MCR

Oth

Base measures (/9

Confusion Matrix
(2x2 contingency table)
TP, FP, FN, TN

7nd
A

2nd

Ind

Indicators
ACCBAR

3rd

_ 3rd level measures (2229
HC, HO, OR, DP

2nd level measures /22D
PREYV, BIAS, SKEW, NIR, NER, CKc,
DPR, LRP, LRN, DET

1st level measures ¢ "’”

Marginal totals: column: P, N, row: OP, ON,
and New Measures (Diagonal Totals): TC, FC,
Sample Size: Sn

Figure3.5 Threedimensionatepresentation of levels and dependency of performance instruments

3.11

AAccuracy Barr.i

ero As the Fi

rst

Exampl

Metric or measure values are important particularly for comparison of the performance of
different classifiers. However, they may be limited in terms of interpretability byusers.

In particular, nonlinear or limitless measures suchO&si n

(Schmidt & Kohlmann, 2008)
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Indicator is the new category of performance instruments as proposkdescribed in
Section3.1 above Addr essing t he How toecaharcer comgprtebenading, o n i
using, representing, reporyin learning, and teaching binaclassification performance
instruments@ RQ@3), this chapterproposes a novel indicator that specifically enhance
performance instrument using and reépg. Those enhancements are demonstrated via a

case study where previously reported biralgssification performances in the literature are
re-evaluated by the novel indicatdk. negative result experienced defining an indicator
summarizing a limitless measueealso shared

Indicators facilitate the comprehension and comparison of the metricanaadures;
therefoe, they are recommended for emsers or public applications. The outputs of an
indicator are qualitdite and they are obtained by dividing metric or measure values into
coarse categoriedlthough categorizing a quantitative variable in a given range via cut
points to facilitate understanding some phenomena and distinguish the specific intervals is
applied in some domains, such as bioldijayya, Monteiro, & Ganapathy, 201 9nly one
attempt of metric categorizatios foundwhere CK was divided into the six strength of
agreement with the fl@wing halfopen intervals:

1 <O0: ipoor o,

T [0, 0. 2) Aslighto,

T [0. 2, i0r.04,) Af a

T [0.4, 0.6) Amoder at eo,

T [0.6, O0.8)andiisubstantial o0,
T [08,]: Aal most perfecto

by Landis and Kocl{1977, p. 165)vho stated that the divisions were arbitrary and provided
for benchmarking.

ACCresults can be high even for a random classfialverdeAlbacete & PeldeMoreno,

2014) Therefoe, it is essential to define a minimum performance that should be expected
from a binary classifieNER and NIR, which are not welknown or reportedBond et al.,
2018, p. S9; GarciMagarifio, Chittaro, & Plaza, 2018, p. 38)e two measures that can be
used to define that limies shown in Eq(3.6), NER specifies the minimum successful
classification rate of a classifier without a classification model that always labels a given
instance witiN. As a clasdsndependent versiotNIR specifies the minimum performance by
taking the &rger class samplaze as either Positive or Negative into account.

A case of having a classifier with a close performandéERandNIR measures is called as
faccuracy par ahldsahedsintfoducsrand iohmally ldefinet he A Accur acy
Barrie® i ndi cator :

0o0@ 0 0Y(OOY (3.5)
Yo | AR 0
o C T (3.6)
Ye Ye Ye

"Yoe | AR 0 (3.7)



A classifier with a reasonably highCC where TC is close to the number of Positives
(TC & P) or NegativesTC a N) cannot overcome the Accuracy Barri€able3.2 shows the
performance measures a®dCC metrics of two hypothetical classifiers tested on 2,200
samples $n) with 18% prevalence (as frequently observed in domains having rare positive
samplesuch as known mobile malware or a specific disease).

When the performance is reported with oM¢C metric, both classifiers achieve notable
performancesACCvalues are 0.916 and 0.868). Nevertheless, th@Csare very close to
the ACCof anordinarydssi fier (0.818) whose NouP)c ome

Therefore, the Accuracy Barrier is recommended to be checked by eithé3.SEqpr
Eq.(3.7) (see ACC, TC, NIR, and NER that are shown inPToPI in Figure C.2 in
AppendixC). When the classification performance is reported in terms of other metrics such
asF1, CK, andMCC, the results are lower th&xCCas shown ifTable3.2.

You can test different classification results and see the accuracy barrier outputs in the online
extra material provided at https://github.com/guPdlbPI as well as using the developed tool
TasKar described in Sectiond.2, which is also provided online at
https://gthub.com/gurol/TasKar.

Table3.2 Accuracy barries and other metriosn two example hypothetical classifiers

Classifier-1:

Classifier-2:

Very close Accuracy Barrier

Hit Accuracy Barrier

' ! P Fr|8 | | TP FP| 8
265! 240 25 g 190, 150 40 %
! | FN v 8 | | FN V|8
- 1935 160 1775/ 8 - 2010! 250 1760/ &
TC TC
2015 400 1800 1910 400 1800
— f TIC~N — + ._T_‘_f__”f_‘.’____f_.__
ACC |8 NIR NER Acc| B NIR NER
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Five accuracy barriecategoriesire definedrom the most proper to the least:
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The following equations are proposed to calculate the proposed indicatorAGHRAR
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The unit step length—} value is determined as 0.05 bgnsidering the range of related
metrics ACC, NIR, NER) [0, 1] and the minimum difference in which the performances of
different competing classifiers are compareel. bigh-performance values between 0.95 and
1.0 that researchers would like to achieMte thatFigure4.7 also depicts accuracy barrier
categories in example delta values in TasKar tool.

ACCBARcan givenotableinsight into the performance by evalugtione metric ACC) and

one measureN|IR). The indicator is straightforward to calculate and clarify the vague
condition interpretation of Accuracy Paradox in the literature and provide an exact
measurementACCBAR can be a significant instrument for cldisition studies when
publishing their performances viCC. For example, a classification performance stated as
ACC=0.916 alone cannot be disregarded in especially applications in emerging areas.
Nevertheless, it is actually very close to the AccuraayriBr as shown ifable3.2.

3.11.1 CaseStudy 1: Classification performance re-evaluation viaACCBAR

The ideal approach in ranking different classification studies for the same classification
problem(e.g, ML-basedAndroid mobile malware detectioig to test the classifiers on the
same datase(se. benchmarking datasets) and congghie test resultsiterms of a chosen
metric. However, this approach could not be possible due tovaheus reasons For
example, a researcher could not

9 access the datasets ugedther compared classifiers to testr/hisclassifiersor

9 build the compared classifiérs odels to testhemon her/hisown datasets.

ACCBARactuallyadds a precontrol for classificationperformances expressed in terms of
ACC. In order to show the usage ACCBARiIndicator, 28 of the surveyed studies that report
their classification performancas terms ofACC are analyzedia ACCBAR As there were

more than one alternative classifier models published in most of the studies, the
configurations yielding the highe&\CC are chose. Table 3.3 shows the details ofhe
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analysis conducted on 28 studies but presents the top 15 of 28 studies having the highest

ACC reported for the sakef space and simplicity (more detailed information for all the

studies are provided in online data).

Unexpectedly, the results show that the top five of the classificatioried byACC are

actually at the bottom when the studies are ranked by #@GBAR category (from best
condition: ioOver o, ACl osed AVery Closebo,
ACCBARCcategory, and theACCin decreasingrder. For example, the #51 study with the
highestACC (0.9982) is reduced by 23 ranks and to 5th ftast. This is also seen in other
studies (for example, #33 study is reduced from 2nd position to 7th from last and #57 study

from 3rd to 3rdrom last).

The exact del ta (o) values can be wused
classifiers within the sam@&CCBAR category. The conductedexperiment shows that
ACCBARdelta values help in interpreting the overall ranking. If they are not incluged (
ranked byACCBARcategory from best theACC in decreasing) the rankings become

different.

The primary sort fieldACCBARand the secondary sort fieRICC (e.g, the sorting of #33,

t

o

#1, #2,etc studies i n @ Ov eabke3.3gptain thia copditidnalm the e r )

AOver o group, #33 and #1 AGCs shduid ées thehfiestvand g

second in the group. However, their delta values (0.22 dr8J fespectively) are lower.€.

closer to accuracy barrier) than the values of the preceding two studies (#2 and #47 with 0.49

t

and 0.48, respectively). Hence, the #2 and #47 studies are expected to be the first and

second, respectively even thehCCs were lower {e. the achieved accuracy can be

considered more credible).

Table3.3 Performance rankings of different classifications in term&@€ metric are completely
different whenACCBARindicator is taken into account.

Sorted:ACCZ  ACCBARL Change
PYyACCZ at
Initial Rankbottom / Reported #Study
N P ACC Rank pRank changetop ¢ ACCBARmetrics/measures reference
8,000 400 0.986( 7 28 the las -21¢8 0.03 Hit ACC BM,TPR FPR PPV 30
99,037 10,581 0.998: Z 1 24 5th las -23¢% 0.09Very closeACC, TPR FPR F1 51
107,327 8,701 0.994¢ 3 26 3rd las -23¢ 0.07 ACC, TPR FPR PPV, F1 57
122,17¢ 9,75€ 0.990¢€ 4 27 2nd las -23¢ 0.06 ACC, TPR FPR PPV, F1, 27
CK,MCC
1,855 6,90¢€ 0.882¢ 26 25 4th las 1 0.09 ACC BM, TNR 52
9,804 2,794 0.997C Z 2 22 7thlas -20¢ 0.22 Over OnlyACC 33
16,000 3,987 0.990( 5 23 6thlas -18¢ 0.19 ACC, TPR 1
7,494 7,494 0.989( 6 1 first 5z 0.49 ACC, FPR FNR 2
1,26C 1,26C 0.984( 8 2 seconc 6z 0.48 ACC, FPR 47
480 743 0.9787 9 17 -8 0.37 ACC, TPR PPV, F1 13
3,936 2,92t 0.975( 10 13 -3 0.4C ACC, TPR TNR FPR FNR 37
PPV, AUC-ROC
12,02¢ 5,264 0.974C 11 20 -9 0.28 ACC, TPR FPR 63
3,936 2,92t 0.972( 12 14 -2 0.4C ACC, TPR TNR FPR FNR 66
AUC-ROC
1,25C 610 0.968¢ 14 19 -5 0.3C ACC, TPR PPV, AUC-ROC 41
5,56C 5,56(C 0.968¢ 13 3 third 10z 0.47 Only ACC 6

AStudies are sorted CC values from maximum to minimum p&CCBARcategory to differentiate the effect
ACCBAR FAr simplicity, only the top 15 ®AECCBARSThestisun
classification wAGCBARThema es obthefrapodrtedsmetricé aredisplayed instead of the
ADel t a ( op)exammemislendingXCE ranksare shown inunderlined bold against thepropergpranksshowr
in bold.
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The possible reduction is not limited to the -grforming classificationsClassification

with a relatively lowerACC can move to the higher ranks as observed for the #6 study that
goes up from rank 13th to 3rd vieCCBARIndicator correction. Futurevork will evaluate

the performance values of other metrics sucB&AECG F1, CK, andMCC for under, hit and

very close to Accuracy Barrier cases and compare the difference®@@Hrom a broad
perspective as shown Trable3.2. Note that an opesource R script developed fACCBAR

is provided at https://github.com/gureifoPlI
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CHAPTER 4

KNOWLEDGE ORGANIZATION AND DASHBOARD/CALCULATOR
TOOLS FOR PERFORMANCE INSTRUMENTS

As mentionedn Chapter3, novel concepts are proposed to present the essential properties to
distinguish the instrumentés a summary, the followings are some example interpretations
of each concept

1 ACCis a performance metric whereBREVis a measure (recall that a metric is
directly related to classification performance and a measure in a fixed range is
indirect, related to classification configuration).

1 TPRis a base metric where&ACCis a 1st level metrici.e. directly depends on
TPRandTNR.

1 Of three base metric3;PRhas a column geometry related to reality oRPV has a
row geometry related to prediction only, aA@C has a mixed geometry covering
both reality and prediction.

1 FNRis the complement ofNRwhereasPREVis the dudof BIAS LRP andLRN
are the class counterparts with the same summary function and direct dependents
(for positive and negative class, respectively).

It is expecedthat all these concepts will establish a wifined foundation for performance
evaluaton instruments from a theoretical point of view.

Beyond defining the concepts such as instrument type, leveling, geometry, complementation,
and duality, this study also focuses on the representation of these concepts for all the
instruments as practical contribution hat addr esses Hdowaoenharee ar ¢ h
comprehending, using, representing, reporting, learning, and teadfiassification

i nstr umM@IP.t s?0 (

4.1  PToPI: A Knowledge Organization Tool

As an original implementation proposal of knowledge organization in information sceence
compact exploratory tablis designedfor 50 binaryclassification performance evaluation
instruments called PToPI, which is the pictorial specification or blueprint of instruments
from multiple perspectives covering all the proposed concepts that described and formally
defined inChapter3. PToPI depicts the patterns among performance evaluation instruments
including 25 measures, 24 metrics, and one indicator by organizing them according to their
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types ad relationshipsThe realworld use cases of PToPI is aldemonstrated over the
literature studies.

A simplified version of PToPI is shown Figure4.1 and the full vew is includedn Figure

C.2 in AppendixC. PToPI is presented in an-adlone style, thust is a compact schema
resembling the periodic table of elements. A total of 50 classification performance
instruments all of which originated from four base measures are grouped into measures,
metrics, and indicators, then the measuresraettics are divided into a leveled structure,

and positioned according to geometries, similarities, and dependent metrics/measures.

MCC 2nd Level Metric
CK 1st Level Metrics DPR DP
nMI |F; [Fos INFORM LRP o
F,|Fg BACC} } G LRN
Base Metrics_ _____________________ - _
ACC ||AccBAR TPR - @
.............. TINR| = _ 5
w | @
DR |CRR 23
(confusion matrix) E § E
F | ] L Y]
| n e TP 3 s | BAS g1 5
i | P L & 8 T T
' MARK ! [ D2 d g a ‘5'
| | I [ | S C
| N i 15| FN 3 p
ivey LR TN & -
Sn DET| —

e

Figure 4.1 Plain view of PToPfor 50 instruments: 25 measures, 24 metrics, and one indicator for
binary-classification performance. Segigure C.2 in Appendix C for the full view and visit
https://github.com/gurdiToPIfor other views and future updates.

4.1.1 Designmethodology
PToPI is designed with the following methodology:

1. Reviewing the literature to compile foxmation such as alternative names and
equations of the metrics, measures, and indicators,

2. Equations are converted into different forms where possible such as canonical form
(Definition 3.1) and with highlevel dependency formsée Section3.8 fi Mo r e
Geomedrieso

3. Measure and metrics are identified by canonical equation®6éfiaition 3.2),
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4., Geometry types are det er mi neDefintien3.8),c ol umn o

5. A dependency graph is prepared to formulate the levels and discover the similarities
and dependenciesdeDependency Graph),

6. The determined levels and dependencies along with the geometry types are used to
position and level the measutegtrics around base measures shown in a 2x2
contingency table,

7. After the layout is completed, the dual and complement of measures/metrics are
determined (videfinition 3.4 andDefinition 3.5, respectively),

8. The ranges and whether a measure/metric yielemoimber (division by zero) are
calculated,

9. Special colors are used on textdéor background for distinguishing measures,
metrics, and indicators, their complementsg( FDR is grayed out because it is
0 0 W and individual base and first level measursse(olors in Table A.2 in
AppendixA),

10. Measures and metrics are separately numbered according to levels and dependencies
from innermost. Within each level, the numbers are assigned from column to row and
mixed geometry and from positive to negative class dependencies. The duals are
numbered in succession.

11. Geometry is depicted by solid and dashed lines (dashed bottom/top edgeksifion
types, dashed left/right edges for row types, and all solid for mixed geomeéies,
Table4.l), and

12. Canonical and simplified equations are shown around thasunes, metrics, and
indicators.

4.1.2 How tointerpret PToPI?

Table4.1 lists the visual design elements employed in PToPI to represent the properties of
individual instrumets and/or instrument types. PToPI in full view also presents abbreviated
names, full names, alternative names, assigned numbering, and some special attributes of
measures and metrics (see also the legerféigure C.2 in AppendixC) such as duality,
complementation, whether having reehumber valuei(e. no 0/0), ranges that areffgrent

from [0, 1].

Recall that the names of measures and metrics that have no upper limit are written in bold
and numbering for measures are written in italic as showialie 3.1 above The measures

and metrics above or below the confusion matrix are column geometry type (depended
solely upon base measures @riwith P and/orN) whereas the ones located on the left or
right of the confusion matrix are row geometry type (the same as row type buDRith
and/orON). In equations, bold font styles depict canonical forms and norylaeksdepict
high-level forms.

4.1.3 Applications of PToPI Use
PToPI facilitates standardized specifications of a large number of performance evaluation
instruments and avoids terminological confusion and uninformed choice of a metric.
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Table4.1 Descriptions of the visual design elements used in PToPI

Geometries Position() Box edges Arrows in Equations (2 | Example
Column Below / e Up (9) /| Do TPRZTP/P
above . TPR has a columr
M geometry and depends ¢
ST TP andP.
Row Left / right ——— Right (Y) [ PPVY TP/OP

| o PPV has a row geometr

M and depends onTP and
OP.
Mixed Diagonal / Diagonal WT U a) ACCWTC/Sn
Off-diagonal M ACChas a mixed geometr

and depends ofC andSn.

Complements

arrows with corner downward$ X or upwards () in redundant pait

Complement relationse(g, TPRvs. FNR) are shown in rightward: 1
_ M
(e.g, FNR) having gray text color.

Leveling Background Colors

Metric Levels Measure Levels
3rd
2nd
1st

Base

Instrument Boxes()

Full Name Full Name

Measure Metric

Nr. Nr.

Special notes:

Instrument Ranges:N1 or [0, D), ot her wi se: [ O, 1] (
Error Types: type | (FP) and/or type I EN)

NaN (not have 'ne&-number'j.e. division by zero);

Dual: M+; Complement 0

(1) According to canonical measures fra(@pAlso shows the dependenciesg, 0 YO "Y(W)
(3) Instruments are numbered (Nr.) per instrument type. Measure numbers are italic.

Seeing the true limitations of the instrumeelisninates unnecessary performance reporting

and allows the researchers to select the most appropriate instrument or instruments according
to specific requirement®ToPI is intended to be a single comprehensive reference that will

be updated upon new ingtent proposals.

The practical use of PToPI can be described in two pillars:

1 Overall instrument analysis: Seeing and comparing the relationships, differences,
and similarities of all the instruments.
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9 The proper metric choice for performance reporting aonthparison: Deciding
which instruments are suitable for establishing classification models, comparing
different classifiers, and reporting classification performances.

Overall instrument analysiPToPI shows the similarity of the instruments. For instance
comparingINFORM and MARK dual metrics in the 1st level, three additional column
geometry metrics are shown ndalFORM, namelyBACC WACGC andG. However, the
duals of those additional metrics corresponding to-ge@metry are not seen nddARK

For example, there is no metric taking the arithmetic meaRRM and NPV like BACC
(arithmetic mean of PR=PPV andTNR=NPV).

No metric is found thatarresponds tds taking geometric mean of the same dependents.
The reason for the lack of dual metrics in row geometry is attributed to the fact that
performance metrics based on the prediction of a classiedépending orOP andON)

are not as signiant as the ones based on the realig; depending of? andN). The duals

of LRP, LRN, andOR columntype measures are also missing due to the same r&dssn.
thesisrevealed such findings thatere not addressed in the literature after seeing tige bi
picture via PToPI.

The proper metric choice for performance reporting and comparison

The following performance evaluation example approaches are compiled from different
domains in the recent literature to show the practical assistance of PToPI imgedec
optimum number of metrics in performance comparison and performance reporting.

1 Flis frequently used as a single metric in many domains especially in information
retrieval conventionallyg.g, in extracting medical terms in clinical teidatsuo &
Ho, 2018). Referring to PToPI, we can see tidtis the harmonic mean aPR
and PPV, which then depends on positive class only measures B, and OP).
While usingF1 could be acceptable considering the domain requirements focusing
on positive performance, it would be better to report a supportive metrid-Witt
distinguish the negative class performance. The best alternaiéRisr NPV that
are shown neafPRand PPV. Briefly, the main metricife. used as a single figure in
a performance comparison of different classifiersdfisand the supportive metric
(i.e. additional metrics used in performance reporting to indicate other perspectives)
is TNRin this caseA classifier with higher performance in terms of a main metric
could have a lower performance in terms of supportive metrics.

1 Another common approach in performance reporting as shoWwabie 2.2 aboveis
reporting F1 along with its direct dependencies namélyR and PPV (e.g, in
predicting hospital admissions from emergency depamt medical recordd ucini
et al., 2017) Following the same approach above and addressing the negative class
performanceF1 can be reported as the main metric. FurthermbiRkand one of
TPRandPPVdirect dependent metrics can be reported as supportive metribs. In
given medical exampleé?PV can be selected as a supportive metric becRidé
values are less thahPR Thus, the lowelPPV performances are disclosed to the
readers.

I Some domains prioritize false classifications (either or bothRR and FNR). For
example, an intrusion detection system focuses on and réfeiRétype | error) and
thenFNR (type Il error) along withTPRand ACC (Shah & Issac, 2018Because,
high false positives can be annoying for @rsers, in the given example, repogtin
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TPR which is the complement 6fNR as shown in PToPI, is redundant. Note that
reporting a metriclNFORM, BACC andG groups in PToPIl) abovEPR andFNR

is also redundant unless focusing on both error types. As an alternative to reporting
ACC, a mixed gometry metric abovEPR andFNR level such a<K or MCC can

be used as a main metric besides suppoRRRB and FNR metrics €.g, reporting

three metricsMCC, FPR FNRinstead ofACC, TPR FPR FNR).

1 An ad hocincrease in the number of the reported metdoes not necessarily
guarantee the revelation of the superiority of a classification method. It makes the
comparison harder for the readers conversely. For example,-raail espam
detection study highlights the performance via three base metrics, ynAGE
TPR and PPV (Faris et al., 2019)Besides,TNR NPV, and G metrics are also
reported in detailed performance tables. As shown in PToPIl, having fodr non
complement base metrics eachadfich depends on corresponding base measures is
equivalent to reposting a confusion matrix. Going up in one level per reported
column and row base metriddyFORM is reported instead ofPR and TNR and
MARK (as the dual ofNFORM) is reported instead &PV and NPV. There is no
need to reporiG metric because it is similar ttNFORM as shown in PToPI.
ReportingMCC is also appropriate by not only summarizidFORM and MARK
dependents but also includifg® andFN as shown in the canonical formsMCC.
Hence, three metrics are sufficient for this example of performance comparison and
reporting instead of six metricMCC as the main metric ant\FORM andMARK
as the supportive metric).

1 Another binaryclassification performance reporting example that diassicode
smells (issues in software codes potentially causing error or failure) reports ten
instruments:ACC, TPR TNR FPR FNR PPV, TPR F1, PREV, and NER
(Ubayawardana & Karunaratna, 201®s shown in PToPR three instruments are
redundantFPR FNR, andNER From a clas$®alanced performance viewK or
MCC can be used instead 8fCC andF1 along with supportivdNFORM. PREV
should also be reported as a supportive instrument indicatingicibatance in
datasets. Hence, three instruments can be reported instead of ten. Supportive
instruments can be further taken into account wA€&€ andF1 yield the maximum
performance (1.000).

4.1.4 Analogy betweenPToPI and Periodic Table of Elements

From information sciencperspective, the periodic table of elements can be considered as an
unprecedented example application of information or knowledge organization where the
classification of the elementseg grouping, ordering, positioning the elements) is pragmatic
(e.g, producing the most helpful one), methodological and fruitful suggesting new
hypothesis, explanations, and theofidgarland, 2013)Likewise, PToPlI is also a schematic
representation of available performance eatibn instruments conveying different forms of
essential properties €. concepts)Hjarland, Scerri, & Dupré, 2011)

After designing PToPI, aanalogywith the periodic table of elements was also explored. It

is observed that there is a strong analogy among tAeadogy is defined as the inference
that if two or more systems of things agree with one another in some respegtsvill
probably agree in other&enerally, there are two specific systems of things: source domain
and target domaiwhere a strong and large number of similar patterns exist from source to
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target (Gurol Canbek, 2018, pp. 666)s. The mappingof the analogyis prepared and
summarized imMableD.1 in ChapteD to present the interesting revealed similarities.

Note that theACCBARperformance indicator, which is shown nextAGCin PToPI, can
also be used along withCCso that class imbalance is addressed in performance evaluation.

It is expeced that the proposed definitions and PToPI itself will assist researchers in
comprehension, computation, interpretation, selection, and representation of classification
performane evaluation instruments and their relationships. Considering a large number of
available instruments, such a table is essential for not only experienced researchers but also
young academicians and practitioners in machine learning.

4.2 TasK ar: Dashboard and Calculator

Despite PToPI is a convenient tool from theoretical aspects, resedrcheasticestill need

to calculate and see performances in terms of those large humber of instruments. To the best
of my knowledge, there is no convenient tool having tlosprehensive capabilityesides

some engineering packages providing commands to calculate metrics. Such packages
obviously are not compatible with tippoposed:oncepts presented in this thesis.

To address such a need;@anpactdashboard and calculatoalted TasKai is designeagnd
shared with the research community online at https://github.com/gasilar TasKaris a
practical tool to calculate and visualizdarge number of performance instruments not only
the common and weknown ones but also ttehers that should be paid strong attention.

Recall that PToPI describeabove represents the proposed concefuts 50 instruments
described in Chapt&. As an implementation of knowledge organization, PToPI presents
the instruments in an organized structure with visualization techniques in order to facilitate
learning, comprehending, and thaperformance instruments. The concepts and detailed
information about the instruments including the equations are all represented in a single

page.

TasKar complements PToPI by providing a tool to calculate the instruments and visualize
their outputs alongvith new graphics to interprehe classification results dynamicalin

this regard, this chapter addresses the research queR{@B) againespecially from the
aspects such as usimgporting, learning, and teachiimgtruments.

Before introducing TasKar tool, theproposed coloring scheme for representinghe
instruments and concepts is described in detail. Note that this scheme is tppligthout
this thesis where applicaldeichas in figures and tablelsikewise, PToPlwasalsodesigned
according to this schem&he colors in this schenereselected based on the concegqtsl
their meaning.

4.2.1 Proposedcoloring scheme
The proposed scheme comprigetbr paletts designedor distinguishing:

1 Instrument types (measws. metricsvs.indicators)
1 Instrumentevels per instrument type€. base measures or 1st level metries)d

16 Note that this article was prepared during the initialsphat my thesis study.
17 TasKaris the abbreviation dfasif Karnesiin Turkish (Classification Report)
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1 Canonical measuresd. TP, FP, FN, TN, P, N, OP, ON, TC, FC, andSn).

The color palettefor theseitems(i.e. text and background colors) disted and showiin
Table A.2 in AppendixA. These palettes are desigrated to reflect the notion behind
performance instruments well aeenhance theomprehensibility of the proposedncepts
so that overall perception can be achielgdll the partiege.g, researchers, practitioners,
students, and teacherdgaling with performance instrumeniBhe coloring scheme also
provides harmony amordjfferenttools such as PToPIl and TasKar.

A threedimensional representatioshown in Figure 4.2 (a) is prepared as guide to
describingthe schemeof the base and first level measur@s. canonical measuresJhe

figure reflects the view of a researcher who evaluates classification performance by looking
into the confusion matrix above.

4.2.1.1 Color palettes for 1st level measures
The following items describe the color palettes for first level measixds, OP, ON, TC,
FC, andSn) as depicted ifrigure4.2 (b).

1 Redlike for positive Because the target class isually more concerned in
classification studiese(g, malware, spamillness, or any otherather abnormal
phenomena), it is used for positigkass relatedanonicaimeasuresH, OP, TP, and
FN). Following the common practices, réikle colors are used to distinguish such
measures.

1 Greenlike for negative Negativeclassrelatedcanonical measurdsl, ON, TN, and
FP) are green like colors implying secondary or normal corcégrg, benign
software regular email, orhealthy).

In the proposed coloring schemeydground colors show the prediction dassification
outcome colors whereas background colors show the reality or actual clasasalepscted
in Figure4.2 (b).

1 Clean background colors for realassesclean colors are used for depicting reality
classes. Clean reded berryisfor positive (P) and clean greencémarong for
negative claséN).

1 Dirty background colors foclassificationoutcomesthe background colors @P
and ON are dirty redand green, respectively, indicating that we rdit know the
reality (it can be either positive or negative). Therefore, dirty mehr§) for
outcome positive and dirty greeae(Yorl for outcome negative.

18 Color names are extracted from http://chir.ag/projects/ruaiecolor online color approximation tool
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Performance Evaluation A

ality)

(a) Performance evaluatiaonductedy an observer looking into confusion matrix

(1) Prediction above  (2) Adding four possible  (3) Prediction on foreground
""'-\ Reality classification results Reality on background
o emmmmmeell e

“~» Classes (Rcahty)f

TP | FP
FN TN

N

l

(5) Adding other totals: - (4) Prediction text color .
diagonal (TC), off-diagonal (FC), and all four (Sn) \ Rcaln:y background color } )

TC =TP
e ps i TC - I IER
Sn=TP+FP+FN+TN

TP | FP TP | FP

FN| TN FN TN

Outcomes (Prediction)

FC

(b) Steps in defining color palettes f¢r): P, N, OP, andON; (271 4): TP, FP, FN, andTN; (5): TC,
FC, andSn

Figure 4.2 Establishing thesroposedcoloring scheme via the geometries from the thid@aensional
representation where the observer is above into thalimensional representations of base measures
(confusion matrix)

Note thatTC andFC arethe canonical measur@stroduced irthis thesis studgnhancing
the readability of the instrument equatioresg{ ACC is defined asTC/ Sn instead of
(TP+TN)/Sn. The colors dedicated to these measures shouldensimilar to red and
green that are clas®lors, becaus&€C andFC are classagnostic.

1 Turquoiselike for true classificationsBecauseTC indicates favorable outputs of

classification performance, turgiselike colors are selected, name¥onte Carlo
andgenoafor the background and foreground colorS Gt
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1 Magentalike for false classification To the contrary of TC, FC indicates
unfavorable outputs of classification performance. Therefore, matjkataolors
are selected, namefynk laceandroyal purple for the background and foreground
colors ofFC.

Brownlike color for sample sizefhe last 1st level measureSs that is the sum of all base
measures P + FP + FN + TN), sum of column and row marginal totals of the base
measuresK + N and OP + ON), and sum of diagonal and affagonal totals {C + FC).
Brown-like color is selected fdBn because it should not be similar to any of those measures
(avocaddor background coloandVerdungreenfor foreground color.

4.2.1.2 Color palettesfor base measures

Basemeasuregjive the classification result by checking the predictions against regtigy.
threedimensional perspective depicted kigure 4.2 helps to define the color palette
depicting these conformances (il&2 andFP) and norconformances (i.e=P andFN). For
example, the foreground color BP is redlike indicating the outcom of the classification

(positive) whereas background color is grdika indicating the reality (negativeY.able4.2
shows the color palette designed for representiadour base measures.

Table4.2 Color palette for base measuré®(FP, FN, andTN)

Base Measure| Reality  Background| Prediction Foreground| Fore/background

True Positive | Positive Redlike Positive  Redlike TP
False Positive | Negative Greenlike | Positive  Redlike FP
True Negative | Negative Greenlike | Negative Greenlike FN
False Negative Positive Redlike Negative Greenlike TN

4.2.1.3 Color palettes forinstrument types and their leveling
Thefollowing colors are usetb indicate instrument types and levels as showkigare4.3.

1 Graylike colors for measures
1 Orangelike colors for metrics
i Blue-like colors br indicators

2 Ind
Metric Levels Measure Levels F\ /
3rd a2 4
2nd
1st & ma
Base
oth 1st v
g
& |1
(a) levels (b) levels and dependencies

Figure4.3 Color palettes for instrument types and levels
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Note that canonical measures in Tasldeg also displayed in beithlic as listed inTable

3.1. Next section reviews the literature on classification performance instrument
visualization

4.2.2 Survey2: Visual representation ofconfusion matrix

The literature has not addressed the visualization of confusion matrix and performance
metrics adequately. Researchers usually tend to report the success of their classification by
some of the metrics at their choice ewd of fully giving the four base measures. If they
report a 2x2 contingency tabular forie usedwithout any visualization.

Alsallakh et al.(2014) designed a visualization tool callédonfusion wheel in order to
show a multiclass classification confusion matrix. The visualization is based on a chord
diagram having sectors representing the classes. The color palette fdrossresenting
base measures for given class against others are gifegrofange FP), red £N), and gray
(TN). To the contrary of theatoring scheme proposed and employed in this study, the
colors do not suggest a semaniiterpretation €.g, red forFN).

Saito and Rehmsmei€R015) use two sermoval shapes to visualize the baseam@es as
well asP, N, OP, ON, andSn as shown irFigure4.4 (b). The portion of the base measures
shows the proportion of base measures. The siZe afid N semiovals are changed for
imbalanced samples.

Some engineering software packages also provide functions for plotting base mé&ygres.
shows fdAplotconfusi on(fiMatmmamn:d plino tMiAerhsAuBsi on ,
Figure2( d) shows Af (Friehdy) 1995) Thet farmer displais the values of

base measures, base measure rates, some base metrics in tabulahdoeas the latter

displays the values of base and first level measures along with scaled circular sections for
base measures.

Figure4.4 (c) and (e) are the examplesmlaying the base measures with Venn diagrams.
Figure4.4 (c) shows three cases of classification from top to bottom: regular case, no false
positive, and no false neijjge (Nicolov, 2012) Figure4.4 (e¢) shows an attempt to visualize
performance metrics with Venn diagrafiMassich, 2015)lt should behighlighted that the
coloring scheme proposed in this studgan alsoenhance the comprehension and
interpretation of these visualization approaches. As seen in Wiewreabove, the
representations of performance instruments are highly limited. The next section indraduce
dashboardand calculatorthat is accompanied by PToRir a wide range of performance
instruments that can be used by the researchers, professaméistudents.
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4.2.3 TasKar overview

Based on the formatting scheme described above, a dastdadeuthtoris designechamed
TasKar for binary classification performance instruments as showigume4.6. TasKaris
implemented as an OpenDocument Spreadsheet dotditee(TasKar.ods)and provided
online. Therefore, it does not require installing extra software besides an office pétieage
best viewed withLibreOffice version 6.2.

Figure4.5 shows the parts and layout of thasKarthat consists of two parts vertically:

1 Upper part: performance instruments
1 Lower part:base metric graphics

The upper part comprises the instruments that are located as similar to PToPI as possible.
The lower part provides three graphics to summarize base metrics.

The usage is straightforward. After opening the dashboard file, users can enter the
classificationresults in the cells beloimygy to the confusion matrixthe cells undefP, FP,

FN, and TN base measure labglsThe performancenstrumentsare calculated and the
graphics are updated automatically.

It is possible to compare two classification studies dpening two instances of the
dashboard file and tiled horizontally on the desktop. The researchers can take the screenshot
of the dashboard by adding the citation reference in the reserved cell innuigpés and

publish it.

Metrics, indicators, LREV
and other measures ACC AL st Level Measures || 4uc
P, N (column) (Optional)
— FCmed ]
Base Metrics (row) Base Metrics (column)
PPV, FDR TPR, FPR
FOR, NPV ON FNR, TNR
| BIAS ' | Sn (column)
% Graphic 1 - Graphic 3 A Graphic 2 5
E (prediction base metrics) (composite base metrics and class sizes) (reality base metrics) E
5} o
E PPV and FDR x=TPR and FPPV(positive class: red circle) TPR and FPR E
g (outer circle) vs. (outer circle) 8
: Vs, x=TNR and FNPV(negative class: green circle) Vs, :
= NPV and FOR with TNR and FNR =
o (inner circle) P vs. N (circle sizes) (inner circle) o

Figure4.5 The layout of TasKar parts (performarinstrumentsand graphics)
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Figure4.6 A screenshot of TasKar
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4.2.3.1 TasKar features
Some of the features dfsKarcan be summarized as follows:

T Base measure cells T®r,e FehGsofNE@aphnNidNnédoas
notation that is a convention in similarity/dissimilarity (distance) between two binary
matrices, diagnostic tests, association measureg; Bx@xcontingency table analysis
such as meteorology forecasting skill scof@élks, 2006, p. 261)and even early
classification performance evaluation studies.

1 Like PToPI, he first level measures name®; N, OP, ON, TC, FC, andSn are
located around the confusion matrix according to ttiependenciege.g, P is above
TP andFN, becaus® = TP + FN; also,OP is located at the left ofP andFP).

1 PREVandBIASthat are themportantmeasures of classification studies are located
nearconfusion matrix

1 The background color of the valuesRREVandBIASreflect the weight of the class:
small values (less than 0.5) are getting green indicating negative class dominance,
large values (me@ than 0.5) are getting red indicating the positive class, and values
around middle (about 0.5) is white that is ideal for a classification study.

1 Class skewnessSKEW and class imbalancéMB) are also displayedt theright-
bottom of the upper part

1 Instrumentgeometriesare depicted via the dashed edgiesilar to PToPI(seeTable
4.1)

1 Column geometry base metrit®R FNR, TNR FPRandrow geometry base metrics
PPV, FDR, NPV, FOR are presented at the right and left of confusion matrix,
respectively, as shown Figure4.51s.

1 Those eight metrics are alsdsualizedvia bar graphs besides their actual values
using the coldng scheme.

1 Metric complements are indicated with arrows and gray text dolaheir labels
denotes redundand¥DR is the complement ®®PV andFPRis the @mplement of
TNR.

1 For the sake of completeneskhaugh itis not based on confusion matr&xUC can
be entered into the cell at th@ddle-top for reporting purposes

1 ACCBARindicatoris also integrated into TasKar that shdwvesv the classification is
close to accuracy barri@sdescribed irSection3.11 Figure4.7 shows the indicator
categories.

19 The column instruments are not positioned above confusion matrix eRcéphtand PREV because of the
design goal of the tool of making a compact tool in a minimum size.
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A: 0.188 A: 0.140 A: 0.096 A: 0.036 | | A: 0.000
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(a) Over (b) Close (c) Very close (d) Hit (e) Uncer

Figure4.7 TasKar showing the accuracy barrier indicator categories

The featuregprovided in TasKarcan facilitate the performance evaluation phase of binary
classification studies accuratend obijectively Presenting all the instruments together
avoid ignoring the prominent aspects of a specific classification application. For example,
class imbalancand undgperformance in terms apecific metrics.If we calculate andee

only some of te metrics such aaCC, F1, PPV, BACC G, or TPR the performance
evaluation misleads that tieassifer achievesigh performance

Note thatTasKaris implemented as a satbntained tool. Due to the lack of space and the
nature of the tool with respect to ender requirements, it cannot addes noteed be as
informative as PToPI.

4.2.3.2 TasKar graphics

The performance values in terms of various instrataearehelpful for seeing the complete
results and focusingn different metrics together. However, interpretation of the overall
performance might be difficutty analyzing the numbers onlin order to help researchers
in the interpretation of the mets and give more insightshe following three kind of
graphics arelevelopedurtherin this thesis study:

1 Graphicl (prediction base metrics)
1 Graphic2 (reality base metrics)
1 Graphic3 (compositdbasemetrics andclass sizes

Figure 4.8 shows thee graphics which are described belovin an example case with
TP =300,FP =25,FN =50, andTN = 475 base measures.

1.00

0.98

096

094

0.92 350

090 $00
0.8

0586

0.84
084 086 088 090 082 094 0986 098 1.00

True (Positive/Neqative) Rates (TPR vs. TNR) (Sensitivity vs. Specificity)

Predictive Values (PPV vs. NPV)

Figure4.8 TasKar graphicfor an examplelassifierwith TP = 300,FP = 25,FN =50, andTN = 475

Graphic 1 (prediction base metricshows the two complements of two prediction base
metrics(i.e. in row geometry)per each class in two nested circles. The outer circle is for
positive class and the inner circle is for negative class prediction base metrics.
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Graphic 2 (reality base metrs shows the same graphics for tvaality basemetrics(i.e. in
column geometry)

Graphic 3 (compositbasemetrics anctlass sizésprovides an overall overview of the base
metrics enhanced with the class sample siftless alone a comprehensive graphic
summarize the overall performance, therefore it could be used in perfornegaceéngin

the literature (the same graphic for the most competing classification in a domain can also be
presented side by side or in the same graphic)

Note that he preci®n of the base metric values are decreased to two digggriplify
performance evaluatioffiour digits are presented in the upper part).

4.2.3.3 Example realword usage of TasKar graphics
Interpreting the graphiagiven inFigure4.8, the followingscould beinferred:

1 Comparing Graphict and 2 together; gitive class performance is less than
negative class in realiffas seen in Graph) while it is better in predictiofas seen
in Graphicl). More specifically FNR (14%, type Il error) is higher than all the other
false classificationdHOR= 10%,FDR = 8%, andFPR = 5%)o.

9 Via Graphic3, the predictive power dhe classifieron both chsses islosebut this
power does not reflect in realitithe crcles are closer in vertical axthan the
horizontal axs).

91 Further, the class imbalance can be observedyeda the representation of the
class sizes in Graph&

TasKargr aphics can provide different i nsights
otherrealworld usecaseslt is alsohelpful in comparing two different classifiers to heip
noticing the differences.

The two graphics at the left and right are more detailed and comprehensible cormaparing

small number of attempteviewed aboveGraphic3 especiallyis informative as itgives a

clear insight byshowngt he perf ormance i n t erdmedicioh both
performancesand reflecting the class imbalanoea single picture

20 ReportingPPVas 92% andrPRas 5% only makes this classifier as a promising one.
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CHAPTER 5

BenchMetric: SYSTEMATIC BENCHMARKING OF PERFORMANCE
METRICS

Analyzing performance instruments increase our overall understamdinmerformance

evaluation and its instruments. The provided tools are la$oful in comprehending the
instruments as well as conducting performance evaluation. Nevertheless, thiequrititan

is iWhat is the best metriodr put it in amore correct expressiofiyhat is the most robust

metric that should be used in performance evaluation, comparison, and reprting
addressingRQ4). This question must be answered inirmcontrovertibleproof on behalf of

the researchers who even embrace the concepts and practically use the tools provided in this
thesis.This chapter also addresses #seondresearch questiom (RQ4) What should be

reported for expressing classification performance?oy r ecommendi ng a pr o]

In order to answethese key questionsa benchmarking methodamed BenchMetrigs
proposedto evaluate all theoerformancemetrics from a comprehensive perspective in a
methodological mannerBenchMetric compriges the following three stages which are
described in the following sections

1 Stagel: Extreme casesPerformance othirteen extreme classification result cases
are measured by each metric and the outputs are inspected.

1 Stage2: Mathematical evaluationThe equations of each metric and the metric
spaces are evaluated according to eleven different criteria.

1 Stage3: Metametrics The robustness of each metric is evaluated by seven novel
metametrics (.e. metrics about (performance) metrics) defined formally in metric
space.

5.1  Benchmarking Data

This section introduces a -npavc ead peilfgdched deest o
benchmarking method in stages. The benchmark stages are conducted on thepacsc

5.1.1 Metric-space: metric distribution in pseudeu ni ver s al ibase per
measure permutationso

A metric-space indicates all possible permutations of baséofpesince) measure3P, FP,

FN, and TN) yielding the sam&n. A metricspace M) holds all possible results of a
hypothetical classification conducted in a dataset with a given sample size in terms of a
specific metric ). Metric-space provides a pseudaoiversal space to analyze and compare
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metrics in the complete coveragRecall thatmetricspacesare representeth bold (.g,

ACC metricspace vector foACC metric), single metric values in italie.g, ACC=0.900),

and set or array of metric valuasad limitless measures bold-italic (e.g, BM = {TP =7,
FP=1,FN =0, TN =2} andSn=25). Because metrics are the ratios and sample sizes are
reduced in the numerator/denominator of the metrics' equations, wealcaate metrie
spacesi(e. all possible values of a given metric per base measure permutation in given
sample size) as formally expressedigfinition 5.1.

Definition 5.1 (Universal Base Measure Permutatipns

A vectorAEl * E|s|hows a:IE"possibIe base measure permutations with repetition wheregneach
element of A'El " is AElg| L0 andu I |k kg4 andd | 5 |
14 44 qrand| ! fo fO

Definition 5.2 (Metric-Spacé.

A metric-spaceM or'E1 " covers the outputs given by &h metric for all the elements of
"A'El " universal base measure permutations.

For example, there is a total of 286 permutations of four base measures with repetition for 10
samples where the sum of the measures is eqddl. tAnexample permutatiomight bel0

true positives onlyall others are zero) and another example might be 7 true positives, 1 false
positive, and 2 true negativéBhe metriespaces of1, ACC, andMCC are alsccalculated

per eaclpermutation

Note that the size of baseeasure permutations and mesjgaces increases exponentially
with Sn. For instance, it is 2,667,126 for 250 samples. When metecesare usedn the
experiments, the related benchmarking critenia testedwith different Sn values It is
observed that the results are the same or conver§eiasreases but they are representative
while comparing a group of metrics or at least consistent within afisp8o. As a result,
the maximum sample size limited to 250 in order to keep the permutation size and
calculation time in a reasonable range. Calculation of the-metdcs in metriespaces in up

to 250 sample size (except for consistency and disaaingy metametrics) takes maximum
one minute on an R version 3.5.2 (2a1B20) platform on a Darwin 15.6.0 operating
system with 2.3 GHz CPU and 16 GB RAM. The calculation of the proposednmestizs

for a single metric takes 21 hours and 45 minutese Nwdt detailed time test results and
metricspaces for different sample sizes between 10 and 250 are provided in the online
material described iSectionl.6.

5.2  Experiment 1. Benchmarking 13 Performance Metrics

The following sections from Sectidn3 and Sectiorb.6 define and describe the criteria and
stages proposed in BenchMetric method as well as demonstrates them via the
experimentation conducted on benchmarking 13 metrics namfeR TNR PPV, NPV,

ACC, INFORM, MARK, BACC G, nMI, F1, CK, andMCC. Sectionb.6 summarizeghe

overall benchmarking result.
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5.3  BenchMetric Stagel: Extreme CaseBenchmarking

Stagel gives initial insights about the robusss of the metrics whethirteen extreme
classification resultcases are defined on 10.000 samples and theorresponding
performancesn terms ofeach metriare evaluatedBasically, aperformancemetric should

be accurate in all thesxtremesTable5.1 shows the cases defined by some specific base
measures and corresponding performances calculatgdrms of thirteen performance
metrics.

The base measures are calculdbeded on sample siZ&n) parameteraccording to the
equations given in the footnote of the table. The performance values arel]nrgdge

where 0 and 1 denote lowest and highest performances, respectively. Note that the metrics
with apostrophde.g, MCC)) indicates thabi-directional metrici(e. [-1, 1]) is normalized

into [0, 1] range to simplify the assessment.

Three benchmark criteraredefinedin Stagel.:

1) ADoes a me-numiger (MaNgeel 0O)inrextreme caséd
2) AAre t he paricaloes oibecasesfronrb t o 9 decreasing?o0
3) "Ar e t he mericyaloes symmetrie for both classés?

The problematic behaviorsunderthosecriteria are depicted in bold underlined textmte
that the metrics aralso sorted horizontally infable 5.1 according to the total ranking of
their norconformance with the criteridhe followings are some highlights:

9 The first criterion inStagel is that a proper metric should not yield undefined
results. For exampléd?PV and MARK are NaN for the casE2 on 1 positive 9999
negative samples.

1 The second criterion examines the logical performance order of a metric in the same
number of positiveand negative samples. The performances for the extrem& case
to case9 expressed by a metric should satisdy> p3 >p2 >pl > p0, respectively.
Notably, only nMI does not follow it accurately focase8 and case9, which
corresponds$o almostand exactf full false-classifications (0.9973 fqul whereTP
=TN = 1and 1 forp0 whereTP = TN = 0).

9 The third criterion is that a metric should not differentiate the performances in
symmetric conditions of both classes. In extreme chsesl 13 havingositive only
and negative only samples and/or extreme casesl 12 having almost positive and
negative samples yield similar performandess. pi & pj, pii a pjj). F1, for example,
yields 0.9999 for positivenly and almospositive samples whereasyields 0.0 for
the symmetric cases. Henéd, is not sensitive to negativdass performance.

Overall assessment &tagel reveals thabCC, CK, andMCC are the most andMl is the
leastrobustperformance metrics.
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Tableb.1 Stagel benchmarking of 13 performance metrics according to assessment through 13 proposed extreme case

Case P N| TP* FP* FN* TIN*  Performance| ACC CK' Mcc Fl TPR INR PPV NPV BACC G INFORM' MARK' nMI
1 10000 0] 9999 0 1 0 pil 0.9999 0.5000 0.5000| 0.9999| 0.9999  NaN 1.0000 0.0000 NaN NaN NaN  0.5000 NaN
2 9999 1| 9999 1 0 0 pii| 09999  0.5000 0.5000( 0.9999| 1.0000 0.0000 0.9999 N 0.5000  0.0000 0.5000 NaN| 0.0000
3 9998 2| 9997 1 1 1 0.9998 0.7499 0.7499| 0.9999 0.9999 0.5000 0.9999 0.5000 0.7499  0.7071 0.7499  0.7499| 0.3908
4 6666  3334| 3333 3333 3333 1 0.3334  0.2501 0.2501| 0.5000 0.5000 0.0003 0.5000 0.0003 0.2501 0.0122 0.2501 0.2501| 0.2727
5 5000 0 0 5000 p4| 1.0000 1.0000 1.0000{ 1.0000{ 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000| 1.0000
6 4999 1 1 4999 p3| 09998 0.9998 0.9998| 0.9998| 0.9998 0.9998 0.9998 0.9998 0.9998  0.9998 0.9998 0.9998| 0.9973
7 5000 5000 2500 2500 2500 2500 p2| 0.5000 0.5000 0.5000| 0.5000{ 0.5000 0.5000 0.5000 0.5000 0.5000 0.5000 0.5000 0.5000( 0.0000
8 1 4999 4999 1 pl| 0.0002 0.0002 0.0002| 0.0002| 0.0002 0.0002 0.0002 0.0002 0.0002 0.0002 0.0002 0.0002| 0.9973
9 0 5000 5000 0 p0| 0.0000 0.0000 0.0000( 0.0000| 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000/ 1.0000
10 3334 6666 1 3333 3333 3333 0.3334  0.2501 0.2501| 0.0003| 0.0003 0.5000 0.0003 0.5000 0.2501  0.0122 0.2501 0.2501| 0.2727
11 2 9998 1 1 1 9997 0.9998  0.7499 0.7499| 0.5000[ 0.5000 0.9999 0.5000 0.9999 0.7499  0.7071 0.7499  0.7499| 0.3908
12 1 9999 0 0 1 9999 pij| 0.9999  0.5000 0.5000( 0.0000| 0.0000 1.0000 NaN 0.9999 0.5000  0.0000 0.5000 NaN| 0.0000
13 0 10000 0 1 0 9999 pi| 0.9999 0.5000 0.5000| 0.0000f NaN 0.9999 0.0000 1.0000 NaN NaN NaN  0.5000 NaN
™ No not-a-number -1 -1 -1 -1 -2 -2 -2 -2 -2
,m p4>p3>p2>pl>p0d Contradictions -1

O |pimg pii~ i B 1 a0

Stage-1 Rank 1 4 5 13

* Base measures calculation for each extreme case according to given sample size (Sn). Case 1: TP =Sn — 1; Case 2: TP =Sn— 1; Case 3: TP =Sn - 3; Case 4: TP = FP=FN=(Sn — 1)/3; Case 5: TP
=TN=5n/2; Case 6: TP=TN=_Sn/2 - 1; Case 7. TP = FP = FN=TN = Sn/4; Case 8: FP=FN = 5n/2 — 1; Case 9: FP = FN= Sn/2; Case 10: FP = FN=TN=(Sn-1)/3; Case 11: TN=Sn - 3; Case
12: TN =Sn —1; Case 13: TN = Sn — 1. Other base measures not given here are the same as in the TP, FP, FN, TN columns above. P, N, and metric values are calculated according to four base
measures.
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5.4  BenchMetric Stage2: Mathematical Evaluation Benchmarking

In Stage?2, eleven criteriaare proposedto evaluate different metrics from mathematical
perspectives.

5.4.1 Criteria 2.1i 2.3: All-purpose coverage

A robust netric Tby definitioi should not have a missing facade of fundamental
performance element$®, FP, FN, TN, P, N, OP, ON). Otherwise, they cam beeffective

to summarize the confusion matrix and number of classes and classification olik@uts.
following three criteriaare providedo distinguish the limitations of metridsy evaluating
the metrics expressed in canonical form definedéfinition 3.1:

9 Criterion 2.1 (Outcome/class coveragdyletrics should not be sensitive to outcome
basemeasuresnly (i.e. includes OP and/or ON without P and N) or classbase
measure®nly (i.e. includesP and/orN without OP andON).

9 Criterion 2.2 (Class coverageMetrics should fully cover the classéB, N) without
excluding any class.

9 Criterion 2.3 (Base measure coverageMetrics should cover base performca
measuresTP, FP, FN, and TN) without excluding any measure.

5.4.2 Criteria 2.4i 2.6: Variance/invariance

Contrary to other measures/metrics such as association measures, invaranoet (
differentiating the swaps among base measures) might not be a desired characteristic of a
robust performance metric, because any change making four base measures of the confusion
matrix different overall should usually be distinguishegure5.1 depicts the three types of

swapshatareu sed t o assessBaneghWeatriccs 6 variance in
— — _ ™P=4 FP=3
=7 TP=3 | FP=4 =7 — FplTP -

«— IN|FN —
FN=8 IN=6

=14 FN=6 IN=8 =14
N
——p

class swap

(@) (b)

7C=10 FC=11 | [1c=11] FC=10
=14 | [ 7p=6 | rP=8 =14 |[7P=3 FP=6
= - # 4 o
DB: 1 1 -
g FN N TN | FN
£ 7P FP FP|TP
g ! c 5
=17 ||FN=4 TN=3

=7 || Fn=3 | T7v=4
g N
:O: N
(c) (d)

Figure5.1 Three types of swapof (a) an original confusion matrix (base measurés):class swap
(horizontally: betweed P andFP along withFN andTN), (c) outcome swap (vertically: betwedi®
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andFN along withFP andTN), and(d) classandoutcome swaps (diagonally: betwe&R and TN
along withFP andFN)

A toy classification examplis providedin Figure5.1. A robustperformance metric should

be variant to class swap and variant to outcome swap because base measures become
different as given inFigure 5.1 (b) and(c) with the original ones inFigure 5.1 (a).
Otherwise, the metric does not differentiate such classification results.

In order to find the variance or invariance of a metric, the base measures in the equation of a
metric should be changed according to the type of swaps as shéiguia5.1 (b1 d) and

the original and swapped version equations are compared. For example, swapping classes in
"YO Y YOO YO YO "O0 makes the equatiofOdf "O0 "YO OO0 OO0 'Y

which is different from the original metric. HencEPRIis variant to class swap. Whereas,
classandoutcome swaps ind 6 6 “YOt'YO "OBOO | MOTO t0 0t0 0 make no
variance "Y0t"YO "O(BO0j MO 0t0 0T0i0 06 6

Table5.2 also shows the known metrics corresponding to each Sap.two metricsare
identified that contradict these criterinMI| andF1. F1is not invariant to class and outcome

swaps becausehas nolTN coverage as addressed in base measure coveragbl@b.2.

In the literature, Sokolové2006) suggests four invariance gperties, only one of which
corresponds witthe proposedriterion namely clasandoutcome swapping and examines
six metrics only TPR TNR PPV, ACC, INFORM, andF1). The other two actually indicate
the variance by changing?-only andFP-only that are easily evaluated by our base measure
coverage criterion. Likewise, the fourth property is actually sc&iRgomponentsTP and

FP) and ON componentsKN and TN) sepaately. This also corresponds to Criteridt
(Outcome/class coverage).

5.4.3 Criteria 2.7 2.11: Descriptive statistics

The general analysis of all possible outcomes of a performance metric can increase the
overall understanding of its behaviorarcomplete sope. The distribution and descriptive
statistics such as range, mean, median and standard deviation calculated for thepamsric

of a metric give fundamental insights about the dispersions and transitions of metric outputs.

Figure 5.2 illustrates density graphs along with some of the statistics per metric namely
range, mean, median, and mode. Each density graph shows thegpatdcin terms of
relative frequencies er equally spaced breaks in the
distribution curve over the mean is also attached where possibleACC, INFORM,

BACC, CK, andMCC).

The most important findings shown kiigure5.2 are thatalthough all the metrics summarize

the four or fewer base measures into a single figure in a specific, taegdistributions are
different from each other and not all the perforneaneetrics show smooth and continuous
transitions. The revealed difference could be another motivation to identify the most robust
metric. The followingdefinedcriteria are important for metric evaluation:

9 Criterion 2.7 (Undefined (NaN) countsThe numberof undefined values (ne-
numbers, NaN) is listed ifable5.2. The NaN count oMCC is the highest with
proportional toSn, whereasACC, F1, andCK have 0, 1, and 2 &Ns, respectively
regardless on. Robust metrics should calculate any base measure permutations,
without any exceptionNote that this criterion is different from the first criterion in
Stagel that covers only a few extreme cases.
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9 Criterion 2.8 (Centraltendencies) The central tendency defined by mean, median,
and mode should be examined for megpaces. OnlyiINFORM , MARK , and
BACC have exactly the same three central tendencies. However, ameetamn
difference (.e. arithmetic averagess. positional average in sorted metrgpace),
which could be the indication of an imbalance in mapping the uniform classification
performance resultd.¢. base measure permutations) to the corresponding uniform
output ranges of a metrgpace, was observed il andCK (even thougtCK is
symmetric)

9 Criterion 2.9 (Standard deviation)nformatively, the standard deviationmifll and
CK are the lowest indicating low dispersion around their mean values whereas
others disperse over a higher range of values in m&idce as can be seen in
Figure5.2.

The shape of distributions: CriterioR.10 (skewness) and Criteridh11 (kurtosis) Table

5.2 shows twovaluesto recognize the shape of metspace distribution andispersion
shown in the graphs iRigure5.2. Most of the metriespaces are symmetric and platykurtic
(thin-tailed) exceptCK, F1, G, and nMI. Note thatG and F1 metricspaces exhibit
unexpected distortions by vyielding zero dominantly, which indicates the unusual
accumulation points in metrgpace.
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Figure 5.2 Density graphs summarizing each of then8tricspaces TNR, PPV, andNPV are the
same aFPR; MARK is the same a®NFORM ). The areaindercurvesareone.

Table5.2 shows the results of tt&tage2 benchmarkip al ong wi th the metr.i
that underlined bold texts depict the deficiencies and each criterion is taken as equally
important and the last three criteria (standard deviation, skewness, and kurtosis) are
informative and not included in benchmiaugk evaluations.
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Tableb.2 Stage2 benchmarking of 13 performance metrics according to 8 proposed criteria along with three informative criteria

Stage-1 Criteria CK MCC F1 INFORM MARK BACC G ACC TPR PPV TNR NPV nMI
2.1 Outcome/class coverage Yes Yes Yes Class-only Outcome-only Class-only Class-only None Class-only Outcome-only Class-only Qutcome-only Yes
2.2 Class coverage (P and N) Yes Yes Yes Yes None P-only N-only Yes
2.3 Base measure coverage Yes Yes No IN TP, TN IP. TN e IN Yes
2.4 Variant to class swap Yes Yes Yes Yes Yes (MCR) | Yes (FPR) Yes(FDR)  Yes(FNR)  Yes(FOR) | No(nMl]
2.5 Variant to outcome swap Yes Yes Yes Yes Yes (MCR) | Yes (FNR) Yes (FOR) Yes (FPR) Yes (FDR) No (nMI)
2.6 Invariant to class-and- Yes Yes No Yes Yes Yes Yes
outcome swaps
2.7 Undefined (NaN) count 2 48n 1 2(Snt+1) 0 Sn+1 4
2.8 Central tendencies (mean-|M # M = Mo M~ M =Mo|M ~ M + Mo M=M= Mo M=~M# Mo|/M=M =~ Mo M = M # Mo M # M # Mo
median difference)!”
Stage-1 Rank 1 3 4 8 9 13
Other informative Criteria (i.c. not used in ranking)
2.9 Standard Deviation 0.18% 0.20@ 022 0.21@ 0.21@ 02 0.23 0.26 0.29 0.29 0.29 0.29 0.17
2.10 Skewness Slightly ~ Symmetric ~ Slightly ~Symmetric Symmetric (0) Symmetric Slightly =~ Symmetric Symmetric Symmetric (0) Symmetric Symmetric (0) Highly
positive® (U] positive® ) (0) positive® (0) (0) 0) positive®
(0.16) (0.05) (0.18) (1.69)
2.11 Kurtosis¥ Platykurtic Platykurtic Platykurtic Platykurtic Platykurtic Platykurtic Platykurtic Platykurtic Platykurtic Platykurtic  Platykurtic  Platykurtic Leptokurtic
(-0.2) (-0.6) (-1.07) (-0.6) (-0.6) (-0.6) (-0.85) (-0.86) (-1.2) (-1.2) (-1.2) (-1.2) (2.75)

Notes: (1) M: Mean, M: Median, and Mo Mode of a metric-space

(2) When normalized into [0, 1].
(3) Slightly or highly positive: right skewed

(4) Kurtosis types: Platykurtic: thin-tailed, Leptokurtic: fat-tailed, Mesokurtic (normal tail shape)




5.4.4 Detailed mathematical assessmenbtf MCC and CK

This subsection is devoted tdather separate assessmentG@ andMCC metrics thatare
the topranked metrics equally iboth Stagel and Stage2. The following arranged
equationsare introducedto reveal the subtle difference betwetiem As seen in the
equations inTable B.2 in AppendixB, both CK and MCC have a determinant of base
measure as amatrix in nominators. Rearraimgy the denominatorsCK and MCC are
inversely proportional to arithmetic meafrithmeay and geometric mearG€onean of the
same coefficients, respectively:

6 ooy 5.1
U AT L1 MT0 OB 00 1)

o 00"Y

06 (5.2

(0] m T o o g o v %
" Ade ag t0O O O O

As the nominators are the same, the only difference is the mean expressions in the
denominatorswherew 0t0 Gandw 0 t0 Oare multiplication of twoperformance
dimensiong(i.e. column and row geometries or reality and predictimn)opposite classes
(i.e.,crossgeometry margins in crosdasg as shown inthe following equations

@ 0t 0AT & 0 t0 Dandclass={positive, negative} (5.3)
AT Bdp QIOA GATIAAOGO Oth GIOA @ATk AAOGOOA (5.4)
AT Bg Qda Qb QQQMO Q¢ ¢ (5.5)

Hence, the mathematical assessmenM@C and CK comes down to a comparison of
arithmeticmean withgeometricmean.

#4951 OROMID €' Adeaghtd ® 066 (56)

First of all, & two of the Pythagorean means, arithmetic means are always greater or equal to
the geometric means for the same pair of values.:Thus

Reamark CK s always less than or equalNtiCC though this does not imply any superiority.

Ar izdahGegganHar mgdui, 60 00 0 (5.7)



Findings based on a toy example

Figure 5.3 depicts theinterpretationof the two types of means correspondingClié and
MCC metrics based on an example classification as showrFigure 5.3 (a). The
interpretationis conducted by using geometric modeling for the family of meafeor,
1977) Note that the geometric elements are scaled to senggvtre values, lengths and
areas.

Bm(ll;{::)sms Metrics
MCC |-0.167
o P
55, TIP FIP CK |-0.154
=5 ;
EE EN | TV FI 10400
S a G 10408
=l 3 2 1 ;
BACC|0.417
DET ACC 10400
-1 3 2
Column Margins
£ Reality >

(a) A toy example classification measures and metrics

Column (reality) x=9
> W
N ? x+y
T %= . Y= 4 Arithmcan(xl y) =—==6.5
2
B @ e >
..  — ] N 6
— (; N , = ==
— -2 Ge0nean (Y] = VXY =
-
I N
x=P-ON=9 4=N- =y y=4

N_ Areas of the rectangles A

(b) Geometric interpretation ofandy coefficients  (c) Arithmetic and geometric mean »andy
in the denominators @K andMCC coefficients(one-dimensional representation)

x+y

Arithm(‘an(xl y) = 2

Ge{)mv.-m (xl y) = vx_y = 65

Perimeter y: 26

i

! : i 1

! ¥ :

x=9 i H !

: ¥ :

H ] = Perimeter 1

< Perimeter, ,: 26 ! Areage,: 36 i : Xy :
, ' il 1

I H i |
= Area, : 36 i Area,, H !
’ i ¥ |
Iy } oquare:6.0x65 g

(d) Arithmetic and geometric mean vfndy coefficients (twedimensional representation)

Figure5.3 Geometric interpretation of arithmetic meandK and geometric mean MCC via a toy
example binary classification
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The two factors(x and y) are multiplication of two geometric dimensions as given in
Equationg5.3)i (5.5). The multiplication of twoCartesiandimensions referto area in
geometry as depicted kigure5.3 (b).

Representation of x and y in cdénensional is depicted ifigure 5.3 (c) that shows
original x ard y values (represented as wavy lines indicating they are the multiplication of
the two different dimensions) along with their arithmetic and geometric m&hose two
means (6.5 and 6) are very close to each other and we could not tell which erectbers
representation of original factors.

Figure 5.3 (d) shows the factors and meansanwo-dimensional planeComparing the
original x, y values forming a rectangl@ad their respected means forming a square

1 Areaof the originalx andy regtangle is the sanaes the arefor geometric meafut
w wit o ' AT daw ¢)and

i Perim\etgrsh are the same for arithmetic mego @ W Cw T 0]
1! OEOEww 1toed).

We could not judgebased on these findings but when waoW into unequal two
measurements

1 the perimeters ardoserto the original perimeteior geometric mean (the difference
ISELT C@ ¢

1 than the areasto the original areafor arithmetic mean e difference is

IS@UL 0@ P& 3 ¢B by transforming from area back to perimeier
one dimensional)

Remark Although it is based on a single examghas finding gives an idea that geometric
mean ismore representative.

Figure 5.4 shows another interesting finding based on the same example thieebest
classification is achieve(@.e. no false classificationsih the same dataseP € 3, N = 2,
FP=FN =0, OP=3, andON = 2). Let x' andy' denotes this second case, where 0 t
00 @andw 0t0 0 @ In this casebotharithmetic and geometrimeansof x' andy"
are equal to 6(! OEOQEcd®e ' Al cdwee @), which is not equal to the
arithmetic mean in the first case (6.5) but equal to the geometric mean in the first case.

Moreover, when we swapP andON in two factors
§ the geometric mean @iee0t0 0 otoc=9 andw O0t0 0 ctg Ttis

also equal to 6 that is also less thia. (educing outlier effect of) the corresponding
arithmetic mean 6.5.
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Findings based otheliterature review

6

BACC
ACC
3 2

Metrics

TP | FP MCC
3 3 0 CK
FN | TN Fl
2 0 2 G
DET

1.000

x'=P-ON=6 y'=N-OP=6

GCOmcan(x,: Y’) = Arithmean(x’; y’) =6
= Ge0pean(x,y) = 6 # Arith .., (x,¥) = 6.5

Figure5.4 Comparison of the means in the best performance in the same dataset.

From a statistical perspective, the literature has strong arguments in favor of geometric

mean

1

Galton (1889, pp. 230240), forexa mp | e,
geometric

true mean
absurdity

when

S

Frank (2009, p. 31)agr ee s

information about a process or a set of dafat h

Compared

1879, p. 369)

t o

t he
disruptive effects and it is independent of different ranges of infdelister,

t hat

arithmetic

has

applied

Afgeometric
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rat her

to

a decisive formul at

t han

wi de devi

me an

(0]

me an

arithmeti
ationso.

of ten

underl ying

a

geometric

Though not justified,Colignatus (2007, p. 6)claims geometric means are more
robust due to arbitrary influences among the \&laecontingency tables.

Geometric mean is more appropriate for getting the most probable value where the
data is interrelated(Matuszak, 2010)Herex andy factorsare intefrelated €.g, 0t
O Ois related ta) t 0 Othatis Y& 0 t Y& 0 0).

Conjecture. Aggregating all the findings above it is concludel that MCC is
mathematically more robust than CK.

The next stage becomastablein whether it supportthe concluded finding betwe@iCC

andCK.

68



5.5  BenchMetric Stage3: Meta-metrics Benchmarking

Stage3 measures the robustness of performance metricsprieposedoncept callegneta
metrics {.e. metrics about (performance) metrigs defined inDefinition 5.2 above. The
metametrics that aralso in [0, 1] range are calculated in metspaces. Iithe experiments,
each metanetricis obtainedor the reviewed performance megisuch as accuracy BCC
in the metriespaces oflifferentSn sample sizedt is observed that some mataetric values
are equal regardless of the sample size or they converge consisté&Slinaseases. For the
latter case, thentermediatametametric values for a number 8in valuesare calculateénd
their averagesre definedas the final metanetric value.Figure 5.5 depicts the six of the
seven proposed metaetrics calculated for some example metrics in 10 sample size.

Meta-metric-1: 2 corryp=093 Meta-metric-2: Meta-metric-3: Meta-metrics-6,7: Meta-metric-5: Monotonicity
f{is:;urc - 1T [compp=043 1 Uiﬁ:;?l?:;in Distinctness Consistency, Discriminancy UMono = avg(UMona,,,) = 0.955
Correlati | é corrm— 043 |- UDist UCons=0.889 UMonop | UMonoy, | UMonog, | UMonoy,
ortelations | 5 Liv = U 11 0.038 Il UDiscicenec=0.027 || =1 =09 =09 =1
| = - =0.62 286 it . ;
| | S lerT g || UDiscyeeace=0.086 |1 per # permutation in BM

(four examples: two violations)

100 0

M - --- (M, versus M; - Ba
0 0 1 per i and j* 5 0.348] =
e | B 0.900 . PEE) H 3
71 0 2|5 0933 0.7 0.800  0.900 A - g
AR 0.700 > }Consistent—(
7 2 0 1 E 0.875 0.7 0.600  0.800 L 0754 8
1= 0.500 1 ] o211
2 o
1 0 1 8 £ 0667 02 0.400 0900 ~ 0833 g
= 0 300 }Dlscnmmant = .Thesqrpg g
Lt 18 . ACC TP, FP, FN
4 0 2 4 3 080 06 0.200 0.800 ryeey 0.233[" =2
, E 0.100 <
=¥ — ) 76y .
6 1 1 2 0857 07 , 0 0800 . 0.762 T o176 5
i Inconsistent: < <
N =) ! & S
3.0 3 45 0667 06 0700 = 0.767 _The same g
. g . 11 unique TP, FN, TN -0.189 __E
31 1 5|2 0750 04 ACCvalues - 0792
5 }Dlscrlmmant m H ;3
2 0 2 6 é 0.667 04 ogo0- T - 0806 -0379] &
MCC' = M 2
IR TR -] . lized t _The same g
0 0 10 0 0 1 o TS 0500 TP, FP, TN | -0.400[" 2

Figure 5.5 Depiction of six of seven metaetrics for 286 base measure permutations (sample size
10): 1)UBMcorr for F1 metric; 2)UPuncorrfor F1; 3) UDist for ACC, 4) UMonofor CK; and 56)
UConsandUDisc for ACC versusMCC' (MCC normalized into [0, 1] range). Refer to Sectnf.4

and Figured for UOsmometametric.

The following subsections describe and give formal definitions of eatdamedric.

5.5.1 Meta-metric-1: Base measure correlationsyBMcorr)

The correlation between a metdpace and each base measure gives their degree of
relationship. Robust metrics should equally be correlated with all base performance
measures from an objectiyperspective unless otherwise required. The correlationsRiith
andFN must be negative for a performance mettie. false classifications should decrease
the performance)
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Figure5.5 showsF1 metric-space with correspondirl§M permutations as an example. The
correlations withTP, FR, FN, andTN along with the finalJBMcorr metametric value

are also displayed.able5.3 lists the Spearman'’s rho correlation values for all benchmarked
metrics. Recall that underlined bold texts depict the deficiencies. Spearman corriglation
used because it less sensitive toutlierscomparing withPearson correlation that assumes
linearity among the metric and base measures (or prevalenddPiamcorr metametric
described belows).

UBMcorr metametric reveals thaF1l has zero correlation witiN values whereas it is
highly correlated withTP but lower correlated with false positives/negatives than true
positives. CK is lower correlated with true positives/negativé®.(more emphasis on
performance errors than successes) compared to the oeis.classbalanced i(e.
correlations forTP vs. TN a n dFP v¥s.T FN are the same) but it is lower correlated with
negative false positives/negatives than true positives/negatives (0.49 < AGQ).
INFORM , MARK , BACC, andMCC are ideally all balanced.¢. absolute correlations for
TP vs.TFP vs. TN vs.TFN are the sameyMI has the lowest correlations with base
measures. Note that mataetric UBMcorr for a metriespaceis calculatedas followswhere
corbm(M) depicts the spearman correlation between thetricsspace andbm (base
measures)

e w wow., . B HIOETVE

Table5.3 Metametric UBMcorr values [0, 1] and correlations witfP, FR, FN, TN (significance
l evel , U = 0.05)

ACC MCC INFORM MARK BACC CK G F1 TPR PPV TNR NPV nMI

TP 0.58 0.55 0.54 054 054 053 054 093 0.78 0.78 0 0 -0.05
TN 0.5%5 0.55 0.54 054 054 0.53 054 0 0 0 0.78 0.78 -0.05

T F 055 0.55 0.54 054 054 055 049 043 0 0.78 0.78 0 0.05

T F 0.5& 0.55 0.54 054 054 055 049 043 0.78 0 0 0.78 0.05
BMcorr 0.58 0.55 0.54 054 054 054 052 045 0.39 0.39 0.39 0.39 0.00

c|Correlation

5.5.2 Meta-metric-2: Prevalence uncorrelation UPuncorr)

Robust metrics should not be influenced by class imbalasceddressed ithe literature
The correlation between metgpace andPREV shows the degree of bias between
classification performance and ddasnbalancesFigure 5.5 showsF1 metric-space and
corresponding®REV values with respect t8BM permutations as an example. As can be
seen inTable 5.4, only PPV, NPV, andF1 are correlated witiPREV regardless of the
sample sizes. Note that metetric UPuncorr is calculated by"YD 6 & ¢ 1- i
WE b4i.-E sfor a metriespace.

21 The nonlinearityis confirmedby diagnosing the residuals of linear regression assumptions.
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Table 5.4 Metametric UPuncorr values [0,1] and correlations witlPREV (significance level,
U=0.05)

TPR TNR ACC INFORM MARK BACC G nMl CK MCC F1 PPV NPV
PREV 0 0 0 0 0 0 0 0 0 0 0.38 0.64 -0.64
UPuncort 1 1 1 1 1 1 1 1 1 1 062 0.36 0.36

Figure5.6 is provided for presenting correlation values among metrics as weRE¥and
BIASmeasures.
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Figureb.6 Correlations among metrics aRtREVBIASmeasures

5.5.3 Meta-metric-3: Distinctness {UDist)

As each base measure permutation is different from each other, a robust metric should
differentiate these different cases in mesjace Figure5.5 depicts howJDist is calculated

for ACC metric as an example. The number of unique values of the rapaie €.g, 11

unique values folACC) is compared against the size of the mefpace €.g, 286 for
Sn=10), which is the number of unique valuesBilMl permutations. The distinctness meta
metric defined formally below gives the granularity of the metrics in mepréce as listed in
Table5.5.

Definition 5.3 (Universal Distinctnegs

UDist measures the ratio of unique values in the meajpace of a metridM where
EJAE © a and UUniq is a finite set whereEgi i1 i°1a and "YOQi o
ART TNE 8
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Table5.5 Metametric UDist minimum, average, and maximum values [0, 1]. The metrics are sorted
according to averadgdDist values

UDist nMI BACC INFORM MARK MCC CK G TPR TNR PPV NPV F1 ACC
Min 0. 030 0.30 0.3 0.23 0.17 0.1€ 0.0070.0070.0070.0070.0070.0001
Average 0.38 0.35 0.35 0.35 0.24 0.20 0.2C 0.0Z 0.0Z2 0.02 0.02 0.02 0.001
Max 0.40 0.4 040 0.40 0.24 0.24 0.2C 0.06 0.0€ 0.06 0.06 0.0€ 0.00€
Sample Siz€éPermutations

Sn=25 (3,276);Sn= 50 (23,426)Sn= 75 (76,076)Sn= 100 (176,851)Sn = 125 (341,376);

Sn=150 (585,276)Sn= 175 (924,176)Sn =200 (1,373,701)Sn = 250 (2,667,126)

To the contrary of the first two metaetrics,UDist values might differ pegn. UDist values
are calculatedor nine sample sizes (given in the footnoted able5.5) and benchmarked
the metrics according to their average values. Wik has the most distinct metrgpace,
ACChas the least. Unexpectediyl has exactly the same level of distinctnes$RR TNR
PPV, andNPV metrics.

5.5.4 Meta-metric-4: Output smoothness JOsmq

Output smoothness evaluates how a metric uniformly uses its output range. As each variation
in corresponding base measures is a unit change, a 1saice should exhibit a smooth
transition.Figure5.7 shows the transition of metrgpaces sorted in ascending order.

10
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Figure5.7 Transitions of the mec-spaces sorted. The transitidd®\RK with INFORM andTNR,
PPV, NPV, andTPR are the same.4 x i s s hows t he mexi$ghows thessequanceput s and X
number of the elements in the metsjgace (total 3,276 f&n= 25).

Unexpectedly, a repeating stepped transition occufsCi@. As mentioned in the shape of

distributions ctieria inStage3, G andF1 dominantly yield zero. Stepped transitions indicate

a robustness defect where a metric yields in coarse resolution in steps or accumulates in

S 0me val ues. These behaviors degrade a metric
classification results €.g, the performance of two classifiers are more likely to fall into the

same value than if a smoother metric is used).
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The following equation is used to measure the smoothness without visual inspection:

- 3$ET E’I

a € . =
Artihe aSET ETl S

¢ (5.9)

Ms denotes the sorted metspace in increasing orddylsk denotes thekin value of the
sorted metriespace andD is the standard deviation function. The equation calculates the
coefficient of variation for one lagged selifference. The minimum the result, the
maximum the smoothness is.

The smoothness values calculated for the sample sizes between 25 and 28@ asthe
footnote ofTable5.6 are averagedndEq. (5.10) is usedto get theUOsmometametric for
ith metric by normalizing the smoothness valuesnigd amongn compared metrispaces
(e.g, 13 metrics).

YOi aé
Ar i i a¢ B mi nir i cioae B
ma xAr i 6 i a¢ B . mi n OERQE i a¢ B .

Table5.6 shows the smoothness ab@®smometametric values for the compared metrics.
In accordance witlirigure 5.2, ACC andnMI have the least smooth metspaces whereas
CK and MCC have slightly unsmooth metrgpaces compared iNFORM, MARK and
BACC

Table5.6 MetametricUOsmovalues [0, 1] along with the minimum, average, and maximum
smoothness values per base measure

INFORM MARK BACC CK MCC G TPR TNR PPV NPV F1 nMI ACC

Min 207 2.07 2.07 2.92 3.02 3.7¢ 3.3¢ 3.3¢ 3.3¢ 3.3¢ 4.02 6.94 5.2t
Avg. osmd 473 473 4.72 8.0¢ 8.4€11.6715.6115.6115.61 15.61 18.0¢ 45.4<¢ 91.71
Max 9.7¢  9.79 9.7916.7418.9427.0741.7541.7241.7% 41.7% 47.7C135.9:409.45

UOsmo 1 1 1 0.9¢ 0.9€ 0.92 0.87 0.87 0.87 0.87 0.85 0.58 0

* Smoothness. Minimum, average, and maxinamoothness are calculated
Sn= 25, 50, 75, 100, 125, 150, 175, 200, and

5.5.5 Meta-metric-5: Monotonicity (UMono)

A robust metric shouldilso be sensitive to small changes in classification performance.
UMono metametric is calculated per four base measures by incred$trand TN by one

and decreasingP andFN by one separately for &M permutations and checking whether
the new metric valudoes not decrease. Otherwise, this is a bare violation in a rapaue.
The formal definition is given ibefinition 5.4. The analysis reveals thatll the reviewed
metrics have 100% monotonicity except iNFORM , MARK , BACC, nMI, andCK as
listed inTable5.7.
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Definition 5.4 (Universal Monotonicity.

YO € éﬂggives the ratio of cases where a megfaceM adjusts its performance value
conguous with the unit changes (x1) bjn~ {TP, TN, FP, FN} in metricspace. For all

EJAE © aandE JAE O a:

. ~F "YQV pfwv"oﬁﬁ'v‘otiﬁ "Yijrj wa "YO

E dAE “YOh'OUh"OOh“YG ph &a& YO

. ~-F "YNGﬁ“ONGV pﬁ"omj"vijrj @c’x "00

E daE "YOh'OOh"O0  ph"YO h  ®a 00
ET 11 E RE dE E

YOoéeé SETTT9SAE s

Table 5.7 Metametric UMono values [0, 1] per base measure. The metrics are sorted according to

UMono values (the average of the four metatric subvalues: UMonore, UMonorn, UMonaep,
UMona-n)

UMono TPR TNR PPV NPV ACC G F1 MCC INFORM MARK BACC CK nMl
UMonorp 1 1 1 1 1 1 1 1 0.999C 0.999C 0.999(C 1 0.502¢
UMonorn 1 1 1 1 1 1 1 1 1 1 1 1 0.502¢
UMonap 1 1 1 1 1 1 1 1 1 1 1 0.900¢ 0.503z2
UMonarn 1 1 1 1 1 1 1 1 1 1 1 0.900¢ 0.5032
UMono 1 1 1 1 1 1 1 1 0.999t 0.999¢ 0.999¢ 0.950z 0.5031

CK T as parallel taJBMcorr metametric shown irfable5.31 has 90% monotonicity fdFP
andFN decrements (10% violations) aBAACC has 99% monotonicity (1% violation) for
TP andTN increments. For exampl€Ki s 1 0.TPZB FPf=@FN=1,TN=1 as
shown inFigure5.5. Decreasind=P only by one FP = 6) should increase the performance,
but CK yields -0.189 violating monotonicityi.7T 0. 1 8 9 < ncre@sindlH dly by |

one TP=1+1,FP=7,FN=1,TN=1) yi el ds 10.128 preserving

1 0. 1nM6 maonotonicity violations are almost exactly hatidhalf.

5.5.6 Meta-metric-6 and 7. Inconsistency/Consistency WICongUCong and
Discriminancy (UDisc)

These metanetrics formally defineéh Definition 5.5 andDefinition 5.6 below are proposed
for comparing the robustness of two metriggure5.5 above depicts the example cases on
real metric values oACC andMCC' (MCC normalized to [0, 1]) wher&n=10. Among

all possiblein and jin pairs, the first given example pairs are consistent becdausglues
(ACC = 0.900 andMCC' = 0.882) are greater thgm values ACC = 0.800 andVCC' =
0.754) for both metrics.

However,in the third example, the pairs are inconsistent because Hadue is greater than
jin value forACC (0.800 > 0.700) but thia value is less than tHe value forMCC' (0.762 <
0.767). For discriminancyACC is discriminant againsMCC' in the secod example,
becauseACCy i el ds di fferent v a IMC@ ygield§ the sarfeOvalue
(0.833 = 0.833) for corresponding pairs. LikewiBK;C'is discriminant againghCCin the
fourth example.
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Definition 5.5 (Universal Consistency and Inconsistency

Y6 £ & and YO0 € §i give the agreement and disagreement in
increments/decrements in metdpace of two metric® and0 , respectively, where
E RE JAE © a.For all different pairs o2 and'Q values ofE andE :

E RE hE HE 4

g AT TR , - - , - - - :
E E E E E E E E

SAE s
G

Definition 5.6 (Universal Discriminancy

YO Qi ;@ gives the ratio of cases where the mdiricyields different values while the

metric 0 could not differentiate in metrspaces wher& RE JA'E © a . For all
different pairs ofQ and’Q values ofE andE :

o E RE hE HE ¢
E E T~ E E

YOQigd Ai I jH $ACE 2
Note thatUICondUCons and UDisc metametrics are based on the two formal criteria
proposed by Huang and Ling for comparing two performance mdtdaang & Ling,

2005) The applicationo f t hese criteria (Adegr ee of
di scriminancyo) has become one of t hEwe most
improvementhere is transforming the degrees that are ranged differently per compared
metrics into a fixedatio in [0, 1] representing the cases with respect to the univgkéal
permutations. Hencéhe proposednetametrics can be used for comparing more than two
performance metrics as can be seemdble5.8 andTable5.9. Table5.8 shows theJCons

values calculated foBn=25 per pairs of the reviewed metrics as well as fid&lons
values.MCC, INFORM and BACC are the most consistent ones with other metrics on
average §3%) whereasiMI is the least consistent metric (51%). For individual pairs,
INFORM andBACC are only 100% consisteritg. UConsvrormsacc = 1.00).



Table5.8 UConsvalues per pairs of metrics and firdConsmetametric values (the average of the
metametric values per performance metric). For example, the cell markeduywitie consistency
betweenACC andMCC) is 88% (UConscawmcc = 0.88),UConsfor MCC (the average metaetric
values forMCC) and ACC arethe cell marked witle) (0.83) and the cell marked with (0.80),
respectively.

MCC

0.9€INFORM

0.9€ 1.0C BACC

0.9€ 094 094 CK

0.9€ 0.91 0.91 0.94MARK

0.9C 091 091 0.8¢ 0.8 G

0.8€ 0.8¢ 0.86 0.87 0.8¢ 0.8 ACC

0.7¢ 0.7¢ 0.7¢ 0.7¢ 0.7¢ 081 0.8 F1

0.7¢ 077 077 0.7¢ 0.7¢ 0.77 0.7¢ 0.88 TPR

0.7¢ 0.7¢ 0.7¢ 0.7¢ 0.77 0.7¢ 0.7¢ 0.8¢ 0.6¢ PPV

0.7€ 0.77 0.77 0.7¢ 0.7¢ 0.77 0.7¢ 0.6C 05% 0.6 TNR

0.7€ 0.7¢ 0.7¢ 0.7¢ 0.77 0.7¢ 0.7¢ 0.6C 0.6 0.5 0.6¢ NPV

0.5C 05C 05C 051 05C 054 05z 05 052z 05z 05z 05z nMl
UCons (20.8¢ 0.8: 082 0.8z 0.8z 0.81 @08 0.7t 0.7z 0.7z 0.7C 0.7C 0.51
Rank: 1 1 1 4 4 6 7 8 9 9 11 12 13

Table5.9 shows theJDisc values per ordered pairs of metrics analyzed in 25 sanmiNds.
the least consistent metric, is the most discriminant metric (about 1%gshmegly, MCC is

both the most consistent and the third discriminant metric at the same time. The table also

illustrates another important finding that all the metrics are highly discriminant (about 4%)
with ACC.

Table 5.9 Metametric UDisc values [0, 1] per ordered pairs of metrics. The metrics are sorted
according to the average of the matatric values per metric. The cell marked wijlshows that the
discriminancy ofG againstF1 is 0.6%, and the cell marked withshows that the dcriminancy of

F1 againstG is 2.8%, shown in bold.

B nMI 0.001 0.001 0.001 0.001 0.001 0.001 0.001 0.001 0.001 0.001 0.001 0.001
0.001 CK 0.00C 0.001 0.001 0.001 0.00z 0.001 0.00z 0.00z 0.00z 0.00z 0.001
0.001 0.00C MCC 0.001 0.001 0.001 0.00z 0.001 0.00z 0.00z 0.00z 0.00z 0.001
0.001 0.001 0.001 BACC 0.00C 0.001 0.001 0.001 0.001 0.001 0.001 0.001 0.001
0.001 0.001 0.001 0.00CINFORM 0.001 0.001 0.001 0.001 0.001 0.001 0.001 0.001
0.001 0.001 0.001 0.001 0.001 MARK  0.001 0.001 0.001 0.001 0.001 0.001 0.001
0.01¢ 0.01¢ 0.01¢ 0.01% 0.017 0.017 F1 0.014 0.01¢ 0.01¢ 0.007 0.007 (10.00¢€
0.044¢ 0.04Z 0.04: 0.04¢ 0.04¢ 0.04¢ 0.04C ACC 0.04: 0.04: 0.04: 0.04: 0.04Z
0.02¢ 0.02¢ 0.02¢ 0.02¢ 0.02¢ 0.027 0.02¢ 0.02¢ TNR 0.01¢ 0.02¢ 0.01¢ 0.01¢
0.02¢ 0.02¢ 0.02¢ 0.02% 0.027 0.02¢ 0.02¢ 0.02¢ 0.01¢ NPV 0.01¢ 0.02¢ 0.01¢
0.02¢ 0.02¢ 0.02¢ 0.02¢ 0.02¢ 0.027 0.01¢ 0.02¢ 0.02¢ 0.01¢ TPR 0.01¢ 0.01¢
0.02¢ 0.02¢ 0.02¢ 0.02% 0.027 0.02¢ 0.01¢ 0.02¢ 0.01¢ 0.02¢ 0.01¢ PPV 0.01¢
0.03¢ 0.03¢ 0.03¢ 0.03¢ 0.03¢  0.03¢ (20.02¢ 0.037 0.02¢ 0.02¢ 0.02¢ 0.02¢ Gu
UDisc.  0.01¢ 0.01¢ 0.01¢ 0.01¢ 0.01¢ 0.01¢ 0.01¢ 0.014 0.01¢ 0.01¢4 0.01% 0.01: 0.011
Rank: 1 2 2 2 2 2 7 7 7 7 11 11 13

Table 5.10 shows the overall results of tfstage3be nc hmar ki ng al ong
ranks.Stage3 differentiates the ranks of the benchmarked metrics some of which are equal
in the previous stagde.g, MCC andCK have the same ranks).
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Table5.10 Stage3 benchmarking of 13 performance metrics according to seven proposed meta
metrics

MetaMetrics  MCC BACCINFORM MARK  CK G ACC TNR TPR F1 nMI NPV PPV

UBMcorr 1 3 3 3 3 7 1 9 9 8 13 9 9
UPuncorr 1 1 1 1 1 1 1 1 1 11 1 12 12
UDist 5 2 3 3 6 7 13 8 8 8 1 8 8
UOsmo 4 1 1 1 4 6 13 7 7 11 12 7 7
UMono 1 9 9 9 12 1 1 1 1 1 13 1 1
UCons 1 1 1 4 4 6 7 11 9 8 13 12 9
UDisc 2 2 2 2 2 13 7 7 11 7 1 7 11
Stage3 Rank 1 2 3 4 5 6 7 8 9 10 10 12 13

According to overall metanetrics benchmarkingMCC is ranked first wherea®PV is
ranked last.

5.6  Overall BenchMetric Resultsand Summary of Findings

Table5.11 summarizes andggregatethe benchmark results from thieeestages and gives

a finalized ranking of the 13 performance metrics reviewée. stageslefined by extreme
cases, criteria, and atric-spacewere ordered according ta@omplexity, coverage, and
measurability Taking the ranks of each stage equal, the final rankings would be misleading.
Therefore the weightsare sefis shown inrable5.11 putting increasing weights tbugh the
stages

Table5.11 The ranking othreebenchmark stages and final ranking resoft8enchMetric

Stages Weigh| MCC CK BACC INFORM MARK G ACC F1 TNk TPR NPV PPV nMI
Stagel 1 1 1 5 5 5 5 1 4 5 5 5 5 13
Stage2 2 1 1 4 4 4 4 8 3 9 9 9 9 13
Stage3 3 1 5 2 3 4 6 7 10 8 9 12 13 10

BenchMetri 1 2 3 4 5 6 7 8 9 10 11 12 13

The followings are the main findings:
1 MCCis the most robust performance metric.
I CKandBACCarethe secon@nd third most robushetrics.

I MCC is also better tharCK in other aspects, which were not included in
benchmarking such as according to the detailed mathematical comparison described
in Section5.4.4

1 Highly recommended aifor conventionally used metrics suchT@R PPV, ACC,

G, F1, andnMI have robustness issues and therefore should be used cautiously if
they are used alone.
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Some of the notable observations were obtained from the benchmarking:

i) The metrics yiad nota-number in some extreme cases ex@dpk, F1, CK, and
MCC.

ii) nMI yields high values wheRP andFN are higher thaiP andTN.

In_Stage2:
i) Only INFORM , MARK , andBACC have the same mean, median, and mode
values.
ii) The metrics have symmetric metdpace except fag, nMI, F1, andCK.
iii) G andF1 metric-spaces exhibit an accumulation at zero.

iv) Only MCC, CK, F1, andnMI cover both outcome measurg3R and ON) and
class measuse(P andN).

V) TPR PPV, TNR andNPVare singleclassonly metrics (.e. P-only andN-only).

Vi) All metrics are insensitive to one or more base measures exig#pCK, and
MCC.

Vii) nMI andF1 exhibit some inconsistencies in swapping of base measures.
Viii) nMI has a highly rightkewed metriespace.

iX) MCC with geometric means is mathematically better tRaqwith arithmetic
means.

i) ACC, INFORM, MARK, BACC, and MCC have a high correlation
individual base measures whereas the others have either some imbalances or no
correlations in some of the measures.

i) nMI does not exhibit any relationship with base measures.
iii) Only PPV, NPV, and especiallyF1 have metriespaces correlated with
prevalence.

iv) TPR TNR PPV, NPV, ACC, andF1 do not exhibit granular output coverage in
metric-spaces.

V) nMI andACCdo not output smoothly in metrigpaces.

Vi) All metrics are monotonic excefflIFORM, MARK andBACC CK has minor
andnMI has considerable monotonicity \adlons.

Vii) BACC INFORM, and MCC are the most consistent metrics among all the
metrics.
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Viii) INFORM and BACC are the only metrics that are completely consistent with

each other.
iX) nMl is the least consistent and most discriminating metric.
X) G is the least discriminant metric.

Note thatTable G.1 in AppendixG shows the summary of the BenchMetric results per
metric per criterion per BenchMetricage.TableG.2 lists the robustness issues per metric in
alphabetic order that could belpfulto be aware of the issues when a metric is used.

5.7 Survey 3: Evaluation of BenchMetric Method with the Literature

The proposedenchmarking methgdBenchMetric,is comparedvith the other methods in

the literature in threefoldFirst, the methodologyis comparedwith the existing metrics

evaluation methods. In the secostp, the evaluation strategies of the studies, which
proposed new metricsaare comparedindependent of the two usmses, two areas are
specifically focused whi |IAe theapprdachastmappad orttoh e r e
BenchMet ri ci?® Oigindiverpcatidnessromextend these approaches?

Finally, the recently proposed metricare directly evaluatedwith the proposed
benchmarkingcriteria andthe benchmarkingesults are comparedwith their findings.
Hence, we can see whethdCC is gill the most robust metric when those new metrics are
included in the benchmark.

5.7.1 Comparison of BenchMetric with the existing metric evaluation methods

Table5.12 givesdetails about the methods designed for metric comparisons in the literature,
summarizes their limitations, and compares them ®B#&hchMetric The compared studies

examined a few metrics. Some of them focus on basic behaviors of performance metrics that
cannot be seen in practice.,e xt r eme cases such as comparir
with swapped confusion matrix). Others cover only a very limited part of regiaces and

show similarities from a simple perspective without using an explicit rgnkin

Nevertheless, all the proposed comparison technigreesddresseih formal and easy to
understand manner with measurable and comparable outputs. In addition, the existing
approachesare improvedeither by extending them or defining them in a classiiomn
performance context. Furthermore, additional critaria propose@nd numerous unknown
robustness issuese revealeih the metrics.

5.7.2 Comparison of BenchMetric with the methods evaluaing recentmetrics

Table 5.13 describes the recently proposed performance metrics and how they were
compared with respect to the other metrics in the literature. The first three of the proposed
metrics are intended to mmize the class imbalance effect ®CC. The validation of the

new metrics is limited to comparing the new metrics by examining the relations of the input
metrics comprising the new metrie.g, ACC, TPR andTNRfor OACQ or by inspecting

the input metris 6 gr aphs for di fferent class skews.
validation of the new metrics has always been performed in a limited scope.
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Table5.12 Comparison oBenchMetricwith existing metricevaluation methods

The study/ Comparison Resul&nd Corresponding
metrics Conclusion Comparison Method Criteria
(Seliya, The study The performances of two decision tr 1) Both reviewed studies cover limited ca:
Khoshgofta groups the classifiers applied on 35 reaborld of prevalence and metrgpace. Fol
ar, & Van compared datasets with 200 <&8n <= 20000 and example, in BerchMetric there are
Hulse, metrics into two 65% < PREV < 99% based on differer 2,667,126 base measure permutations
2009a) to four similar decision thresholds (O t< 1, default: 0.5) Sn=250. Whereas, for example, the 14,4
ACC, G, F1, groups rathel are calculated in terms of the compare cases given by Yangguaegal. correspond
FPR FNR than comparinc metrics. The relations of the metric valt to only 0.5% of all possible cases. Th
NPV, PPV, and rankings o are compared for 350 classifidataset correlations and/or factors may not
AUC-ROC, the metrics. runs in total: Comparisefi: Via representative.
and AUC- correlaions; Comparisoi2: Via factor 2) The comparisons simply show simil
PR analysis (analyzing correlated met metrics that are redundant when they
values (observed variables) in terms o used together. They do not sufficien
small number of factors (unobserv dictate a proper ntieéc and do not reveal an
variables). robustness issues. For exam@eandF1 are
(Y. Liu, The study Performances are calculated for eight I found similar in factor analysis, whereas
Zhou, Wen, shows the algorithms on 18 reakorld datasets witt BenchMetric, G is slightly more robust ir
& Tang, correlated 80 <=Sn <= 8.124 and 50% ¥YREV< general than F1.
2016) metrics basec 94%. The relations of metrics a 3) The comparisons are limited as they
CK, ACC, on the example compared for 14,400 classifidataset reliant on the performance of two digion
andF1 datasets. runs via the Sparman and Pearsc tree classifiers.
correlations of the metrics. BenchMetric: UBMcaorr, UPuncorr,
UMong, UCongUDisc
(Huang & AUC-ROC is The performances of simulated classifi 4) Assessing the consistency &
Ling, 2005) recommended applied on balanced and imbalanc discriminancy among the metrics that
ACC and instead ofACC. synthetic datasets nd three classifier compared do not impose a superiol
AUC-ROC applied on 18 realorld datasets (with 6. especially in paired comparisons. F
<= Sn<= 8.124) are calculated in terms example, consistency betwe&K and ACC
ACC and AUC-ROC and each paire is meaningful only if both of the metrics a
metric value are compared for consistel robust. Likewise, if both or one of the
and discriminancy. metrics are not robust then tl
(Fatourechi CK is The consistency and discriminangre discriminancies could not be interprete
et al., 2008) recommended compared only within "the desired regii 5) BenchMetricincludes a large number
CK and instead ofACC. of operation" only i(e. whereTPR>= 0.5 metrics, thus the conclusions are m
ACC and FPR <= 0.02). This is because tl meaningful.
calculation of consistency ar 6) BenchMetric also indicates thaCK is
discriminancy degree as defined in 1 better thatACC.
above study has time and calculati BenchMetric: UCongUDisc
costs.
(Joshi, F1 is the They constructed performance tre 7) Both techniques require visual inspect
2002) recommended graphics for differentTPR PPV, and and manual interpretaton and are
INFORM, metric. PREVvariations and observed whether { measurable as in  BenchMetric
ACC, G, performances increase accordind®®EV. 8) For the former studyBenchMetricshows
andF1 thatINFORM s betteramong the compare
(Brown, MCC and F1 They constructed performance trer four metrics.
2018) exhibit  more graphics for different TPR and TNR 9) For the latter studyVICC is more robus
MCC, "realistic" variations as well as inverse cumulati and in line with BenchMetric whereasF1
BACC estimation  of distribution function plots per balance has robustness issues in corresponc
ACC, F1, classification andimbalanced datasets. criteria.
TNR  and performance. BenchMetric: UPuncorr, UCons(with TPR
PPV andPPV) andUCons(with TPRandTNR
(Sokolova, TNRandBACC Checking whether the performance out| 10) | reformulate those four changes in ort
2006) are more is varied upon the following changes to fit with the classification performanc
BACC appropriate confusion matrix: 1) exchang&P with evaluation context and make the assessm
ACC, F1, metrics  with TN andFN with FP 2) chaage only inTN more comprehensible
TNR TPR respect to the 3) change only ifFP, and 4) scal@P and 11) BenchMetric shows thatMCC and CK
andPPV variance or FP along withTN andFN. are the most robust metrics from t
invariance  of corresponding three criteria. BUENR and
changes ir BACC have the same inconsistencies w
confusion TPR PPV, andACC.
matrix BenchMetric: 1) Criterion 2.6, 2 & 3)
elements. Criterion2.3, 4) Criterion2.1
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Table5.13 Comparison oBenchMetricwith the methods, which were used to evaluate new metrics

Study, Proposed New Metric, and its Description

Notes and Validation of the New
Metric

Corresponding
Criteria

(Caruana & Niculesciizil, 2004) (anabbreviation
of Squared error, Accuracy, aR®DCarea)

D660 YHUSE p YOY
o

YO 'Y

SARcombines Accuracy, Area Under ROC Cun
and Squared Error into one measure.

AUC-ROC and RMS (root mean
square) are different from all th
metrics summarizing base measul
like ACC. RMS is for regression
problems instad of classification.

The proposed metric is validated v
correlation analysis as criticized i

note 2) inTable5.12.

BenchMetric:
UCongUDisc

(Ranawana & Palade, 200®)ptimized Precision
(OACO):

5555568 SYO Y YO ¥
Y YO Y YO Y
OACC reduces the subptimal performance

measurement KACCdue to the skewed data sets
adding a heuristic correcting factor that minimiz
TPR and TNR difference while maximizing theil
totals.

The proposed metric is validated |
comparing ACC and OACC outputs
with class balanced and highl
imbalanced theoretical datase
(SKEWs arel:1 and 1:9) along with ¢
single real dataset (humarDNA

seglences).

They inspected graphics showing t
variance of the metrics with respect
theoreticalTPRand TNRranges using
066 "YOWM "YU 'YO equations.

See note 7) inTable 5.12 for

comparison.

BenchMetric:
UPuncorr

(Huang & Ling, 2007) AUC-ROCACC
OYNO B 66
0 "YOY 0

i d YoYU dpairs
00

pairs are t

ar e
he

[=EX=5{=]

AUC-ROCACCIis a twostaged measure to enhan
metric output differentiation.

The proposed metric is validated |
examining the correlations of the ne
metric with AUC-ROC and ACC
separately then comparing it with be
RMSvalues AUC-ROCACCis highly
correlated witlRMS.

See note 4) inTable 512 for
comparison.

BenchMetric:
UCongUDisc

(Seliya, Khokgoftaar, & Van Hulse, 2009k
Standardized Relative Performance Met8&PN)

Performances are calculated in terms of differ
metrics ACC, G, F1, NPV, PPV, AUC-ROC and
AUC-PR) for 12 ML models on 35 real datasel
Factor analysis is applied to theetric values. Fot
the given number of factors, a relative metric va
that is calculated with factor scores and normali
proportions of the eigenvalues is standardized i
[0, 100] range.

No validation.

BenchMetric:
UCongUDisc

(Garcia, Mollineda, & Sanchez, 2010hdex of

Balanced Accuracy:
0660 p | "YOY'Y0 YO

IBA is a parametric metric lik®ACCthat adjusts a

known metric (hereG) taking the difference
betweenTPRandTNRinto account.

1. The correlations of new metric wit
TPR TNR ACC, andG are evaluated
with respect to class imbalancaGC

and G) and class focusesTPR and

TNR

2. Checking
properties

the four invarianc

See notes)2and 10) inTable5.12 for
comparison.

BenchMetric:

UConsUDisc
Criterion 2.6,
Criterion 2.3,

and Criterion
2.1
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5.7.3 Experiment 2: Testing recently proposed metrics viaBenchMetric

As a limitation, the proposedoenchmeking method is not intended for other types of
performance metricd.€. not summarizing confusion matrix) such &JC-ROCand RMS
NeverthelessBenchMetricis re-conducted byincluding the two recently proposed binary
classification performance metrics, namehACC and IBA;(G) (shown in the second and

fifth metric in Table5.13 above to answer the following questions:
i. DoesOACCimprove the robustness AfCCas intended?
i. DoesIBA;(G) improve the robustness @fas intended?
iii. Which one is the most robuSIACCor IBA3;(G)?

iv.  Are any of the new metrics more robust thdGC as determined bthe proposed
benchmarking results?

The followings aregheresults of hree benchmark criter@efinedin Stagel:

1) AiDoes a m e nokainwembery (NaN, ice. 0/0) in extreme casé€so
ACC: No, OACC: 2 times G = 2 times IBA;(G) = 2 times MCC= No

2) AnAr e t he preetricf values @fthe ecases fromb t o 9 decreasing?
Yes for all.

3) AnAr e t he p metric o valoes n symmetric for both lcasses ?0

ACC: Yes OACC: Asymmetric, G = Yes, IBA;(G) = Asymmetric, MCC = Yes

The followings are the summary of the findings according to the aforementioned questions
for Stagel.

i. OACChas no improvement okCC,
il. IBA3(G) has no improvement da.
iii. The robustness GACCandIBA;(G) is identical.

iv. MCC is more robust than tke tworecently proposethetrics.

Table 5.14 lists the details of th&tage2 benchmarking results like ifable 5.2 for the
benchmarking of 13 penfmance metrics. The various positive or negative robustness issues
(underlined bold texts depict negative ones) are revealed. Notg ¢bafficient is taken as
0.05 as suggested Kgarcia et al., 2010)

The followings are the summary of the findirfigs Stage2:

i. OACC improved ACC on outcome/class and class coverages, but robustness
issues appeared in undefined metric outputsnaganmedian difference. It also
distorts symmetry observed ACC.

. IBA3;(G) has no improvement o, in fact it is not invariant in clasand
outcome swaps, which is only seerFihin the benchmarked metrics as seen in

Tableb.2.

iii. Evaluating the eight criteria iBtage2, the robustness @ACCandIBA:(G) is
almost identical. Only Crite@i2.6 and2.8 are different mutually.
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iv. MCC s more robust than the new metrics.

Table5.14 Benchmarkingstage? results §n = 50) for the two new proposed metrics in the literature

Stage?2 Criteria ACC OACC G IBA(G) MCC
2.1 Outcome/class coverage None Classonlyq) | Classonly  Classonly) Yes
2.2 Class coverag®(@ndN) None Yesy) Yes Yeso) Yes
2.3 Base Measure Coverage TP, TN TP, TN TP, TN TP, TN Yes
2.4 Variant to class swap Yes Yes Yes Yes Yes
2.5 Variant tooutcome swap Yes Yes Yes Yes Yes

2.6 Invariant to clasand Yes Yes Yes No Yes
outcome swaps

2.7 Undefined (NaN) count 0 3Sn+1 2(Sn+1) 2(Sn+1) 4Sn

2.8 Central tendencies . . 7 . 7 | . —7 . —7 | . —
(meanmedian difference) E E Ei E E EI|E E Ei E E EI|E E Ei

Other Informative Criteria

2.9 Standard Deviation 0.23 0.23 0.26 0.26 0.21

2.10 Skewness Symmetric Sl|ghtly Sllghtly Sl|ghtly Symmetric
negatives ) positives) positives)

2.11 Kurtosis Platykurtigey  Platykurtige) | Platykurtigsy Platykurtige) | Platykurtigs)

(1) OACC=1(TP, TN, P, N, TC, Sn), (2) IBA3(G) = (TP, TN, P, N), (3) Left-skewed, (4Distorting symmetry
(5) Right-skewed, (6)hin-tailed

Table5.15 shows the results @tage3 benchmark according to the first five meteetrics.
Up arrows depict that a new metric improves the dependent metriB@A;(G) improvesG
or OACCimprovesACQ). Down arrows depict a degradation.

Table5.15 BenchmarkingStage3 results §n= 50) for the two new proposed metrics in the literature
(excluding theUCons and UDisc metametrics). Metrics are sorted in descending order per-meta
metrics from the most robust one to the le@simois the smoothness value.

UBMcorr UPuncorr UDist UMono Osmo
MCC 0.78MCC 1|IBAs(G) z 0.8MCC 1|/INFORM 3.22
ACC 0.78 ACC 1|OACC z 0.412ACC 1|MARK 3.22
INFORM  0.77|0ACC 1inMI 0.382G 1|BACC 3.22
MARK 0.77|G 1|BACC 0.333IBAs(G) 1|0OACC z 491
BACC 0.77IBAs(G) 1/INFORM  0.332F1 1jMCC 5.26
CK 0.77INFORM 1MARK 0.332TPR 1|CK 5.28
G 0.79MAR K 1{MCC 0.232TNR 1{IBAs(G) z 6.44
IBAs(G) 0.75BACC 1|CK 0.202PPV 1|G 6.98
OACC ¢ 0.73CK 1G 0.19gNPV 1|TPR 7.82
F1 0.72nMI 1|TPR 0.033INFORM  0.99§TNR 7.82
TPR 0.69TPR 1TNR 0.033MARK 0.99¢PPV 7.82
PPV 0.69TNR 1|PPV 0.033BACC 0.99¢NPV 7.82
TNR 0.69F1 0.61INPV 0.033CK 0.94¢F1 9.15
NPV 0.69PPV 0.37F1 0.0330ACC &  0.76nMI 19.7
nMI 0.5NPV 0.37ACC 0.00ZnMlI 0.517ACC 21.62
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The following is a summary of the findings Stage3:

i. OACCimprovesACC on distinctness and output smoothness but decreases the
robustness for base measure correlations and monotonicity in a contradictory
manner.

. IBA;(G) has improvement onG by increasing distinctness and output
smoothness.

iii. IBA3;(G) is more robust tha®ACC considering the base measure correlations,
distinctness, and monotonicity.

iv. MCCis more robust than the new metrics aStage2.

Table5.16 lists the remaining metmetrics inStage3, namelyUConsandUDisc. Instead of
giving each pairwise metaetric values among the metrics asTable 5.8 and Table 5.9,
they are summarizedper eachrecently proposed metricBold values depict higher meta
metric summary values. For example, the mean consistendB/A{G) with the 13
benchmarked metrics (0.834) is higher than the mean consisteAGCHD.773).

Table5.16 Summary of the pairwis&/Cons (consistency) andlDisc (discriminancy) metanetrics
per OACCandIBAs(G) with the 13 benchmarked metrics (minimum, mean, standard deviation (SD),
and maximum values) f@tage3 with Sn= 20

New Metric(s) Meta-Metrics Min  Mean (SD Max
OACC UConsacc, mamiz 0.511 0.773 (0.09C 0.89¢
UDiscoacc, mxm13 0.00z 0.022 (0.02C 0.05Z
UDisovi-m13, oacc 0 0.003 (0.001 0.004
IBA;(G) UCons Ba3 emi3r 0.551 0.834 (0.11C 0.99z
UDisa s amemiz  0.00z 0.014 (0.02C 0.051
UDisovi-M13, | 0 0.042 (0.014 0.05:
OACCvs.IBA;(G)  MetaMetrics Value
UCons Baszc, ¢ 0.898
UDisa BAz G, © 0.001
UDiscoacc, 1B 0.046

Notes: Range of allConsis [0.503, 1] and alUDisc is[0, 0.055]

Among the paired metric values in metspace OACCandIBA;(G) are 89.8% consistent.
However,IBA;(G) is more consistent with the 13 benchmarked metrics on average whereas
OACC is more discriminant than both benchmarked metrics (2.2%)IBAHG) (4.6%).
Briefly, IBA3;(G) is more consistent ardACCis more discriminant.

Combiningall three stagedBAs;(G) is more robust tha®ACC However, neither of them is
as robust asMCC. This experiment shows thdhe proposedbenchmarking method
BenchMetriccan be used to analyze and compare the robustness of any proposed metrics.
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5.8  Precise andConcisePerformance Evaluation and Reporting

In this study, thirteen performance metrics along with re@entlyproposed metrickave
beenbenchmarkedia BenchMetric metho@nd the use d¥ICC is recommenddfor robust
performancesvaluationfor the first time Using a robust metric isignificantto summarize

the classification resultsvith fewer errors. Neverthelessfi Wat should be reported for
expressing classificati oseeRRd4in Sectiomhd swa@tR 0 r es e
to discussfor the sake of completenesSpecifically, whethethe use of a robust metric

alone is sufficient to assess a classification appfbach

Comparing different osame classifiers on different datasets using solely a metric (even with
MCC) can be misleading. As revealed BenchMetric stages, metrics can indicate
contradicting, unexpected or undefined performance values in different conditions.
Moreover, the literaire uses various metrics together to report the classification
performancess described in Sectiéh3.4

This sectiongoes beyond the metrics amdcommend what should be reported and
considered minimally for precise and concise performance evalpa@nparison, and
reportingavoiding possible drawbacks. One of the properties of performance metrics is that
they are not sensitive to sample sthatis redued in the numerator/denominator of the
metrics' equationgi.e. it is lost in summary functions of the metricsee Section3.10).
Prevalencenight have an implicieffect due to the nature of the functions.

1 With respect to sample siz®r example ACC= 0.9for both
0 TC=90inSn=100 and
o TC=900inSn=1000.
1 With respect to prevalence, for examp&C= 0.9 for both
o PREV=0.50inSn=100whereTP =45,FN =5, TN =45,andFP =5 and
o0 PREV=0.75inSn=100 whereTP=70,FN =5, TN =20, andFP =5.

Provided two cases within each example above cannot be differentiated via the performance
metiic because it is 0.9 for all of the casEsom an intuitive perspectivesample size and

size of the binary classes (or prevalence as a ratm)also significantor classification
studies.Generally speaking,ome statistics are shown to be influenced dample size and

may not reflect the nature of the ddi@alude & Longo, 2017, p. 6As described in
Section2.2 above (Literature Reviey, the literature addressed the prevalefioe class
imbalance, class skevéffect in ®me of the performance metrics aBénchMetricalso
reveals prevalence correlations in some mefpiaces for the first time.

With this holistic respegtthis thesis proposes tdefine threedependentomponents of
classification performance evaluationrfrdop to bottom explicitly:

1 A robust performance metrid1CC),
1 PrevalencéPREV}, and
1 Sample siz€Sn).

Researchergractically focus on performance megigvhichare athe tip of the icebergand
usually ignorethe othertwo componentsas shown irFigure5.8 (a). This thesis engagehe
attention ofthe research community tha&valuating performance solely based on a metric
misleadsAs depicted irFigure5.8 (c), four classifiers on different and/or the same datasets
can be compared according twege components of performance.
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High Performance: 1
‘ MCC
Low Performance: -1

High Performance: Balanced High Performance: Large

Prevalence
(PREV) |PREV-0.5|~0

Low Performance: Skewed Low Performance: Small

()

1 ;3 |Classiﬁcr-l Classifier-2 Classifier-3 Classifier-4
Sample Size e | 090 091 091 092

(Sn) PREV 0.5 0.5 0.4 0.4
Sn | 10000 5000 10000 5000

(a) ©

Figure 5.8 (a) The hree components of binaglassification performance evaluatioherformance
metrics are atthe tip of an iceberg(b) Categorical values of each component for high and low
performancegc) Hypotheticalfour classifiers with different component values

For example,
1 The performance of classifi@lassifier4 is the best according MCC metriconly,

1 NeverthelessClassifier2 and Classifier3 perform better tharClassifier4 even
MCC s slightly less than 0.92 becauBREVor Snvalues reflect high performance,
respectively.

9 Finally, Classifierl could actuallybe considered ate most promisingof all, even
MCC is slightly less Because b&t PREV and Sn values reflectmore ided
classificationconfiguration(i.e. balanced class rasoand the highest sample size
among the alternativesespectively)

In a similarhypothetical caseassume that

i astudyreportsb a cl assifierbds performanfifte tested on
class ratio and

9 anotherstudyreports the same classifier tested on 5.000 samples with the same class
ratio.

It is reasonald to give more credit to the first study because the test is based on more
samples or at legstou could expect the researchefghe second studyp repeat their tests
on 10.000 sampleand report the performance again the same datasets if possible

Corsidering the given argumentabove publishing sample size and prevalence
complements the performance metrics. Especially, when comparing a group of studies,
performance improvement expressed in terms of a metric should be justified by taking
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sample sizesind prevalence values into account. The better approach is to equalize them
(i.e.testing the classifiers in the safBREVandSn or at least in the sanRREVvalue) and
compare the performance metrics.

If the classification studies claiming an improvemanta specific classification problem
domain €.g, mobile malware detection) can equalize the two base components of
performance evaluation namely sample size and prevalence, then it is possible to compare
those studiem terms of a robust performancetme In this manner, the classifications with
similar performance metric values coudso be compared from other aspecesg( the

guality of the datasetsubsampling strategies, andiione performancesf the classification
implementations).

A qualitative dataset assessment could be appiiextpport thequantitative approach that
requires reporting two performance measures and one robust metric. A preliminary work that
is out of scope of this thesis was already published to systematically prdéikettabased

on proposed four techniques with fourteen criteria including the sample and feature space
sizes(Gurol Canbek et al., 2018)

Hence,it is seriouslyaffirmedthat classification studies should report and take sample size
(Sn) and prevalencePREV performance measures into account along WIBC metric
value in minimalto satisfy objective and responsible reseaffhis should be a formal
approach to performance reporting in the literat¢eey., listing the performances of
compared classificatiostudies withSn, PREV, andMCC values together in a table)

5.9  Conclusion
This chaptemwvas carried out to meet two objectivaddressingRQ4):

9 First, to examine the behavior of glbssible binanclassification performance
metrics from a wider perspective in order to clarify what the most robust metric is by
revealing the mblematic issues.

1 The second objective was to recommend a proper performance evaluation,
comparison, and repiimg approach for classification researches.

To meet the objectives, a new comprehensive benchmarking meahied BenchMetrids
introducedthat can be used for any number of existing or newly proposed performance
metrics. Contrary to existing approachd® proposednethod develops new concepts such

as metriespace, metanetrics, base measure permutations, and variance/invariance
swappingto analyze the metrics and examines metrics from a wider perspective and reveals
the weak and strong issues of indival metrics, metric pairs and/or group of metrics in an
objective measurable manner

BenchMetricwas tested on thirteen performance metrics that are commonly used and/or
recommended in the literature. To the besnhgfknowledge, this is the first timéat such a
larger number of metrics have been reviewed in this scope and one metric is suggested with
solid justification. BenchMetric spotted specific cases where a metric can behave
unexpectedly €.g, yielding highperformance values in a higher numbef false
classifications). Especially frequently used metrics suciRR ACC nMl, F1, and CK
exhibit significant robustness issues. The overall result toé proposedthreestaged
benchmark recommends thetCC (otherwise CK) as the best choice fguerformance
evaluation.
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Besides, two recently proposed metrigg also testechlong with the 13 previously tested
metrics by BenchMetricAlthoughthe authors of those metrick&im improvement over the
existing metricsthis secondBenchMetricexperimenshowed limited improvements but also
introduced many unaddressed robustness issues in the new metrics for the first time in the
literature. Incorporating those new metrifk;Cis still the most robust one.

Monotonicity (UMono) calculated forSn= 250 meaures a small improvement per each
base measure can be reflected by the metric, specifically whether there is any contradiction
that causes misleading evaluations. There is the same degree of violations for the same
metrics for other sample sizes. It migilgem controversial that the violations are examined

for two paired cases where the original sample size is increased or decreased by one
(increase forTP and TN) which cannot be observed while comparing the performances
within the same sample size.g, while trying different ML:models in the same dataset).
However, such a condition could happen, at least hypothetically, when comparing two
different classification studies with sample sizes by one difference.

Contradictory, it could be argued that the benarking highlights subtle issues in some
metrics that cannot be seen in practice or in a-prejpared classification study. my
opinion, the issues feummarized in Sectioh6 cannot be ignored as they may arise in
several areas such as online machine learning classifications, deuakarg applications
including fAwhat i fo scenari os, and artifi
classification pdormance possibilities are diverse.

Considering performance evaluation from a wider perspeciivis, also suggesd that
classification studies shall report sampfmce size and prevalence ratio explicitly along
with metric value ife. MCC) together for objective and responsible open research. These
three indispensable values should be evaluated together to getraabetientire perception

of classification performance.
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CHAPTER 6

DISCUSSION AND CONCLUSION

This thesistakes a breadth and depth look at biraassification performance evaluation
and coversthe largest number ofbinary-classification performance evaluation instruments
available in the literaturancluding the recently proposed on@ée studythat is guided by
the following mainresearchquestionrevisits performance evaluatioby focusing the
important problemsand essentiallyproposes two methods to make a rpé#ispective
analysis and systematic benchmarking for performance instruments.

RQ: How to establish and improve our knowledge on birdagsification performance
instruments comprehensively and systematiciallorder to enable researchers to make
informed decisions on choosing the right instrument(s) and follow objective approaches
in performance evaluation, reporting, and comparison?

As depicted inFigure 6.1, this thesisaddresse four research questions expressed in
Sectionl.1 and in additionto the two main methodpresentd three surveys, three case
studiestwo complementing tools, and two experiments besides other contributions.

Although performance instruments are widatycepted global references amahiraryto the
common assumption that performance evaluation is aumdtrstood and studied ardhis

thesis pointed at the fundamental problems suchcasfusing terminology and lack of
consensus in performance evaluation and reporting. Other problems such as misleading
results via accuracy metric and publication/confirmation biases were also revealed by
conducted case studies. The problems highlighite8urveyl and case studies addressing
(RQ1) reveals previously unknown issues suggessimgot cause that the fundamentals of
classification performance evaluation are neither estaligior are they internalized by the
research community.

Hence, this thesifirst providednovel concepts derived frora multi-perspective analysis of
performance evaluation instrumemtddressingRQ2). This conceptualization brings a new
perspective for performance evaluation instruments by the following contributions:

1 Referringallconfusiomatri x derived references as fApe
1 Terminology clarification with neimeasiredi fimetricdi findicatold categorization
1 Naming convention in classification context with standardized abbreviations,
1 Grouping and leveling instruments.g, base measure3:P, FP, FN, TN, and 1st
level measure$?, N, OP, ON), and

9 Introducing new meases namedlC and FC to enhance the comprehensibility of
instrument equations
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Figure6.1 Thesiscontributionssummary

Thisthesishas also introduced and formally defined the following concepts:

1

)l
il
il
)l

The @nonical form is especiallyelpful to reveal the essential properties of the instruments.
Establishing a common language will avoid misunderstanding and facilitate comtimmica
amongtheresearch communitythe concepts helip understand thsignificantproperties of

the instruments as well as recognizing the similarities and differences among a large number

Canonica) base, equivalent, direct and higvelformsi n i

Determination of measure and metric,

The column, row, and mixed geometries,
Duality and complementationaviransformation in geometry, and
Levels and dependencies among instruments.

of instruments.

Concerning(RQ3), this thesismade novel contributionsto enhance our understanding

nstrument so

facilitate our activitiesand provide new approachiegperformance evaluatidoy

1 Proposing performance indicators as a new performauaiiation instrument type

for the first time and highlighting their potential beneéitswell as
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T Proposing a novel i ndi c AGCBAR tonaasess whethieAc c ur a
the performance of a classifier is close to random classification.

ACCBARindicator was appliedn a case studyhat revealed asignificant problem with
performance evaluation whereby some of the studies with a high performance reported by
ACCis misleading whereas the studies with loW&€¥Cs had actuallappeared tachieve a
morereliableperformance.

Furthermore as an aggregation of all the proposed concepteiew compacthinary
classificationperformance evaluation instruments exploratory table named PToPI, which is
like the periodic table of elemenis, designed and providezhline. PToPlcoversover 50
instruments with the following characteristics:

1 Clear measuienetrid indicator distinction via grouping and coloring,

91 Leveling perception via nested groups,

1 Showing the equations for all the instruments in canonical and/dr-léwgk
dependency forms in one place,

1 The comprehension of equations is enhanced via positioning according to instrument

geometry and graphical decoratiorsy( arrows and font styles),

Presenting additional information per instruments via a unifororimdtion box,

A quick sensation of dependent measures/metrics via arrows, and

Prediction and reality relations via positioning in a column, row, or mixed geometry.

=A = =4

Considering the presence aflarge number abinary-classification performance evaluation
instrumentsit could be difficult to grasp those instruments, their intrinsic characteristics and
the differences among them. Addressing these difficulties, the proposed table PToPI
provides a big picture for presenting instruments within a single pdgevanich is also an
efficient material for learning or teaching binarkassification performance measures,
metrics, and indicators. PToPI can be used to select adequate instruments for performance
reporting as demonstrated in this study.

Complementing P3PPI, a calculator and dashbododl called TasKar was also provided to

assist the searchers to see the performance in terms of all the instruments as well as interpret
the results via the graphical visualization of base metticis. expected that PToRind
TasKarwill be an efficient materiahnd toolfor learning teaching and interpretindinary
classification performance measures, metrics, and indicators

The last part of the thesis, addressii®Q4), after revisiting and reestablishing the
classification performance evaluation domain, is to focus on revealing the robustness of
binary-classification performance instruments and answdtiMyh i ctiumeints are robust

to used and AWhat should be reported for <cl a

In this perspectivethis thesigproposé a new comprehensive benchmarking metbalted

i B e n c h Meanalyzedhé robustness of performance metdomparing adw methods
proposed in the literature, BenchMetric provides a systematic benchmarking comprising
three stages and mameasurableriteria. The concepts introduced in BenchMetric such as
metric-space and metaetrics (metrics about performance metrics) efilhance the overall
understanding of metria@nd their behaviors
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The results of thewo conductedexperimentsof BenchMetric (first, on 13 performance
metrics and second, on 15 metrics including two recently proposedhameshownthat

9 there are seval robustness issues in even commonly used metrics and
1 MCCis the most robust metric.

This thesis is the first to declare thasearchersvho wantto be on the safe sidean use

MCC as the most robust metric for general objective purposes. Otherwise, they can select a
metric among others that are required or enforced by their domain of interest considering the
ranks and specific robustness issues reveal&khghMetric

This thesisalso demonstrated that publication and confirmation biases might exist because of
nonrobust metric usages. Some equations were introducecevi®al base measures
(confusion matrix)of a classification study that reports a few metrics (€gN, TPR, and

ACC). Hence, it is possible to calculate the performances in terms of other metrics such as
MCC. It is expected that this method will be usedekamine the classification studies in
other domains.

Beyond choosing a metric, this thesis suggestedhbatroper approach is that classification
studies should take samgdpace sizgSn), prevalence ratidPREV), and MCC values

together into account for a precise and concise bidassification performance evaluatjon
comparison and especially reportingdt is expected that the rankings of the metrics, their
robustness issues revealed, and the recommended evaluation approach will guide researchers
to evaluate classification performanatsightforwardly

The followings are some remarks of this thesis stodyighlight

9 There are severe robustnéssuesn widely used performance metrics suchr&iR
PPV, ACC, andF1 (see the summary of the findings in Secto).

1 Researchers who prefer to WS Cshould use and considAaCCBARindicator.

1 AlthoughnMI is recommended by the literature, it is not proper to handle different
cases encountered in a classifion problenm.

1 As mathematically demonstrated in Sectto#.4 CK and MCC are very similar
metrics. HoweverCK exhibitsnonrobustbehaviors from certain aspects

1 The recently proposed metriase not only behindhe robust metrics but also they
exhibit nonrrobust behaviors where the metric they try to optimize do not. Therefore,
fifinding a more robust metric thanCCo, as clearly declared in this thesisight be
a challenging research topighere a comprehensive benchmark is available with
provided API.

1 The visualization of various concepts in a consistent and comprehensible manner
was a difficult activity. It is expected that the proposed formatting cotoring
scheme will be an industry standard and/or academic visualization convention or
utilized for other purposeg (g, visualizing diagnostic tests in medicine).

22 Changing the default calculation method in some ML software packages could be a reason behind optimizing
nMI
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6.1

Researchers can use two tools, PToPI and TasKar, complementing each other from
theoretich and practical perspectives. It is expected that they will also be used in
other domains/scopes, for example, in similarity and association measures
conventionally represent base measures
shown inFigure4.6.

The analogy between PToPI in machine learning and the periodic table of elements
in chemistry is also notable to highlight the significance of the conceptualization
proposed in this study. Like the periodic table covering 118 elements, PToPI
enhances the usability and comprehensibility of 50 instruments.

Starting to report performance via adifectional robust metricMCC in [-1, +1]

range) will provide avider rangefor the classification studies in a specific domain
where the previous performance reports are saturated at near the maximum value
(i.e. 1.000) of the nonrobust conventional metrids [0, 1] rangeespeciallyACC

andF1.

It is interesting thaMCC, which was the toplevel metric (the only metric in 2nd
level) was alsofound asthe most robust anin BenchMetric. This could be
interpreted asn indicator of the consistency itne proposed methods and alao
validation with respect to the robustnes$igC.

Notably, including a new metric and repeating the benchmark of the new group of
metrics is quite straightforward with the help of systematic methodology and
developed readto-run API. | experienced this convenience when the benchmarked
metrics were extergdl by adding normalized mutual informatiorMl) metric that is
rather recent and not used much in common.

Limitations

Although not within direct scope, this thesis also presents a baseline for performance
evaluation apart from binary classification suchperformance evaluation where binary
classification evaluation metrics are micrar macreaveraged over tim¢Kenter et al.,
2015)and multilabel or multiclass classification metrics most of which can be

9 directly usedby applying the canonical form proposed in this thesis. Some binary

classification performance instruments are expressedthéttsame notation as for
multi-class performance evaluation instruments for the first time. For example,
ACC=TC/ Snfor binary and multclass classification performances.

adapted byising one versus all approaches, all birdagsification instrumentsan

be used directly. For exampl e, the perfo

ipearso, and Aapricotsd in images can
binary and calculating the confusion matrix accordinglg. (Uusing binaryclass

per formance instruments for HfAapricotso
filapr i c gtHsessin &Sulaimas, 2015; Kolo, 2011; Pereira et al., 2018)

Because of exponentially increasing number of permutations in rspttesd.g, 3,276 for

Sn=25 whereas 2,667,126 cases &m= 250) andcorresponding limited computational

resources, @gne metametrics such adJDist and UOsmo could be approximated by
averaging the intermediate values for a number of sample [s#tegen 25 andaximum
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250 Some optimization methods high computational resourcesuld be tried to improve
the calculation time.

One might argue thagxamining problematic issues through a single domain cannot be
generalized. First of all, Android mobile malware detection tigoical binary classification
problem that the literature studies from a broad perspeclive.problems could not be
limited to this rather recently developed dom&econdthe issuesevealed in this domain
arealsoobserved in other domainSome repesentative examples are also giventem
extraction in medical records, computer system intrusion deteictioetwork security e

mail spam detectioim cyber securityand software design defects detectioBéttion4.1.3

All these findings and observations suggest that the problems are independent of domains.

Limited feedbacks have been received with respect to PToPI and TasKar. Some of the critics
(e.g, from the reviewersof the journal we submit our related works)ch asfibeing a
complext o awvkreé taken into account in some degidewever,the usability of these tools

couldnot be studiedduring the thesis study.

6.2 Future Work

As mentioned irSection3.11.1, another fiture work will evaluate the performance values of
other metrics such aBACGC F1, CK, and MCC for fiundeb, fihitd and fivery clos® to
Accuracy Barrier cases and compare the differences A@E from a broad perspectivh is
expected that this evaluation will give extra insigtid metrics and could be integrated into
BenchMetric.

For BenchMetric, somesignificantissues were also observad metricsthat weretested
under controlled conditions such as synthetic classifiers and/or datasetsobbesations

of preliminary workneed tobe validatedto identify whether the assessments could be
integratednto BenchMetric as a fourth stage.

We are in the process of defining a single metric to follow the recommendationpboise

and concise performance reporting described in Sebt®nVe obtained promising results

in categorizing different datasets according to sample size with respect to both-spaugle

and featurespace size. We are also planning to improve our dataset profiling techniques
(Gurol Canbek et al., 2018) support performance evaluation activities to include assessing
the dataset quality.

It is expected that this research will serve a base for future studies on exploring
1 Accuracy barrier effedtas demonstrated in case study 1 in Se@iaf.])

1 Presace of publication and confirmation béss(as demonstrated in case study 2 in
AppendixH)

in other classification domains in the literature.

An important matter toesolve for future studies idefining an indicator for limitless
measures such &sscriminant PowerDP).
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The following topicgemain to be furtheexploredand studied:

1 the validity and/or extendibility of proposed concepts and toolsminlti-class
perfamance evaluation instruments.

1 the effect of usingMCC in microo and macreaveraged metrics instead of
conventionallPR PPV, andF1.

It is expected that PToPl and TasKar will belpful tools to facilitate performance
evaluation from different perspectives. Therefoa@ptherarea of future work will be
enhancing their capabilities and/or making some improvements.

The following capabilities will be developed to improve Tasikigoractice

1 Copying all instruments results the clipboard in a CSV format to paste into a
spreadsheet for further analysis and reporting.

1 Confusion matrix finder based on the equations givekpipendixH.

91 Integrating other binary measures and metsiesh as similarity/distance measures
and association measures.

1 Metric finderto identify a metric with a given value and confusion matrix.
9 NaN (i.e. divisionby-zero) correctioroption.

The second version of the proposed coloring scheme described in e2tidhat is also
used in PToPI and TasKar could be optimized for color blindness.

Future work should give priority to develop a technology acceptance model for both PToPI
andTasKarthathelp to assess perceivadefulness and perceivedseof-use(Lai, 2017)

Finally, an interactive visualized performance instrument analysis platform will be released
online.
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APPENDICES

APPENDIX A

PERFORMANCE INSTRUMENTS: CATEGORIES, LEVELS, NOTAT ION,
AND FORMAT ING CONVENTIONS

TableA.1 Performance instruments: categories (measures, metricsychcators), abbreviations,
names, alternative names, notations, and styles

Base MeasuresgM) (4 measures) 2nd Level Measures(10 measures)
FN False Negative FP False Positive BIAS Bias, CKc: Cohen's Kapg
TN True Negative TP True Positive Chance, DET: Determinant, DPR:
1st LevelMeasures 7 measures) D Prime, LRN: Likelihood Ratic
* Negative iPositive Negative, LRP: Likelihood Ratic
g Outcome Negative Outcome Positive Positive,NER Null Error RateNIR: No
S |FC False Classification  TC True CIassificatior'rg‘;g;”;an'g‘/ PreRa;Fencégig/(\)ir(T:?ggs
c i , [ Prev
8 Sn | Sample Size Skew :
3rd Level Measures (4 measures)
DP: Discriminant PowerdC: Class EntropytHO: Outcome EntropyQR: Odds Ratio
Base Metrics (14 metrics) 1st Level Metrics (9 metrics)

ACC. Accuracy (efficiency, rand indexpAUC: BACC Balanced Accuracy (strength;K: Cohen'
Area Under CurveCRR (Correct) Rejectio Kappa (Heidke skill score, quality indexfm: F
Rate, DR: Detection Rate, FDR: Falsemetrics,F1: F1 (F-score, Fmeasure, positive speci
Discovery Rate,FNR False Negative Ralagreement)G: G-metric (Gmean, Fowlkedvallows
FOR False Omission Rate (imprecisicindex), INFORM I nformedness
FPR False Positive Rate,HOC: Jointdelta P', Peirce skill scordyJARK Markednesgdelta
Entropy, MCR Misclassification RateMI: P, Clayton skill score, predictive summary ind
Mutual Information NPV: Negative PredictivnMI: Normalized Mutual Information, WACC
Value, PPV Positive Predictive ValtWeighted Accuracy

(precision, confidence),TNR True Negativi

Rate (inverse recall, specificityfPR True

Positive Rate (recall, sensitivity, hit ra

recognition rate)

2nd Level Metric (1 metric) Indicators (1 indicator)

MCC: Matthews Correlation Coefficient (FACCBAR Accuracy Barrier
correlation c oirdéxf Yuke

phi)
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TableA.2 Color palette (red, green, blue (RGB) color codes in hexadecimal format for background
and text colors) for performance instrument typesaarbnical measures

Type Level/TypeBackgroundText Measure Abbreviation BackgroundText
Style Style
MeasuresBase #ABA6A6 #000000 [True Positive TP #FFCCCC #CC0000
False Positive FP #CCFFCC #7D3F3F
False Negative FN #FFCCCC #274927
True Negative TN #CCFFCC #009900
1st Level #BFBFBF #000000 [Positive 990000 #FF5050 ‘_3
Negative 006600 #33CC33 §
Outcome Positive #CC9999 #FFCCC( §
Outcome Negative #99CC99 #HCCFFC(
True Classification TC #77CCCC #117777
False Classificatio FC #FFCCFF #7030A0
Sample Size _l#999966 #424100

2nd Level #D9D9D9 #000000
3rd Level #F2F2F2 #000000
Metrics [Base #FED96F #974715
1st Level #FEE59D #BD581A
2nd Level #FFF1CE #E46A21
Indicatorsindicator #77AADD #114477
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APPENDIX B

PERFORMANCE INSTRUMENTS EQUATIONS WITH DUALS AND
COMPLEMENTS

TableB.1 Measure Equations (numbered in curly braces according to PToPI gh&igureC.2)

0 YO "O0 v 0O YO 00 ¢ 00 YO "O0 ¥
00 YO "O0 g YO YO YO "06 "O0 "O0 p
"YE YO OO0 00 YO O O G0 00 Y6 06 pp
Ye O 0 Y¢E GO0 OO0 Y& Y6 "0
. o, i A@h 00 .
0 YOw— 606"y ———— D ‘00 ™ U 'YJu
Ve pCIMBIEbh) p¢ 000\(7E 0YOwpo
YOO O pT i A@m v, O
. Y — Y
v 0Y Vi puv VO Vi 0V YOwp @
.. ~0f00 000 00'Y ) "YO'Y } "OD'Y py
Ouvw Ve P X
. "YO 'Y "YUt O 5 00 'Y "O0t 0
° 7Y o5y "ol P P Y NGy TV o
0'0"Y"YUt"Y(H "OUt 00 Cp
06 al 1 g CC 00 al 1 g Co
R R
W DYD YO WYO Y "YOETYO
U7 TY0o 00 YOU 'Y Ot 00 ¢ T
oi |7|6\I .I."YG YYO 'Y |7|6\I .y m&i .I."Yﬁf"YU
Vo S wosy Y ! gros <Y

Correction 1. OR andDP are undefined (NaN) due to the zero division by z@t@ (n case of

TP-FP=0andFP-FN=0. Therefore, they should be 0 (zero) for these cases which means an arb
classifier.




TableB.2 Metric Equations (numbered in braces according to PToPI showigumeC.2)

w7 "YG 55 7z ”n [T “Ol'j VI w [T "Yl'j w5 J
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0 00 00
o, OO0 A (¢ .
OLY-—— UVLULW® X VOUWs— YUY 1]
O 0 00
00 & O & 0
7 7
5 4 h h ll 4
50 YuI i Y “Ye OuI i e "0y “Ye
Y& YOId 06 "We = P U YO®S 00 "Y
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Correction 2. CK is undefined (NaN) due to the zero division by z@4@ (n case oP=0 andOP=0 or

N=0 or ON=0. Therefore, CK should be 0 (zero) for these cases.

N ——{ | S/ V N e 1V o] 00"y

D006 WOD 00 MO YV e —m—mmm—— CT
Motuo vtutu v  Motu Ltu tu U

Correction 3. MCC is undefined (NaN) due to the zero division by 2&¥@ {n case oP=0 and/or
OP=0and/orN=0and/orON=0. The possi bl e c as e ®forthem exoeptithe
cases specified iGorrectionl above. Therefore, MCC should alsoG#or these cases.
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APPENDIX C

PToPI: PERIODIC TABLE OF PERFORMANCE INSTRUMENTS
(GEOMETRY POSITIONS AND FULL VIEW)

The following figure shows the positioning of the instruments according to instrument
geometries. The full view of PToPI is shown in the next page.

FigureC.1 PToPI instument positioning according to geometry
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