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ABSTRACT

IDENTITY/ATTRIBUTE-BASED AUTHENTICATION PROTOCOLS BASED ON
PAIRINGS

Oztiirk, Giilnihal
M.S., Department of Cryptography
Supervisor : Assoc. Prof. Dr. Ali Doganaksoy

Co-Supervisor : Assist. Prof. Dr. Nurdan Saran

September 2020, B0| pages

Authentication is one of the most important goals in cryptography. It provides sharing infor-
mation with only authorized people and protecting data from being modified. Authentication
can be achieved in various ways such as password-based, symmetric-key and public-key. The
public-key authentication is the most preferred one among these options. It provides con-
struction of key pairs and verification with based on hard mathematical problems. Public-key
authentication is used as a basis for two important ideas: Identity-Based Authentication (IBA)
and Attribute-Based Authentication (ABA). The IBA systems are actually specialized public-
key encryption systems where the public key is generated using the user identity information.
ABA systems, which are the other important idea, are the generalizations of the IBA systems.
While IBA systems cover only one attribute about users, ABA systems cover more than one
attribute.

In this thesis, identity-based and attribute-based authentication protocols are analyzed, and a
new attribute-based authentication protocol is proposed. First, it is given the details and com-
parison of ID-based authentication protocols Shim, Yuan and Li [37], Tseng 2017 [35] and
Tseng 2015 [134]], which are based on elliptic curve. Shim, Yuan and Li [37] and Tseng 2017
[35]] use pairings for authentication, while Tseng 2015 [34] uses hash functions. Their securi-
ties and performances are analyzed. They provide the security properties such as known-key
security, forward secrecy, key-compromise impersonation and unknown-key share. They also
resist the passive, man-in-the-middle and reveal attacks. The protocols are more efficient than
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the protocols which are based on public-key by virtue of elliptic curve. Tseng 2015 [34] is
the most efficient one among them since it uses only hash functions. Also, the Zhang, Mu and
Zhang [41]] attribute-based authentication protocol is studied. Then a new protocol, which
is inspired by it, is designed. While Zhang et al. [41] is based on public-key, the new pro-
tocol is constructed on elliptic curve basis. Moreover, controlling of attributes is simplified.
It decreases the number of operations to determine the necessary attributes. In this way, the
computational cost is reduced. The new protocol’s security analysis is presented and showed
that the protocol is resistant to the following attack scenarios; adaptive chosen ciphertext, key-
compromise impersonation, probing resistance, indistinguishable to eavesdroppers, forward
secrecy and unknown key-share.

Keywords: id-based authentication, attribute-based authentication, pairing-based cryptogra-
phy

viii



0z

KIMLIiK VE OZELLIiK TABANLI ESLEME TABANLI KIMLIK DOGRULAMA
PROTOKOLLERI

Oztiirk, Giilnihal
Yiiksek Lisans, Kriptografi Boliimii
Tez Yoneticisi : Dog. Dr. Ali Doganaksoy
Ortak Tez Yoneticisi  : Dr. Ogr. Uyesi Nurdan Saran

Eyliil 2020, 40| sayfa

Kimlik dogrulama, kriptografideki en 6nemli hedeflerden biridir. Bilgilerin yalnizca yetkili
kisilerle paylasilmasini ve degistirilmekten korunmasini saglar. Kimlik dogrulama; parola ta-
banli, simetrik anahtar ve agik anahtar gibi cesitli yollarla yapilabilir. A¢ik anahtar kimlik dog-
rulamasi, bu se¢enekler arasinda en ¢ok tercih edilenidir. Zor matematiksel problemlere dayali
olarak anahtar ciftlerinin olusturulmasini ve dogrulanmasini saglar. A¢ik anahtar kimlik dog-
rulamasi iki onemli fikir i¢in temel olarak kullanilir: Kimlik Tabanli Kimlik Dogrulama ve
Ozellik Tabanli Kimlik Dogrulama. Kimlik tabanli kimlik dogrulama sistemleri aslinda agik
anahtarin kullanicinin kimlik bilgileri kullanilarak olusturuldugu 6zellestirilmis acik anahtar
sifreleme sistemleridir. Bir diger 6nemli fikir olan 6zellik tabanli kimlik dogrulama sistemleri,
kimlik tabanli kimlik dogrulama sistemlerinin genellemeleridir. Kimlik tabanl sistemler, kul-
lanicilar hakkinda yalnizca bir niteligi kapsarken 6zellik tabanli sistemler birden fazla niteligi
kapsar.

Bu tezde, kimlik tabanli ve 6zellik tabanli kimlik dogrulama protokolleri incelenmis ve yeni
bir 6zellik tabanl kimlik dogrulama protokolii dnerilmistir. Ilk olarak, Shim, Yuan ve Li [37],
Tseng 2017 [35] ve Tseng 2015 [34]’in eliptik egriye dayanan kimlik tabanli kimlik dogru-
lama protokollerinin ayrintilari ve kargilagtirmasi verilmistir. Shim, Yuan ve Li [37] ve Tseng
2017 [335l], kimlik dogrulama i¢in eslesmeleri kullanirken, Tseng 2015 [34] 6zet fonksiyon-
larim kullanir. Giivenlikleri ve performanslart analiz edilmigtir. Bilinen anahtar giivenligi,
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ileri gizlilik, anahtar-uzlagma kimlige biiriinme ve bilinmeyen anahtar paylagimi gibi giivenlik
ozelliklerini saglarlar. Ayrica pasif, ortadaki adam ve ag¢i8a ¢ikarma saldirilarina karsi direnir.
Protokoller, eliptik egri sayesinde agik anahtarli sifrelemeye dayanan protokollerden daha ve-
rimlidir. Tseng 2015 [34], yalnizca 6zet fonksiyonlarini kullandigi icin aralarinda en verimli
olanidir. Ayrica Zhang, Mu ve Zhang [41] 6zellik tabanli kimlik dogrulama protokolii de ince-
lenmigtir. Daha sonra ondan esinlenerek yeni bir protokol tasarlanmistir. Zhang et al. [41]] agcik
anahtara dayaliyken, yeni protokol eliptik egri temelinde olusturulmustur. Ayrica, 6zelliklerin
kontrolii basitlestirilmigtir. Bu basitlestirme gerekli nitelikleri belirlemek i¢in islem sayisini
azaltir. Bu sekilde hesaplama maliyeti azaltilir. Yeni protokoliin giivenlik analizi sunulmus ve
protokoliin siralanan saldir1 senaryolarina direngli oldugu gosterilmistir; adaptif kapali metin,
anahtar-uzlagsma kimlige biirlinme, deneme direnci, dinleyicinin ayirt edememesi, ileri gizlilik

ve bilinmeyen anahtar paylagimai.

Anahtar Kelimeler: kimlik tabanli kimlik dogrulama, 6zellik tabanli kimlik dogrulama, eg-
leme tabanli kriptografi
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CHAPTER 1

INTRODUCTION

Information needs protection in online operations like communications or data storage if it
is wanted to share only with the authorized people. Cryptography is the science that aims to
provide this protection. It secures the information by attaining confidentially, data integrity,
non-repudiation and authentication. Confidentially and data integrity are about protecting the
information itself. Non-repudiation and authentication are about ensuring that information is
shared with accurate people.

First the information is encrypted for protection from the malicious attacks by using a cryp-
tographic encryption algorithm. Although the encryption algorithm is secure, the information
may still be insecure. In other words, the encrypted information can be captured by an ad-
versary with or without the owners’ knowledge. However, it can be prevented by ensuring
who reach the data. Authentication protocols provide this in cryptography. They protect the
information from being corrupted. This information can be the identity that the information
comes from, as can be data.

Authentication can be done in various ways such as password-based, symmetric-key, public-
key. Password-based authentication is the one way that uses names and passwords matches
with these names in the memory. The first idea is proposed by Bellovin and Merritt [2].
This protocol authenticates the users by establishing a common key between them. Steiner
et al. [32]] improved this idea. They constructed a scheme for three party authentication.
Symmetric-key is the other way of the authentication which validates the identities by using
symmetric-key techniques. In these systems, a random message is encrypted with a shared
secret and then decrypted by authorization with the same secret. In this way authentication is
done. Bird et al. [6] constructed such an authentication scheme. Then, it was improved by
Janson and Tsudik [22]]. Another way of authentication is public-key authentication. In fact,
it can be called Diffie-Hellman authentication. Diffie and Hellman [13]] proposed the first one
in 1976. It accomplishes verification in the key agreement. Their protocol is based on discrete
logarithm problem. However, their protocol was vulnerable to man-in-the-middle attack. The
attack corrupts the data integrity and causes that the users create different keys from each
other. Although it is not secure to use, most of the public-key authentication protocols were
built in consideration of their work.



Public-key is the most preferred one among all these works. It is used as a basis in two im-
portant ideas: Identity-Based Encryption and Attribute-Based Encryption. The IBE systems
are actually specialized public-key encryption systems. They create the public-private key
pair based on the users’ unique information, identities. In 1984, Shamir [29] proposed the
first IBE on public-key cryptography basis. In the system, there is no pre-distribution of keys
among individuals, and it is useful in situations where there are technical restraints in com-
munication between agents. The authorized user should obtain the private-public key pairs
generated based on their credentials from the key generation center. In this way, they authen-
ticate by their keys. Boneh and Franklin [[7] constructed a more practical one by using elliptic
curve and pairing as basis. They detailed the IBE construction by dividing into fundamen-
tal algorithms. Cocks gave another idea in his identity-based scheme [[11] and use quadratic
residue for the security of the protocol. Afterward, the idea of identity-based started to use in
key agreement protocols. In the same way with the encryption schemes, users’ public-private
keys are based on their identities. This provides authentication before building the secret key
by their identities. Smart [31] first introduced the ID-based authenticated key agreement pro-
tocol. Pairing properties contribute to authentication and resistance for some attacks in this
scheme. However, Shim [23]] proved that the Smart’s scheme could not secure the previous
secret keys. He proposed a new ID-AKA which has the forward secrecy property in the same
work.

The other important idea ABE systems are a generalization of the IBE systems. While
identity-based systems cover only one attribute about users, attribute-based systems cover
more than one attribute. Many applications need that more than one attribute must be pos-
sessed to authorize. Authentication of one attribute at a time costs an enormous amount of
time when the number of attributes is high. Nonetheless, Sahai and Waters [28] proposed
the attribute-based system, which was named Fuzzy Identity-Based in 2005. The system is
encryption that can be decrypted if the attributes match according to a threshold. Yet it has
some limits because it links the attributes either key or ciphertext. Goyal et al. worked on this
issue. They proposed new concepts, Key-Policy Attribute-Based Encryption and Ciphertext-
Policy Attribute-Based Encryption [[14]], and the system became more practical. Although
these studies made some progress, there are still lacks. Bethencourt et al. [3] and Cheung
et al. [10] analyzed the ciphertext-policy part that Goyal et al. did not detail. These works
focus on one authority. Chase and Melissa [9] expanded the systems to multi-authority. In
the light of their works, Zhu et al. [42] proposed an attribute-based authentication scheme
based on Lagrange Polynomial Interpolation. They aimed to decrease the usage of system
resources. However, Yun et al. proved that their scheme is insecure under the collusion and
impersonation attacks [38]].

This thesis is a study on identity-based and attribute-based cryptography. Its main contribu-

tions are the followings:

o It gives general information about identity-based and attribute-based systems.

o [t compares Diffie Hellman authenticated key agreement protocols and explains general



forms of these types of systems.

e The security properties, which are essential in key agreement protocol, are told and

analyzed.

o Efficiencies of the constructions are studied. According to applications of the protocols,

some ideas are given for this type of systems’ structures.

e An attribute-based authentication system is represented. Inspired by this system, a new
one is designed.

e Pairings and elliptic curves are used in the new ABE system as a basis.

e A more practical way to transform and control of attribute is suggested. It can decrease
the data traffic on the network.

The thesis organization is as follows. In Chapter 2, a summary of mathematical background,
which is needed in the studies, is given. It focuses on ID-based authenticated key agreement
protocols in Chapter 3. A review and comparison of the protocols are given in this chapter. An
attribute-based authentication system is examined in Chapter 4. Firstly review of the system
is given, then the original study on the system is explained in the fourth chapter. Finally, the

conclusion is made in Chapter 5.






CHAPTER 2

PRELIMINARIES

In this chapter the mathematical background and definition of difficult mathematical problems
which is used by the analyzed protocols are explained. Also, the security properties, which
are necessary for the authentication protocols, are defined.

2.1 Bilinear Pairings

The protocols, which are studied in this thesis, are constructed by using bilinear pairings on
elliptic curves. Bilinear pairings are maps with some properties between algebraic and elliptic
curve groups.

Bilinear Pairings:

Suppose G is a cyclic additive group of prime order ¢, and G5 is a cyclic multiplicative group
of prime order ¢. P is the generator of G1. (31 is a subgroup of additive group of elliptic curve
points, and (75 is a subgroup of multiplicative algebraic group. Define a map e from G X Gy
to G which satisfies :
Bilinearity: e(z R, yQ) = e(R, Q)* for all elements R, @ of Gy and for any =,y € Zj
Non-degeneracy : ¢(P, P) # 1 for the generator P of G}

Computable: ¢(R, Q) is computable for all R, @) of G1 by an efficient algorithm

Then e is a bilinear map which is named pairing.

2.2 Mathematical Problems

Discrete logarithm problem and Diffie-Hellman problem definitions are given in this part.
The protocols provide security with the hardness of these problems. These problems cannot
be solved with polynomial-time algorithms using classical computers.



Elliptic Curve Discrete Logarithm Problem : Assume (G is additive elliptic curve
group. Let P,Q) € G1. Assume () = aP for some a € Zj. Then it is difficult to
compute a from P, Q.

Computational Diffie-Hellman Problem : Assume (7 is additive elliptic curve group
and P is the generator of G1. Given P,aP,bP € G for unknown a,b € Zj it is
difficult to compute abP.

Bilinear Diffie-Hellman Problem: Assume G is additive elliptic curve group and P
is the generator of Gi1. Let P, aP,bP, cP € G;. Assume that a, b, ¢ € Z, are unknown.
Then it is difficult to compute e( P, P)?c,

Decisional Bilinear Diffie-Hellman Problem: Assume G is additive elliptic curve
group and P is the generator of G1. Let P,aP,bP,cP € G1, a,b,c € Zj, and T € G.
Let ¢ be the order of G; and a large prime. Then it is difficult to distinguish the tuples
(P,aP,bP,cP,e(P, P)*™) and (P, aP,bP,cP,T).

2.3 Security Properties

The authentication protocols should withstand essential security properties. These main prop-
erty definitions are given in this section.

Known-Key Security : In each round, a unique key should be generated as independent from
the other rounds, and even if other secret keys are compromised, it should not be exposed.

Unknown Key-Share : The users are sure that they establish a key with the users who wanted
to establish with.

Adaptive Chosen Ciphertext : It is a type of chosen ciphertext attack such that an adversary
tries to discriminate the target one from the ciphertexts determined and examined previously.

Key-Compromise Impersonation : An adversary cannot impersonate an user to communi-
cate others successfully, although the user’s secret key is disclosed.

Probing Resistance : The validation of ciphertext cannot be done without the knowledge of
the attributes ingrained in it.

Indistinguishable to Eavesdroppers : An adversary should not be able to distinguish valid
ciphertext and simulated one if he is not a participant in communication.

Hidden Credentials : It is the privacy of the attributes. An adversary cannot know which
attributes are embedded in ciphertext.

Forward Secrecy : It is the protection of previous session keys, even if the secret keys of
users are compromised.



CHAPTER 3

IDENTITY-BASED AUTHENTICATION

The identity-based systems are the systems that create secret keys by using users’ identities.
The first one of these systems is proposed by Shamir [29]. After the idea is proposed, Boneh
and Franklin [7] worked on and detailed this concept. Later many studies are done in this area.
Smart’s [31]] ID-AKA protocol is one of them. His scheme claimed that long-term private key
secures the previous session keys. However, the incorrectness of this claim is proven by Shim
[23]]. He constructed a new ID-AKA protocol based on pairing, but his protocol does not
provide resistance to man-in-the-middle attack. Yuan and Li [37] modified Shim’s protocol
and proposed their ID-AKA protocol. They solved its problem. Meanwhile, Islam, Biswas
[21]] and He et al. [[12]] studied protocols for mobile users. They proposed ID-AKA based on
elliptic curve. Afterward, Tseng 2017 [35]] and Tseng 2015 [34]] created their ID-AKA for
mobile users. The protocol in [35] is based on elliptic curve, while the protocol in [34] is
based on pairing.

In this chapter, Shim-Yuan-Li’s protocol [37], Tseng 2017 protocol [35] and Tseng 2015
protocol [34] are compared. First, the reviews of the protocols are given, and then analysis of

the security and efficiency according to their performance test results are explained.

3.1 Notations

In Chapter 3, the protocols are explained with the same notations, which are given below.

e (77 is additive cyclic group with prime order p,

e (39 is multiplicative cyclic group with prime order p,
e ¢ is a bilinear map from G x G to G,

e P is generator of additive group GGy,

e s is master key of system s € Z7,

e Py, is public key of system,



e Syp is private key of the user with identity ID,
e H,y, Hy, H3, Hy are hash functions from {0, 1}* to Gy,

e f1, fa, f3, f4 are hash functions from {0, 1}* to {0,1}" where n is a fixed length and
2" < p,

e [ is key derivation function,
e I D is identity of any participant,
e A isidentity of Alice,

e [ isidentity of Bob.

Since Tseng 2017 [35]] and Tseng 2015 [34]] protocols are for the mobile environment, they
occur between client and server. For keeping terminology the same, Alice and Bob are used
instead of client and server, respectively.

3.2 Review of Protocols

In this section, the protocols are given in details. There are setup,key extract and authenticated
key agreement phases in these protocols. Since the algorithms setup phases are similar, we
examine them together.

Setup

The Key Generation Center selects

e Additive group G1,

e Multiplicative group Go,

e Bilinear map e,

e Generator P,

e Hash functions Hy, Hy : {0,1}* — Gy,

e Hash functions fi, fo, f3, fa : {0,1}* — {0,1}",
e Master key of system s € Z, and

e Key derivation function H.

In the Shim, Yuan and Li’s protocol, KGC computes public key of the system P, = s and
publishes < G1,Ga, e, P, Py, H1, H >.



In the Tseng, Huang and You’s protocol, KGC computes public key of the system P, = sP
and pUb]iSheS < G17 P7 Ppub7 f17 f27 f37 f4 >.

In the Tseng,Huang,Tsai and Tseng’s protocol, KGC computes public key of the system

Ppub =sP andPUbliSheS < G13G2767P7 Pp?tb)HlaH27f17f2af37f4 >.

3.2.1 Shim, Yuan and Li’s Protocol [37]

Key Extract
KGC computes the public key of a user as
Qrp = H1(ID)

and the private key as

Sip = sQip-

Authenticated Key Agreement

1. Alice chooses a random number a € Z;, computes T4 = aP and sends T4 to Bob.
2. Bob chooses a random number b € Z;‘,, computes T = bP and sends Tz to Alice.

3. After taking T's, Alice computes sk 4 = al'p and the shared secret

Kup = e(aPyyp + S, T8 + @B).
4. Similarly, after taking 7’4, Bob computes skp = b7T4 and the shared secret
Kpa=e(Ta+ Qa,bPyy + SB).

5. Then they have the same shared secret

Kap = Kpa
= e(P,P)"e(P,Qp)"e(Qa, P)*e(Q4.Qp)°

and compute the session key as
H(A, B, ska, Kap)
and
H(A, B, SkB, KBA)-
The diagram of the scheme can be seen in figure [3.1]

9



Alice Bob
a € Z;; be Z;;
Ty=aP Tg = bP
Ty
SN
Tp
ska=alp skp = aTy
Kap = e(aPpu + 5B, T + @B) Kpa=e(Ta+ Qa,bPyy + SB)
H(A,B,ska, Kap = Kpa) H(A,B,skp,Kap = Kpa)

Figure 3.1: Shim, Yuan and Li’s Protocol
3.2.2 Tseng, Huang and You’s Protocol [35]

Key Extract

The KGC chooses a random number [ € Zj, for a user with identity ID. Then KGC computes

Qip = [P,
hip = fiID,Qrp),
Rip = l+hips

and gives to a user the private key pair as

Sip = (Rrp,Qrp).

The user can verify the private key pair by controlling if the equality
RipP = Qip + hipPpup

holds or not.

Authenticated Key Agreement

1. Alice chooses a random number a € Z;, computes T4 = aP and sends A, Q 4, T to
Bob.

2. Bob takes A, Q 4, T4, chooses a random number b € Z; and computes

Tg = bP,
hA = fl <A7 QA)?
skp = (b4 Rp)(Ta+ Qa+ haPpu) & bTa,

Authp = fa( A, B,Ta, T, skp)
and sends Qp,Tg, Authpg to Alice.

10



3. Alice takes Qpg, T, Authp and computes

hB = fl(BaQB)7
SkA = (CL + RA)(TB + QB + hBPpub) D U/TB.

Then she checks if
AUthB = f2(A7 B7 TAu TB) SkA)

holds or not. If the equality holds, Bob is authenticated.

Alice continues by computing
Authg = f3(A, B,Ta,TB, sk, Authp)
and sends Auth 4 to Bob.
4. Bob takes Auth 4 and checks if
Autha = f3(A, B,Ta,TB, skp, Authp)
holds or not. If the equality holds, Alice is authenticated.
5. Then they both compute the session key as
fa(A, B, Ta, Th, ska, Authp, Auth )
and

fa(A, B, Ta, Tp, skp, Authp, Authy).

The diagram of the scheme can be seen in figure 3.2

3.2.3 Tseng, Huang, Tsai and Tseng’s Protocol [34]

Key Extract

The KGC chooses a random number [ € Z;; for a user with identity ID, then computes

Qipy = [P,

hip = fiUD,Qip),
Rip1 = 1+ hips,
Qip2 = Hi(ID),
Ripp = sQipy2

and gives to user the private key tuple as

Stp = (Rip,1,Rip2, Qrp,1)-

Authenticated Key Agreement

11



Alice Bob

acz: bezZ,
Ty — P ATala, py—pp
ha= f1(A,Qa)
skp = (0+Rp)(Ta+Qa+halpu)®
bT'4
L@ RURE Authy = fo(A, B, Ta, Tp, k)
hp = f1(B,QB)
ska = (a+ Ra)(Tp + Qp +

hBPpub) @ alp
AUthB - fQ(A, BJ TA) TB7 SkA)

Auth, = Aulha,

f3(A, B, Ty, Tp, sk, Authp)
Auth g =
f3(A, B, Ty, Tp, skp, Authp)

fa(A, B, Ty, Tp, ska, Authp, Auth 4) fa(A, B, Ty, T, skp, Authp, Auth,)

1.

Figure 3.2: Tseng, Huang and You’s Protocol

Alice chooses a random number a € Z,, and make offline computations

TAJ = aP,

Tho = aQap,
W = HQ(TAJ, TA,2)7
V. = (a+Ra1)W+ Rap.

Then she sends A, Q4,2,74,1,T4,2,V to Bob.

. Bobtakes A, Q 42,741,742,V and computes

W = Hy(Tani,Tap2),
ha = fi(4,Qa,),
Qa2 = Hi(A).

Then he checks if

e(P,V)=e(Tag+ Qa1, W)e(Ppup, haW + Qa2)

holds or not. If the equality holds, Bob authenticates Alice and starts communication.
Then, Bob chooses a nonce IV, computes

skp = 5Ty,
Authg = fa(A,Ta1,Ta2,V,N,skp)

and sends N, Authp to Alice.
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3. Alice takes N, Authp and computes
ska =aRus.

Then she checks if
AUthB = f2(A7 TA,I, TA,27 VYa Na SkA)

holds or not. If the equality holds, Alice authenticates Bob. Alice continues by com-
puting
Authpg = fg(A, TAJ, TAyg, V, N, sk, AuthB)

and sends Auth 4 to Bob.
4. Bob takes Auth 4 and checks if
Authg = f3(A,Ta1,Taz2,V,N, sk, Authp)
holds or not. If the equality holds, Bob authenticates Alice for one more time.
5. Then they both compute the session key as
fa(A,Tan,Ta2,V,N,ska, Authp, Auth,)
and

f4(A, TAJ, TAVQ, ‘/, N, S]{B, AuthB, AuthA).

The diagram of the scheme can be seen in figure|3.3

3.3 Security Analysis

In this section, the security of the protocols is analyzed.

3.3.1 Known-Key Security

SYL : Known-key security is satisfied since, in each round, separate ephemeral private keys
a and b are chosen. The adversary must compute abP for each session independently of other
session keys. However, it is Computational Diffie-Hellman problem.

THY : Known-key security is satisfied since, in each round, separate ephemeral private keys
a and b are chosen. The adversary must compute abP for each session to find sk4 or skp
independently of other session keys.However, it is Computational Diffie-Hellman problem.

THTT : Known-key security is satisfied by the same way in THY.

13



Alice

a € Z;‘)
TAJ =aP
Tpo=aQap

W = Hy(Ta1,Ta2)

V= (CL + RAJ)W + RA72
A,QA2,Ta1,Ta2,V

N,Authp
<7
ska=aRy2
fo(A, Ta1,Taz2,V,N,ska)
Autha =
f3(A,Ta1,Ta2, V. N, ska, Authp)
Auth p
o,

fa(A,Ta1,Ta 2, V, N, ska, Authp, Auth 4)

Bob

W = Hy(Ta1,Ta2)

ha= f1(A,Qa;1)

Qa2 = Hi(A)

e(P, V) = e(Taqg +
Qa1 W)e(Ppup, haW + Qa2)
anonce NV

skp = 5T 2

Authpg =
J2(A,Ta1,Tap2,V,N, skp)

Auth 4 =
f3(A7 TA,17 TA,Q; ‘/a Na SkB, AUthB)
fa(A,Ta,1,Ta2,V,N,skp, Authp, Auth 4)

Figure 3.3: Tseng, Huang, Tsai and Tseng’s Protocol

3.3.2 Forward Secrecy

SYL : Even the secret keys S4 and Sp are known, the adversary must calculate abP from

Ty = aP and Ty = bP. However, it is Computational Diffie-Hellman problem. Therefore,

the previous session keys cannot be constructed.

THY : Even the secret keys (R4, Q4) and (Rp, () p) are known, the adversary must calculate

abP from Ty = aP and T = bP to compute sk4 or skp. However, it is Computational

Diffie-Hellman problem. Therefore, the previous session keys cannot be constructed.

THTT : Even the secret keys S4 and Sp are known, the adversary must calculate sk or

sk p. Nonetheless, this calculation needs to compute asH; (/D) from T4y o = aH;(ID) and

Rpo = sHy (ID). However, it is Computational Diffie-Hellman problem. Therefore, the

previous session keys cannot be constructed.
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3.3.3 Key-Compromise Impersonation

SYL :

1. Adversary knows Alice’s private key S 4.
2. He chooses b € Z,, and sends to Alice.
3. He takes T’y = aP from Alice.

4. He must compute

KAB = €(P, P)abse(P7 QB)ase(QA7 P)bse(QA7 QB)S’

He cannot compute K 45 since he cannot compute e(P, Q5)*. Because, a or Sp must be
known to compute e( P, Qg)**. However, when Ty = aP, P,,;, = sP are known, to compute
asP is Computational Diffie-Hellman problem. Hence, he cannot impersonate Bob. He
cannot impersonate Alice when he knows Bob’s private key Sp because of the same reason.

THY :

1. Adversary knows Alice’s private key (R4, @p).
2. He gets A, Q 4, T4 from Alice.
3. He chooses b € Z; and computes 15, h 4.

4. He must compute

skp = (b+ Rp)(Ta+ Qa + haPpy) ® bTa.

skp cannot be computed since Rp is not known. Hence, he cannot impersonate Bob. Also,
he cannot impersonate Alice when he knows Bob’s private key (Rp, @ g) because of the same

reason.

THTT :

1. Adversary knows Alice’s private key (R 1, Ra2,Q4.1)-
2. Hegets Qa2,A,T4,1,T42,V from Alice.
3. He computes W, h4,Q42.

4. He checks
e(P,V) =e(Ta1 + Qa1, W)e(Ppup, haW + Qa2).

5. He chooses a nonce N.
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6. He must compute skp = 571’4 2 next.

skp = sT4 2 cannot be computed since s is not known. Another way to compute sa( 42
isusing Th2 = aQap2 and Ry2 = sQ 4 2. However, it is Computational Diffie-Hellman
problem. Hence, he cannot impersonate Bob. He cannot impersonate Alice when he knows
Bob’s private key (Rp 1, Rp2, @ p,1) since he needs to know Alice’s private key to compute
V=(a+Ra1)W+ Rapo.

3.3.4 Unknown Key-Share

Unknown key-share is provided by using the user’s ID or hash of the user’s ID as session keys
in the protocols.

3.3.5 Passive Attack

SYL : The adversary can take T4 and T'g, since these terms transport over the insecure chan-
nel, but still abP must be computed from these. In other words, the adversary must solve
Computational Diffie-Hellman problem even with the master key. Hence, the protocol resists
passive attack.

THY : The adversary can take A, Qa, T4, Qp, 1B, Autha and Authp over the insecure
channel, but still abP must be computed from these to get sk4 or skp. In other words,
the adversary must solve Computational Diffie-Hellman problem even with the master key.
Hence, the protocol resists passive attack.

THTT : The adversary can take A, Qa2, Ta 1, Tap2, V, N, Authy and Authp over the
insecure channel, but still as( 42 must be computed from these. For this purpose, a or s
must be known. a cannot be computed from aP or a( 2 by the adversary since it is a
Diffie-Hellman problem, but if the master key s is taken, then sk g and the session key can be
computed. However, the master key cannot be taken from the network. Hence, the protocol
resists passive attack.

3.3.6 Man-in-the-middle Attack

Man-in-the-middle attack is analyzed in two ways. First way is replacing the terms which
include ephemeral keys with the ones computed with the adversary’s own choice ephemeral
keys. Second way is replacing the terms with the ones as in the attack on the Shim’s protocol
[23].

SYL : If T4 = aP is changed with ¢’ P, and T = bP is changed with ' P, then sk 4 and
skp can be corrupted by adversary. However, result of this K45 or Kp4 is corrupted and
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needs e(Q 4, @pB)?° to be computed. The adversary cannot find e(Q 4, @ p)*® without knowing
S4, Sp or s itself.

If Ty = aP is changed with 'P — Qp, then b(a’P — @) must be computed without
knowing b. To find b from bP is Diffie-Hellman problem. Hence, the protocol resists against

man-in-the-middle attack.

THY : If T4 = aP is changed with ' P and Tz = bP is changed with ' P, then sk 4 and
skp can be get corrupted by adversary. However, still true sk 4 needs a + R4 to be computed,
and true skp needs b + Rp to be computed. The adversary cannot find a + R4 or b+ Rp
without knowing a, R4, b or Rp.

If T4 = aP is changed with ' P—Q g, then b(a’ P — @ p) must be computed without knowing
band b+ Rp. To find b from 0P is Diffie-Hellman problem and Rp is the private key of Bob.
Hence, the protocol resists against man-in-the-middle attack.

THTT : If T4 > = aQ 42 is changed with a'Q 4 2, then sk can be get corrupted. However,
corrupted skp needs s, which is the master key to be computed. Also, sk4 is computed
by Alice without corrupted information. Thus, even adversary corrupts the skp, he cannot
compute the same session key with Alice. Hence, the protocol resists against man-in-the-
middle attack.

3.3.7 Reveal Attack

SYL :

1. Adversary intercepts T4 = a P from Alice. He chooses a random number v € Z. Then,
to impersonate Alice, he sends av P to Bob.

2. Adversary intercepts T = bP from Bob. Then to impersonate Bob, he sends bv P to
Alice.

3. Alice computes the variable from session key

Kap = e(aPpup+Sa,Te+QpB)
= e(P,P)""e(P,Qp)"e(Qa, P)""e(Qa,Qp)".
Similarly, Bob computes the variable from session key
Kpa = e(TA + QA,prub + SB)
= e(P,P)""e(P,Qp)""e(Qa, P)"e(Qa,Qp)".
These variables are different when they should be equal since there is an interruption

by the adversary.

4. Two different session keys are formed with Alice and Bob. Therefore, when the ad-
versary asks to reveal the session key with Alice, he gets only that session key, but he

cannot know Bob’s.
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Hence, the protocol resists against reveal attack.
THY :
1. Adversary intercepts 74 = aP from Alice. He chooses a random number v € Z. Then,
to impersonate Alice, he sends av P to Bob.

2. Adversary intercepts Tp = bP from Bob. Then to impersonate Bob, he sends bv P to
Alice.

3. Alice computes session key with T4 = aP and Tz = bvP. However, Bob computes
session key with Ty = avP and T's = bP . To have same session key, these variables

must be equal but they are different because of the interruption of adversary.

4. Two different session keys are formed with Alice and Bob. Therefore, when adversary
asks to reveal session key with Alice, he gets only that session key but he cannot know
Bob’s.

Hence, the protocol resists against reveal attack.
THTT : In this protocol, adversary can intercept messages from Alice.
1. Adversary intercepts messages from Alice. He chooses a random number v € Z. Then

to impersonate Alice, he sends avP or av(@ 4 2 or both to Bob instead of originals.

2. Alice computes the session key with T4 1 and T'4 . However, Bob computes the session
key with av P and av( 4 2. To have same session key, these variables must be equal but
they are different because of the interruption of adversary.

3. Two different session keys are formed with Alice and Bob. Therefore, when adversary
asks the oracle to reveal session key with Alice, he gets only that session key but he
cannot know Bob’s.

Hence, the protocol resists against reveal attack.

As analyzed above, the protocols provide all the given security properties [3.1]

Table 3.1: Security Properties of Identity-Based Protocols

Known-Key | Forward || Key-Compromise || Unknown

Security Secrecy Impersonation Key-Share
SYL v v v v
THY v v v v
THTT v v v v

Also, they resist against the passive, man-in-the-middle and reveal attacks [3.2]
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Table 3.2: Attacks on Identity-Based Protocols

Passive Attack || Man-in-the-middle || Reveal Attack
Attack
SYL resist resist resist
THY resist resist resist
THTT resist resist resist

3.4 Performance Analysis

The performances are compared according to the analyses in the original works. The follow-
ing notations are used to compare the performances

e T, = Cost of a scalar multiplication of point in (1,
e T, = Cost of a biliniear pairing,

e Ty = Cost of a hash function map to point in G;.

When looking at the authenticated key agreement phase of the protocols, totally SYL requires
2T, + 671}, according to [37], THY requires 87;, (according to [35] and THTT requires
31 + 615, + 3Ty according to [34]. The costs can be seen for each user in the table

Table 3.3: Efficiencies of Identity-Based Protocols

| | syL | THY | THTT |
Computational cost of Alice | T, + 37}, 4T, AT, + Ty
Computational cost of Bob Te + 3T, 4T, 3T, + 21, + 2Ty

’ Used public key H Pairing-based H ECC Based H Pairing-based ‘

| Total | 2T, + 6T, | 8T | 3T. + 6T, + 373, |

ECC : Elliptic Curve Cryptography

According to Yuan and Li, bilinear pairing is an expensive operation. Also, Tseng et al. said
that a hash function, which maps to a point in Gy, can be implemented as a scalar multi-
plication in (G in the article published in 2016. Therefore, it can also be assumed that 7},
and Ty are equal. Thus, it can be said that SYL requires 27, + 67}, and THTT requires
3T, + 97,,,. Hence, in the lights of these arguments from the original articles, it can be con-
cluded that THY is more efficient than the others since no bilinear pairing operations is used,
and SYL is more efficient than THTT since it requires less bilinear pairing and multiplication
operation.
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CHAPTER 4

ATTRIBUTE-BASED AUTHENTICATION

The attribute-based systems are the systems that include the users’ attributes in secret keys.
ABE systems cover more than one attribute at once as different than the IBE systems. Sahai
and Waters [28]] are the ones who found this idea first. They named this idea as fuzzy identity-
based. After them, Goyal et al. [[14]], Bethencourt et al. [3], Cheung et al. [[10] and Chase and
Melissa [9] worked on the idea to improve the system. As a result of these improvements,
more areas of usage revealed. Some of these areas need privacy protection besides authen-
tication, which can be provided by the ABE systems. The eHealth systems are one of those
systems. The patients’ concerns increased when electronic health records file their personal
information. Guo et al. [15]], Narayan et al. [26] and Barua et al. [1]] focused on users’ privacy
protection, and they proposed attribute-based schemes which provide privacy for the eHealth
system. Another area that needs authentication is vehicular ad hoc networks (VANET). It is
the system that arranges communications between vehicles and vehicles to the roadside. Au-
thentication provides security against malicious signals and messages in VANET. There are so
many studies in that area [27, 20, 39,33} 130} [18} |8]. They authenticate the messages or signals
that vehicles received using methods like certificates, signature, and group signature. Huang
and Verma proposed the first attribute-based encryption scheme ASPE [19] for VANET. Liu
et al. [24] added a new idea together with the ABE system. They constructed their system
by hierarchising multiple authorities. The common ground in all these works is privacy, like
Zhang et al. scheme [40].

Although the preliminary works protect the data integrity, they do not provide the privacy
of users. However, recent studies show that many application areas need privacy protection.
Zhang et al. [41] drew attention to the necessity of privacy in their work and have studied
a scheme for a multi-agent system [36]. They aim to provide privacy, authentication and
confidentiality in this system.

In this chapter, the working principle of Zhang et al. scheme [41] is explained. Then, a new
design, which is inspired by this scheme, is given in detail. Lastly, the security of the new
design is analyzed.
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4.1 Notations

In Chapter 4, the notations which are given below are used to explain the protocols.

q is a large prime,

e (7 is an additive cyclic group of prime order ¢,

e (55 is a multiplicative cyclic group of prime order g,

e g is the generator of additive group G1,

e ¢ is a bilinear map from G; x G to G,

e sis master key (private key) of the system,

e pk is the public key of the system,

e GM is a group manager in the system,

e [ D; is the identity of an agent,

e h; is the pseudonym of the agent who has identity I D,
e d; is the private key of the agent who has identity 1 D;,
e [, is member list of the group,

o Atb; is the iy, attribute,

e (C'red; is the iy, credential of Atb;,

e [, is attribute list,

e H Hs, H3, Hy, Hy are cryptographic hash functions such that
H:{0,1}* —» Gy,
Hy : Gy — {0,1}™,
Hs :{0,1}" x {0,1}" — Z,
Hy:{0,1}" — {0,1}",
Hs: Gy — Zy,.

Now, in the next two sections, it will be continued with the review of the schemes. In order to
be understood more clearly, the schemes can be thought over an example. To illustrate, these
systems can be used for thesis access. Let a group is constructed by all academic members
in the system. The attributes in the system are issued as titles (professor, associate professor,
student, .. .), schools, faculties, departments and countries. A student who wants to share her
thesis sets some limits for the people who can reach her thesis. She encrypts her thesis by
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using attributes. For instance, if she wants to share her thesis with professors in Cryptography
Department of Institute of Applied Mathematics at METU, she embeds professor, cryptog-
raphy, applied mathematics and METU attributes into the ciphertext. When she broadcasts
the ciphertext, a group member, who is not a professor in Cryptography Department of Insti-
tute of Applied Mathematics at METU, cannot decrypt the encrypted message and access her
thesis.

4.2 Zhang,Mu and Zhang Scheme [41]

The new attribute-based authentication scheme is constructed on ZMZ [41]] scheme basis.
Thus, it is given a brief introduction to the system that fits the scenarios. There are mainly 6
phases on the system Setup, Register, Revoke, IssueAttribute, SendMsg and RcvMsg.

Setup: The group manager (GM) generates the system parameters and master key. GM
selects a random s € Z; as a master key and computes the public key pk = gi. Then
GM publishes the system parameters

Params = <q7 G17 GQa n,e, glapka Ha H27 H37 H47 H57 lm; la)'
The list of members [,,, and attributes [, are empty in this part and controlled by GM.

Register: An agent is registered in the system with his/her identity. GM computes
the hash of the identity I D; as pseudonym h; = H(ID;) of the agent and takes the
pseudonym’s s-th power to compute private key d; = h;. Then GM gives (h;,d;)
to the agent and adds the new agent’s pseudonym into the member list /,,, by setting
Iy =1 U {hl} if h; ¢ lm.

Revoke: GM removes an agent’s pseudonym h; from the member list [, to revoke
agent. GM simply sets l,,, := L, \ {hi}.

IssueAttribute: Depending on the member’s attributes, GM processes the credentials
of the member. GM computes Cred; = H(Atb;)* as a credential of the attribute Atb;
and adds the attribute to the list if it is not in the list earlier by setting [, := I, U { Atb;}.

SendMsg: An agent, who wants to encrypt the data, first determines a policy for who
can decrypt. A policy is the concatenation of receivers’ pseudonyms and chosen at-
tributes. Then the agent with pseudonym h; and private key d; does the followings to
send a message M with the attribute policy \/5:1 [h; /\ij:l (Atbg])] :

1. Choose randoms z € {0,1}" and ¢ € Z; and compute 7 = H3(z, M).

2. Ciphertexts are associated with sets of attributes as
C = {g{',nj, A, M ® Hy(z), ATB-SET}
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where

A = 2@ Hy(e(di, })") & {@F_, Ha(e(di, H(A)")},

1 K
ATB-SET = {1+ 1,Hs [e|n5- ] H(At), pk 1<j<l

3. Broadcast C.

RcvMsg: The receiver uses his private key, credentials that match the ciphertext at-
tributes and Params to decrypt the message. The receiver also authenticates the sender
in this phase. The agent with pseudonym hg, private key dyp and credentials that match
with attributes embedded in the ciphertext does the following to decrypt

C = (X,U,V,W, ATB-SET):

1. Check X,U € (4. If they are not, reject the ciphertext.

2. Check credentials whether they match attributes by

- Extract elements of ATB-SET such that I, h, € Z; where [, is the num-
ber of necessary credentials, and h, is the expected result of the computation.
Therefore, the agent hy chooses [, credentials {Cred[le], e ,C’redl[f]} among all

I
Hs <e (dg 11 credf],X>> —h,.
k=1

Until the equality holds, the agent checks other elements in ATB-SET.

possessions. Check

- When the equality holds, the agent finds the credentials
{Cred[le}, e Credl[z]} that match the attributes.

3. Compute

7 = V@ Hy(e(U,dg)) ® {@?ZIHQ(C(U, Credgf]))},
M = We Hy().

4. Compute

v = Hs(Z, M),
no= Ul
5. Tt is expected that A is an agent’s pseudonym. Therefore, check b’ € I,,,. If it is

an element of /,,, the sender is the agent with pseudonym A/, and the message is
M'. If it is not in [,,, reject the ciphertext.
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4.3

The New Scheme

In this section, a new attribute-based authentication protocol, which is designed based on

ZMZ [41]and an efficient system for bilinear groups, is explained. Although their work is

based on attribute-based authentication using public-key cryptography, in this scheme, it is

used elliptic curves, which use smaller key sizes and more suitable for multi-agent systems.

It is made necessary changes to the choice of the groups for a bilinear map and the operations

for computation the terms. Further, the sending way of the required attributes is changed to

reduce the work of the receiver. It contributes the followings:

It can simultaneously provide the privacy protection and verifiability of agents’ verified
attributes.

It uses pairings for bilinear maps and is designed on elliptic curve. The aim is to gain
the advantage of key size and storage.

Revocation of an agent is done by deleting the record from an authentication list, but a
trusted third party (group manager) do it. Consequently, revocation becomes a depen-
dent operation.

Due to the rise in the number of agents, there is an increase in data traffic on the network.
It is also modified attributes set to reduce the number of operations of users and for ease
of transformation.

Setup: The group manager (GM) generates the system parameters and master key. GM
selects a random s € Z; as a master key and computes the public key pk = sg1. Then
GM publishes the system parameters

Params = (Q7 Gl, G2a n,e, glvpkv Ha H27 H37 H4a H57 lmv la)'
The list of members [,,, and attributes [, are the same as in Zhang et al.

RegisterAgent: An agent is registered in the system with his/her identity. GM com-
putes the hash of the identity I D; as pseudonym h; = H(ID;) of the agent and multi-
plies the scalar s with the pseudonym to compute private key d; = sh;. Then GM gives
(hi, d;) to the agent I D; and adds the new agent’s pseudonym into the member list [,
by setting I, := I, U {h;} if h; & I,

RevokeAgent: GM removes an agent’s pseudonym h; from the member list [, to
revoke agent. GM simply sets l,, := I, \ {h;}.

IssueAttribute: Depending on the attributes of the member, GM processes the cre-
dentials of the member. GM computes Cred; = sH(Atb;) as the credential of the

attribute Atb; and adds the attribute to the list if it is not in the list earlier by setting
lo :=1a U{Atb;}.
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SendMsg: An agent, who wants to encrypt the data, first determines a policy for who
can decrypt. A policy is the concatenation of receivers’ pseudonyms and chosen at-
tributes. Then the agent with the pseudonym h; and private key d; does the followings
to send a message M with the attribute policy \/é.:1 [} /\ﬁjzl (Atbg])] :

1. Choose randoms z € {0,1}" and 1 € Z; and compute r = H3(z, M).

2. Ciphertexts are associated with sets of attributes as

C = {pg1,rhi, A, M & Hy(z), ATB-SET}

where
A = 2@ Hale(d;, h})") ® {®f_, Ha(e(di, H(AI)))},
I ' K
ATB-SET = Vi, Hs | e | b5+ Y weH(A), pk <<l
k=1

In ATB-SET V; = (v1,v2,...,v;,) is a vector for the agent h} where [; is the
number of the agent’s all attributes such that
1 if Atby I s required for decryption

v, = R .
' 0 if Atby ' is not required for decryption

3. Broadcast C.

RcvMsg: The receiver uses his private key, credentials which match the ciphertext
attributes and Params to decrypt the messages. The receiver also authenticates the
sender in this phase. The agent with pseudonym hy, private key dy and credentials
that match with attributes embedded in the ciphertext do the following to decrypt C =
(X,U,V,W, ATB-SET):

1. Check X,U € (. If they are not, reject the ciphertext.

2. Check credentials whether they are match attributes by
- Extract the pairs in ATB-SET such that (V,., h,.) where V, is the vector for
attributes and h, is the expected result of the hash computation. Therefore, the
agent hy takes the suitable V,.’s for his/her attribute number. In other words, s/he

takes the vectors having the size equal to the number of attributes. Check

I
H; (e <d9 +3 vkcredfl,x>> —h,

k=1
where [, is the number of attributes hy has and V. size.
- When the equality holds, the agent finds which credentials between
{C’red[lg], cee Credl[?]} match the requested attributes.
The agent checks the equality for the number of suitable vectors. Even if all
vectors are suitable, computation is done one time for each vector. The agent does
not need to try combinations of wanted number attributes among all of them.
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. Compute

Compute

r

Y = V& Hy(e(U,dg)) & {@_ Hy(e(U, Cred))},
M = W& Hy).

"= H3(Z,aM,)7
o= (

)7IU , where (1)~ is inverse of 7’ in modulo q.

. It is expected that 1’ is an agent’s pseudonym. Therefore, check b/ € [,,,. If it is

an element of [,,,, the sender is the agent with pseudonym A’ and the message is

M. TIfitis

not in [,,,, reject the ciphertext.

The correctness of the equalities can be proven:

Ly
dg + Z ’UkCTedl[f},X>> =

k=1

shg + Z’Uk sH Atb[ ]))aﬂgl>>

(o

e o Fni) )
- < <h9+2ka (A, g ))

( <h9+2ka (A, g>)

( <h9+2ka (A, k)>

V @ Hy(e(U, dg)) ® {@'_ Hy(e(U, Cred))}

e(d;, ho)") ® {1, Ha(e(ds, H(AY))")}
(rhi, shg)) ® {@_, Hy(e(rhy, sH(ALbY)))}
(hiy ho)*) @ {@_, Ho(e(hs, H(A))*")}
©H(e(hi, ho)™") © {@1_, Ha(e(hi, H(ADY))™)}

4.4 Security Analysis

In this section, the scheme’s security is analyzed according to properties given in section 2.3.

It is assumed that the adversary knows only the public information: the system parameters
(Q7 G17 G27 n,e, g17pk7 H7 H27 H37 H47 H57 lm7 la)-
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4.4.1 Adaptive Chosen Ciphertext

The adversary knows the system parameters except for the master key. He can get some
private keys d;’s except the target one. Then he adaptively chooses some ciphertexts C;’s
using d;’s and takes the plaintext pairs corresponding to C;’s. These pairs include the message
M; and d;’s the pseudonym h;. The adversary challenges by using knowledge deduced from
these. He gives a pseudonym hg as the sender, a policy POL = hr Ay Atb, where hp is
the pseudonym of the receiver and two messages My, M that he wants to be challenged.
Afterward, ciphertexts are given such as

C = {ug1,rhs, A, M; ® Hy(z), ATB-SET},i = 0,1
where

A = 2@ Hy(e(ds, hp)") & {&'F Hy(e(ds, H(A))1,

Ir #
ATB-SET = Vi, Hs | e <hR +> wH (Atbgf]),pk>
k=1

For accurate distinguishing, the adversary has to compute the term z. Since the term 2z occurs
in A and M & H,(z), the adversary has to compute either a pairing or reverse of hash. Since
computing the reverse of a cryptographic hash function is hard, he cannot compute. He tries
to compute the pairing e(dg, hr)". However, computing e(dg, hr)" without knowing dg and
r becomes the bilinear Diffie-Hellman problem. Because
e(ds,hr)" = e(shs,hr)"  hs=agi,hr="bg
= e(sag1,bgr)"
— e(gl7gl)sabr

and the adversary knows only g1,ag1,bg1,7ag1 and sg;.

Hence, the adversary cannot distinguish two ciphertexts accurately.

4.4.2 Key-Compromise Impersonation

Let the adversary tries to impersonate the agent who has the pseudonym hg to convince the
agent who has the pseudonym hp. First of all, he has to compute a valid ciphertext, which
includes hg’s information and hp’s attributes. So, he has to compute

C = {ug1,rhs, A, M & Hy(z), ATB-SET}
where

A = 2@ Hye(ds, hg)") & {7 Hy(e(ds, H(AB)M)1,

ATB-SET

lr ®
Vr,Hs | e <hR + ZUkH(AtbLR]),pk>
k=1
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Since hr computes the term z bu using rhg, he computes
Hy(e(rhs,dr)) = Ha(e(hs, shr)").

So, the adversary has to compute

absr

e(hs, shr)" = e(ag1,bg1)” = e(g1, 91)

where a, b € Z; for the term A to convince hp.

He knows ¢1, sg1,7ag1,ag1, bgi. To compute e(g;, gl)“b” from these terms is the bilinear
Diffie-Hellman problem. Thus, the adversary cannot compute the necessary terms in polyno-
mial time.

The other way to compute e(hg, shr)" is to find s since the adversary knows rhg and hp.
However, s can be computed from only the term pk = sg1, and it is an elliptic curve discrete
logarithm problem. Therefore, the adversary cannot compute s. Hence, the adversary cannot

impersonate hg to convince hp.

4.4.3 Probing Resistance

The adversary chooses a target sender who has the pseudonym hg, a policy POL such that
hady, € POL where the adversary’s pseudonym h 44, and message M. Then ciphertext

C= {lu‘glv Tth Aa Mo H4(Z), ATB-SET}
where

A = z® Ha(e(ds,hadgw)") ® {®rHa(e(ds, H(Atb))")},

{ <v, , ( (h + ;vkmbk),pk)“» } |

is given to the adversary without the attributes. Then to verify the ciphertext, he has to com-

ATB-SET

pute
Ha(e(ds, hadw)") ® {®rHa(e(ds, H(Atb)"))}-

He can verify Ha(e(dgs, haqy)") by computing Ha(e(rhgs, d aqy)). However, he cannot verify
{®rHa(e(ds, H(Atb;)"))}. Because
®rHo(e(ds, H(Atby))") = Ha(e(ds, H(Atb;))") & {®rHa(e(ds, H(Atby))")}
= Hy(e(shg, H(Atb;))") ® {®rHa(e(ds, H(Atby))")}
Ha(e(s(agr),bg1)") © {@rHz(e(ds, H(Atby))")}
2(e(g1,91)°*") © {@rHa(e(ds, H(Ath))")}

T

where hg = ag1, H(Atb;) = by,
and e(gy, g1)%*"
which gives the same result since it is decisional bilinear Diffie-Hellman problem. Hence, the

cannot be distinguished from e(g1, g1)” by the adversary for any 7 € Z;

adversary cannot say the ciphertext C' is valid or not without knowledge of the attributes.
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4.4.4 Indistinguishable to Eavesdroppers

Similar to the probing resistance property, the adversary takes the ciphertext to decide whether
it is a simulation or real. Again he does not know the attributes which are used in the cipher-
text. Then, he cannot know bilinear pairing is valid or some value since it is decisional bilinear
Diffie-Hellman problem. Hence, the system provides this property.

4.4.5 Hidden Credentials

The adversary chooses a target sender hg, a policy POL = hr Ay (Atby) and a message M.
According to these information, encryption is done, and ciphertext

C ={pg1,rhs, A, M & Hy(z), ATB-SET}
where

A = z@ Hye(ds,hr)") ® {®F Ha(e(ds, H(ABI))},

Ir #
ATB-SET = Vr,Hs | e <hR +) o H (Atb;[fﬂ),pk>
k

is sent to the adversary.

The adversary tries to extract attributes in ATB-SET. In other words, he tries to say what are

Atby’s. For this he has to analyze Hs <e (hR + ZLR ka(Atb,LR]),pky). Let’s look at this
term

Ir H
Hs <e (hR +> " wH(ABL), pk:) )
k

Ir s
Hs (e (h r 4+ HABS) + 3 v H(ABL, pk) )

k

IR "
Hs (e (agl + bg1 + kaH(Atka],sm) )
k

'R
Hj (6 (agu nsg1)e(bgr, psgi)e (Z ka(AtbLR],#Sm) ))
%

As it can be seen, the adversary has to decide e(bgi, sg1) is a valid attribute or simulation.

where hr = agi, H(Atbz[m).

However, he cannot determine this since it is decisional bilinear Diffie-Hellman problem.
Hence, the system provides to hide the credentials.

4.4.6 Forward Secrecy

Let the adversary know the private key of the sender and the random keys z and x4 . He tries
to find the previous randoms from the

C = {ug1,rhs, A, M & Hy(z), ATB-SET}
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where

A= 2@ Hye(ds, hg)") @ {®L Ha(e(ds, H(ADIT))}.

However, z and p cannot be computed from the elements in the ciphertext without knowing
the attributes even if the private key is known. Also, since both of the elements are chosen
randomly, the present ciphertext’s random keys do not give any advantage to construct the
previous ones. Hence, the system provides forward secrecy.

4.4.7 Unknown Key Share

The encrypted message is attached to the receiver’s public key and attributes. No one can
decrypt the ciphertext without knowing the private key and attributes of the receiver. Besides,
the agents’ private/public keys are created by using their identities. For that reason, they
cannot be forged by another person. Therefore, the sender ensures that the ciphertext cannot
be open an adversary who does not have the private key of the pseudonym and the attributes
embedded in the ciphertext. Hence, in other words, the system provides unknown key share
resilience.

As analyzed above, the protocols provide all the given security properties [@.1]

Table 4.1: Security Properties of Attribute-Based Protocols

ZMZ Scheme || New Scheme
Adaptive Chosen Ciphertext v v
Key-Compromise Impersonation v v
Probing Resistance v v
Indistinguishable to Eavesdroppers v v
Hidden Credentials v v
Forward Secrecy Unanalyzed v
Unknown Key-Share Unanalyzed v

4.5 Computational Overhead

Computational overhead can be defined as any combination of computing time, memory,
bandwidth, or alternative resources required to perform a specific task. ECC is widely used
in constrained environments. It is used as an alternative in restricted environments such as
portable and wireless devices, with much smaller area usage (bit size) and low energy con-
sumption compared to public-key encryption systems such as RSA. In this chapter, Real-
time communication encryption (sending-receiving phases) is based on hash functions and
ECC operations; therefore the protocol has lower communication and computation overheads.
Moreover, in the literature, there are several studies that show ECC coprocessor can speed up
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an elliptic curve scalar multiplication suitable for low area constraint applications and high-
speed applications even considering the power consumption overhead [4] 16, |5]].

4.6 Performance Analysis

The performances are compared theoretically. The comparison is explained according to
previous works which use similar operations. The following notations are used

T, = Cost of taking power with the number in Z,

T = Cost of scalar multiplication of point in G,

e T’y = Cost of hash functions,

T, = Cost of bilinear maps,

T; = Cost of computing inverse in mod gq.

First, assume that the receiver has n attributes and has to choose I, attributes among them for
decryption. In this case, ZMZ scheme requires 67}, (12 + (Z )) T+ (5 + (ﬁ )) Te+T; and
the new scheme requires 67 + 137y + 61; + 7T; in totally according to the group manager’s,
the sender’s and the receiver’s operations. The costs can be seen for each user in the table[d.2]

Table 4.2: Efficiencies of Attribute-Based Protocols

H ZMZ Scheme H New Scheme ‘
GM 3T, + 2Ty 3T, + 2Ty
Sender || 3T, + 6Ty + 3T, 2T, + 6Ty + 3T,
Receiver | T+ (44 (1)) T+ (2+ (1)) T+ Ty [ 57w+ T+ 3T + T3
Basis || Public-key | ECC
Total 67, + (12+ (1)) Tu + (5+ (1)) T+ To | 67, + 13Ty + 6T, + T3

ECC : Elliptic Curve Cryptography

As it is mentioned in section 3.4, the bilinear map is the most expensive operation among
these operations. The ZMZ scheme requires bilinear map computations more than the new
scheme except for the case that the number of necessary attributes is equal to the number
of receiver’s attributes. In this case, they both compute an equal number of bilinear maps.
In the new scheme, specific pairings can be used with pairing friendly curves for efficiency
as it is recommended in Moody et al.’s report [25].The new scheme also requires the hash
function, which maps to a point on elliptic curve, different than the ZMZ scheme. This hash
function can be implemented by using a traditional hash function and multiplying this hash
with the generator of GG, according to Tseng et al. [35]. Also, Daniel [17] proposed such
hash function ECOH2 in NIST’s SHA-3 competition, which can be used for implementation.
However, ECOH2 can be inefficient, according to Tseng et al.’s suggestion. For this reason, it
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is continued with Tseng et al.’s advice. This type of hash function is used in the new scheme
for three times. Therefore, these three hash functions can be turned into scalar multiplication
in the new scheme. Then it requires 97 + 107y + 67, + T; in totally. Even if the number of
scalar multiplication increases, the new scheme uses smaller size integers to provide the same
level of security with the ZMZ scheme since it is based on ECC. Hence, the new scheme is
more efficient than the ZMZ scheme according to bilinear map operations and small integer
sizes.
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CHAPTER 5

CONCLUSION

Authentication is always important for information security. It is used for ensuring whom
the data is shared with, and also it can protect data integrity. There are several authentication
protocols in the literature. They can be based on password, symmetric-key or public-key.
Among these, public-key based protocols are the most preferred ones. For this reason, there
are many works on that basis.

This thesis is a study about authentication protocols based on public-key cryptography. It
includes how they work, their security properties and explanation about their efficiencies.

The thesis starts by giving the mathematical background about these protocols in Chapter 2.
Then it examines the authentication protocols into two parts.

First, in Chapter 3, the ID-based key agreements, which are the ones proposed by Yuan-Li
and Tseng et al. are compared. First, how the protocols works are explained, then their
security and efficiency analyses are made. The security of the protocols is based on Diffie-
Hellman problems, pairing construction and hash functions. They are secure against man-
in-the-middle, passive and reveal attack and provide known-key security, forward secrecy,
key-compromise impersonation and unknown key-share properties. The pairing construction
and hash functions are also helped to make the protocols more efficient. Although efficiencies
are improved according to public-key protocols, SYL and THTT are still not too fast since
they use the bilinear pairing. However, THY is the fastest among all of them since it uses only
scalar multiplications.

Second, a new attribute-based authentication for multi-agent systems inspired by ZMZ [41]
is presented in Chapter 4. Their scheme is based on bilinear mapping, which is too expensive.
Differing from the previous work, the new scheme is based on ECC, and the security is based
on ECDLP. ECC fits well for resource-constrained environments with the following features:
it requires a smaller key size on the same level of security; its scalar multiplication is faster; it
is easy to transmit and implement. Also, controlling the credentials is a heavy burden for the
receiver in their work. This operation is simplified and made the new scheme practical for the
application areas. In all these application areas, the privacy of attributes is an important issue.
Thus, it is protected the privacy of the users’ personal information (credentials). Revocation,
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which is another crucial issue in these systems, is provided by using a list for members.
The group manager subtracts pseudonyms from the list, which provides authentication to
revoke agents from the system as a trusted third party. Besides, the new scheme provides the
security properties; adaptive chosen ciphertext, key-compromise impersonation resilience,
probing resistance, indistinguishable to eavesdroppers, forward secrecy and unknown key-
share resilience.

In conclusion, the authentication protocols, which are told in the thesis, are based on elliptic
curve cryptography. ECC provides efficiency, less storage necessity and the same security
level as public-key cryptography. They secure the protocol by using Diffie-Hellman problems;
ECDLP, BDH, CDH and DBDH. For this reason, the protocols fit to implement in many
applications like eHealth, VANET.
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