ALGEBRAIC PROPERTIES OF THE RICHARD THOMPSON’S GROUP F' AND
ITS APPLICATIONS IN CRYPTOGRAPHY

A THESIS SUBMITTED TO
THE GRADUATE SCHOOL OF NATURAL AND APPLIED SCIENCES
OF
MIDDLE EAST TECHNICAL UNIVERSITY

BY

HAKAN YETER

IN PARTIAL FULFILLMENT OF THE REQUIREMENTS
FOR
THE DEGREE OF MASTER OF SCIENCE
IN
MATHEMATICS

FEBRUARY 2021






Approval of the thesis:

ALGEBRAIC PROPERTIES OF THE RICHARD THOMPSON’S GROUP F
AND ITS APPLICATIONS IN CRYPTOGRAPHY

submitted by HAKAN YETER in partial fulfillment of the requirements for the de-
gree of Master of Science in Mathematics Department, Middle East Technical
University by,

Prof. Dr. Halil Kalip¢ilar
Dean, Graduate School of Natural and Applied Sciences

Prof. Dr. Yildiray Ozan
Head of Department, Mathematics

Assoc. Prof. Dr. Mustafa Gokhan Benli
Supervisor, Mathematics Department, METU

Examining Committee Members:

Assoc. Prof. Dr. Fatih Sulak
Mathematics Department, Atilim University

Assoc. Prof. Dr. Mustafa Gokhan Benli
Mathematics Department, METU

Assist. Prof. Dr. Burak Kaya
Mathematics Department, METU

Date:



I hereby declare that all information in this document has been obtained and
presented in accordance with academic rules and ethical conduct. I also declare
that, as required by these rules and conduct, I have fully cited and referenced all
material and results that are not original to this work.

Name, Surname: Hakan Yeter

Signature

v



ABSTRACT

ALGEBRAIC PROPERTIES OF THE RICHARD THOMPSON’S GROUP F
AND ITS APPLICATIONS IN CRYPTOGRAPHY

Yeter, Hakan
M.S., Department of Mathematics

Supervisor: Assoc. Prof. Dr. Mustafa Gokhan Benli

February 2021, [69| pages

Thompson’s groups F,T" and V, especially F', are widely studied groups in group
theory. With their unique properties, they appear and become counterexamples for
many general problems in different areas of mathematics. Developments in science
and technology raise the importance of security for transmission and storage of pri-
vate information, which can be provided by secure cryptosystems. In this thesis, we

investigate algebraic properties of the Thompson’s group F' and its applications to

cryptography.

Keywords: Piecewise Linear Homeomorphisms, Finitely Presented Groups, Simple

Groups, Public Key Cryptography, Group Based Cryptography.
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RICHARD THOMPSON’IN GRUBU F’NIN CEBIRSEL OZELLIKLERI VE
KRIPTOGRAFIDEKI UYGULAMALARI

Yeter, Hakan

Yiiksek Lisans, Matematik Bolumii

Tez Yoneticisi: Doc. Dr. Mustafa Gokhan Benli

Subat 2021 , [69|sayfa

Thompson’in gruplar I, 7" ve V', 6zellikle F', gruplar teorisi icinde ¢cok Onem arz eden
gruplardandir. Bunlar kendilerine 6zgii benzersiz 6zellikleriyle matematigin farkl
alanlarinda goriilmekte olup bu alanlardaki bircok genel probleme karsi 6rnek ve-
rilebilirler. Bilim ve teknolojideki gelismeler, giivenli kripto sistemlerle saglanabilen
gizli bilgilerin saklanmasi ve bu bilgilerin iletimindeki giivenligin 6nemini arttirmis-
tir. Bu tezde, Thompson’in grubu F’nin cebirsel 6zelliklerini ve kriptografideki uy-

gulamalarini inceleyecegiz.

Anahtar Kelimeler: Parcali Lineer Homeomorfizmalar, Sonlu Sunulan Gruplar, Basit

gruplar, Acik Anahtarli Kriptografi, Grup Tabanli Kriptografi.
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CHAPTER 1

INTRODUCTION

Richard Thompson introduced three groups, F, 7, and V' such that /' C 7" C V
in some unpublished notes in 1965. While 7" and V' are finitely presented infinite
simple groups, F' is not simple, but its commutator subgroup F' is simple. They were
used by McKenzie and Thompson in [18] for constructing finitely presented groups
with unsolvable word problems. These three groups have unusual properties, and
therefore, are studied in many areas of mathematics. Especially, the group F' plays
an important role in infinite group theory related to amenability. The Von Neumann
problem (answered negatively by Olshanskii in [24]) asks whether a nonamenable
group necessarily contains a free group of rank bigger than or equal to 2. The group
F" does not contain such a free subgroup, and hence, whether F' is amenable or not
becomes important. This problem is one of the significant open problems in group

theory.

Constructing secure cryptosystems makes use of different aspects of mathematics.
Group based cryptography is a rather new research area aiming to build secure cryp-
tosystems and key exchange protocols based on noncommutative groups. Thomp-

son’s group [ is a suitable candidate for such cryptosystems.

This thesis will investigate the relations and applications of Thompson’s group £’ to

cryptography in two chapters.

In Chapter |2, we will first give some basic definitions and properties of F', such as
tree representations, reducibility, and normal form of elements. Then, we will move
on to the algebraic properties of F'in Section In this section, we will show that

F'is a finitely presented infinite group where the commutator subgroup of £’ consists



of elements, which are identity near 0 and 1, and F' is just-nonabelian. Also, we will
prove that F” is simple by using Higman’s theorem [13]]. Section [2.3|will investigate
the word problem in F', and we will explain the algorithm of [27], which allows

calculating normal forms of elements in F’ efficiently.

In Chapter |3} we will explain general notions of cryptography and its relations with
group theory. Section [3.1]is devoted to public key cryptography and its rudiments. In
Section [3.2] we will focus on group based cryptography. We will observe how non-
commutative groups can be used in public key cryptography. We will then explain
primary conditions for a group to be used as a platform group in cryptosystems. Also,
we will give several key establishment protocols utilizing several search problems. In
Section [3.3] we will analyze the protocol, suggested by V. Shpilrain and A. Ushakov
[27]], that uses F as a platform group. Finally, in Section [3.4] we will explore and ex-
plain the cryptanalysis of Matucci [17] against the protocol of Shpilrain and Ushokov
[27]. This will show that the protocol is highly insecure.



CHAPTER 2

THOMPSON’S GROUP F' AND SOME OF ITS PROPERTIES

2.1 Definition of F' and Some Basic Properties

In this section, we will give some basic definitions and prove some properties of the
Thompson’s group F'. We will use these in the coming sections. This section follows
the standard reference [3] about F'. The results proven in this section were taken again

from [5]].

Definition 1. A homeomorphism f : R — R is piecewise linear if there are x, x, .

. ey

Ty € Rwith xy < 1y < -++ < x, such that f is linear in each interval (—oo, x1),
(x1,22), ..., (Tn_1,%n), (Xn,00). The real numbers x1,xs,...,x, are the break-
points of f.

Definition 2. The Thompson’s group F' is the group of piecewise linear homeomor-
phisms of the interval [0, 1] with breakpoints at dyadic rational numbers, and the
slope on each interval is an integer power of 2. (A real number of the form 5 where

a,b € Z is called a dyadic rational number.)

Derivatives are positive where they exist. So, the elements of ' preserve orientation.

Example 1. The function f is an element of F' with the breakpoints at v = % and

_ 1
4x 0§$§%
fl#)=9 2+ $<a<;
x+3 1
e ssrsl

In [2], Brown introduced the following representation of elements of F' by tree dia-

grams.
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1/2

x-axis

1/8 1/2

Figure 2.1: The graph of the element f

Definition 3. A rooted tree is a graph with a specific vertex (called the root), which

does not have any nontrivial cycles.

A finite tree is called a rooted binary tree if
1) There is only one vertex with degree two (called root) and,
2) All the other vertices either are of degree one (called leaves) or are of degree three

(called nodes).

If v is a node in the tree R, then there are precisely two edges eg)} , eg’} which contain

v and are not involved in the path from the root and v. The edge e}{:”} is called a left
edge of R and egj} is called a right edge of R. The left side (respectively, right side)

of R is the maximal arc of the left edges (respectively, right edges) from the root.

There is a natural left-to-right linear ordering on the leaves of a rooted binary tree.

Such a tree is called "an ordered rooted binary tree''.
Definition 4. Let R be a rooted binary tree. A caret is a subtree of R consisting two

leaves of R connected to a common vertex by an edge. (See Figure

Definition 5. An interval of the form [, "2—1;1] where n,m € Z such that n,m > 0

withn < 2™ — 1 is called a standard dyadic interval in [0, 1].

The next lemma shows the interplay between dyadic partitions, rooted binary trees

and elements of the group F'.

Lemma 2.1.1 (Lemma 2.2, [5]]). For every element f € F, there exists a standard

dyadic partition 0 = vy < ©1 < 9 < --- < x,, = 1 such that f is linear on every

4
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Figure 2.2: An ordered rooted binary tree

Figure 2.3: A rooted binary tree and two carets

interval of the partition and 0 = f(z) < f(z1) < f(xe) < -+ < f(z,) = lisa

standard dyadic partiton.

Proof. By the definition of elements of F', we can choose a partition P of the inter-
val [0, 1] such that the partition points are dyadic rationals and f is linear on these
intervals. Let [a, b] be an interval of P. Assume that the function f has the deriva-
tive 27 on the interval [a, b] for some k € Z. In other words, on the interval [a, b]
f(x) = 27%x + t for some dyadic rational number . Now, we can find a non-
negative integer m such that m + k > 0, 2™a € Z, 2™b € Z, 2™*f(a) € 7Z, and
2mk f(b) € Z. So,a < a++ < a+2 < --- < bpartitions [a, b] into standard dyadic
intervals. Similarly, f(a) < f(a)+ 5o < f(a) + 57 < f(a)+ 52 < -+ < f(D)
partitions [f(a), f(b)] into standard dyadic intervals. O

5
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Figure 2.4: The element f of example |l|with a standard dyadic partition

In Figure[2.5] we show the infinite tree of standard dyadic intervals. A finite subtree

with the root [0, 1] of the tree of standard dyadic intervals is called a 7 -tree.

[0,1]

/\
o oy

l l l §
4 2 2 4
Figure 2.5: The infinite tree of standard dyadic intervals in [0, 1]

Definition 6. Let R and S be two T -trees with the same number of leaves. The

ordered pair (R, S) is called a tree diagram. In this case, R is the domain tree, and

S is the range tree.

Example 2. The function A is an element of F' with breakpoints at x = % and r = %.
T 1
2 0<z<3
_ 1 1 3
Ar) = rT—7 ;S < g
20 —1 % <zr<l1

In this case, the domain tree R corresponds to the partition {0, £ 55 4, 1} and the range

tree S corresponds to the partition {0, T 2, 1}. The function A maps the first interval

6



[0, 5] [5.1]
AN
3.3 1] 0,5 (53]
(a) the domain R (b) the range S

Figure 2.6: The tree diagram of the function A

[0, 1] in the domain to the first interval [0, 1] in the range. Similarly, A sends the
intervals in R to the corresponding intervals in S according to the ordering on the

leaves. In fact, this tree diagram is the unique tree diagram for the function A.

One can clearly see that if (P, () (respectively, (@, R)) is a tree diagram for a function
f (respectively, g) in F, then (P, R) is a tree diagram for the function g o f.

We see that any element of F' can be represented using a tree diagram, i.e., an or-
dered pair of finite binary trees where the leaves are dyadic intervals and are linearly

ordered. However, these tree diagrams are not always unique.

Let (R, S) be a tree diagram for an element f € F'. We can form another tree diagram
by adding extra carets to the leaves in R and in S, where the leaves have the same
label according to the ordering. Since f is linear on standard dyadic intervals, after
adding extra carets, f sends the numbered leaves in R to the same numbered leaves

in S. Hence, the resulting tree diagram becomes a new tree diagram for f.

Similarly, one can also remove redundant carets: Suppose there is a positive integer
n so that both n'™ and (n + 1) leaves appear as the vertices of the same caret in R,
respectively in S, then eliminating all those carets but the roots from R and S gives a
new tree diagram for the same function f. If there does not occur such carets in a tree

diagram, then it is called reduced.

Hence, there exists a natural bijection between Thompson’s group F' and set of re-

duced tree diagrams.



Example 3. The function B is an element of F' with breakpoints at x = %, r = % and

( 1
T 0<z<3
T 1 1 3
5+ 7 s<z <7
Bw=y T 15T
Toy 1STSy
7
| 22— 1 s<z<1
[0,
. _B
[l
2
(a) the domain tree (b) the range tree

Figure 2.7: Reduced tree diagram of the function B

Now, let’s define elements X, X, X, ... in I as follows: Xy = A, X; = B and
X, = A==V B A" for n > 1. From Figure 2.6 and Figure 2.7} we can clearly see

that diagram in Figure [2.8|is the tree representation of X,,.

Y

Figure 2.8: The reduced tree diagram for X,,



We will see that the sets {A, B} and { Xy, X, Xs, ...} are generating sets of the
Thompson’s group F'. Moreover, we will see that each element in /' has a unique

normal form in terms of X's.

Also, observe that there is a geometric relation between the elements X; for ¢ > 1
and the element A. For example, the relation between X, = A and X; = B can be
seen in Figure 2.9] Similarly, to obtain the element X,,, we simply take the identity
function for the interval [0, 1 — 2%] and we "compress" the function A into the interval

[1 — 5=, 1]. See Figure for the graphs of the functions X, and X,,.

3/4 718 1

< T T T X-axis < I T T x-axis
i 172

A

x-axis T T ] x-axis

Figure 2.10: The elements X5 and X,

Definition 7. Let Iy, I, ..., I, be the leaves of a T -tree R in order. For any k € Z
with 0 < k < n, let aj, be the maximal length of left edges starting from I, which do

not arrive at the right side of R. Then, ay, is called the k" exponent of R.

9



Example 4. Let T -tree R be given as in Figure[2.11} Then, the corresponding expo-
nents of R are 2,0,1,0,0,1,0,0.

Figure 2.11: The T -tree R

Definition 8. For any integer n > 0, let T, be the T -tree with n + 1 leaves whose

right side has length n. Note that the domain tree of X,, is T, 2.

Figure 2.12: The T -tree 7,

Theorem 2.1.2 (Theorem 2.5, [5]). Let R, S be T -trees having n+ 1 leaves for some
n > 0. Label the exponents of R as ag,ay,...,a, and label the exponents of S as

bo, b1, ..., by,. Then, the element
XX P X X, X, T Xy TR X T X T,

of F has tree diagram (R, S). The tree diagram (R, S) is reduced if and only if
i) if the leaves I,,_, and I, in R has the same root, then the leaf I, | in S does not

have the same root with I;, and

10



ii) for any k < n where k € Z" U {0}, if ax > 0 and by, > 0, then either a1 > 0 or

bk+1 > 0.

Proof. For the first part of the theorem, it is enough to show that the element corre-

sponding to the tree diagram (R, 7,,) is

Xp X " XX T X,

‘We do induction on a = Z?:o a;, 1.e., the exponent sum of R. For a = 0, then the el-
ement is identity function and R = 7,,. Now, for a > 0, let m be the smallest index so
that a,,, > 0. That is, R has exponents a; = 0 for 0 <7 < m — 1. So, R is a tree with
a form like the one at the left of Figure Let the 7 -tree at the right of Figure[2.13
be given as R/, where R}, R}, R} and Ry, Rs, R are isomorphic with each other as or-
dered rooted binary trees. As shown in Figure [2.8] the function with the tree diagram
(R',R)is X,,. If ay, a, ..., al, are the exponents of R, then we have a,, = a,, — 1
and aj, = ay, if k # m. Hence, by the induction hypothesis (R', 7,,) is the tree dia-
gram of the function X, "% ... X, 7% X, %, Since —a,, = —a,+1and —aj, = —ay
if k& # m, when we compose these two functions X,, ' and X, % X T X%,

the element with tree diagram (R, 7,,) becomes X, 7" - -+ Xy 72 X 7% X; 7%,

Now, we will prove the second part:

(i) Assume that the last two leaves, i.e., (n — 1) and n'* leaves of R and S lie in a
caret. This means that there appears a caret at the right end of these trees. Thus, by
definition of reducibility, this tree diagram is not reduced.

(17) Assume that ay > 0,b;, > 0, agy1 > 0 and by, > 0 for some integer k& with
0 < k < n. So, we have two consecutive leaves having nonzero exponents. Since the
exponents of k' and (k + 1) leaves are nonzero and these are binary trees, we have
o = 0. Thus, (k + 1) and (k + 2)"" leaves appear in the same caret. Hence, this

diagram is not reduced.

For the other direction, if we suppose that the conditions (i) and (ii) are satisfied,

then directly by definition of reducibility, we see that (R, S) is reduced. O

Corollary 2.1.3. The elements A and B generate Thompson’s group F.

11
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Xll]

A 4

Xm I m—1

Figure 2.13: The T -trees R and R’

Corollary 2.1.4. Any nontrivial element of F' can be written in a unique normal form
XObOlel X2b2 . ananfan . XQfaglealXofao

where n, ag, ..., ay, by, ..., b, are nonnegative integers such that

i) exactly one of a,, and b,, is nonzero, and

i1) if both ay, and by are nonzero for some k € Z with 0 < k < n, then we have
either a1 > 0 or by > 0. Moreover, any element of F' in such a normal form is

nontrivial.

As we shall see in Section [2.3] existence of the normal form provides a fast algorithm

for the word problem in F'.

2.2 Properties of F’

In this section, we will prove various properties of F'. Firstly, we will give two pre-
sentations of ' and, in particular, prove that F' is finitely presented. Next, we will
prove results related to subgroups and quotients of F'. As references in this section,
we have [3], [13] and José Burillo, Introduction to Thompson’s group F, available at:

https://web.mat.upc.edu/pep.burillo/F%20book.pdf

We will define two groups Fi and F; by generators and relations. We will then prove

these are isomorphic to F'. Let a, b be two elements of a group, then the commutator

12



of a and b is defined as [a, b] = aba~'b~!. The groups F; and F} are the following:
Fy=(A,B|[AB™', A"'BA],[AB™", A2BA?))
FQ = <X0,X1,X2, R ‘ XleXnXk = Xn+1 fO?“ k< n>

Theorem 2.2.1 (Theorem 3.1, [5]). F} and F, are isomorphic by an isomorphism
sending A to Xy and B to X;.

Proof. We will show that there is a homomorphism ¢ from Fj to F5 sending A to X
and B to X;. Let Fj be the free group generated by A and B. Let ¢ : F3 — F, be
the homomorphism with ¢(A4) = X, and ¢(B) = X;. Since X, ' X, X} = X, for
k < n,if we fix k = 0 and n = 1, then we get that X, ' X1 Xy = X,. Similarly,

X071X2X0 = X3 = XoilX()ileXoXo = X072X1X02 = Xj.
Assume that X," "2 X, X!"2 = X,_, for some t € N. Then,
X0 ' X Xo =X, = Xof(tfl)XlXé_l =X,

Hence, by induction, X, "V X, X! = X, fort > 2. So, for any X,, € F, there
is an element A~(""VB A" € Fy such that ¢(A~(""VBA""1) = X,,. Thus, this

homomorphism is surjective.

Also, we have X; ' XX, = X5 = X, ' XX, since X,;anXk = X, for k < n.

Hence,
¢([AB™, AT BA]) = [¢(AB™"), (A7 BA)] = [Xo X1 7, Xo]

= Xo X1 ' XX X0 1 X0 = XX P XX X X, = 1.

Similarly, since X1 X5 X, = X 1 X5 X, we have
¢([AB™, AT BA%)) = [6(AB™), p(A°BA?)| = [Xo X1, X3] = 1.
Therefore, we show that the defining relations of Fj are in the kernel of ¢.

Now, it is enough to show that there is a group homomorphism from F3; to F; where
X, is mapped to A, and X, is mapped to B. Let Yy, = Aand Y,, = A~ (>~ pA"!

for n > 1. It is sufficient to prove that

13



(@) Y'Y, Y, =Y, for k<nandalln > 1.

Consider the following:

(ii) [A7'B,Y,,] =1 for m > 3.

For m = 3, we know that [AB™' A"'BA] = 1. So, A7'[AB™', A"'BAJA = 1.
This implies that [B~' A, A=2BA?| = 1. Since [z, y] = 1 implies [z, y] = 1, we get
[A™1B, A2BA?] = [A7'B,Y3] = 1. Similarly, as we have [AB™!, A=2BA?] = 1,
we get [A71B,Y,] = 1.

Now, we show that if (i) is true for m = n—k+2then Y}, 'Y, Yy = Y,,,1 for k <n

as follows:

Y,V = A-(=DBAn-1A~(=1) BAR-1 — A—k+2 A~(n—k+1) B gn—h+1 g-1 B gk-1
= AT, AT BAR = ATMPATIBY, 4 AV
= A_(k_l)BAk_lA_(k_l)YnkarQAk_l = YkYnJrl

Hence, (i) holds for every n € Z* and k = n — 1 since (ii) is true for m = 3.
In particular, Y37 'Y,Y3 = Y. Since (44) is satisfied when m = 3 and 4, i.e., A~'B
commutes with Y3 and Y}, we have that [A™1 B, Y; 'Y, Y3] = [A71B, Y] = 1,i.e., (i)
is valid for m = 5. A similar argument reveals that if Y, 'Y;Y, = Y5, [A7'B,Y,] =
1, and [A7'B,Y;] = 1, then we get [A"!B,Y;] = 1. Therefore, by an inductive

argument one sees [A™!B.Y,,] = 1 for every m > 3, and hence (i) follows. O

Suppose that f : X — X is a bijection, where X is a topological space. The closure
of the set of the points in X that are not mapped to themselves is called the support

of f, denoted by supp(f). Since f is a bijection, we have

supp(f) ={z € X | f(x) # x} = supp(f ™).

For bijections f : X — X and g : X — X, we clearly have if supp(f)Nsupp(g) = @
then fog=go f.

14



Example 5. The supports of the functions AB~!, X, = A"'BA, X3 = A2BA%in
F can be seen from Figure

supp(AB™) = [0, 5], supp(Xs) = [1,1] and supp(Xs) = [, 1].

y Yy y
A A A
T R T I

, , ; /7| AR -
34 [-emeem e : 34 fememm e e :
17| P '

X X Lo X
0 112 s 1 0 a1 0 78 1
AB-1 X3 X;

Figure 2.14: The functions AB™!, X, and X3

The elements in the form X% X;" X,% - - - X,,’ with nonnegative b; for 0 < < n
will be called positive. In the unique normal form, if we have all a; = 0, then we
have a positive element of F'. So, the domain tree has all zero exponents, i.e., the
domain tree is 7,, for some nonnegative integer n. Inverses of positive elements in F’

are called negative.

Theorem 2.2.2 (Theorem 3.4, [S]). The groups F| and F; are isomorphic to F by
isomorphisms sending the formal symbols A, B, Xy, X1, Xs, ... in Fy and F; to the

corresponding elements in F'.

Proof. We know from Example [5] that intersection of the support of the function
AB~'in F with the support of A"'!BA, and A=2BA? is the empty set. So, the
functions A~'BA and A=2BA? commute with AB~!. Hence, the elements A, B in
[ satisfy the defining relations of F3. Thus, we have a group homomorphism from
Fi to F, which sends the symbols A, B to the corresponding elements in F'. Since
F is generated by A and B, this homomorphism is onto. Hence, by Theorem [2.2.1]
we have a surjective group homomorphism from £ to F', which sends the symbols

Xo, X1, Xa, ... to the corresponding elements in F'.
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Now, it is enough to prove that this latter homomorphism is one-to-one. We know
by Corollary [2.1.4] that any nontrivial element in F' can be expressed uniquely as the
product of a positive element and a negative element. From the defining relations of

F5, we have the following equalities:
XX, =X X0 XX = X0 X, Xo Xk = X0 X fork <

These equalities show that any nontrivial element x in F; can be written as a product
of a positive element and a negative element as in Corollary If X} appears
in both the positive and negative part of z, but X; ., does not appear in both, then
by the equality X, X, X, ' = X, for k < n, we can eliminate X, from both the
positive part and the negative part, and we can change X,,,; with X,,. Hence, every
nontrivial element of F, can be put in normal form as in Corollary 2.1.4] It follows
from Corollary that nontrivial elements of /5, map to nontrivial elements of
F. ]

Definition 9. Let G be any group and a,b € G. The commutator subgroup of G is
defined as G' = [G,G] = {[g,h] | g, h € G). Clearly, G < G.
Let G = (X) and N < G. One can easily observe that [x,y] € N for all z,y € X,

then G' < N. Also, G/N is abelian if and only if G < N.

Suppose G = (z,y). If g = a™My™ ... a*ry™ € G with 35k, = 35 m,; = 0, then
q(g) = 0 where ¢ : G — G/G’ is the quotient map. Thus, g € G'.

It is also easy to observe that if a normal subgroup N contains [z, y '], then G’ < N.
The next theorem describes elements in F”.

Theorem 2.2.3 (Theorem 4.1, [5)]). The elements of F' that are identity in a neigh-
borhood of 0 and 1 constitute the commutator subgroup F'. Also, F/F = 7. ® 7.

Proof. Define amap ¢ : F' — Z & Z so that ¢ sends an element f € I to an element
(a,b) € Z @® 7 where the right-slope of f at 0 is 2¢, and the left-slope of f at 1 is 2°.
The composition of two elements in F' results in the product of the slopes. Thus, ¢ is

a homomorphism. Since ¢(A) = (—1,1), and ¢(B) = (0, 1), ¢ is surjective.
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Claim: Ker¢ = F'

Since Z & Z is abelian, we immediately obtain /" C Ker¢o. Conversely, let f be an
arbitrary element of Kerg. Then if f = A¥ Bl AR Bl2 ... Akm Blm we have

o(f) = (- ka (Z ki) + (Z l;)) = (0,0).
i=1 i=1 i=1
Hence, >7"  k; = 0and Y7, [; = 0. Thus f € F'. O

The next lemma shows us a relation between dyadic rational intervals and an element

of F'.

Lemma 2.2.4 (Theorem 3.2.3, [4]). Let 0 = xp < 11 < X9 < -+ < x, = 1 and
0=yo <t < Y2 < -+ <yp = 1be dyadic partitions of [0, 1]. Then, there is an
element f € F' such that f(x;) = y; for any i. Moreover, if [x;_1, x;] = [yi_1, yi] for

some i, then f can be chosen as identity on the interval [x;_1, x;).

Proof. Suppose that the length of the interval [z;_q, ;] is a;/2™ and the length of
[yi—1,y:] 18 b;/2™. Without loss of generality, suppose that a; < b;. Let us divide

[yi—1, y;] into b; subintervals of length 1/2™:. Also, let us divide the interval [z; 1, x;]

first into a; subintervals of length 1/2". In other words, I, I, .. ., I, are the subin-
tervals of [x;_y, ;] where |I;| = 1/2™ forevery j = 1,2,...,a;. Observe that if we
take an interval I for some £k = 1,2, ..., a;, and divide it into halves, we obtain two

subintervals, say Iy, I, of I, with the length 1/2%+1 = 2-("+1) S0, dividing an
interval into two halves gives us one more interval. Also, with this division again,
each subinterval has length a power of 2. Therefore, if we divide (b; — a;)-many
intervals from Iy, I, ..., I,,, we totally get b; subintervals of [z; 1, x;] with length a
power of 2. Hence, we can construct a linear map from each subinterval of [z;_;, z;]
to each subinterval of [y; 1, y;]. This procedure gives us a piecewise linear map with
breakpoints at dyadic rational numbers, and the slope on each interval is a power of 2.
By applying this procedure to all intervals [z;_1,z;] fori = 1,2,... n, we obtain an
element f € F'such that f(x;) = y; fori =0,1,2,..., n. If we rearrange the first and

the last intervals so that f becomes identity near 0 and 1, then we have f € F'.  [J

Definition 10. Let G be a group. G is called just-nonabelian if G is nonabelian, and

G/ N is abelian for every nontrivial normal subgroup of G.
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Theorem 2.2.5 (Theorem 4.3, [3]]). F' is just-nonabelian.

Proof. First, we will show that the center of F is trivial. Let f be an element of the
center of F'. So, f commutes with every element of F'. The fixed point set of f is
Fix(f):={x €[0,1] | f(z) = z}. For any g in F, since fg = gf, we have that for
every x € Fix(g), we have f(z) € f(Fiz(g)), and f(g(x)) = g(f(x)). Therefore,
f(z) = g(f(x)). So, we have f(x) € Fiz(g). Hence, we get f(Fixz(g)) C Fix(g).
Conversely, suppose that = ¢ f(Fiz(g)). Then, f~'(z) ¢ Fiz(g). So, we have
g(f~Yx)) # f~1(x). Since f is in the center, f~! is also in the center. Hence, we
get f~1(g(z)) # f~Y(x). Therefore, g(x) # x. Thus, z ¢ Fix(g). So, we obtain
Fix(g) C f(Fiz(g)). Thus, we have shown that f(Fiz(g)) = Fiz(g). In other
words, f stabilizes the fixed point set of any element g. We know that the fixed point
set of B is
Fiz(B) = {z € [0,1] | B(z) =} = [0, %] u{1}.

So, if we take g = B, we get f([0, 1] U{1}) = [0, 3] U {1}. Hence, f([0, 3]) = [0, 5].
This shows that f(3) = 3. We already know by definition, f(0) = 0 and f(1) = 1.
So, we have {0, 5,1} C Fixz(f). For any dyadic rational k, there is i € F' such that
h(3) = k. Since fh = hf, f(h(3)) = h(f(3)) = h(3). Therefore, we get f(k) = k.
So, f fixes every dyadic rational number in [0, 1]. Since dyadic rational numbers are

dense in [0, 1] and f is continuous, f must be the identity function.

Next, let N be a nontrivial normal subgroup of F, and we will show that F//N is
abelian. Since the center is trivial and {1} # N < F, there exist g € N, g # e, and
h € F such that gh # hg. This implies that 1 # ghg~*h~' € N as N is normal. So,
N contains a nontrivial commutator, call it f. Suppose that f has the normal form
f=XPXP X5 X X an . X% X X ™. Recall the map from the proof of
Theorem 2.2.3|that ¢ : F — Z @& Z such that ¢(A) = (—1,1) and ¢(B) = (0,1).
Since Ker¢ = [F, F|, f € [F, F] and so ¢(f) = (0,0). Hence,

O(f) = d(XPXPXD -+ XX, o Xy X7 X5 ) = (0,0).

Since ¢ is a homomorphism and X,, = A~ ""UBA"! for n > 1, we get that
¢(AF0) = (—ko, ko) and ¢(B™) = (0,1y). So,

O(X,) = H(A-") + ¢(B) + p(A"V) = ¢(B)
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because of (n —1,—(n—1)) +(0,1) + (—(n—1),n — 1) = (0, 1). Hence, we have
H(XPbi) = ¢(B") = (0,b;). Therefore,

(0,0) = &(f) = (=bo, bo)+(0,b1)+ - -+(0,b,)+(0, —ay)+- - -+(0, —a1)+(ao, —ao)-

So, we have (0,0) = (ag — bo, >, (b; — a;)), which implies that ayp = by. Let k be
the smallest index such that a; # b;. Without loss of generality, suppose b, > a.

So,

_ ag v —ail ar—1 v by bn v —an —Qk+1 v —ag a1 v —ao
f=Xg" X" XX XX "'Xk+1 X XX

Take h™' = X, % .- X, X, " X;%. Then, h~' fh € N since N is normal, and

PR = X X X X

We replace f by h=! fh above to get new f as

_ vbe et b —a —Qk 42 v —Okt1
f=X X X X X T X

So, we can assume thatby = by =---=b,_1 =0, ap=a1 = =ap_1 =a, =0
and by, > 0. Now, by using the identities X}, X,,1; = X, Xy and X,, ;1 X, ' = X 'X,,
for k < n, we change f by

X(I)C_leO_(k—l) = Xg—lXZk Ce XZnX—an . X’;ff+1X(J—(k_1)'

n

b _ _ _
We have new f = X(*X," .. Xbr o Xon Lo XX S0, we can as-

sume that

by —Qp_ _ _
f=XPX02 e XX e X X2 and ag = ay = by = 0 and by > 0.

In this case, by using the identities

X' X, = X1 X and XN X = X X for k<,

we obtain

(Ko ' fXo) (XM f X)) = Xy X

Hence, N contains X; *(X2X %) X0 = X[°X% for some positive integer b. There-

fore, we have

XoX2 M Xo, X70X0 X, OV X = Xo XU (X XXX, 1 X5 P X X, Y X
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Xo XU (XX )X VX = XX X X = X X,
= BA'B'A=[B,A'] € N.
Thus, we get ' < N since N contains [B, A~1], and hence, F'/N is abelian. O

Lemma 2.2.6 (Lemma 4.4, [5]). Given two dyadic rational numbers a,b with 0 <
a < b < 1such that b — a = 2% for some k. All functions in F with support in [a, b]
constitute a subgroup denoted by F|,y. Moreover, I' and F|, ) are isomorphic by an
isomorphism sending any f € I’ to a conjugate in F, ).

Proof. Define the linear homeomorphism ¢ : [a,b] — [0, 1] by ¢(z) = ﬁx — .
Since a, b are dyadic rational numbers and b—a is a power of 2, ¢ maps dyadic rational
numbers to dyadic rational numbers. Therefore, the inverse ¢! : [0,1] — [a, D]
defined by ¢~ '(z) = x(b — a) + a also sends dyadic rational numbers to dyadic
rational numbers. Now, define the isomorphism such that for every f € F, it takes f

top~lfpc F a5+ Since f, ¢ and ¢~ map dyadic rational numbers to dyadic rational

numbers, so does ¢! f¢. Also, by Chain Rule,
(67 o) (x) = [0 (f (@) [f (6(2))][6 (x)]
/ 1 /

=0b-a)f (gb(x)))(b — a) = f (¢(x)), where it exists.

Next, we need to show that ¢! f¢ has breakpoints at dyadic rational numbers. Sup-

pose ¢(m) = n for some dyadic rational number n. Then, ¢(m) = =% = n

implies m = n(b — a) + a. Since a, (b — a) and n are dyadic rationals, m is also a
dyadic rational. Therefore, ¢! f¢ has breakpoints at dyadic rationals since f € F
has breakpoints at dyadic rational numbers. Also, ¢! f¢ has a slope of a power of 2
when f'(¢) exists. Because f is linear, and f has a slope of a power of 2. Thus, the

result follows. L]

In this section, we will prove that F is a simple group. We will use a criterion of

Higman from [13] and follow ideas of [4]].

Let G be a permutation group of a set X. For any a € G, the support of « is
supp(a) = {x € X | a(x) # x}. Regarding the support of an element, we have the

following:
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1. supp(a) = supp(a™)
2. =Py = supp(a) C supp(B) U supp(y)

3. supp(gag™) = g(supp(a))

As an example, we will prove (3):

Assume that z € supp(gag™'). Then, by definition of support of a function, we

', we see a(g™(z)) # g ().

So, g7'(x) € supp(a). This implies that x € g(supp(«)). Conversely, suppose

get gag~'(x) # x. If we compose from left by g~

by contrapositive that = ¢ supp(gag™'). Then, again by definition, we obtain
gag~(x) = x. This implies that a(¢g~*(z)) = g~ (z). So, we get g~ (z) & supp(«).
Hence, x ¢ g(supp(a)).

Definition 11. Ler Y C X and a € G. If the sets Y and a(Y') are disjoint, then we

say o moves 'Y .

Theorem 2.2.7 (Theorem 1, [13]]). Let a, b, f(f # 1) be elements of G. If there exists
an element g such that f moves g(supp(a) U supp(b)), then G’ is simple.

Proof. Firstly, we will deduce that if 1 ## N < G, then G < N. Let nonidentity
f € N and a,b € G. Suppose that there exists an element g € G such that f moves
g(supp(a) U supp(b)). Since f is an element in the normal form, we have g~! f g, say
h, is in the normal as well. Since f(g(supp(a)Usupp(b))) N g(supp(a)Usupp(b)) =
@, clearly we have f(g(supp(a))) N g(supp(b)) = @. So, if we compose from left
by g7, we get h(supp(a)) N supp(b) = @. Since h(supp(a)) = supp(hah™'),
we see that hah~! and b commute. If x and y commute, then z and y~' com-
mute too. Therefore, we obtain hah 'b~'ha=*h~'b = 1, which is equivalent to

hah=*b=*ha='h~' = b~!. Hence, we indicate that

et o ) =a v ab = a 'hah b~ ha"'h""ab

=a hah ' 'hbb " ta thab = a thah T RO b e P h Lab.

Since N is a normal subgroup of G and h € N, we acquire that a~*ha, b~'hb, and
a~'h~'a are elements in N. If a='h~'a € N, then we get b=*a"*h~tab € N, too.
Therefore, [a™',b7!] € N, and this implies [a,b7'| = [a, hah™'b"'ha"'h™'] € N.
Thus, since for any a,b € G, [a,b] € N, we have that G < N.
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Next, we will show that G* = G’ for nontrivial G'. There are two cases depending
on whether G is trivial or not:

Casel: G #1

We know that 1 # G’ < G. So, the previous result shows that G < G". Thus, we
have G' = G'.

Case2: G =1

In this case, we choose the elements above as 1 #% a = b = f € G'. Then, there
exists an element ¢ such that h = ¢~'fg € G'. Similar to above, we have that
supp(hah™') N supp(b) = @. This implies that supp(hfh~) N supp(f) = @. Since
they have different supports, they cannot be the same element. Hence, hfh™! # f.
Therefore, 1 # hfh='f~* = [h, f]. As h, f € G, we obtain 1 # [h, f] € G". This
contradicts to G = 1. Thus, G" = G'.

Now, we will prove that assumptions for G are true for G'. Let a,b, f € G with

f # 1. There exists g € G such that

f(g(supp(a) U supp(b))) N g(supp(a) U supp(b)) = 2. (x)

So, we can understand from (%) that f moves g(supp(a) U supp(b)). Therefore, (%)
implies that g(supp(a) U supp(b)) C supp(f). Also, if we take previously given
a,b, f € G, respectively as f, g, f € G with f # 1 now, then there exists m € G
such that

f(m(supp(f) U supp(g))) N m(supp(f) U supp(g)) = 2.

Therefore, when we put n = m~! fm, we obtain that

supp(f) N supp(ngn™") = @. (L)

Hence, (/) implies that ngn~! is trivial on supp(f). Otherwise, the intersection in
(A) would not be the empty set. So, if we combine (x) and (A), we obtain that
ngn~" is trivial on g(supp(a) U supp(b)), and also is the inverse ng~'n~'. Hence, we

1

have ng~'n~tg(supp(a) U supp(b)) = g(supp(a) U supp(b)). Therefore, if we call

ng~'n~'g = k, then we clearly see that [n,g~'] = k € G’ and by (x)

f(k(supp(f) U supp(g))) N k(supp(f) U supp(g)) = 2.

In other words, we can select k € G instead of g €qG.
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Finally, we will show that G’ is simple. Let 1 # N < . Then, we have G* < N by
the first part of the proof. This implies that G < N since G = G'. Thus, G’ = N,

which means that G’ is simple. O

Lemma 2.2.8 (Proposition 3.3.2, [4]). For Thompson’s group F, we have F' = F"
where F' = [F', F'].

Proof. Let f € I, and let supp(f) C [a,b]. We have f € Fiap where 0 < a,b < 1
since F' consists of all elements of F that are identity near 0 and 1, by Theorem
[2.2.3] Choose two dyadic rational numbers c and d sothat 0 < ¢ < aand b < d < 1.
So, we have f € Foy C Fleq C F’. Since we know that Fjcq is isomorphic to
F by Lemma we obtain Fj,; C F[/Q q- Hence, we have [ € F{ch Since
Fieq CF ', we observe that F

[C7

F'=F, ]

q C F". Therefore, fe F[/C’d} C F". Thus, we have

Theorem 2.2.9 (Theorem 4.5, [S]). The subgroup F' "is simple.

Proof. We will apply Higman’s theorem, Theorem [2.2.7, to the group F’. Since the
elements in F have their supports strictly inside [0, 1], this allows us to move them

into a smaller interval, and hence we can apply Higman’s condition.

Leta,b € F'. So, we have supp(a) U supp(b) < [¢, 1 — €] for some ¢ > 0. Let f € [
and f # 1. Since f # 1, there exists an interval [ such that f(7) N[ = &. Therefore,
by Lemma [2.2.4, we can choose an element g € F’ which takes supp(a) U supp(b)
inside /. This satisfies Higman’s condition since f(I) N/ = &. Hence, we conclude
that F" is simple. Since we know by Lemma that ¥ = F', we obtain that F’

is simple. U

Let us call a word w in A, B, B~! reduced, if in w, B and B~! are not adjacent.

Theorem 2.2.10 (Theorem 4.6, [3]]). Distinct reduced words in A, B, B~ correspond

to distinct elements of F'.

Proof. We will work with reduced words in A, B, B~!. Let w be a reduced word in

A, B, B!, and w be the corresponding element in F'. Denote length of a word w by
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|w|. We want to show that if we have w; = w3 in F for two reduced words wy, ws in

A, B, B~!, then we obtain w; = ws.

Assume that w; = ws for two reduced words w,wy in A, B, B~!, and w; # ws.
Select these words such that |w; | + |ws| is minimal. Without loss of generality, sup-
pose that w; ends with B~!, and w, ends with B. Then, we get w1 B = w4 B since
wy = Wy, but w1 B # weB. Also, we have |w;B| + |wyB] is still minimal since
|w1B| = |wy| — 1 and |wyB| = |we| + 1. Therefore, if we multiply w; and w, from

the right by B* for some suitable integer k, then we can say that w; ends with A.

Assume without loss of generality that w; ends with A. Similar to the previous para-
graph, since |wq| + |ws| is minimal, wy must end with B or B~'. Otherwise, there
might be some cancellations, and this gives us a shorter length. There is a group
homomorphism ¢ from F' to Z, sending A to 1 and B to 0. Therefore, we have
o(wr) = ¢(ws). Since ¢p(A) = 1 and ¢(B) = 0, the number of A’s appearing in w is
as same as the number of A’s appearing in wy. Let n be this number of A’s. Since w;

ends with A, we have n > 0. Now, we know that A(3) = 1 and A?(3) = A(}) = 1.
So, by the definition of A, we see that A takes the interval [%, 2] to the interval [

27 4 475]

and A*(2) = ()" = 27* for some integer k. Since B and B! are identity on the

interval [0, %}, and w; ends with A, we obtain that w_l(g) =27",

Now, assume that wy ends with B. Then, w, ends with AB™ for some m € Z™.

We know that B(3) = 2 and B*(2) = B(3) = &. So, by the definition of B, we

see that B takes the interval [z, 2] to the interval | In other words, B "pushes"

2’4] 2’8]

3 to 5 but it never is equal to 3. Therefore, we have 1 < B™(2) < 3,

272 =1 < AB™(3) < § = 27'. Again, since B and B~" are identity on [0, 5], we

have w5(23) = AB™(3) € (3,3) = (27%,27"). This implies that w5(2) is not a power

and so,

of 2, which is a contradiction to the fact that 2= = wy(2) = w3(3). Thus, w, ends

with B~

Now, we know that I < B7'(z) = A7 () for every z € [3,1]. In other words, w,
ends with B!, and B~ "pushes" 2 to 1. Then, since w5(3) = 27", we obtain that
wy = wswy for the reduced words ws, wy in A, B, B~ with w4(z) = Z and w3 ends
with A or B. If w3 ends with A, then since B and B~! are trivial on [0, ], we have

1
»2b
wy(3) = w3(3) = 27 where 7’ is the number of A’s in wj;. Since wy(3) = 2 and
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B! "pushes" % to 1, we have A in wy, which "pulls" back to %. This implies that
n' < n, but we should have n" = n since the number of A’s in wy and w3 are equal.
This contradiction implies that w3 ends with 5. However, we already know from the
previous paragraph that w_g(%) is not even a power of 2. This contradiction completes

the proof. [

Definition 12. Let G be a group generated by a finite set S. For g € G, define the
length of g with respect to S by the following:

lgls =min{n | g =s1-55- 55, 5, € ST'}.
Also, the growth of a function of G with respect to S is

Q.9 (n) = ’{9 €G:|gls < n}’

It can be shown that the growth rate of such a function is independent of .S.
A group has exponential growth if ¢ ¢y grows exponentially. (See [16] for details.)

As a consequence of Theorem [2.2.10] we have:
Corollary 2.2.11. Thompson’s group F' grows exponentially.

Theorem 2.2.12 (Theorem 4.8, [S]). Let H < F' be a nonabelian subgroup. Then, H
contains a subgroup isomorphic to @ Z.

i=1
Proof. Let K = (f,g | [f,g] # 1). Denote the set of interior points of an interval .J
by int(J). Let I, I, ..., I, be the closed intervals in [0, 1] with every int(l}) # @
such that for every integer k£ with 1 < k& < n, we have if I; has an endpoint x, then

f(z) = g(x) = z, and if = € int(Iy), then either f(x) # z or g(x) # x.

We will show for every integer £ with 1 < k < n that the endpoints of [}, are cluster
points of the K-orbit, K, = {k(x) | k € K}, for all 2 € int(Iy). Let x € int(Iy)
and 0 < y = inf(K,) where K, = {k(z) | k € K} C [0, 3] = I,. Assume that y is
not the left endpoint of I;. Then, we have either f(y) # y or g(y) # y. Assume that
f(y) # y. In this case, we get either f or f~! is decreasing, i.e., either f(y) < y or
f~Yy) < y. Therefore, we "push" y through the point 0 by using f or f~'. Hence,

y 1s the left endpoint of . Similarly, the least upper bound, i.e., supremum, of K,
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becomes the right endpoint of ;. Thus, we see for every k € Z with 1 < k < n that

cluster points of K, for every x € [ become the endpoints of /.

Let hy = [f, g]. We know that h; € K and hy # 1. Suppose that supp(h;) = [a, D]
for 0 < a,b < 1. Similar to the commutators in F', we obtain that h; is trivial near
the endpoints of I1. So, supp(h1) = [a,b] S [0, 3] = I1. By the previouos paragraph,
there exists k € K such that k([a,b]) C [a',b], where [a',b] N [a,b] = @. In
other words, we can "push” [a, b] through the point O in /;. Since k’s are increasing,
we have k(b) < a, and also k(a) < k(b) when a < b. We know from a fact that
k(supp(hy)) = supp(khik=1). Therefore, if we call the conjugate kh k! = hy, we
obtain supp(kh1k~") = supp(hy) C [a',b']. In other words, there exists k& € K such
that khik™' = hy and supp(hs) N supp(hy) = @ in I;. Similarly, hs = khok ™,
and hy = khsk™!, and so on. Hence, there exists an infinite sequence of functions
hi, ha, hs, ... in K such that supp(h;) N supp(h;) = @ in I; for every i,j € Z7.
Thus, we obtain [h;, h;] = 1 in I; for every i,j € Z*. If [h;, hj] = 1 for every
i,j € ZT, then hy, h, hs, ... form a basis of a free abelian subgroup of K.

We know that for all i, j € Z%, [h;, h;] is trivial in [;, but it may be nontrivial in
some other closed intervals. Now, suppose that [hs, hs] is trivial in [; and I, but it
is not trivial in /3. We know from the previous paragraphs that by using k € K, we
can "push" any interior points to the left endpoint of the interval /1, and we obtain
conjugate khik~! = hy from nontrivial h;. Hence, in this case, if we change h;
with nontrivial [hs, k3] and I; with I3, and if we repeat the same procedure as before,
then we get a trivial commutator in I3. So, call 1 # [hy, h3] = t; € I3. Since t;
is a commutator, it is trivial near the endpoints of /3. Let supp(t;) = [c, d]. There
exists k € K such that k([c,d]) C [c,d] in I3, where [c,d] N [c,d] = @. There-
fore, k([c,d]) = k(supp(t,)) = supp(kt;k~') C [¢’,d]. Hence, call the conjugate
ktik™' = ty so that supp(t;) N supp(ty) = @. Therefore, [t;,t2] = 1 in I3. Since
t1 = [he, h3] is already trivial in I; and I, we obtain that [¢;, 5] is trivial in /; and .

Thus, we can continue to form a basis of a free abelian group of K.

As a result, we have the following procedure for every integer £ with 1 < £ < n and
foralli,j € Z*:
If [h;, h;] = 1in I}, then continue to ;41 with [h;, h;].
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If [h;,h;] # 1 in I, then say t; = [h;,h;] # 1in I;. Take £k € K so that
k(supp(t1)) = supp(kt k™). Then, call ty = kt k=1 with supp(t2) N supp(t,) = &
in I;,. Therefore, [t1,t3] = 1in Ij. Thus, take [h;, h;] = [t1, 2] and repeat from I;.
Since there are n-many intervals, eventually we obtain an infinite sequence of ele-
ments hy, ho, hs, ... € K such that {hy, ho, ...} generate a free abelian subgroup of

infinite rank. ]

Corollary 2.2.13. Every free subgroup of F' is abelian.

2.3 The Word Problem in /'

In this section, we will describe the word problem, and explain an algorithm for the
word problem in Thompson’s group F'. We will mainly follow [27]. For more on

decision problems related to groups, one can see [20].
In his influential paper, Dehn [6] posed three significant decision problems.
Let G be a group given by a presentation. Then:
e The Word Problem: Decide given a word w in the generators of (&, whether
w = 1 or not.

e The Conjugacy Problem: Given two words wy,ws € G. Decide if there is

g € G such as w; = g~ tw,yg.
e The Isomorphism Problem: Decide whether given two presentations define
isomorphic groups.
It is clear that if G’s conjugacy problem is decidable, then the word problem in G is

also decidable by taking wy = 1.

It can be shown that the decidability of the above problems is independent of the
particular presentation of a group. Also, there are finitely presented groups with an

undecidable word problem ([23]]).
Since we describe the word problem, we move on to the word problem in Thompson’s
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group F'. Recall that F' has the following infinite presentation:

F = (X0, X1, Xo,...| X; ' X, X} = X, 11 for k < n).

Also, recall that the unique normal form for an element of F' is a word of the form
X Xgy 'quXr_nl . 'XvEIXEl

satisfying:

N)@<g<-<gpandr, <ry <--- <7y, and

(Ny) if X; and X, ' appear at the same time, then we have either X,,, appears or
—1

X

Any word in this form satisfying only /V; is called a word in a seminormal form. It

is clear that a seminormal form is not unique:

Example 6. The elements
Xo X1 Xo X5 X6 X5 ' Xy ' X and Xo X1 X3 X5 X6 X5 X5 1 X, !
are in seminormal forms. However, their unique normal form is

Xo X1 Xy X5 X, 1 X

In this section, we first find a seminormal form of any given word. Then, by erasing
the elements, which do not satisfy the /N, we reduce it to the normal form to see
whether it satisfies the word problem. To get a seminormal form of a word systemat-
ically, we have the following rewriting system denoted by S’

For all numbers k,n with k < n,
Sy XkX,gl 1
Sy X Xk ¢ X0 X
Sy X Xy XX H
Sy XX, ¢ X X

Ss X' X e XL X!

These rewriting rules can be applied to any word as in the following example:
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Example 7.
XoX1 Xo X5 X6 X5 ' X1 X! LN XoX1 X4 Xo X6 X5 ' X1 X!

22 XX XX Xo X5 X5 X 2 Xo X Xu X5 X X5 X X!

2 XX Xy Xs X X5

Note that we cannot apply any of Sy, .55, -- , S5 to ws. Such a word is S-reduced.

One can observe that this process terminates at an S-reduced word starting with any
word, i.e., S is "terminating." Also, applying the rewriting rules in a different order
will end in the same S-reduced word, i.e., S is "confluent." For more details, one can
see [12]. Also, interested readers can see [8] and Proposition 3.1 in chapter 2 of [28]].

The following lemma is evident.

Lemma 2.3.1 (Lemma 1, [27]). A word is S-reduced if and only if it is in a seminor-

mal form.

We see that S changes the indices to get a seminormal form. Now, let us define a
parametric function A; for i € Z as, A;(XF!) := X[ l.. If we have an element

contradicting to the relation X, X, X, = X1 for k < n, then A, is not defined.

Before we give an algorithm that outputs a seminormal form for any word w, we ex-
amine the case, where w is given as a product of two words w; and ws in seminormal
forms. Let w; = piny and we = pang, where py, po and ny, ny are the positive and
negative parts of wy, wo, respectively. The steps of the idea to find a seminormal form

of w = wyws = pyny1pans are fundamentally given in order as follows:

1. Find a seminormal form of n;p,,

2. From the obtained word, find separately seminormal forms of the positive and

negative parts,
3. Concatenate the results.
We have several algorithms that compute these steps. We will now give the first
algorithm that performs step 1 for a negative n and a positive p in seminormal forms.
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Algorithm 1 [Algorithm 2, [27]]] Seminormal form of a product of negative and pos-
itive words with seminormal forms.

SIGNATURE. w = Join_ 4 (n,p, i1, i2).

INPUT. Integers i1,i2 € Z, and seminormal forms of p = Xy, --- X, , Xy, and
n=X X1 X

OUTPUT. Seminormal form w in F such that w = A;,(n)A,(p) .
COMPUTATIONS.

A) If n or p is an empty word, then output a product pn.

B) Add the integer 11 to 1, index of the last letter in n, and also add 15 to t,, index of
the first letter in p.

C) If 11 +1i1 = ty + 19, then delete X Yand X, from the product, and hence, compute
w=Join_ (X' X1 - XUXy, - Xy, Xy i, 1), Then, output w.

D) If r1 + 11 < t1 + 19, then delete X,Tllfrom the product, and add 1 to all indices of
p. Compute w = Join_ (X, ' X' - X UXy - Xy Xy, 01,40+ 1), and output
wX, 1“1.

E) If r1 + 41 > t1 + 19, then delete X, from the product, and add 1 to all indices of
n. Compute w = Join_ (X, ' X' - X1 X, - Xy, Xy, i1+ 1, i2), and output

th +ig W.

Lemma 2.3.2 (Lemma 2, [27]). For any 1,15 € Z, seminormal forms of p =
Xy Xy Xy, andno = X UXH oo XL Algorithm 1 gives a seminormal form

for the product A;, (n)A;,(p).

Proof. We will use induction on the sum of the lengths of n and p, i.e.,

n| + [pl.
Suppose that |n| + |p| = 0. So, both n and p are empty words, and hence, the product

is an empty word. By step (A), we have output w = pn, clearly in a seminormal form.

Now, suppose that the statement holds for |n| + |p| = K and any shorter word. Then,
we have the following four cases:

Casel: |n| =0or|p| =0

In this case, one of the words is an empty word. Hence, the product is already in a

seminormal form.

Case2: 7y + 11 =11 + 1o
The elements X' . and X, ;, delete each other in the product A;, (n)A, (p). Thus,

T1+1%1
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we have |n|+|p| < K. By inductive assumption, w =g A;, (n)A;,(p) is a seminormal

form.

Case3: r; + i1 < t1+ i
Since n and p are already given in seminormal forms, we obtain that r; + 7, is the
smallest index in the product. Then, by using S, in S, we can rewrite the product as

follows:

Ah(”)A' (p) =X XL X! Xty tig Xtgtin *** Xtytia &

22 rs+il ro+i1 < ri+i

S4 -1 -1 -1

— X’I”S-i-il T XT2+i1th+i2+1Xt2+i2+1 e Xtu+i2+1XT1+i1
Observe since 71 + 7 is the smallest index in the product A;, (n)A;,(p), the smallest
index inw = Join_ (X, ' X' - X UXy - Xy, Xy, 01,92 + 1) is not less than

r1 + i;. Since we eliminate X .. from w, by the inductive assumption, we get that
r1+71 y p g

w 1s a seminormal form for

Dy (G X At (X - X X,

T2

Thus, wX, ", =r A; (n)A;,(p), and it is a seminormal form.

Cased: r; + 11 > 11 + 1o
Similar to the previous case, since n and p are given in seminormal forms, we get that
t1 + 19 is the smallest index in the product. Then, by using S3 in .S, we can rewrite

the product as follows:

AZ'1 (n)A (p) - X_l T X_1 X_l Xt1+i2Xt2+i2 o Xtu+i2 §3_>

22 rs+i1 ro+i1 < ri+i1

S3 -1 -1 -1
— Xt1+z'2 rstii+1 " 'Xr2+z‘1+1 T1+i1+1Xt2+i2 o 'Xtu+z‘2

Since 1 + i is the smallest index in the product A;, (n)A;,(p), the smallest index in
w=Join_ (X' X1 XX, -0 Xy, X i+ 14p) ds not less than ¢y + i
Since we eliminate Xy, ;, from w, by the inductive assumption, we get that w is a

seminormal form for

AZ'1-i-1(‘X_1*X_1 o 'X_I)Alé (Xt2 o 'Xtuletu,)'

Ts Ts—1 T1
Thus, Xy, 1, w =F Ay (n)As,(p), and it is a seminormal form. O
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We see that Algorithm 1 computes the step (1). For step (2), one can easily design two
algorithms with ideas similar to Algorithm 1. Also, one can easily show that lemmas
similar to Lemmal[2.3.2] are true for step (2). Let us denote these algorithms that com-
pute seminormal forms of negative and positive words as Join_ __(ny,ng, i1, i) and
Joiny 4 (p1,pe, i1, i2), respectively. Therefore, if we combine these three algorithms,
we can easily find a seminormal form of a product of two words given in seminormal

forms. Hence, we have the following algorithm that computes this seminormal form.

Algorithm 2 [Algorithm 3, [27]] Seminormal form of a product of two seminormal
forms.

SIGNATURE. w = Join(w;, ws).

INPUT. Seminormal forms w, and ws.

OUTPUT. Seminormal form w such that w = wyws

COMPUTATIONS.

A) Find negative and positive parts of words wy and ws, and then write them as
wy = piny and wy = Panes.

B) Perform Join_ (ny,p2,0,0) = w', and write it as a product of a positive and a
negative word w' = pyn).

C) Perform the algortihm Join, (p1, p’z, 0,0) = w”.

D) Perform the algortihm Join_ _(ny,n,,0,0) = w" .

E) Concatenate and output w"w"".

We know from Lemma that Join_ (n,p,i1,i2), Join_ _(n1,ne,i1,i2) and

Joiny 4 (p1,p2, 11, i2) give us seminormal forms. So, the following lemma is obvious.

Lemma 2.3.3 (Lemma 3, [27]). For any words w, and ws, which are given in semi-

normal forms, the word w = Join(wy, we) is a seminormal form of the product wyws.

We have seen how to find a seminormal form of a product of two words given in
seminormal forms. Now, we will give an algorithm that computes a seminormal form

of a word given in generators of F'.

Algorithm 3 [Algorithm 4, [27]] Seminormal form of any word in F’
SIGNATURE. u = Seminormal Form(w).

32



INPUT. A word w in generators of F'.

OUTPUT. A seminormal form u such that u = w in F'.

COMPUTATIONS.

A) If the word w is empty or is a word with one letter, then directly output w itself.
B) Divide w into almost two halves, i.e., write it as product w = wiwy such that
wi| = wa| < 1.

C) Recursively apply

uy = Seminormal Form(w,), and

ug = Seminormal Form(ws).

D) Perform the algorithm, and let u = Join(uy, us).

E) Output the result u.

Lemma 2.3.4 (Lemma 4, [27]]). For any word w, which is given in generators of F),

the output word uw = Seminormal Form(w) is a seminormal form of w.

Proof. We will use induction on the length of the given word w. If |w| = 1, then it is
already in a seminormal form. So, the output is correct. Hence, the base case is done.
Suppose that the statement is true for any word of length |w| = N and any shorter
words. Let |{w| = N + 1. Then, by step (B), we have w; and w, such that |w;| < N
and |wy| < N. By the inductive assumption, we get that in step (C) u; and uy are
in seminormal forms. Since we already know from Lemma that Join(uy, usz)
gives a seminormal form of a product of two seminormal forms u; and w5, we obtain

that the output « is a seminormal form of w. 0

So, we know how to find a seminormal form of any word. Now, we will show how to
find and cancel out the terms contradicting to (Ny), i.e., if X; and X, * appear at the

same time, then we have neither X, ; appears nor Xijrll.

Lemma 2.3.5 (Lemma 5, [27]). Givenw = X;, --- X;, X0, X, ' X, - X Vina
seminormal form. Suppose (X, , X VY is the pair of generators in w contradicting
to (Ny) where m and n are maximal with this property. In other words, we have
tm = Ty, and hence, Xy, and X Yappear but X, .1 and X, 1+1 do not appear. Also,

there are no other elements Xy, or X, Y contradicting to (Ns) such that i > m and
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] >n. Let

w/:th...Xt A (X, ---XtuXT’Sl---X’I )Xt XL

m—1 m+1 Tn+1 Tn—1 T1

Then w =p w'. Furthermore, if there is any pair (X, X;il) inw contradicting to

Ny, then ¢ < m and d < n.

Proof. We know w is in a seminormal form. By definition of seminormal form, all
the indices have the orderingas t; < --- <t,  <t,andr; <--- <rg 1 <r, By
definition of (M), all indices in X, ., --- X;,_, Xy, X, P X1 - XL

. , are greater

than ¢,, + 1 = r, + 1. Hence, the opposites of S, and S5 are applicable. Therefore,
when we apply the opposites of Sy and S; until the cancelation of X, and X~ ! with
S1, we get the word w’ since A_; decreases all the indices by 1. Hence, w =p w',

7 . . .
and clearly, w is in a seminormal form.

Since we choose m and n as maximals with that property, any numbers c, d such that
¢ > m, d > n contradict with this choice. Hence, for any pair (XtC,X;l 1) inw

contradicting to Ny, we have ¢ < m and d < n. O

By starting from the middle of a word, we can detect and cancel out the terms con-
tradicting to N, by the previous lemma. This idea is used in the following algorithm.
So, the algorithm detects all "contradictory" pairs and deletes these "contradictory"
pairs using A;. A vital characteristic of this algorithm is that it keeps the data about
how indices should be changed later, instead of changing them instantly. To store this
data, we will use two stacks, namely S; and Ss. Stack S; is for the positive subword

of w, while S5 is for the negative subword of w.

Algorithm 4 [Algorithm 5, [27]]] Deleting contradictory pairs from a seminormal
form

SIGNATURE. u = DeleteContradictoryPairs(w).

INPUT. A seminormal form w = Xy, - - -th_lthstlX;fl - -X;ll.
OUTPUT. A word u (the normal form of w).

INITIALIZATION. Let ¢ = 0,1 = 0,65 = 0,u; = 1 and uy = 1. Let wy =
Xy o Xy, Xy, and wy = X;lX;Sfl X -X;ll be the positive and negative parts of

S

w. Let S1 = &, Sy = & be two stacks.
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COMPUTATIONS.
A) Let the current wy = Xy, --- X, | X, and wy = X' X1 - XL,
B) Let X, be the leftmost letter of uq, X, be the rightmost letter of us, and d; (i = 1, 2)
be the top element of S;, i.e., the last element that was put there. If S; is empty, then
the corresponding variable is not defined.
DIfk>0and(s=0orty >r), then:
a) multiply u, on the left by X, ;
b) delete X, from wy;
c) push 0 into St;

d) go to (5).

2)Ifs > 0and (k =0orry > ty), then:
a) multiply uy on the right by X L
b) delete X, from w,;
c) push 0 into Sy,
d) go to (5).

3) (Contradictory pair detection) If t;, = ry and (the numbers a — d; and b — d
(those that are defined) are not equal to t; or ty, + 1), then:
a) delete X;, from wy;
b) delete X,,TS L from w,;
c) if Sy is not empty, increase the top element of Sy by 1;
d) if S5 is not empty, increase the top element of Ss by 1;
e) go to (5).

4) (Neither contradictory pair nor erasable) If (1) - (3) are not applicable (when
ty = 75 and (one of the numbers a — 61,b — 05 is defined and is equal to either ty, or
tip + 1)), then:

a) multiply w, on the left by Xy, ;
b) multiply us on the right by stl;
c) delete X, from wy;

d) delete X" from w;

e) push 0 into Si;

) push 0 into So;
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g) go to (5).

5) If wy or ws is not empty, then go to (1).
C) While u, is not empty:

1) Let Xy, be the first letter of u (i.e., uy = Xy, - U/1);

2) Take c from the top of S (i.e., take the last element that was put in S1), and add
to € (i.e., € +c— €);

3) Multiply w, on the right by X, _, (i.e., wi - Xy, ¢, = w1) ;

4) Delete X, from u;.
D) While us is not empty:

1) Let Xr_ll be the last letter of us (i.e., uy = u/2 . X;l);

2) Take c from the top of Ss (i.e., take the last element that was put in Ss), and add
to €5 (i.e., €5 + ¢ — €);

3) Multiply ws on the left by X', (i.e, X1, - ws — wo);

4) Delete X, from us.

E) Return to wiws.

Proposition 2.3.6 (Proposition 3, [27]). The Algorithm 4 terminates at the normal

form u of a seminormal form w. The number of operations needed for this algorithm

to stop is bounded by C' - |w|, where C' is a constant independent from w.

Proof. 1t is clear from Lemma [2.3.5|that the algorithm outputs the normal form u of
a seminormal form w. Since the algorithm proceeds letter-by-letter, and no letter is

processed more than once, the time estimate is evident. O]

Theorem 2.3.7 (Theorem 1, [27)]). In Thompson’s group F, the normal form of a

word w can be computed in time O(|w| - log|w|).

2.4 Amenability

Motivated by the Banach-Tarski paradox, von Neumann defined:

Definition 13. (von Neumann [22)]]) A group G is amenable if there is a function

w26 — [0, 1] such that
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2. If AN B =@, then (AU B) = u(A) + u(B),

3. u(gA) = u(A) forallg € G, A C G.

Such a function is called a finitely additive invariant probability measure.

Example 8. Every finite group is amenable. Define ji(A) = %, where |A| (respec-

tively, |G|) is the number of elements in A (respectively, in G). (In fact, this is the

unique such measure in this case.)

Theorem 2.4.1. (von Neumann [22l])

1. The free group with two generators, F;, is not amenable.
2. Abelian groups are amenable.
3. Amenable groups are closed under

(a) taking subgroups,
(b) taking quotients,

(c) direct limits.

So, it follows that a group, which contains F, as a subgroup is not amenable.

The von Neumann Problem asks whether a group that is not amenable must contain

F;. This was answered negatively by Olshanskii in [24].

Motivated by the von Neumann Problem, Geoghegan discovered the interest in know-
ing whether or not the Thompson’s group F' is amenable. In 1979 (see p. 549 of
[10]), he conjectured that F' does not contain a nonabelian free group and that F' is
not amenable. By Corollary [2.2.13] F' does not contain any nonabelian free groups.
However, it remains unknown whether £ is amenable or not. This problem seems to
be an important problem in infinite group theory, and motivates the study of F' from

various viewpoints.
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CHAPTER 3

THOMPSON’S GROUP F' AND GROUP BASED CRYPTOGRAPHY

In this chapter, we will give general notions of cryptography. Interested readers can

consult the books [3], [[7], [29] and chapter 3 of [135]].

Cryptography uses mathematical tools to encrypt and decrypt data so that third parties
cannot read, understand, or use data. Historically, cryptography was used to protect
the secrecy of military and diplomatic communication. Today, with expansion of
technology and information economy, cryptography plays a significant role not only
for governments or organizations but also for individuals. For example, cryptogra-
phy assures the confidentiality of data between two people. Also, it examines the

authentication of the sender and receiver of a message.

Cryptography can be grouped into two main categories as symmetric key cryptog-
raphy and asymmetric key cryptography. The difference depends on the key that is
used for encryption and decryption. Symmetric key cryptography, also known as se-
cret key cryptography, uses the same key for both encryption and decryption. Two
communicating parties share the same password/key to encrypt and to decrypt the
message. However, asymmetric key cryptography, also known as public key cryptog-
raphy, uses different keys to encrypt and decrypt data. Each party has a pair of keys,
one public key, and one secret private key. In this chapter, we will be interested in

public key cryptography and mainly in key exchange protocols.
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3.1 Public Key Cryptography

In this section, we will first explain the rudiments of public key cryptography, and

then, we will focus on key exchange protocols. We will mainly follow the book [21].

Ideas, techniques of public key cryptography were officially invented in 1976 by
Whitfield Diffie and Martin Hellman [9] to handle the key distribution between two
parties. One of the primary importance of public key cryptography is that two com-
municating parties do not have to meet or share any secret password before encryp-

tion.

In public key cryptography, there are two keys used for each of the communicating
parties. Each party has his/her private key and one common public key. Usually,
the encryption key becomes public, while the decryption key is private. Therefore,
anyone can encrypt using the public key, but only the private key owner can decrypt

the secret message.

The basic idea behind public key cryptography is that encryption should be efficiently
easy, but decryption should be hard to compute without the private key. For example,
the RSA cryptosystem [25] uses the fact that the computation of the product of two
large prime numbers is easy but factorizing a huge number is very hard. This kind
of mathematical process is usually referred to as a trapdoor or a one-way function.
For more formal definitions, one can see references. The main point is that there
should be efficient ways (this generally means polynomial-time concerning an input’s
complexity) to compute this function. However, there should not be any apparent
polynomial-time algorithm to compute the inverse of this function. Hence, one-way

functions play a crucial role in public key cryptography.

A significant part of public key cryptography is the key establishment protocols. We
will explain how two parties (say, Alice and Bob) share a secret key over an unpro-

tected communication service.

We will present a key establishment process with an important example, which is

considered as the origin of public key establishment protocols.

Example 9. (The Diffie-Hellman key establishment protocol [9])
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The most straightforward and original implementation of the protocol uses the mul-
tiplicative group of integers modulo p, where p is a prime number, and g is primitive
mod p, (i.e., g is a primitive root modulo n, that is, for every integer x that is relatively
prime to n, there is an integer k such that g* = x (mod n)). A more general version of
the protocol uses an arbitrary finite cyclic group. We will explain this general version

as follows:

1. Alice and Bob fix a finite cyclic group G (written multiplicatively), and a generating
element g € G. The group G and the element g are public.

2. Alice chooses a random a € N, which she keeps as a secret, and she sends g* to
Bob.

3. Bob chooses a random b € N, which he keeps as a secret, and he sends gb to Alice.
4. Since Alice knows a and g°, she computes K, = (g°)* = g".

5. Since Bob knows b and g°, he computes Kz = (g%)° = g®.

Since ab = ba, both Alice and Bob have the shared secret key K = K4 = Kp.

If the public information G and g are selected appropriately, then the protocol is
considered secure against eavesdroppers. If an eavesdropper, say Eve, wants to obtain
the key, she must solve the Diffie-Hellman problem. The Diffie-Hellman problem is
the problem of obtaining ¢*® from the public information ¢ and ¢°. This problem is

considered hard to decipher if parameters are chosen appropriately.

Also, there is a famous problem called the discrete logarithm problem, which is to
obtain a from g and g®. It is clear that if there is an efficient way to solve the discrete
logarithm problem, then it is easy to solve the Diffie-Hellman problem. However,
there is no proof that the Diffie-Hellman problem and the discrete logarithm problem
are equivalent. Note that, since g and g are publicly known, and a is a natural number
in the discrete logarithm problem, Eve can go over all natural numbers = one by one
to see if g* matches with g“. This type of attack is called a "brute force attack", or a
"length-based attack". This method will take O(|g|) multiplications, where |g| is the
order of the element g. In practical applications, order |g| is about 10°°°. Hence, this

method is computationally unfeasible.

With increasing computation power, there is a need for increasing security of this
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type of systems. This gives rise to a rather new research area in both cryptography
and group theory. There are noncommutative groups that are well-studied in com-
binatorial group theory, which also can be used in public key cryptography. Some
examples are braid groups [14], matrix groups, Thompson’s groups [27], and Grig-

orchuk groups [[11].

The idea of using infinite nonabelian groups in cryptography goes back to Neal R.
Wagner and Marianne R. Magyarik [30], who constructed a protocol depending on
the unsolvability of the word problem for finitely presented groups in 1985. Today,
their protocol may seem simple, but it was a guiding light. Recently, the usage of non-
commutative group theory in cryptography has been increased. Most recommended
protocols in this area depend on search problems, which are variants of decision prob-
lems. Protocols depending on search problems are similar to protocols depending on
trapdoor functions. In the next section, we will explain search problems and some

protocols, which use noncommutative groups.

3.2 Group Based Cryptography and Some Cryptographic Schemes

In this section, we will explain how noncommutative groups can be used in key ex-
change protocols from a public key cryptography point of view, and we will investi-
gate some protocols. We will also explain how we can choose a group to be a platform

group in a cryptographic system.

3.2.1 Protocols Utilizing The Conjugacy Search Problem

In Section [2.3] we learned the conjugacy problem (or conjugacy decision problem),
that is, decide algorithmically if there is an element g € G such that w; = g lw.g
for given two words wy, ws € G where G is a group with a given presentation. The

conjugacy search problem is the following:

The Conjugacy Search Problem: Let G be a group with solvable word problem.

Given w;, ws € G and that g~ 'w; g = w, for some g € G, find one such g.

Note that, in the conjugacy decision problem, one is interested in the existence of
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the conjugating element, whereas in the conjugacy search problem, the task is to find

such a conjugating element, given it exists.

While group theory is mostly interested in the conjugacy decision problem, complex-
ity theory is interested in the conjugacy search problem. Note that if we know such an
element exists, we can go over all conjugate words to see the equivalence. However,
this process takes at least exponential-time in the length of the conjugate. Hence, this
is considered secure against brute force attacks. Thus, if there are no known attacks
to solve the conjugacy search problem in G, then we can think of ¢ — ¢ 'w;g as a

one-way function. So, we can form a public-key cryptographic protocol based on it.

Now, we introduce a protocol, which is a basic form of the protocol suggested by Ko,

Lee, et. al. in [14].

1. An element g € G is published

2. Alice chooses secret o € (G, and sends o~ !ga to Bob.

3. Bob chooses secret 3 € G, and sends 37 1¢/3 to Alice.

4. Alice computes a1 (371g3)a, and Bob computes 3~ (a~ga)f.

This protocol depends on the commutativity of o and 3. So, if we choose v and /3
as commuting elements of the group G, then Alice and Bob agree on a shared secret
key a7 tgBa = S~ ta"tgaS. In the paper [14], the authors use braid group B,, as
group G since it has a good normal form for its elements, and choose « and 3 from

two subgroups, which naturally commute.
Hence, the general version of Ko-Lee protocol is the following:

Given publicly a group G and two subsets A, B C G such that ab = ba for any
a€ Abe B.

1. An element g € G is published.

2. Alice chooses secretly a € A, and sends the element o~ !ga to Bob.

3. Bob chooses secretly 3 € B, and sends the element 3~'¢{3 to Alice.

4. While Alice computes K4 = a~1(37'g/3)a, Bob computes his secret key Kp =

B e ga)B.

Since a8 = Ba (and hence, a3~ = f~'a~!) in G, Alice and Bob agree on the
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shared secret key K = K, = Kp.

In fact, solving the conjugacy search problem is not necessary to find shared, se-
cret key K in the above protocol. If an adversary finds two elements o,y €
Ca(B), where C(3) is the centralizer of 3 in G, such that a;gas = a~'ga, then
a1 (B 1gB)ay = B Haiga)B8 = B (a lga)p = K. Similarly, if an adversary
finds two elements 3;, 8, € Cg(a) satisfying 193> = 87193, then By (a tga)By =
a N (frgfa)a = a (B gh)a = K.

However, it is not easy to find a proper platform group for the protocols above. There

are some natural conditions for choosing such a group put forward in [26]:

(Cp) The group has to be well-studied in literature. Specifically, the conjugacy search

problem has to be well-studied in the group, or reducible to a familiar problem.

(C1) The word problem should be solvable easily (in linear-time or quadratic-time)
in the group G by a deterministic algorithm. The elements of G must have an

easily computable normal form.

This condition is essential because when Alice and Bob exchange keys, they
need to solve the word problem for decryption. Also, (C1) is vital to hide

messages in the cryptosystem.

(C3) There should be no fast algorithm to solve the conjugacy search problem.

Note that showing that a group satisfies (C2) is very hard. Therefore, the con-
dition can be counted as satisfied if the conjugacy search problem has been

studied by many people over a long enough time.

(C3) The group G must have a property that disables to guess g from g~ 'wg.
group property g g g "wg

If the group has a normal form for its elements, then the group satisfies this

condition.

(Cy) The group G should grow exponentially or at least super-polynomially, that is,
the number of elements of length n should grow faster than any polynomial in

n.

Observe that this condition is needed to prevent length-based attacks.
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Groups are having (C1), (C4), generally (C2), and sometimes nearly (C3). While the
word problem is efficiently solvable, the conjugacy search problem is computation-

ally hard.

3.2.2 Protocols Utilizing The Decomposition Problem

The decomposition search problem is a generalization of the conjugacy search prob-

lem. It is defined as follows:

Let G be a group, H C G and w,w’ € G. Find two elements o, 5 € H such that

a-w - =w, provided at least one such pair exists.

Also, if we take 3 as o~ !, then the decomposition search problem becomes the con-

jugacy search problem.

The critical point in the decomposition search problem is that the two elements o and
(3 are elements from H. Without this restriction, choosing & = 1 and f = w™'w' in

(G, we can have a straightforward solution.

Notice that solving the decomposition decision problem, i.e., figuring out algorithmi-
cally if there exist such o, 8 € H, might be hard for some subsets H. In the paper
[14], the authors believe that it can be solvable by brute force attacks on H. Intu-
itively, it is easier to solve the general version of an equation with two unknowns
instead of solving a unique version of the same equation with one unknown. There-
fore, we generally believe that solving the decomposition search problem should be

more comfortable than solving the conjugacy search problem.
A standard protocol depending on the decomposition search problem is as follows:

Given publicly a group GG and two subgroups A, B C G such that ab = ba for any
a€ AbeB.

1. An element w € G is published.
2. Alice chooses secretly a1, as € A, and sends the element a,was to Bob.
3. Bob chooses secretly by, b, € B, and sends the element b;wb, to Alice.

4. While Alice computes K4 = a;(bjwbs)as, Bob computes his secret key Kp =
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b1 ((llwag)bz.

Since a1b; = byay and asby = beas in GG, Alice and Bob agree on the shared secret

key K = K4 = Kp.

3.2.3 Protocols Utilizing The Factorization Search Problem

The factorization search problem is as follows:

Let G be a group, A, B < G be two subgroups, and w € G. Find two elements « € A

and 5 € B such that « - § = w, provided at least one such pair exists.
A standard protocol based on the factorization search problem is the following:

Given publicly a group G and two subgroups A, B < G such that ab = ba for any
acAbeB.

1. Alice secretly chooses a; € A and b; € B. Then, she sends to Bob the element
a1by.
2. Bob secretly chooses as € A and b, € B. Then, he sends to Alice the element
asbs.
3. While Alice computes K4 = by(ashy)a; = asbiaibs = asaibybe, Bob computes

KB = Gg(albl)bg = &Qalblbg.

Since ab = ba for any a € A, b € B, Alice and Bob agree on the shared secret key
K=K,y=Kgp.

Notice that if ajay # asa; and b1by # boby, then the eavesdropper, Eve, cannot obtain

the key from the products (a1b1)(asbs) and (azbs)(a1by).
Motivated by this, the factorization decision problem is defined as follows:

Let G be a group, A, B < G be two subgroups, and w € G. Decide if there exist two
elements « € A and § € B such that o - § = w.

As we saw, group theory has uses in cryptography. With some applications, we see
that cryptography can affect group theory, as well. This decision problem looks like a

new and nontrivial question in group theory and has not been studied so far. So, this
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is an example of a group-theoretic question which comes from cryptography.

3.2.4 The Anshel-Anshel-Goldfeld Protocol

We will explain the Anshel-Anshel-Goldfeld protocol given in [1], which seems more
secure than the other protocols we described. The reason is that this protocol does not
require any commuting group or subgroups. This protocol can use any noncommu-
tative group satisfying (C1) as a platform group. This condition is required for the

feasibility of encryption/decryption.
(In this case, a® stands for b= 'ab.)

1. Given publicly a group G and elements aq, as, ..., ap, b1, be, ..., bx € G.

2. Alice selects a secret © € G as a word in ay, ..., ap (i.e., x = z(a,...,a;)) and
sends b7, b3, - - - , b, to Bob.

3. Bob chooses a secret y € G as a word in by, ..., b (i.e., y = y(by,...,bx)) and
sends af, a¥, ..., aj to Alice.

4. While Alice computes z(af, a3, . ..,a?) = ¥ = y~'zy, Bob computes y(b7, b3, . . .

y® =z lyx.

lay_l]'

Bob firstly multiplies x~'yz by y~! from left, and then takes the inverse of y 'z~ lyx

5. Alice multiplies y~'zy by 2! from left to obtain K4 = 2 'y loy = [z~

1

toget Kp = (y o tyz)t = oty toy =[x,y Y.

So, Alice and Bob agree on the shared secret key K = K4 = Kp.

In this protocol, we note that solving "the simultaneous conjugacy search problem"
for b7, b3, -+ ,bF;a1,aq2, -+, ay is not enough. The eavesdropper, Eve, should also

be able to solve the "membership" search problem (see below) in order to obtain z¥

(ory®)outof ai,al,--- ,a} (respectively, or b7, b3, - - - , bf). The reason for that is el-
ements x or y are not just words in the generators of GG, but are words in a1, as, - - - , ap,
(respectively, in by, by, - - -, bg).

The membership search problem is the following:

Let G be a group and z,ay,as,--- ,a, € G. Write (if possible) x as a word in

a1,Q2, -+ ,Ap.
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Also, the membership decision problem is the following:

Let G be a group and aq,as,--- ,a, € G. Decide if given x € G belongs to the

subgroup generated by ay, ag, - - - , ap.

Note that the membership decision problem is unsolvable for many groups. For ex-
ample, Mihailova in [19] showed that F, x F5 has an algorithmically unsolvable
membership decision problem, where F5 is the free group of rank 2. For example,
since a Braid group, B,,, includes subgroups isomorphic to F5 x F5, the membership

decision problem is not algorithmically solvable.

Also, note that if the eavesdropper, Eve, finds out some y’ € @ such that agl’ =

/ ’

!
7. .
ai ,ay =ay ,--- ,a; = aj , she cannot be sure that y = y in G. However, if there

1

is an element, say c,, satisfying a;* = ¢, a;c, = a; for all 7, i.e., ¢, commutes with

every element a;, such that y' = ¢4y, then Eve can obtain af’ = a?/ for all 7. Hence,
she can get a¥ = a’ for any a € (aj,as, -+ ,ap) = A, in fact, 2¥ = #¥ . In this
case, the problem becomes whether or not 3y’ (similarly, ') belongs to the subgroup
generated by elements by, by, - -+ ,bx, B = (by, by, -+, bg) (respectively, A). If they
do not belong to the corresponding groups, then Eve may not get the shared secret
key K. However, if they belong to the corresponding groups, then Eve can obtain the
key K. In the latter case, since 2,z € A (similarly, y',y € B), ¢, € A (respectively,

¢s € B). Hence, if z' = CpT, y' = cuYy, where ¢, (similarly, c,) commutes with every

elements of A (respectively, B), then

’

(@) )2y = (r) Heay) Farcay = a7 ey e, tapreay =

So, it follows that Eve can get the key K if and only if ¢, and ¢, commute. It appears
that this is possible only if z° € A and 3y € B. Otherwise, Eve may not get the real
shared key.

Therefore, in this protocol, the eavesdropper Eve has two possible choices to obtain
a shared secret key. She can solve the conjugacy search problem in the group G to
get x and y. Then, she can try to solve either the membership search problem or the

membership decision problem. We know that the latter may be impossible. Hence,
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Eve has to solve a more complicated variant of the conjugacy search problem, which

is given as follows:

Let G be a group, A < G be a subgroup, and wy,ws € G. Find an element z € A

such that 2w,z = ws,, provided that at least one such element exists.

Consequently, there might be some successful attacks on the Anshel-Anshel-Goldfeld
protocol. However, we see that even if there is a fast algorithm to solve the conju-
gacy search problem in braid groups, the Anshel-Anshel-Goldfeld protocol is secure

against this attack.

3.3 A Protocol Based on the Thompson’s Group F

In the previous section, we saw that different types of search problems lead to various
cryptographic schemes. The security of the cryptosystem depends on both the plat-
form group and the problem that it uses. In this section, we will investigate a protocol
that uses Thompson’s group F' as the platform group and is based on the decompo-
sition search problem. This protocol was introduced in [27]. In the next section, we

will see that this protocol is highly insecure.

We know from Subsection [3.2.1] that there are some primary conditions for a group
to be suitable as a platform group. As explained in Section [2.4, Thompson’s group
F' is well studied in the literature, mainly regarding the amenability problem. So,
I satisfies the condition (CO). [’ grows exponentially by Corollary also we
know that the word problem can be solved easily since reducing a word to the normal
form is fast by Theorem Hence, we see that F' satisfies (C1),(C3), and (C4),
as well. Thus, Thompson’s group [ is an excellent candidate to be a platform group.
We can generate different words by using one symbol at a time in /', which makes
it more suitable compared to groups of numbers. For instance, we should choose big
prime numbers to create a key in RSA. Since we cannot make a number prime just by
adding one digit, we have to compute before using it. This disables us from having a

large key space. Thus, using ' as a platform group has many advantages.

Before giving the formal protocol, we will explain and prove some propositions.
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Recall from Corollary [2.1.4]that the unique normal form for an element of /" is a word
of the form

X qu---quX*1~--X7;1X;11

q1 Tn

if the followings hold:
N <@<---<gpandr <ry <.-.-<r,and,

(Ny) if X; and X, ! appear at the same time, then either X, or X 1;111 appears.

Define the set A, for some fixed p € 7", as the set of elements with lengths of
positive and negative parts are equal to each other in their normal forms. In other
words, A, = {a € F | a = X;,--- X, X; '~ X, !, withi; < p+1landj <
p+lforevery [ = 1,2,... k}. Also, define the set B,, for the same p in A,, as the

subgroup generated by X, 1, Xp10,..., Xgp.

We will prove several facts about A, and B,,. These facts will be used in the protocol

at the end of this section and also in the next section.
Recall from Section[2.3]that parametric function A;(X!) := XX, fori € Z.

Proposition 3.3.1 (Proposition 1, [27]). Given oo € A, and 8 € B, aff = fa.

Proof. Leta = X, - 'Xika;l . ~Xj’11 where i; < p+ [ and j; < p + [ for every
I =1,2,...,k and B8 = X]! --- X" where m, > p forevery s = 1,...,n. We
will use induction on k£ and n to show that the statement f(k,n) : af = fa =

Xy X - (Ap(X02 -+ X)) - X1+ X holds.

For the base case, suppose £ = 1 and n = 1. Then, we have a = XilXJz1 and
B = X]! . By hypothesis, we have i; < p + 1 (similarly, j; < p+ 1) and p < m;.
So, p+ 1 < m;. Hence, we obtain 7; < p+ 1 < my (similarly, j; < p+1 < my).

Therefore, we have

af =X, X;'X0 = X, X0t X=X (A(8) X

(m1+1) Jj1 0
and

Bo= XN X, X=X, X0t X=X (A(8) X

(m1+1)

Suppose that f(¢, 1) holds for some ¢ € N. Since we have i1, j; < p+ 1 < my, we
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obtain
aff =X, - 'Xith_tl .. .ijlqullell =

=X - X; X1-~~X1X7"1 X1

U1 Jey (m1+1)

and
— Y"1 -1 -1
50{ XleilXig tee Xitht cee le =

= X;, X!

1 ~1
(m1+1)X c X X, X

teb1 X Gy

Similarly, since is, jo < p+2 < (m;+1), again we can follow the same procedure. By
continuing like this -many times for each case, we obtain 4,1y, j+1) < p+(t+1) <

(mq + t), and hence we get

af =X, X, X;, X1 X7

Y41 t+1)C T (ma+t)

VX5, L. ijl,

and

Ba=X; - Xp, XX X X ijl.

(ma4) 2+ )t
Then, for k =t + 1, since i11), je+1) < p+ (t+1) < (mq +t), we obtain

af =X Xi X, XL XD

Yt+1) g1y (ma+t)

1, —1
X 'le =

- X .

r 1 -1
i1 " X1t+1X(rln1+(t+1) th+1X le =

=X X, (A1(B)) - Xg_t+1 o 'Xj_11’

and

fa=X; - X, X}

—1 -1 -1 _
(m1+t)X' D

L4+ T 1) Tt

_ r 1 -1 -1 _
- Xil U XitXi(t+1)X(71nl+(t+1))X t+1)th T le o

= Xi - Xy - (D (B8) - X1, XG0

Thus, f(t+ 1, 1) holds, as well.

Suppose that the statement f(g, t) is valid for some positive integers g and . We will
show that f(g,t + 1) is also true. In this case, we have o = X, --- X, Xfl . -X-_1
where iy < p+land j; < p+lforeveryl =1,2,...,¢g;and 3 = X! --- Xt XT“;IE>

where mg; > p forevery s =1,2,...,¢t+ 1. Then,

af =X, - Xp XU XZEXT X X

1g“ g J1 m me <M (t41))
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and

XXX XL, X !
Ba= XD - XX X, Xt X

M(g41) <21

Since f(g,t) holds, we already get

af =X Xy, X0 X Xt x oyl

-1
m mi+9< > g Ju )

Since p < myy1 and j; < p+ 1, we have 7; < p+ 1 < myy;. Hence, by continuing

in this fashion g-many times to achieve

— X, ...X. XT1 LT -1 x-1_
aff =X, XiyXomivg X ng X, =

m M(¢4+1)+9
=X - ‘XigAg(ﬁ)ij .. ~Xj*11.

Similarly, for Sa, since each ms > p and each i; < p + [, we can apply the similar

process g-many times to every X, in 8. Hence, we obtain

Ba:Xi "'Xingl—i-g"'X(Hl) X—l___Xj—llz

m M1y +9° " Jg

Thus, we conclude that o3 = Sa in group F' for any o € A, and 8 € B,,. O
Proposition 3.3.2 (Proposition 2, [27]). Let p > 2 be a natural number. The set A,
is a subgroup of F, and A, = (Xo X1, Xo X5, ..., Xo X 1.

Proof. Since Ay ={a€ Fla=X; - X;, X; ' X!, withi; < p+1, and j; <

Ji1 o’

p+lforeveryl =1,2,... k},clearly we have 1 € A, and

a/fl = (Xll e XZkX‘];l e X.ﬁl)*l — le . XijZ;1 . X»fl c Ap_

J1 21

Now, we will show that A, is closed under multiplication. To show this, we will
use the algorithms given in Section Letu = X;, - -XZ-,CXJ;1 = 'Xj_ll and v =
Xony - X X0 X P with i, < p 47, jp <p+rmg <p+s,andng, <p+s
foreveryr =1,...,k,and s = 1,...,[ be two arbitrary normal forms from A,. We

want to show that the normal form of wv is in A, too.

Notice that the lengths of positive and negative parts in uv are equal to each other.

When we apply the relation of F' to uv, the number of negative and positive letters
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that are removed is equal to each other. Therefore, the lengths of negative and positive
parts in the normal form of uwv are equal to each other. So, we only need to show that
indices in the normal form of wv satisfy the relation that such as i, < p+7r, 7, < p+r
for every r = 1,..., k in u. We see that negative and positive parts are next to each

other in the product uv as

uy = X;

11“

‘Xik(X'_l“‘Xj_llel"'Xml)Xn_ll"'Xn_ll-

Jk

By using Algorithm 1 given in Section[2.3] we can convert this part into a seminormal
form, say w. So, w is the product w = ab where a is a positive word, and b is a
negative word. Clearly, one can prove that a and b satisfy A,’s relation by using
induction on k£+-(. Then, by rearranging the terms in @ and b to the order of the indices
satisfying (N;) from Section we get the normal forms of @ and b, say a’ and b,
respectively. With the induction on the number of operations used in rearrangements,
it is clear that @ and b’ satisfy the relation for A,. Hence, the word w = a'b satisfies
A,’s relation, and it is a seminormal form of wv. Now, by using Algorithm 4 from
Section we can convert a seminormal form of w’ into the normal form of w’. By
the induction on the number of pairs contradicting to (N3) from Section one can
observe that the normal form of w' satisfies A,’s relation. Thus, uwv € A, thatis, A,

is closed under multiplication.
Consequently, the set A,, is a subgroup of F'.

Now, we will prove that the subgroup A, is generated by the elements
{Xo X7 XoX5 !, XX, )

Denote H = (XoX; ' Xo X5, ..., XX, ).
Claim: A, = H

It is clear that the number of negative and positive parts are equal for any word in
H. Also, we have 0 < pand 1 < p+ 1,2 < p+2,...,p < p+ p. Hence,
A, contains elements {XoX; ", XoX; ", ..., XX '}. To show that u € H for any

element u € A,, we need the following lemma.

Lemma 3.3.3. For every element h € H, we obtain Xth(f1 € H.
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Proof. We will use h = XoXi_1 where i = 1, ..., p to show XOhXO_1 € H. Case 1:
1> 2

Since ¢ > 2 and 0 < 2, we have,

XohXy' = XoXoX; ' X5 ' = Xo X XoX; ' = Xo X € H

Case2:i=1,ie., h=XoX;'
In this case, multiply some parts of XohX; ' by X, ' X, to obtain
y = XohX;" = XoXo X' X5 = Xo (X5 ' Xo) Xo X, (X5 1 X)X

Clearly, Xo X, ' and (XX, )™ = X5 X, ! belong to H. Hence, y € H if and only
if XoXoX;'X,! € H. Since 1 < 2, we obtain Xo XX, ' X5 = XoXo X5 X,
Also, since we have 0 < 2, we obtain XoXoX; ' X7 = Xo XX ' X' = XX,
It is clear that XOXI_1 € H. Hence, y € H. Thus, for any h € H, we have
XohXy' € H. O

Proof of the Claim:

Let u = Xil"'Xika_kl--'Xj_ll € A, where i; < p+1and j; < p+ [ for every
—1.2,... .k

We will prove the claim using induction on k.
Case 1: k= 1,ie.,u= XilXj’l1
When we put X ' X in the product X;, X !, we obtain
u=X; Xg ' XoX; " = (XX, )Xo X ).

Since both (X[)Xi:l)‘1 and XOXJ._l1 belongsto H asi; < p+ land j; < p+ 1, we
have u € H for k = 1.

Case 2:

Suppose that the claim holds for some positive integer £ > 1. In other words, we
have u = X;, -- 'XikXJj . ..ijl € H where 1, < p+ [l and j5; < p + [ for every
| = 1,2,...,k If we again multiply the product by X;'X,, then we obtain u =
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X, (X' X0) X, - X3, X5 1+ X1 (X ' X0) X, ! However, we already know that
X, Xt = (XoXizl)_l and X()Xj_l1 belong to H. Also, by the induction hypothesis,
we have that X;,--- X;, X;'--- X, ! € H. Therefore, by Lemma 3.3.3| we obtain

that Xo X, --- X;, X; '+ X' X' € H. Since all parts in the product belong to H,

we achieve that u € H forany u € A,

Thus, we conclude that A, = (XoX; ', Xo X5 ', ..., XX ). O

We know from Section that the element X,, € I can be obtained by taking the
identity function for the interval [0, 1 — 2%}, and then, by "compressing" the function
A = X, to the interval [1 — 55, 1]. (One can see Figure) Define v, = 1— 5 for
every n € Z". Therefore, we have X, ([, 1]) = [vn11,1] C [2, 1]. Hence, for ev-
ery ¢ € [y,, 1], we obtain that (XX, !)(t) = ¢ since the derivative 4 (Xo (X, !(t))) =
Xo(X,, 1 (8))(X,; 1) (t) =2+ 1 = 1. Hence, the support of Xo.X,, " lies in [0, ,,].

n n

While 4, = (Xo X7, Xo X5, ..., XoX, 1), By, = (X401, Xpia, ..., Xop) for any
fixed p € Z*. Therefore, we clearly see that A, and B, have disjoint supports as A,
is identity only on the interval [y,, 1] and B, is identity only on [0, 7,]. Thus, A, and

B, commute.

Notice that if p = 1, we have A; = (X, X[ '), which is a cyclic group. When p gets
bigger, A, becomes the full piecewise linear homeomorphism group on the interval

[0, 7]

We will denote by P Ls([a, b]) the subgroup of F’ consisting of elements with support
infa,b,0<a<b< 1.

Lemma 3.3.4 (Lemma 6.1, [17]). A> = (Xo X", XoX; ") = PLy([0, %]) = PL5([0,72]).

Proof. Itis clear that Ay C PLs([0, I]) since XoX; "' € PLy([0, f]) and X0 X; " €
PLy([0, 5)-

Leta = X2X; "X, and 8 = Xo X2 X, ' X, ' X, ! be the two generators of P Ly ([0, 1]).

'3
Conjugation of PL,([0, ]) by X¢ gives us

7

PL2([O7 g]

) = (X5 aXg, X *BXG).
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Since X, ?aX? = X; ' X, = XoX, ' and

X2BX) = X' X3 X X X = Xa X5 X!

satisfy the conditions of A, for p = 2, we obtain that both X;?aX? and X, ?3X2
belong to A;. Hence, PL ([0, £]) C A,.

Theorem 3.3.5 (Theorem 6.2, [17]). Forallp > 2, A, = PLy([0,~,]), where v,

1 1

T o+t

]

Proof. Tt is clear that X, (PLy([0,7,])) X0 = PLs([0,7,11]) for all p > 0. Hence,

since Ay = PLs([0,72]), and by the definition of A,, we have that PLs([0,,])

X PAXP? C A, C PLy([0,7,]). Thus, we obtain A, = PLy([0, 7,)).

Corollary 3.3.6 (Corollary 6.3, [I7]). A, = B, = F forallp > 2.

The next proposition is a summary of facts about A, and B,,.

Proposition 3.3.7.

1. All the elements of A, have normal forms as follows:

Xil...XikX],—kl...X.—l

J1 0

where iy, < p+land jy <p—+lforalll=1,2,... k.

2. Ay = (Xo X7 Xo X5, ..., XoX, 1) < F, forany fixed p € 7.

3. By = (Xp41, Xpio, ..., Xop) < F, forany fixedp € Z*.

4. A, = PLy([0,~,]) forall p > 2.

5. B, = PLQ([”YP» 1).

6. A, and B, commute.

7. Given o € A, and 8 € B, in the normal forms as

and

a:Xil"'XikXﬁcl“'X'_l

Ji 7

5:Xm1--~anX;1~~X;1.

Then the normal form of a3 in A,B,, is

af =X -

. X'Lk rs+k . ri1+k Ik J1
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yp )/p

Figure 3.1: An element from A, and B, where vy, =1 — 21,%

8. A,= B, = F forallp> 2.

Theorem [3.3.5]and Lemma [2.2.4]imply the following:

Corollary 3.3.8. There exists an element o € A, with a(t1) = to for any t1,ts €

Z[3] N [0, 7). where Z[3] is the ring of dyadic rational numbers.

Corollary 3.3.9. Giventy € Z[3]N[0,7,] and a(t) = aljo4,) for an o € A,,. Suppose
we know @, but we do not know o. Then, there exists an o, € A, such that o, (t) =

a(t) for every t € [0, 7,).
(Similarly, the last two corollaries hold for the interval [0,~,] and B,.)

Now, we will describe the formal protocol using /' as a platform group with the

decomposition search problem as follows:

1. Settwo numbers p, . € Z* and aword w in X, X7, .. ., thatis, w = w(Xy, X1, ...).

2. Alice randomly chooses secret a; € A, and b; € B,. Then, she finds the

normal form of the element a;wb;, and sends the normal form to Bob.

3. Bob randomly chooses secret ay € A, and b, € B,. Then, he finds the normal

form of the element bywa,, and sends the normal form to Alice.

4. While Alice computes K4 = aijbswashy = byajwbias, Bob computes Kp =
boaywbyias. Since a;b; = b;a; in F', Alice and Bob has a common secret key

K =Ky=Kgp.
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We know that computational effort is significant in key agreement protocols as much
as the security of the protocol. To provide both safety and efficiency, there are some

suggestions about parameters given in [27]] as follows:

1. Choose (randomly and uniformly) the number p from interval [3, 8], and choose

the positive integer L from set {256, 258, 260, ..., 318, 320}.

2. Choose publicly known word w as a product of generators from Sﬁ} where
Sw = {Xo,X1,...,Xp12}. To choose w in this fashion, we start with the
empty word wy. Then, we multiply it from the right by a generator from SViV1
to get wy. Similarly, multiply w, from the right by a generator of Si', and
then, find the normal form to obtain ws. Therefore, if we have a word, say w;,
we simply multiply it from the right by a generator of Si!, and then we find
the normal form of the product to obtain w; ;. We keep following this process

unless we reach out that the length of the obtained word w;1 is L.

3. Choose private elements a;, as as products of words from Sjl where the set
Sa = {XoX; 1, XoX5 ', ..., X0 X, !} To choose a; or ay in this fashion, we
start with the empty word 1. Then, we multiply it from the right by a random
word from Sf to get u;. Similarly, multiply u; from the right by a word of
Sjl, and then, find the normal form to obtain u,. Therefore, if we have a word,
say u;, we simply multiply it from the right by a randomly chosen word from
Sjl, and then we find the normal form of the product to obtain u;,;. We keep
following this process unless we reach out that the length of the obtained word

Wi is L.

4. Choose private elements by, by as products of generators from S:Btl where the
set Sp = {Xp+1, Xpt2,. .., Xop}. To choose by or by in this fashion, we start
with the empty word vy. Then, we multiply it from the right by a generator
from S;l to get v;. Similarly, multiply v; from the right by a generator of 53",
and then, find the normal form to obtain v,. Therefore, if we have a word, say
v;, we simply multiply it from the right by a generator of S, and then we find
the normal form of the product to obtain v;, ;. We keep following this process

unless we reach out that the length of the obtained word v; 1 is L.
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Recall that by Theorem [2.2.10] the submonoid generated by ¢t = XX, ' = AB~! €
Ayand z = XoX;' = B7'A € A, is free. Thus, the number of elements in A, of
length at most L, grows exponentially with L. This follows from the fact that for a
word of length L, there are at least 2°/2 = \/§L—many possibilities. Hence, we obtain
|A,(L)| > V2", We know that the key space contains A, (L), which consists of the
words of length at least L. Thus, the key space grows exponentially with L.

The suggestions given above are against brute force attacks, also known as length
based attacks. We will now describe one particular such attack suggested by Shpilrain

and Ushakov in [27]].

Define a directed labelled graph Q = (V(Q2), E(2)) where V(§2) = F is the set of
vertices and E/(€2) is the set of edges. E({2) consists of edges v; fever), vg in F,
where e; € Sjl, and ey € ngl. Therefore, if there exist two elements w, w eF
such that a;wb; = w’, where a; € S%' and b; € S3', then this means that there is a
path in  connecting the vertices w and w'. So, w and w" are in the same connected

component of {2. Denote this connected component by 2,/ = (2,,.

In the protocol above, Alice sends a;wb; to Bob. Hence, there exists a path between
w and a;wby, i.e. 0y = Qg wp, - Since Eve knows a;wb; and w, it is enough to find a

path between w and a,wb; in §2,, to obtain Alice’s key.

In [27], V. Shpilrain and A. Ushakov experimented tests on the protocol to break it.
They used graphs as above to generate keys with an algorithm given below, Algorithm
5. The algorithm stops if it finds a path between w and w’. Otherwise, it continues to
build 2, and /. The algorithm collects the parts that are built in the sets denoted
by P, and P, /. Also, Algorithm 5 collects the successful vertices of the path in the
sets R, C Py,and R, C P.

Algorithm S [Algorithm 1, [27]] Brute force attack

INPUT. The publicly known words of Alice, w and w’

OUTPUT. Words x1 € (S4) and x4 € (Sp) satisfying w' = xwx,.
INITIALIZATION. Set P, = {w}, P,y = w, R, = @, and R,; = @.
COMPUTATIONS.

1) Find the shortest word u € P,\ R,
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2) Multiply u on the right (respectively, left) by elements S:B|E1 (respectively, Sjl ), and
put every result in P,, with edges labeled in order.

3) Add v into R,,.

4) Repeat the same processes 1-3 with P, and R,/ accordingly.

S)IfP,N P, = O, then go to step 1.

6) If there exists w € P, N P, then detect a path in P,, from w to W and detect a
path in P from w to w'. Connect them according to order and output the label of

the result.

Shpilrain and Ushakov [27] tested the protocol with this length-based attack, i.e. Al-
gorithm 5, many times. They observed that the success rate of this algorithm was 0.
In other words, the protocol is secure against this brute force attack. However, we will
explain in the next section that how Francesco Matucci [[17]] showed that this protocol

1s not secure at all.

3.4 Cryptanalysis of a Protocol for Thompson’s group £

In this section, we will follow Matucci [17] to show that the protocol of the previous

section is highly insecure.

The eavesdropper, Eve, can acquire any private key of the two communicating parties,
Alice and Bob rather easily. Eve knows public data w, uy,us where u; = a;wb,
sent by Alice and uy = byway sent by Bob in the protocol. She chooses whose
key to obtain based on the graph of w. If w(y,) < 7,, she can obtain Bob’s key.
Otherwise, she can obtain Alice’s key. We first explain how to get Bob’s key in the

case w(7,) < 7y

By Proposition we have by(t) = ¢ and as(t) < ~, for all ¢ € [0,~,]. Also,
w(7,) < 7, implies w(t) < ~, forall t € [0,~,]. Therefore, we obtain that us(t) =
(bawag)(t) = (wag)(t) for all t € [0,,]. Hence, Eve can acquire a, by multiplying
uy on the left with w='. Thus, by Proposition[3.3.7, w='u, € 4,B, and
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So, Eve has the elements a9, w, and us. Finally, she computes usa, Lw=! to obtain by.
Hence, she gets as, by, which is the private information of Bob and bya;wb, as, which

is the shared secret key K.
Secondly, we explain how to get Alice’s key in the case w(7,) > 7,

By Proposition we have b; ' (t) = t and a; ' (t) < , for all t € [0,~,]. Also,
w™t(y,) < 7, implies w™!(t) < =, for all ¢ € [0,7,]. Therefore, we obtain that
uyt(t) = (by'wlarY)(t) = (wtayh)(¢) for all t € [0,7,]. Hence, Eve can ac-
quire a;'(t) by multiplying u;'(¢) on the left with w for all ¢ € [0,~,], and gets
(wuy')™t = wyw™t € A,B,. Thus, Eve can get a; and b;, which are the private keys
of Alice, and a;bywasby, which is the shared secret key /K. Also, Eve observes that
since a1 (t) = t for all t € [,, 1], she gets w™uy (t) = waywby(t) = by(t) for all
t € [y, 1]. Hence, she gets

tu t € [Oufyp]

b1 t) =
() wluy (8), t € 1]

Recall from Proposition [3.3.7| that if & € A, and § € B, are given in the normal
forms as

oa=X; X, X?l...Xj??

i X X
and

ﬁszl--~anX;1---X;1,

then the normal form of a3 in A,B,, is

af = X, - X,

'<Xm1+k'"an+kX7;}|—k"'Xz}i-k) ,Xjfkl,..X;.

r

Now, we explain a combinatorial attack built on the above observations. Eve has the

public elements w1, uy, w, and also, the number p.

1. Eve finds the normal forms of &y := wyw ™" and ky := w ™ u,.

2. We know from the above observations that at least one of k£ and ky belongs
to A,B,. Eve can figure out which one belongs, by using the form of normal

forms of elements in A, B,,. Then, she chooses this k;.
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3. She computes the A,-part aj, of k;.

4. If she gets ay, then she computes by, := wila,;lul. If she gets ay, then she

computes by, 1= ma,;lw_l.

5. Eve acquires K from uy, ug, ag,, by, .

The above procedure is all clear except (2). We know that at least one of the normal
forms of k; and k; belongs to A, B,. Say the normal form is

ki =X

g

X Xy, X

We determine the smallest index s such either g, or hs,; does not satisfy the index
relation of A,. Then, cut out the first and last s letters of k;, and decrease all the
indices of the remaining part by s. In this way, we can look at the indices of the
final word to see whether the final word belongs to B, or not. If the indices belong
to the set {p + 1,p + 2,...,2p}, then the word belongs to B,. Hence, k; € A,B,.
Otherwise, the word does not belong to B,, and then, k; ¢ A,B,. Also, observe that
if k;, € A,B,, then A,-part a;, will be the product of the first and the last s letters of
k.

It is clear that this attack can be performed in time O(L - logL), where L is the same

length used in the protocol of [27]].

We know how to obtain one’s private keys and the shared secret key by observing the
graph of w. However, in that case, we have to choose one party to attack, depending
on the graph. Now, we will show that we do not need to choose one party. In other
words, we can attack Bob’s key even if w(7,) > ~,, and Alice’s key even if w(7,) <
7p- To do so, we will use the description of the subgorup A, given in Theorem
We first explain how to get Alice’s key in the case w(7,) < 7,:

By Proposition 3.3.7, we have b, (t) = t for all ¢ € [0, ,]. Therefore, we get u;(t) =
aywby (t) = ayw(t) for all t € [0,7,]. Hence, a;(t) = uyw'(t) for all t € [0, w(7,)].
So, a; is uniquely determined by its values in [0, w(,)]. Thus, by Corollary
there exists an a, € A, such that a, = a; on the interval [0, w(7,)]. Define b, as

by = wla, 'uy, so that we obtain b,(t) = wta, tayw(t) = wtw(t) = t for
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every t € [0,7,]. Thus, b, € B, and a,wb, = u;, which enable Eve to acquire the
shared secret key K.

Secondly, we explain how to get Bob’s key in the case w(7,) > 7,:

By Proposition 3.3.7, we have b, ' (t) = t and a; ' (t) < 7, for all t € [0, ~,]. There-
fore, we get u; ' (t) = ay 'w™tby " (t) = ay 'wL(¢) forall t € [0, ~,]. Hence, a; ' (t) =
uy "w(t) forall t € [0,w(,)]. So, ay" is uniquely obtained in [0, w ' (~,)]. Hence,
by Corollary there exists an a, € A, such that a,” ' = ay ! on the inter-
val [0,w7(v,)]. Define b, " as b,”' = wa,u; ", so that we obtain b, ()™} =
wagyay ' w™t = wlw(t) = tforevery t € [0,7,]. Thus, b, " € B,and (a; 'wtb;1)~! =

b,wa, = uy, which enable Eve to acquire the shared secret key K.

In conclusion, we see that Matucci [[17] shows that an eavesdropper can easily obtain

the shared secret key K of the protocol suggested by Shpilrain and Ushakov in [27]].
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CHAPTER 4

CONCLUSION

In this thesis, we have studied the Thompson’s group F' and group-based cryptogra-
phy within two chapters. In the first chapter, we have investigated Thompson’s group
F and some of its properties. In Section 2.1} we defined F' and gave some basic prop-
erties of its elements such as tree representations, reducibility, and normal forms. In
Section we proved F"s algebraic properties, its subgroups, and quotients. Also,
we have proved the simplicity of F'. In Section we investigated the word problem
in F' and gave an algorithm to find normal forms in /. In Chapter 3, we explained
general notions of cryptography and analyzed a cryptographic protocol based on the
group F. In Section [3.1] we explored fundamentals of public key cryptography. In
Section [3.2] we focused on how nonabelian groups can be used in public key cryp-
tography, and we gave several protocols based on several search problems. In Section
3.3] we analyzed the protocol, suggested by V. Shpilrain and A. Ushakov [27], based
on the group F'. In Section (3.4 we explored the cryptanalysis of Matucci [[17] against
the protocol of Shpilrain and Ushakov [27], and we concluded that the protocol is
highly insecure. Hence, there is a need for proposing safe, efficient cryptosystems

based on Thompson’s group F' using new ideas.
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