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Abstract 

Utilization of Intelligent Transportation Systems (ITS) provides increasing demands on decreasing 

traffic congestions, transportation safety, and environmental problems as well as increasing 

transportation capacity. Over the past few years, one of the most disruptive and transformational 

technologies, blockchain technology, has emerged. As a result of offering more security, privacy, 

traceability, transparency, and decentralized authority, the utilization of blockchain technology in 

ITS have increased drastically. Despite this increase, there is a lack of a good understanding of what 

are the Critical Success Factors (CSF) to support IT providers for designing their products properly, 

and to provide industry leaders to focus on the main drivers of their outstanding projects. This study 

aims to explore and analyze CSFs that can facilitate the success of blockchain-based ITS, which has 

so far been neglected despite its remarkable relevance. In doing so, eleven primary studies, 

identified as a result of conducting a systematic literature review (SLR), were taken as a baseline to 

develop the model of CSFs. Additionally, since the number of existing studies related to CSFs for 

blockchain and ITS are limited, an expert panel was formed to evaluate and contribute to the model. 

The developed model of CSF for blockchain-based ITS, having a comprehensive approach, consists 

of 29 CSFs defined under five main contexts, namely technical, management, governance, quality 

of service, and quality of life. 
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1- Introduction 

The population living in cities is increasing day by day. Accordingly, the increasing number of vehicles causes 

traffic congestion problem in cities. Alternative, complementary solutions to tackle this problem are implementing 

new transportation policies, such as restriction of private cars on busiest thoroughfares, increasing road capacities, 

such as widening the existing roads or constructing new roads, or optimizing the use of the existing transportation 

system by utilization of Intelligent Transportation Systems (ITS). Since many cities were built a long time ago, their 

land resources to widen the roads or construct new roads, highways, and freeways are so limited and costly. However, 

utilization of ITS provide a decreased traffic congestion rate, causing an increase in air pollution, fuel consumption, 

the risk of accident, and the stress level of the human [1-3].   

 ITS are developed based on the implementation of integrated information and communications technologies in the 

field of transportation systems. They provide integration of vehicles, roads, and people by utilization of advanced 

information and communication technologies, such as Radio-Frequency Identification (RFID) scanners and Global 

Positioning Systems (GPS) for traffic data collection, Advanced Traveler Information Systems (ATIS) for easing 

travel decisions, Advanced Management Systems (AMS) for obtaining control on transportation systems, connected 

vehicles, electric vehicles, and intelligent traffic systems [1, 4].  
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These technological advancements bring not only more convenient transportation services but also significant 

issues as privacy, security, trust, and complexity.  In order to maintain the ITS ecosystem in a profitable, stable, 

effective, and secure manner, it is critical to establish trusted cooperation and to develop a secure, trusted, and 

decentralized architecture. In order to satisfy this necessity, blockchain technology provides excellent solutions.  

Blockchain technology first came out in 2008 in the cryptocurrency market. It provides a peer-to-peer (P2P) 

electronic cash transaction platform with chronological, encrypted immutable, and chained blocks. It provides 

promising solutions, including decentralized management, immutable audit trail, privacy, security, data provenance, 

the decreased total cost of ownership, and robustness [5]. After realizing how versatile it is, blockchain technology has 

recently attracted intense attention from both industry and academia [6]. According to Deloitte [7], blockchain will 

become one of the top five strategic priorities for the next two years.  

Critical Success Factors (CSFs) can be defined as characteristics, factors, conditions, or variables that have a 

significant impact on the success of a business [8], and they must go right for achieving successful results. CSFs can 

be used during the strategy development process on environmental analysis, resource analysis, and strategy evaluation. 

These factors need to be carefully managed, maintained, controlled for the expected success for different sectors as 

effective advertisement, new product development, cost efficiency, technological competence, adequate production 

capacity [8]. CSFs are used to measure the success quantitively to manage it more effectively. As asserted in the 

quality management domain, what gets measured gets managed.  

As a result of the literature review, it was observed that the limited number of studies unifies blockchain with ITS 

since blockchain is at an infancy stage in its development. Additionally, the existing studies mainly concentrate on 

providing a solution for particular use-cases and examining the benefits and challenges of blockchain in ITS. Neither 

industry nor academia has analyzed the CSFs of blockchain-based ITS. Thus, it can be asserted that there is a need to 

investigate the CSFs of blockchain-based ITS to manage it efficiently and effectively from a holistic point of view. 

Correspondingly, this study aims to satisfy this gap by developing a model of CSFs for blockchain-based ITS to guide 

system developers and industry leaders on how to develop a successful blockchain-based ITS.   

 The remainder of the paper is structured as follows: first, the background of the study is given, followed by the 

results of the systematic literature review (SLR) related to CSFs of blockchain-based ITS. Then, the proposed model 

of CSFs for evaluating blockchain-based ITS are given, and CSFs are described. Lastly, the conclusion of the study is 

presented. 

2- Background of the Study 

ITS use analyzed data collected from various sources, such as sensors, mobile cellular networks, meteorological 

sensors, seismic sensors, cameras, GPS based receivers, microwave detectors, inductive loop detectors. They consist 

of six fundamental components as advanced transportation management systems, advanced traveler information 

systems, advanced vehicle control systems, business vehicle management, advanced public transportation systems, 

advanced urban transportation systems [9]. 

Blockchain, defined as a decentralized ledger system that uses cryptographically chained blocks for data transfer, 

verifies the data through a peer-to-peer (P2P) network [5, 10, 11]. Each transaction is verified by a group of nodes 

maintained by the majority of the participants in the system [5, 12]. Blockchain has a revolutionary effect not only on 

the finance sector with cryptocurrency and decentralized authority but also on other sectors as manufacturing, 

healthcare, or supply chain management, owing to new ways of more secure and transparent transactions [5, 13-15]. 

The benefits of blockchain technology can be described as distributed consensus, anonymity [12], transparency, 

accountability, interoperability, financial effectiveness, collaboration, agility [5], privacy, security, and scalability 

[15]. 

As a result of offering these benefits, blockchain-based ITS applications are attracted intense attention from both 

academicians and practitioners, and several blockchain-based ITS applications and prototypes have been developed. 

Some of the successful applications of blockchain-based ITS are carpooling applications, traffic control and 

management systems, and vehicular ad-hoc networks, as described below. 

2-1- Blockchain-based Carpooling Applications 

Blockchain-based carpooling applications, as La’Zooz [16], CoRide, and FICA [17] have a goal of building a 

worldwide, decentralized, private, anonymous, and auditable ride-sharing network to optimize empty seats and unused 

cargo spaces [11]. One of the main distinctive features of these applications from other ride-sharing networks like 

Uber is the decentralized authority. Another blockchain-based ITS application is the CarbonCount [18], which is 

developed to provide the calculation of individual carbon footprint based on analysis of personal mobility data to 

convince society to use cleaner transportation options and reduce carbon dioxide emissions.  
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2-2- Blockchain-based Traffic Control and Management Systems 

There are also some examples of blockchain-based traffic control and management systems, as Semi-centralized 

Traffic Signal Control (SCTSC) [19], which aims to support the automation of traffic signaling to enhance the 

efficiency of traffic control and management. Utilization of blockchain technology on the traffic control systems 

provides deciding traffic signal timing based on the data analysis and the results of voting by the community. Another 

blockchain-based ITS is a prototype of a toll road system developed by Oaken Innovations [20]. 

2-3- Blockchain-based Vehicular Ad-Hoc Networks 

Chorus Mobility is a decentralized system that combines vehicular ad-hoc networks (VANET) and Ethereum to 

provide services and enforce rules on the smart transportation system [21]. Another study proposes a self-managed 

VANET system for enabling decentralization [22]. The utilization of blockchain technology on the VANET system 

removes the need for third parties and the need for human interaction as well as prevents changing the transaction 

agreements. Blockchain-based intelligent vehicles provide to remove challenges related to authentication, trust, and 

validation on vehicular communication [23]. For example, one of the proposed models, the Intelligent Vehicle-Trust 

Point (IV-TP), provides incentives, fast and secure communication between self-driven cars [23]. 

Although blockchain-based ITS are attracted intense attention from both academia and industry, it is seen that there 

is a lack of a good understanding of what are the CSF for blockchain-based ITS to focus on the main drivers of 

projects. This study aims to explore and analyze CSFs that can facilitate the success of blockchain-based ITS. The 

following section includes the research methodology followed while exploring these CSFs.  

3- Research Methodology 

In this section, the following research methodology and the development stages of the model of CSFs are described 

in detail. The research methodology conducted in this study consists of two phases, the literature review of existing 

studies and the development of the model of CSFs for blockchain-based ITS.  

3-1- Systematic Literature Review 

Existing studies regarding the CSFs of blockchain and ITS were identified by following the SLR method proposed 

by Kitchenham [24]. SLR method includes three main phases, including planning, executing, and reporting the results 

of the SLR process.  

3-1-1- Phase – I: Planning of the SLR Process 

In this phase, The SLR process focuses on developing a review protocol to define the objective(s) and Research 

Questions (RQs) of the SLR process, to establish a basis to identify proper databases, and to develop a research 

strategy. The steps of the SLR process are given in Figure 1. The principal aims are to examine the existing studies 

related to the CSFs for blockchain-based ITS.  Two main RQs, determined based on these aims, are as follows: 

 RQ1: What are the existing studies related to the CSFs for blockchain-based ITS? 

 RQ2: What are the main factors affecting the success of blockchain-based ITS? 

3-1-2- Phase – II: Conducting the SLR Process 

Following the definition of planning and review protocols, the review was performed in July 2020, according to the 

steps given in Figure 1. In this review process, the following query was used to collect matching studies in title, 

abstract, or keywords; (“blockchain”) AND ("intelligent transportation systems" OR "smart mobility" OR "smart 

transportation") AND ("critical success factors" OR "success factors" OR "evaluation factors" OR "assessment 

factors" OR "quality factors") by examining the Scopus and Web of Science databases. The result of the preliminary 

search provided that there is no matching studies on existing literature. Since there is no study related to the CSFs of 

blockchain-based ITS, we conducted two separate SLRs for determining the CSFs of blockchain technologies and ITS 

for the research objectives. 

 

Figure 1. Systematic Literature Review Process. 
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The SLR Process for CSFs of Blockchain Technology  

The first review process covers to search the existing literature on the CSFs of blockchain technology. The 

following query was used to collect relevant studies in title, abstract or keywords; (“blockchain”) AND ("critical 

success factors" OR "success factors" OR "evaluation factors" OR "assessment factors" OR "quality factors") by 

examining the Scopus and Web of Science databases. Inclusion and exclusion criteria were defined to evaluate the 

relevance of the studies according to established research questions. English language and journals with the SSCI and 

SCI indexes, book chapters, as well as conference proceedings were covered. However, other publications, which 

include series, meetings, whitepapers, and review papers, were excluded in the scope of this SLR process. Initially, 45 

studies were identified. After removing the duplicates and exclusion of series and reviews, a total of 21 studies 

remained. After evaluating these studies, according to their abstracts, titles, and keywords, a total of nine related 

studies remained. After reading these nine studies fully, it was realized that all of them did contribute to defining the 

CSFs for blockchain, and the nine studies were labeled as primary studies. The number of papers respective to the 

SLR steps is given in Figure-2, and the primary studies investigating the CSFs of blockchain technology are given in 

the Appendix I.  

The SLR Process for CSFs of ITS 

The second review process was performed to search the existing literature on the CSFs of ITS. The following query 

was used to collect relevant studies in title, abstract or keywords; ("intelligent transportation systems" OR "smart 

mobility" OR "smart transportation") AND ("critical success factors" OR "success factors" OR "evaluation factors" 

OR "assessment factors" OR "quality factors") by examining the Scopus and Web of Science databases. Inclusion and 

exclusion criteria were defined to evaluate the relevance of the studies according to established research questions. 

English language and journals with the SSCI and SCI indexes, book chapters, as well as conference proceedings were 

covered. However, other publications, which include series, meetings, whitepapers, and review papers, were excluded 

in the scope of this SLR process. Initially, 12 studies were identified. After removing the duplicates and exclusion of 

series and reviews, a total of 10 studies remained. After evaluating these studies, according to their abstracts, titles, 

and keywords, a total of two related studies remained. After reading these two studies fully, it was realized that all of 

them did contribute to defining the CSFs of ITS. Therefore, these studies were labeled as primary studies, as seen in 

Figure 2. The details of the primary studies, investigating the CSFs of ITS, are given in the Appendix I. 

Figure 2. The Systematic Literature Review Results. 

3-1-3- Phase – III: Examining Research Results 

Eleven primary studies, exploring the significant CSFs of blockchain and ITS, were identified as a result of the 

SLR, as given in the Appendix I. Since blockchain and ITS are novel technologies, they are still at their infancy, the 

number of studies aiming to investigate determinants of success of blockchain and ITS are limited, and there is no 

study aiming to investigate the CSFs of blockchain-based ITS. Correspondingly, this study aims to bridge this gap by 

developing a model of CSFs for blockchain-based ITS. The developed model is described in the next section.   
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4- The Proposed Model of CSFs for Blockchain-based ITS 

The eleven primary studies, identified as a result of the SLR, were taken as a baseline to develop the model of 

CSFs. Additionally, since the number of studies related to CSFs for blockchain-based ITS are zero and there are a 

limited number of studies for CSFs for blockchain and ITS, separately, the expert panel comprising senior 

academicians, senior IT managers, and senior executive members working in the Blockchain and ITS domains was 

formed to evaluate and contribute the model of CSFs. The CSFs were discussed through a series of meetings 

conducted to reach a consensus. Finally, they reached a consensus to develop the model of CSFs, as given in Figure 3. 

The CSFs are classified into five main dimensions/contexts of Technical, Management, Governance, Quality of Life, 

and Quality of Service. 

Figure 3. The Model of Critical Success Factors for Blockchain-based Intelligent Transportation Systems. 

4-1- Technical Context 

The CSFs classified under technical context are defined based on the software and system quality standards [25], 

which contains functionality, performance efficiency, compatibility, usability, reliability, security & privacy, 

maintainability, and standardization, given with their subfactors in Table 1.  

Table 1. Technical Context of Blockchain-based ITS Critical Success Factors. 

Critical Success Factor Sub-Factor Sources 

Functionality 

Functional Appropriateness [25] 

Functional Completeness [25] 

Functional Correctness [25] 

Performance Efficiency 
Resource Utilization [15,25] 

Time Behavior [15,25] 

Compatibility 
Interoperability [25–28] 

Co-existence [25,26,29] 

Usability 

Accessibility [15,25,30–35] 

User interface aesthetics [25] 

Learnability [25] 

Reliability 

Maturity [25] 

Fault tolerance [25,36,37] 

Recoverability [25] 

Availability [14,25] 

Security & Privacy 

Authorization [6,25,32,33,38,39] 

Audit [25] 

Protection [6,25,32,33,38,39] 

Multi-location issues [25] 
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Maintainability 

Replicability [25,40] 

Stability [25,40,41] 

Testability [25,40] 

Scalability [39,42] 

Standardization - [39,42,43] 

4-1-1- Functionality 

Functionality or functional suitability refers to a function of blockchain-based ITS to meet the stated needs under 

specific conditions. Functionality can be evaluated under functional appropriateness, completeness, and correctness 

[25]. Functional appropriateness refers to if the system or functions are appropriate for the success of the tasks and 

objectives [25]. Functional completeness is related to if the system covers all the specified task and user objectives 

[25], and functional correctness refers to if the system ensures accurate results with precision [25]. 

4-1-2- Performance Efficiency 

The overall performance of blockchain-based ITS is an indicator, including efficiency, effectiveness, speed, and 

response times [15]. Performance efficiency refers to the number of resources used, and it is evaluated by time 

behavior and resource utilization. While time behavior indicates the response times and processing times of a system 

[25], resource utilization refers to the types and amounts of resources consumed in the process [25]. 

4-1-3- Compatibility/Interoperability 

Compatibility refers to “the degree to which innovation fits with the potential adopters’ existing values, previous 

practices, and current needs” [30]. It is considered as a significant factor for innovation success [28]. Compatibility is 

evaluated by co-existence and interoperability factors. While co-existence is the efficient functioning of a product or 

system with its environment and other systems [26], interoperability can be defined as successful interaction and 

communication between systems on different platforms [29]. 

4-1-4- Usability 

Usability is defined as the satisfactory, effective, and efficient way of achieving the objectives by users [25].This 

CSF is similar to the factor of perceived ease of use, which is defined as “The degree of ease associated with the use of 

the system” [44]. The less time is required to learn and utilize the functionality of blockchain-based ITS, the more 

willingness to use the system exists, and the more successful the system is. It is determined as an essential CSF in the 

literature [30–35]. Usability is evaluated by accessibility, user interface aesthetics, and learnability. While accessibility 

refers to the usability of the system by a wide range of people with different characteristics and capabilities, such as 

color-blind people [25], user interface aesthetic covers the user satisfaction for the systems appealing design [25], and 

the learning factor refers to the efficient ease of use of the system [25]. 

4-1-5- Reliability  

A reliable system performs its functions as the way they are designed for the specified time frame without failure 

[36,37]. Reliability is assessed by maturity, fault tolerance, recoverability, and availability [25].  Maturity indicates if 

the system meets the requirements of reliability under normal process conditions, while fault tolerance means proper 

system operation despite failures [37]. Recoverability is the ability of the system to recover damaged data after a 

failure and re-establishing the system on the desired state [25]. Availability refers to system readiness for use when 

required [25].  

4-1-6- Security and Privacy 

Prior studies [6,32,33,38,39,45] indicated that the factors of security and privacy do not affect the success of 

blockchain technologies because the privacy and security through encryption is the main strength of the blockchain 

technologies [39]. Thus, the CSF of security and privacy covers authorization, audit, protection, and multi-location 

issues on the quality standards of blockchain-based ITS [25]. 

4-1-7- Maintainability 

Maintainability of a software and information system covers scalability, replicability, testability, and stability 

[25,40]. Scalability refers to extending blockchain systems. Estimating the cost of this extension is hugely complicated 

[39]. The addition of new data, extending the blockchain, requires additional computational power usage for 

processing and validating, as well as storage for storing hashes related to the appended data. Increased blockchain size 

can cause inefficiency and slow transactions [42].   



Emerging Science Journal | Vol. 4, Special Issue "IoT, IoV, and Blockchain", 2020 

Page | 33 

Replicability refers to successfully executing systems processes for purposed uses by a multiple of time [25]. 

Testability is defined as the availability of measuring the effectiveness and efficiency of the system with objective 

criteria [25]. Stability covers achieving expected outcomes as a result of executing processes with intended 

specifications [41]. 

4-1-8- Standardization 

Required interoperability across ITS raises the need for standards and protocols. The lack of consensus protocol is a 

challenge for the success of blockchain-based technologies [42]. As stated in [39,43], the lack of a standard is a barrier 

to the success of blockchain-based ITS. 

4-2- Management Context 

This context covers organizational and managerial viewpoints. The success of blockchain-based ITS initiative is 

affected by way of performing organizational management processes of planning, organizing, directing, staffing, and 

controlling [46]. The CSFs defined under this context are financial feasibility, financial support, user adoption, IT 

skilled people, as given in Table 2. 

Table 2. Management Context of Blockchain-based ITS Success Factors. 

Critical Success Factor Sources 

Financial Feasibility [10,13–15,26,47–52] 

Financial Support [27,33,50,53–55] 

User adoption/resistance to change [27,56–58] 

IT Skilled People [39,48,59,60] 

4-2-1- Financial Feasibility 

Financial Feasibility, also known as economic performance, covers productivity, profitability, revenues, and costs 

of blockchain-based ITS initiatives [47]. It is determined that the success factor of financial feasibility or economic 

performance was defined in almost all primary studies [10,13–15,26,48–52].  Blockchain-based ITS should have a 

feasible return on investment and short payback timeline for success, as every other innovation project. A blockchain-

based ITS needs to be financially feasible and provide economic outcomes as cost efficiency and revenue to be 

implemented and used. Therefore, it is defined as a CSF for blockchain-based ITS. 

4-2-2- Financial Support 

Financial support, availability of fundings, is a significant necessity for carrying out activities in organizations [49]. 

Financial support is defined as an essential factor in the success of innovative technologies in the previous literature 

[33,53,54]. Having tremendous financial resources provides organizations to initiate and maintain changes and 

engagement in an increasingly cooperative behavior [27,55]. Budget restrictions, as a lack of resources for 

maintenance and operations, as well as the high implementation cost of blockchain-based ITS, make the factor of 

financial support as an essential CSF for blockchain-based ITS [50].   

4-2-3- User Adoption 

This factor is the opposite of the factor of resistance to change that is the concept of individuals or groups of people 

resisting changes in organizations and society because of opposing benefits [61]. Resistance to change is evaluated by 

routine seeking, emotional reaction, short term focus, and cognitive rigidity dimensions [61]. For example, when 

required financial resources are allocated promptly, a positive organizational climate is created, barriers and resistance 

to change are overcome more efficiently, and employees are encouraged to adopt the new system [27,56–58]. This 

factor was found significant for the successful implementation of innovative applications in the previous literature 

[27,56–58]. Thus, it is defined as a CSF for blockchain-based ITS in this study.  

4-2-4- IT Skilled People 

This CSF refers to the Human Resource (HR) having technical and managerial IT skills, as well as the intangible IT 

resources, including know-how and culture [59]. The availability of IT-skilled HR has a definite significance in the 

success of blockchain-based systems [39]. The factor of IT skilled People is a critical driver for success since the lack 

of talent pool for blockchain skills negatively affects the growth of the organization and prevents the wider adoption 

and usage of the blockchain technology [48, 60].  
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4-3- Governance Context 

The CSFs classified under this context are based upon improving the mechanisms for successful governance of 

blockchain-based ITS initiative. Governance refers to ethical decision-making and managerial actions to improve 

transparent governance, leadership, accountability, regulations, community involvement, etc. [62]. This context, 

playing a critical role in the success of blockchain-based ITS initiative, consists of user engagement, leadership and 

champion, transparent governance, innovative applications, service and application integration, accountability, 

partnership trust, community involvement, cosmopolitanism, and policy & regulations, as given in Table 3. 

Table 3. Governance Context of Blockchain-based ITS Critical Success Factors. 

Critical Success Factor Sources 

User Engagement [48,63–66] 

Leadership and champion [48,63,64,67,68] 

Transparent governance [13,28,63,69–72] 

Innovative Applications [73,74] 

Service & application integration [17,48,63,64] 

Accountability [63,64,75,76] 

Partnership trust [65,77–80] 

Community Involvement [19,48,81,82] 

Cosmopolitanism [48,83,84] 

Policy & Regulations [5,39,85] 

4-3-1- User Engagement 

Participative and collaborative user engagement for digital technologies can work as a catalyst for providing better 

services and products for broader opportunities [66]. The rise of smart city initiatives causes gaining user engagement 

more significant for engaging users in the governance and management design and procedures. As the level of 

engagement increases, users could positively influence the projects from their perspectives [64]. Thus, the value 

realized, the motivation to use, and the usability level for the innovative product or service also increases [48,65]. 

Therefore, user engagement is defined as a CSF for blockchain-based ITS initiatives.  

4-3-2- Leadership and Champion 

Executive leadership needs to understand the innovative technology to create relevant use-cases for the project. 

Blockchain integrated systems offer a new way of leadership, which is based upon decentralized authority. Although it 

is believed that centralized management is a better way to create standardization, efficiency, and profitability [48,68], 

the blockchain technology provides decentralization on management and power diffusion within the organization to 

improve the success of the projects. Therefore, leadership is a vital CSF on blockchain-based ITS.  

4-3-3- Transparent Governance 

Transparent governance refers to open communication and disclosure of information between citizens and 

organizations or governments by considering privacy constraints [71,72]. Blockchain technology provides a secure 

and transparent transaction for application, which ensures the non-tampering of any information. Also, the 

decentralized authority and the ledger system distribution between all parties enable transparency [13,28]. Increasing 

transparency, providing users to be able to track all functions of the systems, contributes to increasing trust towards 

the organization and applications [86]. Correspondingly, it affects the success of blockchain-based ITS initiatives in a 

positive manner. Thus, transparent governance is defined as a CSF for blockchain-based ITS. 

4-3-4- Innovative Applications 

The number of successful new innovative solutions developed for complementing the product or service produced 

by emergent technologies is a crucial factor in measuring the success of emergent technologies. The innovative 

applications that are generated from several resources, such as open government data or user-generated data, provide 

economic growth by producing new products or services by startups [74]. From the perspective of transportation 

systems, city governments have adopted many new solutions and are still seeking new ways of improvements with 

new technologies [73]. With the goal of economic growth, the factor of innovative applications is a vital CSF for the 

success of blockchain-based ITS. 
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4-3-5- Service and Application Integration  

One of the benefits of blockchain technologies is the capability of integration with other systems and applications 

that are developed based on different technologies since it has a structure of open independent P2P network without a 

central authority  [48]. However, there are also some challenges encountered in the integration of blockchain into ITS, 

as security & privacy, performance, incentive mechanisms, and optimized consensus [17]. The more integration with 

other systems in real-time can be provided, the more functionality and the more usage of the system are obtained. 

Therefore, service and application integration is considered as a critical CSF for blockchain-based ITS. 

4-3-6- Accountability  

Accountability can be defined as “the right of some actors to hold other actors to a set of standards, to judge 

whether they have fulfilled their responsibilities in light of these standards, and to impose sanctions if they determine 

that these responsibilities have not been met” [75]. Blockchain technology, with its distributed architecture, 

decentralized authority, cryptography protocols, and consensus algorithms, facilitate transparency and accountability, 

which provides trust among participants [76]. Thus, increased accountability on the governance process is an essential 

CSF for blockchain-based ITS. 

4-3-7- Partnership Trust 

This CSF can be defined as “the willingness of a party to be vulnerable to the actions of another party based on the 

expectation that the other will perform a particular action important to the trustor, irrespective of the ability to 

monitor or control that other party” [79]. As indicated by prior studies in the literature, inter-organizational trust 

affects the successful adoption of the new technology [77,78]. The previous literature [65,80] showed the significance 

of inter-organizational trust on the successful adoption of blockchain technologies. 

4-3-8- Consensus/Community Involvement/Engaged Communities  

In order to achieve success in the transportation domain, achieving the consensus of the involved parties of citizens, 

transportation employees, government, municipalities, civil society organizations, and communities of technology 

providers plays a critical role. The success of blockchain technologies is based upon having a strong community that 

establishes a value-creating network. The technology choices and regulations shared solutions must be established by 

the collaboration of industry leaders for a successful result. Collaboration on solutions and regulations regarding 

technology choices are required by the industry leaders [87]. The knowledge should be shared with competitors for 

faster development on infrastructure and generation of new projects. One example of community involvement in 

blockchain-based ITS applications is voting on the signal time of traffic lights [19]. There have been several 

collaborations on financial and other industries as R3CEV, the Hyperledger Project, the Post Trade Distributed Ledger 

Group, Blockchain Insurance Industry Initiative (B3i), Healthcare Blockchain Consortium, and Commodity Blockchain 

Consortium [48]. This makes community involvement as a vital CSF for blockchain-based ITS. 

4-3-9- Cosmopolitanism 

Cosmopolitanism is defined with greater world openness, global awareness, loyalty to humanity, self-reflection, 

and self-problematization to engaging new communities [84]. With emerging technologies, citizens have higher 

interaction opportunities for collaboration and participation in the governance of projects. The governance of 

blockchain-based ITS requires open-mindedness for the development and execution of new ways of transportation 

practices with the inclusion of every community and collaboration partner [48]. Thus, cosmopolitanism is defined as a 

substantial CSF for blockchain-based ITS. 

4-3-10- Policy & Regulations 

This CSF is defined as the policy and regulations provided by the government to regulate and monitor the 

industries for the usage of new technology. It is found as a fundamental factor affecting innovation diffusion  [85].  

Since blockchain is a newly developed technology and preparation of new regulation includes some challenges, such 

as the definition of ownership of digital records and access rights, the law and regulations have not been established 

yet [5]. This can encourage or discourage adoption, correspondingly the success of blockchain-based ITS projects. 

There is an urgent need to develop and manage such standards [39]. Thus, the CSF of policy & regulations is defined 

to measure the success of the blockchain-based ITS project.  

4-4- Quality of Service Context 

The CSFs considered under this context are based on the service quality perceived and expected by society. Quality 

of service is defined as “the degree and discrepancy between customers' perceptions and expectations” [88]. Since 
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transportation systems affect every individual, the expected and perceived quality of service is a relevant context. The 

quality of service context of the proposed model consists of tangibility, convenience, and customer satisfaction, as 

given in Table 4. 

Table 4. Quality of Service Context of Blockchain-based ITS Critical Success Factors. 

Critical Success Factor Sources 

Tangibility [88,89] 

Convenience [90–92] 

Customer Satisfaction [75] 

4-1-1- Tangibility  

Tangibility refers to the physical features of the services, including appearance, tools and equipment, personnel, 

communication materials, comfort, cleanness, other features used to provide the service and other customers in the 

establishment [88,89]. Tangible factors on transportation systems are generally comfort provided and cleanness of the 

transportation system. Tangibility is an essential factor for the customers’ usage of blockchain-based ITS. Thus, it is 

defined as a CSF for blockchain-based ITS.  

4-1-2- Convenience  

Convenience refers to customers' time and effort perceptions about buying or using a service [90]. Convenience is 

one of the goals of ITS as providing accessible service to travelers [91]. In the context of ITS, convenient ticketing, 

and convenient durations of waiting and transportation are some examples of convenience. The higher convenience of 

the service provided, the higher the success of blockchain-based ITS are achieved.   

4-1-3- Customer Satisfaction 

Customer satisfaction can be achieved by delivering high customer value with products and services [75]. 

Blockchain transparency can remove intermediaries, which results in lower prices and provide useful and verifiable 

information on a product or service. Also, the authenticity of records on the blockchain provides a sense of security for 

the customers participating [75]. As defined in the previous literature, customer satisfaction for the service provided 

indicates a signal for the project success [93]. Since customers are a vital part of the system, customer satisfaction is 

defined as a CSF for blockchain-based ITS. 

4-5- Quality of Life Context 

Quality of life is used for the assessment of individuals and societies of overall well-being [94]. “ITS applies 

advanced communication, information, and electronics technology to solve the global transportation problems such as 

congestion, transport efficiency, safety, and environmental concerns” [95]. One of the expected outcomes of ITS are 

the improvement of the quality of life for society by providing cleaner, safer, and convenient transportation [96]. 

Quality of Life context of the proposed model consists of CSFs of traffic congestion, safety, and transportation and 

green environment, as given in Table 5.  

Table 5. Quality of Life Context of Blockchain-based ITS Success Factors. 

Critical Success Factor Sources 

Traffic Congestion [73,95] 

Safety [73,95] 

Transportation [73,95] 

Green Environment [73] 

4-5-1- Traffic Congestion 

Congestion is a global phenomenon that urban cities are facing. The increasing population on cities and 

infrastructure on suburban areas development speed lagging causes daily travel time of people to increase and created 

congestions within the city [73]. Advanced Traffic Management Systems (ATMS) and Advanced Transport Pricing 

Systems (ATPS) are examples of congestion management. One of the main goals of ITS projects are to reduce traffic 

congestion, which results in the success of the system. There is a positive correlation between the rate of decreasing 

traffic congestion and the success of the blockchain-based ITS initiative. Thus, Traffic congestion is defined as a vital 

CSF on blockchain-based ITS.  
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4-5-2- Safety 

Safety in the context of transportation systems refers to road and vehicle safety [73]. Measurement of safety refers 

to the number of accidents. One of the aims of emerging ITS projects are to reduce the number of human-caused 

accidents by utilization of emerging technologies.  Maintenance and Construction Management (MCM) is an example 

of road safety which maintains roadways, manage construction, and clear snow [73]. Another is Emergency 

Management (EM), which provides emergency medical serves and information on disasters. The fewer accidents and 

safer transportation are observed, the more successful blockchain-based ITS are achieved. Thus, safety is defined as a 

CSF for blockchain-based ITS. 

4-5-3- Transportation 

This CSF covers the time spent during active and non-active traveling. While the worlds’ population increases, 

cities are faced with increased traffic congestions, which results in a large amount of time spent on transportation. ITS 

has a goal to reduce this time, correspondingly to increase the quality of life of citizens. Examples of ITS related to 

reducing time spent during transportation are Advanced Public Transportation Systems (APTS), which offer safe, 

reliable, and efficient public transportation, and Advanced Travellers Information Systems (ATIS), which provides 

travel data to commuters [73,95]. The less time spent on transportation is provided, the more successful blockchain-

based ITS is. Thus, it is defined as a CSF to measure the success of blockchain-based ITS. 

4-5-4- Green Environment 

The green environment, also known as environmental conservation, for the context of transportation systems is 

regarding the energy efficiency and reduction of carbon dioxide emissions to provide a cleaner environment [73]. 

Examples of ITS on the green environment are ATIS, informing users about efficient travel routes for minimum 

energy consumption, and APTS, providing public transportation by reducing the number of cars on traffic to helps to 

reduce carbon dioxide emissions. It can be asserted that the blockchain-based ITS initiative, providing less carbon 

dioxide emission, is a more successful initiative. Thus, the CSF of the green environment is stated in the proposed 

model.  

5- Conclusion 

As one of the most disruptive emerging technologies, blockchain is transforming all industries by disrupting 

existing business operations at an unprecedented pace. Although it offers new opportunities by providing 

improvement in transparency, immutability, traceability, and efficiency for the ITS, it has not yet been fully adopted. 

It is still at the infancy stage. This study suggests critical insights that may be utilized by ITS providers to design their 

products, and by industry leaders to increase the success of their blockchain-based ITS projects. A model of CSFs is 

developed by identification of the main contexts and related CSFs and sub-factors (if there is), to provide successful 

implementation of blockchain-based ITS. The developed model of CSFs for blockchain-based ITS consist of five main 

contexts of technical, governance, management, quality of life, and quality of service and 29 CSFs defined under these 

contexts. The eight CSFs defined under technical context are functionality, performance efficiency, compatibility, 

usability, reliability, security & privacy, maintainability, and standardization. The four CSFs defined under the context 

of management are financial feasibility, financial support, user adoption, and IT skilled people.  The context of 

governance consists of ten CSFs of user engagement, leadership, and champion, transparent governance, innovative 

applications, service & application integration, accountability, partnership trust, community involvement, 

cosmopolitanism, and policy & regulations. Lastly, the context of Quality of Life consists of four CSFs of traffic 

congestion, safety, and transportation, and a green environment. 

As a result of SLR, it was observed that there is not any study investigating CSFs for blockchain-based ITS in the 

literature. One of the main contributions of this study is to fill this gap in the literature by proposing a comprehensive 

model of CSFs for blockchain-based ITS by capturing the viewpoints of different stakeholders. The second 

contribution of this study is to create a foundation and shed light on the directions for future research and 

development. 

As future work, it is planned to identify the Key Performance Indicators (KPIs) for each CSF and sub-factor as well 

as to conduct a case study for validating the usefulness and adequacy of the proposed model. 
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Appendix I 

Table A1. Primary Studies Related to the CSFs of ITS in the Literature. 

Study Scope Success Factors 

Discovering the Implementation 

Success Factors for IoT and Big 

Data Analytics in Transportation 

System [26] 

IoT and Big 

Data Analytics 

on ITS 

1- Business 

 Technology support; Electronic system adoption, Data analytics 

 Innovation and Competitiveness; Cost strategy, Standardization, and quality 

assurance, Business model 

2- Infrastructure 

 Software; Augmented/Virtual reality 

 Hardware; IoT/cloud computing software architecture, Autonomous vehicles 

3- Management and Administration 

 Organizational culture; Employee reward system 

 Data security and privacy governance; Customers’ data privacy and security, 

Cyber-attack counter measures and strategy, Research and development 

initiative 

 Data governance and legal framework; Data reusability, Data interoperability 

Intelligent Transportations Systems: 

Review of Current Challenges and 

Success Factors: The Case of 

Developing Countries [50] 

ITS Success 

Factors on 

Developing 

Countries 

Infrastructure, Budget Restrictions, Interest among policy decision makers and 

institutions, User and transport professional’s awareness, Legal structures and 

institutions, ITS Technology readiness and maturity 

Table A2. Primary Studies Related to the CSFs of Blockchain in the Literature. 

Study Scope Success Factors 

Evaluation of blockchain business success factors 

using ahp [28] 

Blockchain success factors 

for Businesses  

Decentralization, P2P Network, Transparency, 

Immutability, Anonymity, Smart Contract, Cryptography, 

Key Management, Scalability, Extensibility, Interoperability 

Success factor of implementation blockchain 

technology in pharmaceutical industry: A 

literature review [13][52] 

Blockchain Technology in 

Pharmaceutical Industry 

Traceability, Track, Transparency, Trust, Real-time, Data 

provenance, Security, Private data, Cost savings, 

Serialization, Authentication, Auditability, Visibility, 

Efficiency, Automatically, Immutable, Consensus-driven, 

Reliable 

Success Factors of the Blockchain Adoption for 

Smart Manufacture [14] 

Blockchain Technology in 

Smart Manufacture 

Secure, Cost, Integrate, Trust, Automation, Traceable, 

Efficient, Risk, Real-time, Reliable, Sharing, Consensus, 

Decentralized, Distributed, Flexibility, Legal, Open, Safety, 

Transparent, Authentic, Accountable, Availability, 

Collaboration, Communication, Compliance, Density, 

Immutable, Knowledge Transfer, Permission less, Quality, 

Relation, Resilience, Scalability, Sustainability, Visibility 

Blockchain for Supply Chain Traceability: 

Business Requirements and Critical Success 

Factors [51] 

Blockchain Technology in 

Supply Chain Management 

Technical Capabilities, Organizational Readiness, Other 

Cap. For Change, Goal Alignment, Partnership Trust, 

Stakeholder buy-in, Technological Maturity, Data Security, 

Technological feasibility, Information Capture, Operational 

Model, Internal Leadership within firm, External Leadership 

with stakeholders and in supply chain, Legal framework, 

Information stewardship 

Blockchain critical success factors for sustainable 

supply chain [15] 

Blockchain Technology in 

Sustainable Supply Chain 

Management 

System robustness, Overall cost, Overall performance, Data 

safety and Decentralization, Accessibility, Laws and Policy, 

Smart system, Customer satisfaction, Reliable system, 

Documentation, Data management, Quality 

Key Success Factors of Blockchain Platform for 

Micro-enterprises [10] 

Blockchain Technology in 

Micro-Enterprises 

Brand equity, Security anti-counterfeiting, Sales growth, 

Transparency and clear, Trust, Consensus mechanism, 

Traceability, Consistency, Tracking, Innovation 

management, International, Organization adaptation 

A conceptual model of sustainable supply chain 

management in small and medium enterprises 

using blockchain technology [49] 

Blockchain Technology in 

Sustainable Supply Chain 

Management on Small and 

Medium Enterprises 

Top Management support, Infrastructure, Financial 

Constraints, Planning & Execution, Culture, Information 

communication Technology, Customer Acceptance, 

Supplier Acceptance, Government Support, Competition, 

External Stakeholders, People 
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A TISM modeling of critical success factors of 

blockchain based cloud services [48] 

Blockchain Technology in 

Cloud Services 

User engagement, Industry collaboration, Rich ecosystem, 

Blockchain technology standardization, Regulatory clarity, 

Cost efficiency, Energy efficiency, Handling blockchain 

bloat, Miner incentives, Business case alignment to 

blockchain capability, Sidechains development, Blockchain 

talent pool, Leadership readiness for a decentralized 

consensus based technology, Technology investment and 

maturity, Trust on blockchain networks, Integration with 

other cloud services, Robust and mature Smart contracts 

platform, Blockchain Security, User control on data 

 

 

 




