STUDIES ON IMPLEMENTATION OF SOME MRD CODES

A THESIS SUBMITTED TO
THE GRADUATE SCHOOL OF APPLIED MATHEMATICS
OF
MIDDLE EAST TECHNICAL UNIVERSITY

BY

RIDVAN OZKERIM

IN PARTIAL FULFILLMENT OF THE REQUIREMENTS
FOR
THE DEGREE OF MASTER OF SCIENCE
IN
CRYPTOGRAPHY

SEPTEMBER 2021






Approval of the thesis:

STUDIES ON IMPLEMENTATION OF SOME MRD CODES

submitted by RIDVAN OZKERIM in partial fulfillment of the requirements for the degree of
Master of Science in Cryptography Department, Middle East Technical University by,

Prof. Dr. A. Sevtap Selcuk Kestel
Director, Graduate School of Applied Mathematics

Prof. Dr. Ferruh Ozbudak
Head of Department, Cryptography

Prof. Dr. Ferruh Ozbudak
Supervisor, Cryptography, METU

Examining Committee Members:

Assoc. Prof. Dr. Murat Cenk
Institute of Applied Mathematics, METU

Prof. Dr. Ferruh Ozbudak
Institute of Applied Mathematics, METU

Assist. Prof. Dr. Eda Tekin
Department of Mathematics, Karabiik University

Date:




v



I hereby declare that all information in this document has been obtained and presented
in accordance with academic rules and ethical conduct. I also declare that, as required
by these rules and conduct, I have fully cited and referenced all material and results that
are not original to this work.

Name, Last Name: RIDVAN OZKERIM

Signature



vi



ABSTRACT

STUDIES ON IMPLEMENTATION OF SOME MRD CODES

Ozkerim, Ridvan

M.S., Department of Cryptography
Supervisor : Prof. Dr. Ferruh Ozbudak

September 2021, [56] pages

With the development of quantum computers that can process much faster than classical com-
puters, the classical cryptosystems used today began to be strengthened or replaced with other
cryptosystems. Parallel to this aim, studies for faster and more effective use of cryptosystems
using coding theory have also increased. In this thesis, coding and decoding of maximum

rank distance codes was implemented using programming.

Keywords: cryptography, coding theory, post-quantum, gabidulin, mrd, pari-gp
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MAKSIMUM RANK UZAKLIKLI BAZI KODLARIN UYGULANMASI UZERINE
CALISMALAR

Ozkerim, Ridvan
Yiiksek Lisans, Kriptografi Boliimii
Tez Yoneticisi  : Prof. Dr. Ferruh Ozbudak

Eyliil 2021, [56]sayfa

Klasik bilgisayarlara gore cok daha hizli iglem yapabilen kuantum bilgisyarlarin gelistirilmesi
ile birlikte giiniimiizde kullanilan klasik kriptosistemler giiclendirilmeye veya bagka kriptosis-
temler ile degistirilmeye baglandi. Bu amaca paralel olarak kodlama teorisini kullanan krip-
tosistemlerin daha hizli ve etkili kullanimi i¢in yapilan ¢caligmalar da artt1. Bu tez kapsaminda
maksimum rank uzaklikli kodlarin kodlanmasi ve kod ¢éziimlemesi programlama kullanila-

rak uygulandi.

Anahtar Kelimeler: kriptografi, kodlama teorisi, kuantum sonrasi, gabidulin, mrd, pari-gp
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CHAPTER 1

INTRODUCTION

Cryptography has been used for basic needs such as communication, information security,
locking the gates throughout the ages, and today in countless fields for these and similar needs.
In order to respond to different needs, cryptography is also divided into different branches.
The most basic distinction starts with whether the key to be used in encryption and decryption
is the same or different. Systems in which the key used in encryption and decryption are the
same are called symmetric cryptosystems, while systems in which they are different are called
asymmetric cryptosystems. Since there is only one key in symmetric systems, this key must
be securely shared and kept secret among the parties who want to decrypt it. On the other
hand, in asymmetric systems, usually two keys are generated and one is kept secret while
the other is shared openly. Although both public and private keys are used, these systems are
called Public-Key Cryptosystem (briefly PKC). The concept of Public-Key Cryptosystem was
first introduced in 1976 by Diffie and Hellman, with starting sentence "We stand today on the
brink of a revolution in cryptography” of the article “New Directions in Cryptography”. [[11]

Coding Theory, which will cross paths with Public-Key Cryptosystem in the future, is based
on an older past. Claude Shannon, who works on communication on Noisy channels, exam-
ined the error correcting capacities of encoding and decoding processes in different situations
in his article titled “A Mathematical Theory of Communication” in 1948.[25]] In 1949, Marcel
Golay extended Shannon’s work on blocks of seven symbols and applied it to blocks of 2" —1
binary symbols.[7] In 1950, Richard Wesley Hamming published "Error Detecting and Error
Correcting Codes", the second work in this field after Golay.[9] In 1960, Irving Stoy Reed
and Gustave Solomon published their work, which will be named after themselves, as "Poly-
nomial Codes over Certain Finite Fields".[22] In 1970, Valery Denisovich Goppa published
his work, later known as “Binary Goppa Codes”, in his article titled “A new class of linear
correcting codes”.[8]] In 1978, Robert J. McEliece created a new Public-Key Cryptosystem
using Goppa codes.[16] Thus, the first Public-Key Cryptosystem based on algebraic coding
theory was formed.

In 1985, Ernst M. Gabidulin developed the rank metric instead of the Hamming metric used
in most studies in the field.[3] In 1991, Ernst M. Gabidulin, A.V. Paramonov and O.V. Tret-
jakov presented rank metric instead of Hamming metric in McEliece Public-Key Cryptosys-
tem in their article titled “Ideals over a Non-Commutative Ring and their Application in



Cryptology”.[4] They used Maximum Rank Distance code instead of Goppa code. This ap-
plication was later called GPT cryptosystem in the literature.

Cryptosystems applied in fields such as telegraph, telephone, radio, and computers faced the
danger of collapse when the integer factorization algorithm, which was developed theoreti-
cally by Peter Shor in 1994(27], was run on a 7-qubit quantum computer by Isaac Chuang
and Neil Gershenfeld in 2001. Thereupon, algorithms and cryptosystems in many fields were
tried to be re-evaluated and strengthened by considering the existence of quantum computers
and their potential computational power. Studies in this new world can be evaluated under the
title of “Post-Quantum Cryptography”. Due to technological developments and increasing
need, studies in this field have accelerated.

In 2005, Alexander Kshevetskiy and Gabidilun presented the Generalized Gabidilun code in
their article titled “The new construction of rank codes”.[11] In 2013, Nina Pilipchuk, together
with Ernst M. Gabidulin, published the article “GPT Cryptosystem for information network
security”.[3] In 2015, John Sheekey obtained Twisted Gabidilun Codes in his article titled
“A new family of linear maximum rank distance codes”.[26] In 2017, Kamil Otal and Ferruh
Ozbudak presented additive generalized twisted Gabidulin codes (or briefly AGTG codes)
in their article “Additive rank metric codes”.[19] In 2019, Chunlei Li and Wrya K. Kadir
presented a new interpolation decoding algorithm approach to improve the decoding of MRD
codes in their study titled “On decoding additive generalized twisted Gabidulin codes”.[12]
Within the scope of this thesis, the application of the decoding algorithm presented by Chunlei
Li and Wrya K. Kadir will be implemented with the Pari/GP programming language and
examined.



CHAPTER 2

PRELIMINARY

In this section we will give some definitions and theorems as a background of this thesis
work.

2.1 Metrics

Metrics are used for measure some properties of mathematichal elements.

2.1.1 Hamming Distance

Hamming defines a distance D(z,y) between two points as a metric. The definition of the
metric is there exists d different cooridinates between two points. This distance function
satisfies the usual three conditions for a metric, namely, [9]]

D(z,y) = 0ifand only if x # y
D(z,y) = D(y,z) > 0ifz #y
D(z,y) + D(y, z) > D(z, z) triangle inequality

as an example,

x=(0,1,1,0)
y=1(0,1,0,0)

d = D(z,y) = 1 because there is only one different coordinate

2.1.2 Rank Metric

Gabidulin defines rank as count of independent coordinates in a vector.



Let a = (a1, ag, ..., oy ) be a vector with coordinates in the extension field F, (jv .

REk(a|F,) denotes the Rank norm of o which means the maximal number of «;, which are

linearly independent over the base field Iy, .

a—f:d(a, f) = Rkeo (o — | Fy) denotes the Rank distance between « and 3 over the base
field F, .

Similarly for a matrix M € FJ, the column rank is defined as the maximal number of

columns, which are linearly independent over the field F , and is denoted Rk (M |F,)

Any linear (n, k,d) code C C Fq”N fulfils the Singleton-style bound for the rank distance:

Nk < Nn—(d—1)maz {N,n}

A code C reaching that bound is called a MRD (Maximal Rank Distance) code.
Gabidulin gives the theory of optimal MRD codes in 1985 [3]] .

The notation g[i] := gqmde means the i-th Frobenius power of g. It allows to consider both

positive and negative Frobenius powers i.

For n < N, a generator matrix Gy, of a (n, k,d) MRD code is defined by a matrix of the
following form:

9 92 ce 9n

1 1 1

ORI R

2 2 2

Ge=| g & . e
k—1 k—1 k-1

Eal e
where g1, g2, ..., g, are a set of elements of the extension field F;V which are linearly inde-

pendent over the base field F;,. A code with the generator matrix Gy, is referred to as (n, k, d)
code, where n is code length, k is the number of information symbols, d is code distance. For
MRD codes, d = n — k + [. Let m = (my, ma, ..., my) be an information vector over the

extension field Fév of dimension k. The corresponding code vector is the n-vector
g(m) = mGy,
If y = g(m) + e and Rk(e) = s < t = %51, then the information vector m can be recovered

uniquely from y by some decoding algorithm. There exist fast decoding algorithms for MRD
codes (for instance, [[3]], [4]]).



The rank of a vector v = (vg, v1, . .., Vp—1)overFyn is defined as the dimension of
spang,(vo,v1, ..., v,—1) Which is the vector space spanned by v;’s over F;. [10]

(211 (5]

2.2 Error Detecting and Error Correcting Codes

Error detecting codes may be a single code or a sequence of code to check if original codeword
changed on the noisy channel.

Error correcting codes are used for correcting errorenous codeword.
Hamming codes, Reed & Solomon codes, Goppa codes are most popular former examples.
Cryptographic hash functions are widely used for error detecting.

Gabidulin codes was introduced by Gabudilin.

2.3 Cryptosystems

2.3.1 McEliece Cyptosystem

McEliece cryptosystem introduced by Robert J. McEliece in 1978. The cryptosystem is based
on difficulty of finding the nearest codeword for a linear binary code [30] . It ensures efficient
encryption and decryption procedures and a good practical and theoretical security. However
it has a public key of large size and its ciphertext is larger than plaintext [24] .

Parameters:

k : length of binary form of plaintext

t : error threshold. maximum count of erroneous bits on codeword
n : parameter, k < n — tlogon

I': a family of binary irreducable ¢-error correcting Goppa codes of length n and dimension
k.

Key Generation:
C : arandomly and uniformly chosen code in the family I'
G : generator matrix of C'

S : arandom kzk non-singular binary matrix



P : arandom nxn permutation matrix

G = SGyP is the public key

Encryption:

x : the plaintext, where z € F¥

e : randomly chosen error matrix with a Hamming weight ¢, where e € F'.
c = zG + e, € F} : is the ciphertext
Decryption:

D : decoding algorithm

c=xG+e

c=2z(SGoP) +e

cP~! = (28)Go + eP~!, eP~! has weight
d =D(cP ) =aS

x =8t

2.3.2 GPT Cyptosystem

GPT cryptosystem is proposed [4] as another version of McEliece’s PKC based on rank error
correcting codes. The GPT cryptosystem has smaller key size and more strength againist
decoding attacks [5]].

Parameters:

k : length of binary form of plaintext

t . error threshold. maximum count of erroneous bits on codeword
n : parameter, k < n — tlogan

I": a family of binary irreducable t-error correcting Goppa codes of length n and dimension
k.

Key Generation:
« : a non-zero k-tuple over GF'(¢")

eg : anon-zero k-tuple over GF'(¢")



G : a chosen kxn generator matrix of a MRD code for '
S : arandom kxzk non-singular binary matrix

P : arandom nxn permutation matrix

G = SGy + al'e, is the public key

Encryption:

x : the plaintext, where » € ¥

ec : randomly chosen pattern of t, =t — ¢,

¢ = xG + e, € F3' : is the ciphertext

Decryption:

D : Decoding algorithm

c=xG +e
d=D(c)=zS
x=cdS 1

2.4 Primitive Polynomial
If a polynomial g € F" and g is the minimal polynomial over Fy, then g is called a primitive

element over F;.

Therefore, a primitive polynomial over F' can be described as a monic polynomial that is
irreducable over F; and has aroot r € F" that generates the multiplicative group of F'. [13]

2.5 Linearized Polynomials

Linearized polynomials were firstly studied by Ore [[18] A polynomial of the form

L(z) = 2} iz’ overFyn

is known as a g-polynomial. [31]



2.6 Moore Matrix

Moore matrix is a matrix form where Eliakim Hastings Moore used for studies on generaliza-
tion of Fermat’s theorem [17]]. Let M be an m X n matrix.

i1
Mm:ag] where 0 <i<nand0 < j <m

Let M be an n X n square matrix.

Jj—1 ..
M;j=al where0 <ij<n

n—1

ar o af
n—1

a9 Oég Ozg
Mnmn: . .
n—1

an A o,

2.7 Dickson Matrix

Dy, (Fy') is an algebra formed by all n x n matrices over Fy' of the form

J

R q ..
D%] - [ai—j(modn)]nxn where 0 < 4,7 < n
q qnfl
@0 Op—1 Qg
n—1
ai Ozg . ag
D =
q qn—l
Qp—-1 O, o ... Qg

which are called Dickson matrices. [31]]

Let (z) € Fyn be alinearized polynomial, where Rk(d) = ¢ and D be the associated Dickson
matrix for (ac) Then we have the following properties:

o RE(D) = Rk(d) =t



e Any r successive columns D;, . .., D;; are linearly independent and the other columns
can be generated by using linear combinations of them.

o All txt submatrices D ; mod n),(j mod n) are invertible.

2.8 Twisted Gabidulin Codes

Sheekey [26] made a breakthrough in the construction of new linear MRD codes using lin-
earized polynomials.

Let n,k,h € Z" and k < n. Let n be in Fyn such that Nynjo(n) # (—1)™, where
Nqn/q(n) = 771+q+'"+qn_1. Then the set

— h
Hi(n, h) = {aox + a1z + - - —I—ak_la:qk ' + nag 27" ag,ai,...,ap—1 € Fiyn'}

is an Fy-linear MRD code of size q"k , which is called a twisted Gabidulin code [14].

2.9 Generalized Twisted Gabidulin Codes

Let n,k,s,h € Z* satisfying ged(n,s) = 1 and k& < n. Let n be in Fyn such that

Nysn/gs (1) # (—1)"F. Then the set

s s(k—1) h sk
Hi.s(n, h) = {aor + a12? +--- + ap_ 127 +nad 29 :ag,a1,...,ak-1 € Fpn'}

is an F;-linear MRD code of size ¢™*, and we call them generalized twisted Gabidulin code
[14].

2.10 Additive Generalized Twisted Gabidulin Codes

Letn, k, s,u, h € Z* satisfying ged(n, s) = 1, ¢ = ¢{ and k < n. Let 1) be in Fyn such that

Ngsnjqs(n) # (=1)™"*. Then the set

s s(k—1) qh sk
Ap s.q0(n, h) = {aox + ar12? + -+ + ap_q12? +na’xz? :ag,ai,...,ap—1 € Fpn}

is an Fy-linear (but does not have to be linear) MRD code of size q”k and distance n — k + 1.

9



We call the obtained this family as additive generalized twisted Gabidulin codes, or briefly
AGTG codes.

The conditions about the parameters can be summarized as follows:

When u divides h, an AGTG code is a GTG code.

When u divides h and s = 1, an AGTG code is a TG code.

When u divides h and n = 0, an AGTG code is a GG code.

When u divides h, s = 1 and = 0, an AGTG code is a Gabidulin code.

(19]

10



CHAPTER 3

ENCODING AND DECODING OF AGTG CODES

In this chapter we will give a brief way of encoding and decoding of AGTG Codes as ex-
plained in [10].

3.1 Encoding

To construct AGTG codes and system variables, we will use the definition and the same
variable names from We will work over GF'(¢"), encode message with length k, by
using error matrix with rank . We will use linearly independent evaluation points and choose
a message.

Example 3.1. Let the parameters with valuesben =7, k=3, t=2, qo=1,s=1, h =1,
u=1

t < [25%] and ged(n, s) =1,

then we can say our parameters are valid.

Calculate ¢ = qff = 31=3

Then choose a primitive polynomial over GF(q") = GF (3") as a generator
w’ +w? + 2w+ 1

and choose a message over GF(37) with k elements.

[(1012200)3, (2010201)3, (1110120)3] — f = [fo, f1, f2] = [w® + w* 4+ 2w3 + 2w?, 2wC +
wh + 2w? + 1, w8 + w® + wt + w? + 2]
Let n be w, where Ngn () # (—1)"F¢

0

q"—1 37,

(17) -1 — (w) 3711 =9 ?é (_1)nku -1

«;’s denoted the linearly independent evaluation points over Fy, where 0 < i < n.

11



Let,

ag:2w6+2w4+w3+2w2+2w+1
a1:w6—|—w4—|—2w3+w2+w—|—1
a2:2w6+2w5+2w4+2w2—|—w+1
as =20+t + P+ w+w+1
a4:w4—|—2w2+w—|—2
a5:w5+2w3+2w2+w—|—1

ag = 2wl +wr+w+1

3.1.1 Evaluation of the linearized polynomial

Let message be f = (fo, ..., fr_1) over GF(q").
ai,...,op in GF(q"), are linearly independent evaluation points over GF(q).

Encoding of AGTG codes {f — ¢} can be expressed by directly evaluation of the associated
linearized polynomial to f

Flor) = nfibof” + 50 (£08") = nfall + 25 (0P
c=(f(an), flaz),..., flan))

It can be reprsented as production of vector f and associated matrix of « .

)
ol ol
c=(fo, fir- s fr1,0f3%) : : :
k K k

Oég] a[ll aL]—l (k+1)zn

If we add n — k& — 1 times zero at the end of the message f, and if we add unused powers of
alpha values at the end of the matrix, then we get an nzn square matrix, which is full Moore

matrix transposition of vector « .

12



C:(fo,fl,...

h
7fk—1a77f610707--~70)
——

n—k times

0 0 0
Ao o,
WPl

P S

k+1 k+1 k+1
N BN

n—1 n—1 n—1
o ol el

If we define f as concatation of coefficients of f (x) and n — k — 1 times zeros, then we can

write:

M

C

fmr

[} 1 ]nanis the Moore matrix.

Example 3.2. Let us continue with values from [Example[3.1]].

h
fe =110 = wws + w* + 203 + 20?)? = 205 + w + 2w + 2w?

Let Moore matrix be M = [MoMyMyMs . . .| where M;’s are column matrices.

w6+w4+w3+w2+w+l

_2w6+2w4+w3+2w2+2w+1
w8 4+ w? + 2w 4 w? f w1 2w8 + 20t 4 203 4+ 202 4 2w+ 1
Mo — 2w6+2w5+2w4+2w2+w+1 My — w6+2w5+w4+2w3+w2+1
0= 2u)5+w4+w3+wz+w+1 1= 2w6+w5+w4+2w3+2w2+w+2
[ 2w + w3 + 2w 41 2w5 + w? + w3 + 2w2 4 2
w8 +2w3 4w+ 1 wd + 2wt + 2w3 + w?
Moy = 2w6+2w5+w4+w3+w2+w+1 Ma = X 2w6+2w2+w
2= 2w5+w4+w3+1 3= w(’+w5+w4+w3+2w2+w+2
Its transpositon matrix is MT = [MI M MI MT ...] where M}’s are column matrices.
r2w® + 2w* + w3 + 2w? + 2w + 1 w8 + wt + 2w w2 4w+ 1
wl 4wt +wd fw? w1 200 + 2w + 2uw% 4 20?2 4+ 2w 4 1
MT* 2w6+w3+2w+1 MT* w6+2w3+w+1
o = 2w5+w4+w3+2w2+2 1= w5+2w4+2w3+w2
_2w6+2w5+2w4+2w2+w+1 M 2w5+w4+w3+w2+w+1
w6+2w5+w4+2w3+w2+1 2w6+w5+w4+2w3+2w2+w+2
]\/IT= 2w6+2w5+w4+w3+w2+w+1 A{Tz 2w5+w4+w3+1
2 2w8 + 2w? + w 3 w8 + w® +wt +wd + 2w w2

and c is a row matrix with length n. It is shown as transposed because of printing issues.

13



wb + 2w® + 2w? + 2w? 4 2w + 2
2w + 2w5 + wt + 2w? + 2w
2wd + w4+ 2w3 + 2w? + 1

cT:(f'MT)T: w® + w3 + 2w + 1

w8 + 2w + 2w + 2w +w
2w0 4+ wd + 2wt + 2w + w? + 2w+ 1
w® + 2w3 + w? + 2

3.2 Transmission

In the real world, original data sent by sender can be corrupted during transmission. The
receiver should can be recover the original codeword from the received word with acceptable
amount of error. That is one of the main motivations of coding theory.

While defining sytem parameters we set a ¢ value. We are able to recover corrupted codewords
up to rank ¢, which is the threshold value.

This stage is the stage where the ¢ codeword we obtained during the encoding stage is cor-

rupted.

3.2.1 Construction of the error vector

The error vector e with rank ¢ is constructed randomly. That means the rank distance between
the vector ¢ and the new vector ¢ + e is less than or equal to ¢.

Example 3.3. Let us continue with values from [Example[3.2)]. Let e = (0, a1, 2,0, 0,0, 0)
is the error vector with rank t = 2.

e=(0,w% + w* + 2w® + w? + w+ 1,205 + 2w® + 2w + 2w? + w +1,0,0,0,0)

3.2.2 Adding Error Vector to Encoded Message

We have found encoding of AGTG codes c in [3.1.1]and generated a random error vector e in

??. We can complete the encoding operation by adding error to encoded message.

r=c+e

14



Example 3.4. From [Example[3.1|] and [Example[3.3]].

w8 + 200 + 2w + 2w? 4+ 2w + 2
2wd 4 2wt + 2w + 1
208 + w® + 2w + w? +w+ 2
rT = (c+e)l = w® + w3 + 2w+ 1
w8 + 2uw° + 2w + 2w? + w
28 + w® + 2wt + 2w + w? + 2w + 1
w® + 2w + w? + 2

is the result of encoding operation. This value will be used for decoding as "received word".

3.3 Decoding

In 1968 Berlekamp introduced an efficient technique to decode Reed-Solomon codes [2].
In 1969 Massey interpreted this algorithm as a problem of synthesising the shortest linear
feedback shift-register capable of generating a prescribed finite sequence of digits [15]. In
2004 Richter and Plass applied Berlekamp-Massey algorithm to rank codes [23]].

In 2017 Randrianarisoa modified the Richter-Plass algorithm and used it to decode Gabidulin
codes [20]. In 2019, Li and Kadir re-modified Randrianarisoa’s modified Berlekamp-Massey
algorithm and used to decode Additive Generalized Twisted Gabidulin codes [12]. Li and
Kadir propose an interpolation based decoding algorithm to decode AGTG codes. In this
section we will describe how it works.

3.3.1 Reducing the decoding problem

We know from transmission section [ ,

r=c+e

and from encoding [ [3.1.1]

c=fMT

Then we can write,

15



r=fMT +e

Because M7 is invertible, so we can assume that there is a vector 9=1(90,915---,9n-1) €
Fgn which generates the vector e by product with MT,

Due to the linearity we can say that,

r=(f+gM"

where values of f and g are unknown.

Suppose there is a vector v = (Y0, 71, - - -, Yn—1) that generates vector r. We can calculate,

v=rM")!

Then we can say that,

y=f+yg
where value of v is known but values of f and g are unknown. So we can reduce decoding

problem to finding vector g. If we find g, then we can calculate f and hence the original
message vector f.

3.3.2 Advantage of the Dickson Matrix Property

We know the last (n — k& — 1) elements of f are equal to zero by definition. So we can say the
last (n — k — 1) elements of g are equal to the last (n — k — 1) elements of v

a0
f07 ) fk—17 nfo ) 0) ) 0
+ 90, ) 9k—1, 9k, 9k+1, ERR) In—1
I3
v o= (fotgo)s s (Feer+gr1), (0fg° +or), (8kt1)s -y (8n-1)

16



We will use the Dickson matrix and its features to decoding the received codeword . When
we generate dickson matrix of the vector g, we get a matrix G

g gy o
_ (0] 1] [n—1]

o |5 9 - 92
Gis = 1o o = | PR
gr[?ll 9212 e gc[)niu

We know that the maximum rank of the error vector e and the associated vector g is t. We
know or can easily calculate all the elements of the (n — k — 2)x(¢ 4 1) submatrix in the lower
left corner of the matrix G.

a Al gl [ g
0 1 n—1
gg } 9([)] X gg}—t—&-l e 9£ ]
0 1 t n—1
G — gl[cJ]rt gl[fll—i—t e gl[c] o g/[€+1-i]-t
[0] (1] [t] [n—1]
Bkt1+t  Bk+t 0 Bkt1 | Yk+ott
0 1 t n—1
L gL]—l gL]—z gL]—l—t 9([) ]_

If we take ¢ + 1 consequtive columns, then we can write the first column as a linear combina-
tion of the other columns because of Dickson matrix property from [Section [2.7].

a=| ¢ @ oG] Gn_l}

AoGo = MGy + -+ - + AyGy, where Ag 21

We take, Ag £ 1 by definition. So we need to find other A; values. We have ¢ unknown A;
values and (n — k — 1) equations.

1 t
Jkt1+4t = Alg;Lth et Atgg[ﬁlrl

1 ¢
Gk+2+t = Alg;[gJ]FHt +o+ Atgg[flrg

n-k-t-1 equations

gn—-1 = A197[L11_2 + -+ Atgg]_l_t

t unkown A values

17



t < L"Q;kj by definition. So (2t 4+ k) < n. There are two cases in this situation.

Case 1: (2t + k) < n The first case is inequality.

n—k—t—1>t

In this case we have more equations than unknown variables count. It means that we have
a unique solution for A; values and we can found A; values by using modified Berlekamp
Massey algorithm as usual.

Case2: (2t +k)=n

n—k—t—-1=t—-1<t

In the second case, more equations are required to find a unique solution for A; values. We can
take two more equations (above and below rows of the previous submatrix), but the values of
go and g;, are unknown yet. However we know a relation between them from the last element
of f(z). We will use it later.

S PR I PR L

0 1 t n—1

R R P DU G

G=1| B ] 1]
Bk+t  Bk—1+4t - Ik o k14t

[0] ] it ]
Bk+1+t  Skit ce k+1 | " k4ot
ISR < PR I DU

3.3.3 Applying the modified Berlekamp-Massey Algorithm

For the second case, we replace,

A= (i +yX\)
Then we have,
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Figure 3.1: Visual representation of BM algorithm
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Figure 3.2: Flowchart for BM algorithm
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Go= (M +yX)G1+ -+ (M +y\)Gy

To find the A and \’ vectors, we need to consider one more iteration in the modified Berlekamp-
Massey algorithm.

We can derive \; and \,’s from the output of the modified BM algorithm, but still we dont
know value of y. Now, we will use the other two equations in the Dickson matrix of vector g
and the relationship between gg and gy..

g0 = +yNDgL 4k O Fyagll,
Gere = (YN -+ (A + yX)g)

And we have from the previous steps:

Ve =gk + [k
ap

fr = 77f0

Jfo="1 — 90

h
Y = gk +n(70 — go)%
h

h
Ve = gk + 1(70)% —n(go)®
h h
9k =Yk — n(v0)% +n(go)®

The values of 4 and ~g are already known. Using these three equations we get a polynomial
to solve. By solving this polynomial we may find value of i and hence the A; values.

The algorithm may found zero, one or more than one candidate value for y. If any candidate
y value and the calculated A; values by using the value of y can derive all the elements of
vector g with the period n, then the original message can be recovered successfully. If all the
elements of vector g could not bet derived with any y value, with period the algorithm outputs
decoding failed.

20



3.3.4 Recovering the original message

If we found a unique solution with all elements of vector g, then we can easily compute f
then hence f.

Jk+1s - - - , gn—1 are already known.
Jo, - - - , g can be calculated.
f=v-g
f={fi=Ffi,viel0,k)}
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CHAPTER 4

THE IMPLEMENTATION

As is mentioned before, a decoding algorithm for AGTG codes offered by Li & Kadir. We
implemented this algorithm for both encoding and decoding by using GP programming lan-
guage and Git version control system. GP is a part of PARI/GP computer algebra system

designed for fast computations. [[1]]

4.1 PARI/GP Computer Algebra System

Pari/GP was developed by Prof. Dr. Henri Cohen at the University Bordeaux. Now, it is free
and open source. Many volunteer contributors help to development of PARI/GP. [1]

GP is a scripting programming language. It has own shell with same name. GP commands

can run from script files or directly from shell or mixed.

Pari is a huge mathematical library for C and C++ programming languages. It can be directly
used from C files. GP scripts can also be converted to C language by using gp2c compiler.
Pari Group claims that gp2c-compiled scrpits 3 or 4 times faster than GP scripts.[1]]

In this implementation, we used source distribution of PARI-2.13.0 stable version. We fo-
cused readability and maintainabilty rather than performance. So, optimizing the source code
may be a work for after this work. Default configuration was used while running the imple-
mentation. GMP kernel is used instead of PARI’s native kernel with advice of Pari Group.

4.2 License

The GP implementation of both encoding and decoding algorithm is licensed under GNU
GPL v3.0. GPL is published by FSF (Free Software Foundation) and it allows to modifiying
or redistributing this code under GNU GPL v3.0 or later version.
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4.3 Directory Structure

While developing this implementation we used git version control system [29]. So we have a
.gitignore (6] file on the root folder to exclude some IDE specific files and generated output
files.

EditorConfig is a tool which helps maintain consistent coding styles for multiple developers
working on the same project across various editors and IDEs [32]]. The root folder contains

an .editorconfig configuration file.

The root folder also includes src folder for source code, a license file and a readme file.
root
L,src
, _constants
constants.gp
decoding_sample_1_constants.gp
encoding_sample_1_constants.gp
| decoding
| functions
kberlekamp_massey.gp
find_omega_candidates.gp
| decoding.gp
| encoding
| functions
calculate_eta.gp
calculate_f_bar.gp
evaluate_codeword.gp

generate_error_vector.gp

| _encoding.gp

| utils

check_parameters.gp
composite_function.gp
dickson.gp

die.gp

fliep.gp
generate_finite_field.gp
list_to_vector.gp
modular_index_for_vector.gp
moore.gp
polynomial_utils.gp
print_vector.gp

transpose.gp

| decode.sh
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root
src
L,encode.sh
.editorconfig
.gitignore
LICENSE.txt

The src folder contains two shell script files which are includes related gp commands for
encoding and decoding.

This is the gp command in encode.sh file.

3 gp ——-fast —--quiet encoding/encoding.gp

The gp command takes two option and a parameter in this command. The option fast means
fast start: do not read .gprc file|28]]. Pari/GP allows to specify general preferences in a
configuration file named .gprc, but we do not need to use it for current work. The option quiet
means quiet mode: do not print banner and history numbers|28|]. By default, gp prints this
information at the beginning of the session. And the parameter is the filepath of main gp file.
gp shell can include source files and it can be halted from any of these files instead of waiting
to type quit command manually on shell.

There are four main folders in src folder. constants folder includes parameter files with pre-
defined values. constants.gp file specifies which file will be used and constants_n_k_t.gp files
have various preferenced values inside.

1 / %%

2 * This file reads global system parameters and inputs
3 * Both encoding and decoding constants files should include
4 * global system parameters:

5 * @param n degree of finite field

6 * @param k length of codeword

7 * @param t maximum rank of the error vector

8 * @param g _0 base prime number

9 * @param h twisting power

10 * @param s generalization power

11 * @param u additive power

12 * Encoding constants file should include:

13 * input:
14 * @param ff_generator a primitive polynomial over F_g”"n
15 * to generate a finite field.

16 * Decoding constants file should include:

17 * input:
18 * @param ff_generator a primitive polynomial over F_g”n
19 * For more information

25



20 * @see https://ieeexplore.ieee.org/document/7723881
21 */

2
23 \r constants/decoding_sample_1_constants.gp
24
25 allocatemem (1000%x2720) ;

\r stands for read and the command is used for importing another gp file.

utils folder includes common mathematical functions, such as transpose a matix, can be used
for both encoding and decoding.

encoding and decoding folders include a main file for related operation with same name en-
coding.gp and decoding.gp. Both has functions folder which are include gp files for operation

specific mathematical functions, such as calculate f .

4.4 Constants

constants.gp file imports a file with prefered parameter as mentioned above. A parame-
ter file should define following parameters: n,k,t,s,h,u,qo,q, f f_generator, f, where:
n,k, s, h,u, qo,q described in the section ( [2.10), ff_generator is the primitive function
which generates the finite field, f is the hardcoded input message as a list of finite field el-
ements will be encoded. To decode any encoded message, same parameter file should be
used.

4.5 Encoding

encoding.gp file contains main method of encoding and transmission processes. To keep the
code simple encoding and transmission stages are kept together. This method reads con-
stants.gp file to take global parameters. Reads the input message from same file. Defined
global variables are checked. The main method generates codeword from the input message,
and adds an error vector to codeword. Outputs linearly independent evaluation points vector
a, received word 7 and the value of 7.

4.6 Decoding
decoding.gp file contains main method of decoding process. This method reads constants.gp
file to take global parameters.

Reads the linearly independent evaluation points vector «, received word 7 and the value of n
from same file. Defined global variables are checked.
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The main method finds known elements of the vector g, applies the modified Berlekamp-
Massey algorithm to the known elements. If the solution could not be found, the algorithm
continues to one more iterate with known relation between gg, g and gx.. If the algorithm
find possible solutions, then iterates them to find exact solution, outputs the founded original
message f, or prints "Decoding failure!".
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CHAPTER 5

CONCLUSION

We implemented the interpolation based decoding algorithm by proposing Li and Kadir for
Additive Generalized Twisted Gabidulin Codes. In general we have a decoding algorithm
with complexity O(n?)

We did not do implementation performance-oriented. So we did not put the execution time
results for the examples into this thesis. If AGTG codes will be used in practise to encode
some messages, then optimized version of this algorithm can be used.

Converting the GP scripts to C language by using gp2c and making it work with the GMP/MPIR
library can be considered for optimization.
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APPENDIX A

DIRECTORY TREE OF THE CODES

root

L,src

| constants

constants.gp

decoding_sample_1_constants.gp

encoding_sample_1_constants.gp

| decoding

| functions

kberlekamp_massey.gp
find_omega_candidates.gp

| decoding.gp

| encoding

| functions

calculate_eta.gp

calculate_f_bar.gp

evaluate_codeword.gp

generate_error_vector.gp

. _encoding.gp

| utils

check_parameters.gp
composite_function.gp
dickson.gp

die.gp

fliep.gp
generate_finite_ field.gp
list_to_vector.gp
modular_index_for_vector.gp
moore.gp
polynomial_utils.gp
print_vector.gp
transpose.gp

| _decode.sh
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root
src
L,encode.sh
.editorconfig
.gitignore
LICENSE.txt
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APPENDIX B

SOURCE CODE

# top-most EditorConfig file

root = true

# Unix-style newlines with a newline ending every file
[+]

charset = utf-8

trim_trailing _whitespace = true

end_of _line = 1f

insert_final_newline = true

# Tab indentation (no size specified)
[Makefile]
indent_style = tab

[*.gp]
indent_style = space

indent_size = 2

Listing B.1: .editorconfig

.idea/

Listing B.2: .gitignore

Copyright (C) 2021 Ridvan Ozkerim

This program is free software: you can redistribute it and/or modify]
it under the terms of the GNU General Public License as published by]
the Free Software Foundation, either version 3 of the License, or

(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

GNU General Public License for more details.

You should have received a copy of the GNU General Public License
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20

21

22

23

24

25

along with this program.

If not, see <https://www.gnu.org/licenses/>.

Listing B.3: LICENSE.txt

#!/usr/bin/env bash

gp —-fast —--quiet encoding/encoding.gp

Listing B.4: src/encode.sh

#!/usr/bin/env bash

gp ——-fast —--quiet decoding/decoding.gp

Listing B.5: src/decode.sh

[ * %
* This file reads global system parameters and inputs

* Both encoding and decoding constants files should include

* global system parameters:

* @param n degree of finite field

* @param k length of codeword

* @param t maximum rank of the error vector
* @param g_0 base prime number

* @param h twisting power

* @param s generalization power

* @param u additive power

* Encoding constants file should include:

* input:
* @param ff_generator a primitive polynomial over F_g”™n
* to generate a finite field.

* Decoding constants file should include:

* input:

* @param ff_generator a primitive polynomial over F_g”™n
* For more information

* @see https://ieeexplore.ieee.org/document/7723881

*/

\r constants/decoding_sample_1_constants.gp

allocatemem (1000%x2720) ;

Listing B.6: src/constants/constants.gp [@]
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20

21

22

23

24

25

26

27

28

29

30

31

32

q = g_0%u;

ff_generator = w*7 + w*l + Mod(1l,2);

f =1 w6+ w'd + w3 + w2 + 1,
whd o+ wh2 + 1,
w6 + wh5 + wM o+ w3 4+ w2+ w o+ 1

1;

Listing B.7: src/constants/encoding_sample_1_constants.gp

S=4;

h=2;

=<7

=57

t=2;

a0 =2;

q = q_0%u;

ff_generator = w*7 + w*l + Mod(1l,2);

\\ ita is a chosen value from encoding process.

\\ "eta" is a predefined function in Pari-GP

\\ for Dedekind's eta function.

\\ so we will use "ita" as a parameter name to define

ita = 0;

\\ alpha is the linear independent evaluation points
\\ over the finite field GF (g”"n)
alpha = [ w*5 + w3 + w2 + 1,

wh6

w"5

wh5 + wh2,

wh o+ w3 +w + 1,

wh6 wh5 + wh3 + wh2,
w”6 wh o+ w + 1,
w6

1;

+
+
w5 + w,
+
+
+ w + 1

\\ r is the received word from encoding process
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41

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

r=[ w'6 + w5 + wM + w'3 +w + 1,
wrS + wM o+ w + 1,
wh5 + wh2 +w o+ 1,
whe + w5 + w3+ wh2 +w + 1,
whe + w5 + w4 o+ 1,
w6 + w5 + wh3 + wh2 + 1,
whe + whd o+ wh3

Listing B.8: src/constants/decoding_sample_1_constants.gp

\r
\r
\r
\r
\r
\r
\r
\r
\r
\r
\r
\r
\r
\r
\r

/ *
*
*
*
*
*
*
*
*/
de

constants/constants.gp
utils/check_parameters.gp
utils/dickson.gp

utils/die.gp

utils/fliep.gp
utils/generate_finite_field.gp
utils/modular_index_for_vector.gp
utils/moore.gp
utils/polynomial_utils.gp
utils/print_vector.gp
utils/transpose.gp
decoding/functions/berlekamp_massey.gp
decoding/functions/randrianarisoa.gp
decoding/functions/sidorenko.gp

decoding/functions/find_omega_candidates.gp

*

Main function of whole decoding operation

for additive generalized twisted gabidulin codes.

This method reads constants.gp file to take global parameters,
linearly independent evaluation points alpha,

eta value and the received word r,

checks are parameters valid,

tries to decode given word r to get original message f

coding () = {

check_parameters(n, k, t, g0, h, s, u);

if (length(r) != n,

die ("The length of the received word r must be n!"));

if (length(alpha) !'= n,

die ("The length of the evaluation vector alpha must be n!"));

w = generate_finite_field(ff_generator);

if (polisirreducible (w.mod) == 0,

die ("The generator polynomial must be irreducible!"));
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39

40

41

42

43

44

45

46

47

48

49

50

51

52

53

54

55

56

57

58

59

60

61

62

63

64

65

66

67

68

69

70

71

72

73

74

75

76

71

78

79

80

81

82

83

84

85

86

87

88

for(i=1,n,alphal[i]l=eval (alphalil); rli]l=eval(r[i]));

\\ "eta" is a predefined function in Pari-GP

\\ for Dedekind's eta function.

\\ so we will use "ita" as a parameter name to define "eta".
ita = eval(ita) + w — w;

if (type (ita) != "t_FFELT",

die("eta must be defined!"));

\\ transpose of the moore matrix

mt = transpose (moore (alpha, g, s));

\\ calculate gama, which is equal to (f_bar + qg)
gama = eval(r » (mt"(-1)));

print_vector (gama, "gama");
bm = berlekamp_massey(gama, n, k, t, g, s);
L = bm[1];

print ("Result of BM Algorithm:");
print (bm) ;

/* case 2 x/
if(L == (n-k) / 2,
my (delta_r = 'y
+ sum(i = 1, L, bm[2] [i+1]
* gama [n-i+1]1" (g™ (s*1))));
print ("delta_r");
print (delta_r);

my (delta_r_f = (x) -> delta_r * x*(g"s));

my (lamda_r (x)=get_linearized_polynomial_of_coefficients(bm[2],
g’s) (x) + composite(delta_r_f,
get_linearized_polynomial_of_coefficients(bm[3], g”s)) (x));

cfs = get_coefficients_of_linearized_polynomial (lamda_r, g”"s);

print ("cfs");

print (cfs);

lamdas = vector (L, i,
bm([2] [1+1] - (delta_r = (bm[3][1i]1"(g"s))));
lamda_overs = vector(L, i,
-1 « bm[3][1]1"(g”s));

print ("lamdas");

"lamda_overs") ;

(

print (lamdas) ;
print (
(

print (lamda_overs) ;
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omegas = find_omega_candidates (gama,
ita,

’

is_f_found = 0;
for (i=1, length (omegas),

\\ inital g

\\ we only know last n-k elements,
if (i<k+2, 0,
\\ clone for testing

g = vector(n, i,
g_init = g;
print_vector (g, "g_init");
y = omegas[i];

put_found_y_for_g(y, gama, lamdas,

ita, 9.0, g, n,
forstep (i=1, n, 1,
g[modix (i, n)] = sum(j=1, t,
(g[modix (i-7j,
\\ + y*lamda_overs[]j])));
print_vector (gama, "gama");
print_vector (g, "g in iteration");
g_counter = 0;

for (j=k+1, n, g_counter =

n) ]~ (g*(s*3)))*(eval (lamdas[]j])

g_counter +

lamdas,

a0, g, n,

lamda_overs,
k, t, s, h, u)

cfs,

which are same with gama

gamal[il));

lamda_overs,
kl t! SI hl

cfs,

u) ;

1))

(glJ] == g_init[3]));

if (g_counter == (n-k-1),
f_bar = gama - g;
print_vector (f_bar, "f_bar found");
is_f_ found = 1;
break () ;
)i
)
if(is_f_found == O,
print ("Decoding Failure!"));

decoding () ;
quit () ;

Listing B.9: src/decoding/decoding.gp

[ **

* Identity function
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*

* @param x any value

* @return x

*/

identity_function (x) = {
X

}i

/ * %
A modified Berlekamp-Massey algorithm by Li & Kadir

*

* The general working logic of the algorithm is as follows.

* It produces an LFSR from scratch.

x It iteratively processes known elements of the vector.

+ At each iteration, it calculates the difference between the value
* produced by our LFSR and the value it should actually be.

* According to this difference,

* it updates the conversion functions in LFSR.

% If necessary, it extends the length of the LFSR

* and shifts the lambda values.

x* It gets closer to the true lambda values with each iteration.
% It produces a second LFSR in its modified version.

* B denotes the second LFSR.

* @param g vector which is partially known
* @param n degree of finite field

* @param k length of codeword

* @param t maximum rank of the error vector
* @param g power of base prime number

* @param s generalization power

*

* @return list of L, Lambda vector and B wvector
*/
berlekamp_massey ( t_VEC,
t_INT,
t_INT,
t_INT,
t_INT,
t_INT) = {

n Q o wx B Q
g

result = List();

\\ the linearized polynomials
lamda = List ();

\\ the auxiliary linearized polynomial which is used to store the
\\ value of BS(i) (x) with the largest degree Li such that Li < L.
B = List ();

\\ L is the linear complexity of

L = 0;
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listinsert (~lamda, identity_function, 1);

listinsert (~B, identity_function, 1);

for(r = 1, n-k-1,
printf ("r = %d\n", r-1);
my (lamdas = get_coefficients_of_linearized_polynomial (lamdalr],

ats));

my (delta_r = glk+l+r]
+ sum(i = 1, L, lamdas[i+1]
* glk+l+r-117 (g™ (s*1))));
printf ("dr = %$s\n", delta_r);

if (delta_r == 0,
print ("if");
listinsert (~lamda, (x) -> lamdal[r] (x), r+1l);
listinsert (~B, composite((x) —-> x"~(g”s), Blrl]), r+l);
printf (" lamda[%d]: %$s\n", r,
get_coefficients_of_ linearized_polynomial (lamda[r+1], g”s));
printf (" B[%d]: %s\n", r,

get_coefficients_of_linearized_polynomial (B[r+1], g”s));

print ("else");

my (dr = (x) —> delta_r * x~(g”s));

listinsert (~lamda,

(x) —-> lamdal[r] (x) - composite(dr, Blr]) (x),
r+l);
printf (" lamda[%d]: %s\n", r,

get_coefficients_of_ linearized_polynomial (lamda[r+1], g”s));

if(2+L > r-1,
print (" i1f");
listinsert (~B, composite((x) -> x~(g”*s), Blrl), r+l);
printf (" B[%d]: %s\n", r,

get_coefficients_of_linearized_polynomial (B[r+1], g”s));

print (" else");
listinsert (~B, (x) —> delta_r”~(-1) % lamdalr] (x), r+l);
printf (" B[(%d]: %s\n", r,

get_coefficients_of_linearized_polynomial (B[r+1], g”s));
L =1r - L;
printf (" L = %d\n", L);

)

listput (result, L, 1);

listput (result,

42




103

104

105

106

107

108

109

110

111

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

get_coefficients_of_linearized_polynomial (lamda[n-k], g”s)
2);

listput (result,
get_coefficients_of_linearized_polynomial (B[n-k], g”s),
3);

result

}i

Listing B.10: src/decoding/functions/berlekamp_massey.gp

find_omega_candidates (gama: t_VEC, \

lamdas: t_VEC, \

lamda_overs: t_VEC, \

cfs: t_VEC, \

ita: t_FFELT, \

q_0: t_INT, \

qg: t_INT,
t_INT,
t_INT,
t_INT,
t_INT,
t_INT,
t_INT \
= A

\
\
\
\
\
\

~ ¢ o n o~ 3

mny (g_0 = sum(i=1, t,
(cfs[i+l]*gama[n+1-1]1" (g™ (s*1)))));

\\  (lamdas[i] + 'y * lamda_overs[i]) * gama[n-i]"(g_0"(u*xsx1i))));

my (g_k = gama[k+1]
- (ita = (gama[l]”(g_0"h)))
+ (ita = (g_0"(g_0"h))));

ny (g_k_plus_t = sum(i=1, t-1,
(cfs[i+l]l*gamalk+t+i-11"°(g”(s*1)))));
A\ (lamdas[i] + 'y * lamda_overs[i]) » gamal[k+t+1-1i]"(g_0" (uxsxi)
A\ i
g_k_plus_t = g_k_plus_t +
\\ (lamdas[t] + 'y * lamda_overs[t]) * g_k”*(g_0" (uxsxt));
cfs[t+1l]*xg_k* (g™ (s*t));

my (polynomial_to_solve = eval(g_k_plus_t - gamalk+t+1]));
print ("polynomial to solve");

print (polynomial_to_solve);

my (omegas = polynomial_solve (polynomial_to_solve));
print_vector (omegas, "omegas");
omegas

}i

43




39

40

41

42

43

44

45

46

47

48

49

50

51

52

53

54

55

56

57

58

59

60

61

62

63

64

65

66

67

68

69

70

71

put_found_y_for_g(y:

t_FFELT,
gama: t_VEC,
lamdas:

lamda_overs:

\

\

t_VEC, \

t_VEC,

\

t_VEC, \

ita: t_FFELT, \
g _0: t_INT, \

q: t_INT,
t_INT,
t_INT,
t_INT,
t_INT,
t_INT,

cfs:

\
\
\
\
\
\

- c o on o+~ B

my (g_0 =

(cfs[i+l]*gama[n+1-1]1" (g™ (s*1)))));
g 0 =
printf("g_O:

sum(i=1, t,
[

eval (g_0);
$s\n", g_0);

gama [k+1]

(gama [1]17(gq_0"h)))
(g_07(q_0%h))));
eval (g_k);

my (g_k =
- (ita «
+ (ita =
g_k =
%s\n",

printf("g_k: g_k);

my (g_k_plus_t = sum(i=1, t-1,
(cfs[i+l]xgama[k+t+i-11" (g™ (s*1))))
+ cfs[t+1]1*g_k™ (g™ (s*t)));

g_k_plus_t = eval(g_k_plus_t);

printf ("g_k_plus_t: %$s\n", g_k_plus_t);

Listing B.11: src/decoding/functions/find_omega_candidates.gp

\r
\r
\r
\r
\r
\r
\r
\r
\r
\r
\r
\r
\r
\r

constants/constants.gp
utils/check_parameters.gp
utils/dickson.gp

utils/die.gp

utils/fliep.gp
utils/generate_finite_field.gp
utils/list_to_vector.gp
utils/modular_index_for_vector.gp
utils/moore.gp
utils/print_vector.gp
utils/transpose.gp
encoding/functions/calculate_eta.gp
encoding/functions/calculate_f_bar.gp

encoding/functions/generate_error_vector.gp
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\r encoding/functions/evaluate_codeword.gp

/ x %

* Main function of whole encoding and transmission operation
x for additive generalized twisted gabidulin codes.

* This method reads constants.gp file to take global parameters
* and the message £,

x checks are parameters valid,

* encodes given message f,

* adds an error to f to simulate transmission stage,

% prints corrupted codeword r,

* prints linear independent evaluation points vector "alpha"
* prints finite field element eta used

*/

encoding () = {

check_parameters(n, k, t, g_0, h, s, u);

if (length(f) != k,
die ("The length of the message f must be k!"));

w = generate_finite_field(ff_generator);

if (polisirreducible (w.mod) == 0,

die ("The generator polynomial must be irreducible!"));
for(i=1,k,flil=eval (f[i]));
\\ "eta" is a predefined function in Pari-GP

\\ for Dedekind's eta function.

\\ so we will use "ita" as a parameter name to define "eta".

ita = calculate_eta(g_0, n, k, u, w);
printf ("eta = %s\n", ita);

\\ alpha is the linear independent evaluation points vector
\\ over the finite field GF (g"n)

alpha = fliep(n, g, w);

print_vector (alpha, "alpha");

\\ REGION WAY 1: to calculate the codeword c

\\ calculate the vector f_bar of length n as defined
f_bar = calculate_f _bar(f, k, n, g_0, h, ita, w);

\\ evaluate f(x) over linear independent evaluation points alpha
\\ then we get the codeword
c = evaluate_codeword(alpha, n, f, g 0, g9, s, h, k, ita);

\\ END REGION WAY 1

\\ REGION WAY 2: to calculate the codeword c
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\\ transpose of the moore matrix of alpha
m = moore (alpha, g, s);

mt = transpose (m);

\\ find the codeword c with an alternative way

c2 = eval (f_bar % mt);

\\ END REGION WAY 2

/ *

\\ see both codeword is identically same

printf("c and c2 are identically %s\n",
if(c == c¢2, "same", "different"));

*/

\\ generate a random error vector

e = generate_error_vector(q, t, w);

\\ add error vector to codeword

\\ "received word" by decoder or "sent word" by encoder
r = eval(c + e);

print_vector(r, "r");

bi

encoding () ;
\\ quit();

Listing B.12: src/encoding/encoding.gp

/ %%

* Calculates an eta value

* to generate f_k value

*

* @param g_0 base prime number

* @param n degree of finite field
* @param k length of codeword

* @param u additive power

* @param w base element of finite field
*

* @return calculated eta value

*/

calculate_eta(q_0: t_INT, \
n: t_INT, \
k: t_INT, \
u: t_INT, N\
w: t_FFELT) = {
qa=90 "~ u;
a = (wr0)*((=1)"(nxkxu));
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b = (((g™n)-1)/(g-1));
(w™b);
((w"2)"b) ;

\\ "eta" is a predefined function in Pari-GP
\\ for Dedekind's eta function.

\\ so we will use "ita" as a parameter name to define "eta".

if(a !'= ¢, ita = w,
a !=d, ita = (w*2),
ita = random(w);
until(a != ita”b, ita = random(w));
)i
ita

}i

Listing B.13: src/encoding/functions/calculate_eta.gp

/ %%
* Calculates an eta value

* to generate f_k value

* @param f vector of the chosen message
* @param k length of codeword

* @param n degree of finite field

* @param g_0 base prime number

* @param h twisting power

* @param ita calculated eta value

* @param w base element of finite field
*

* @return correlated f_bar vector of f

x/

calculate_f bar( t_VEC, \

f:
k:
n: t_INT, \
g 0: t_INT, \
h:

t_INT, \
ita: t_FFELT, \
w: t_FFELT) = {
f_bar = £;
f_bar = concat (f_bar, [ita * £[1]7°(q_0"h)]);
f_bar = concat (f_bar, vector (n-k-1, i, w-w));
f _bar

}i

Listing B.14: src/encoding/functions/calculate_f_bar.gp

/ x %
* Correlated f(x) function of the linearized polynomial f

*
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3

* @param x variable for f(x) function
* @param array of the chosen message
* @param 0 base prime number
* @param generalization power

twisting power

f
a_
* @param g power of base prime number
s
* @param h
k

* @param length of codeword

* @param ita calculated eta value
*

* @return value of f(x)

*/
fx(x: t_FFELT, \
f: t_VEC, \
q_0: t_INT, \
q: t_INT, \
st t_INT, \
h: t_INT, \
k: t_INT, \

ita: t_FFELT) = {
su = sum(i=1, k, £[i]x(x*(g"(sx(i-1)))));
f_bar_k = ita * f£[1]1"(g_0 ~ h) * x*(g"(s*k));
su = su + f_bar_k;
su

bi

/ %%

* Evaluates codeword f

x* on linearly independent points alpha

% @param alpha vector of linearly independent points on GF (g”™n)
* @param n degree of finite field

* @param f array of the chosen message

* @param g_0 base prime number

* @param g power of base prime number

* @param s generalization power

* @param h twisting power

* @param k length of codeword

* @param ita calculated eta value

*

* @return vector of the codeword c

*/
evaluate_codeword(alpha, n, £, 9.0, g, s, h, k, ita) = {
vector(n, i, fx(alphalil, £, .0, g, s, h, k, ita))
i
Listing B.15: src/encoding/functions/evaluate_codeword.gp
/ * %

* Generates an error vector

* to simulate corruption during transmission
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* @param g power of base prime number

* @param t maximum rank of the error vector
* @param w base element of finite field

*

* @return a random error vector

*/
generate_error_vector(q, t, w) = {
e_raw = fliep(t, g, w);
e_raw = concat (e_raw, vector(n-t, i, w-w));

print_vector (e_raw, "e_raw_raw");
u = matrix(n, n, i, J, random(w));
print_vector (u);

e_raw % U

}i

Listing B.16: src/encoding/functions/generate_error_vector.gp

/ * %
* Checks the given parameters are suitable for the system.
x If parameters are not suitable,
* prints error message then halt the program.
*
* @param n degree of finite field
* @param k length of codeword
* @param t maximum rank of the error vector
* @param g_0 base prime number
* @param h twisting power
* @param s generalization power
* @param u additive power
x/
check_parameters(n: t_INT, \
k: t_INT, \
t: t_INT, \
q_0: t_INT, \
h: t_INT, \
s: t_INT, \
u: t_INT) = {
if(n<l || k<1 || s<1 || u<l || h<1,

die ("AGTG parameters should be positive integers!"™));

if(k >= n,

die ("AGTG parameter k should be less than n!"));

if (isprime(gq_0) == 0,
die ("AGTG parameter g_0 must be a prime number!"));
if(gcd(s, n) !'= 1,
die ("AGTG parameters s and n should not have common divisor!"));
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my (max_t = floor ((n-k)/2));
if(t > max_t,
die("t is bigger than the maximum value!"));

}i

Listing B.17: src/utils/check_parameters.gp

/ %%

* Symbolic product of two polynomials

x Parameter order is important.

*

* @param f the first polynomial

* @param g the second polynomial

*

* @return composite function of two input functions

*/

composite (f: t_FUNC, g: t_FUNC) = ({
(x) —> £(g(x))

i

Listing B.18: src/utils/composite_function.gp

/ x %

+ Converts a vector to its correlated Dickson matrix
*

* @param v base vector

* @param g power of base prime number

*

* @return Dickson matrix of the vector

x/
dickson(v: t_VEC, g: t_INT) = {
len = length(v);
matrix(len, len, 1, J, v[imodix(i-j+1, len)]”~(g™(j-1)))
}i
Listing B.19: src/utils/dickson.gp
/ %%

x» Prints the error message

x then halts the execution

*

* @param message the error message

*/

die (message: t_STR) = {
printf ("ERROR: %$s\n", message);
quit () ;

}i

Listing B.20: src/utils/die.gp
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fliep_get_span(pl, pg, pa, pksmall) = {
my (1 = listcreate(pl));
for(j=1,pl,listput (i, 1,3));
my (span = Set ());
while(i[1] < pg+l,
my (£=0) ;
for(j=1, pl, t= t+paljl* pksmall[i[]j]]);
span = setunion (span, Set(t));
listput (i, i[pll+l, pl);
forstep(j=pl, 1, -1,
if (i[1>pa,
if (j==1, break,
listput (i, 1, J);
listput(i, i[j-11+1, 3-1);

}i

/ *
* Calculates the rank of the correlated

% Dickson matrix of the given vector v

* @param v base vector

* @param g power of base prime number

*

* @return rank of the vector

*/

rank_of_vector(v: t_VEC, g: t_INT) = {
matrank (dickson (v, q))

}i

/%

* Checks independency of linearized evaluation points
*

* @param v base vector

* @param n degree of finite field

* @param g power of base prime number

*

* Q@return boolean value of independency

*/

check_liep(v: t_VEC, n: t_INT, g: t_INT) = {
rank_of_vector (v, gq) == n

bi

/ *

* Finds linearly independent evaluation points
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* by choosing random elements of finite field

x and checking independency.

* @param n degree of finite field
* @param g power of base prime number
* @param w base element of finite field
*
* @return n linearly independent points in the finite field.
*/
fliep(n: t_INT, g: t_INT, w: t_FFELT) = {
my (liep = vector(n, i, random(w)));
if (check_liep(liep, n, g), liep, fliep(n, g, w))
}i

[ **

* Finds linearly independent evaluation points

* @deprecated

*

* @param n degree of finite field

* @param g power of base prime number

* @param w base element of finite field

*

* @return n linearly independent points in the finite field.

*/

fliep_by_spanning(n: t_INT, g: t_INT, w: t_FFELT) = ({
my (karray = [w-w]);
my (karray = concat (karray, vector(g®n-2, i, w*i)));

my (kset = Set (karray));

wsmall = wrfloor ((g*n-1)/(g-1));

ksmall = [wsmall-wsmall];
ksmall = concat (ksmall, vector(g-1l, i, wsmall”i));
my (a = listcreate(n));

listput (a, kset[random(length (kset)) + 11, 1);

for(i = 1, n-1,
my (latest_span = fliep_get_span(i, g, a, ksmall));
my (latest_set = setminus(kset, latest_span));
listput (a,
latest_set[random(length(latest_set)) + 11,
i+1);
)i

liep = list_to_vector(a);

if (check_liep(liep, n, q), liep, fliep(n, g, w))
bi

Listing B.21: src/utils/fliep.gp
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/ %%

* Generates the finite field GF(g”n) with given primitive function

* @param ff_ generator a primitive polynomial over GF (g”n)
*
% @return the finite field generated by the input polynomial
*/
generate_finite_field(ff_generator: t_POL) = {
ffgen (ff_generator)
}i

Listing B.22: src/utils/generate_finite_field.gp

/ %%

* Converts given list to a vector with same elements and same order.

* @param list any list
*
* @return the generated vector with elements of the list.
*/
list_to_vector(list: t_LIST) = {
vector (length(list), i, list[i])
}i

Listing B.23: src/utils/list_to_vector.gp

/ %%

+ Finds correct index value in modulo m

* For example, if we have a collection with m elements:

* modix (0, 5) will return 5
* modix (1, 5) will return 1
* modix (5, 5) will return 5
* modix (6, 5) will return 1

* It is not same with modulo operation in math,

* because in GP, arrays start with index 1 instead of 0.

* @param index given index value not has to be in modulo m
* @param m modulo value
*
* Q@return index value in modulo m
*/
modix (index: t_INT, m: t_INT) = {
my (i = 1lift (Mod(index, m)));
if(i == 0, i+m, 1)

}i

Listing B.24: src/utils/modular_index_for_vector.gp
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/ %%

* Converts a vector to its correlated Moore matrix

*

* @param alpha vector of linearly independent points on GF (g”n)
* @param g power of base prime number

* @param s generalization power

*

* @return Moore matrix of the vector alpha

*/
moore (a, q, s) = {

my (len = length(a));

matrix(len, len, i, J, alil~(g™(s*(3-1))))
bi

Listing B.25: src/utils/moore.gp
get_coefficients_of_polynomial (f: t_CLOSURE) = {
vector (poldegree(f(x)) + 1, 1, eval(polcoef(f(x), 1 - 1)))

bi

get_coefficients_of_linearized_polynomial (f: t_CLOSURE, \

base: t_INT) = \
{
cs = get_coefficients_of_polynomial (f);
degree = logint (length(cs)-1, base);
vecextract (cs, sum(i = 0, degree, 2" (base”i)))
}i
get_polynomial_of_coefficients (v: t_VEC) = {

x —> sum(i=1, length(v), v[i] * x*(i-1));
bi

get_linearized_polynomial_of_coefficients (v: t_VEC, \
base: t_INT) = \

x —> sum(i=1, length(v), v[i] * x*(base”(i-1)));

}i

composite(f: t_CLOSURE, g: t_CLOSURE) = {
fog = (x) —> f(g(x))
}i

get_coefficients_of_polynomial_addition \
(f: t_CLOSURE, g: t_CLOSURE) = {
degree_of_f = poldegree (f(x));
degree_of_g = poldegree (g(x));
max_degree = if (degree_of_f >= degree_of_g, degree_of_f, \
degree_of_g);

coefficients = vector (max_degree + 1, i, \
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eval (polcoef (f(x), 1 - 1) + polcoef(g(x), 1 - 1)));

coefficients

}i

get_coefficients_of_polynomial_subtraction \
(f: t_CLOSURE, g: t_CLOSURE) = {
degree_of_f = poldegree (f(x));
degree_of_g = poldegree(g(x));

max_degree = if (degree_of_f >= degree_of_g, degree_of_f, \

degree_of_g);

coefficients = vector (max_degree + 1, i, \

eval (polcoef(f(x), 1 - 1) - polcoef(g(x), i - 1)));

coefficients

}i

polynomial_solve (p: t_POL) = {
liftall (polrootsmod(p))
bi

Listing B.26: src/utils/polynomial_utils.gp

/ % *
* Prints the vector name and the vector.
x* Prints each element of the vector on a new line.
*
* @param v any vector
* @param name name of the vector. its default value is
*/
print_vector (v: t_VEC, \
name = "vector": t_STR) = {
printf ("$s = [\n", name);
for(i=1, length(v), printf(" %d: %$s\n", i, vI[i]));
print ("]");
}i

/ %%
+ Prints the matrix name and the matrix.
* Prints each element of the matrix on a new line

* with row and column numbers.

* @param m any matrix
* @param row_count row count of the matrix m
* @param column_count column count of the matrix m
* @param name name of the matrix. its default value is
*/
print_matrix(m: t_MAT, \
row_count: t_INT, \
column_count: t_INT, \
name = "matrix"l: t_STR \

) = A
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printf ("%$s = [\n", name);

for(i=1, row_count,

printf (" r%d = [\n", 1i);
for(j=1, column_count,
printf (" c%d: %s\n", j, m[i, J1);
)i
print (" J");
)
print ("]");

bi

Listing B.27: src/utils/print_vector.gp

/ x*
* Encapsulation of matrix transposition
*
* @param m matrix to transpose
* @return transpose of m
*/
transpose (m: t_MAT) = {
mattranspose (m)

bi

Listing B.28: src/utils/transpose.gp
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